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The paper proposes a neural-network model of software quality prediction based on quality attributes. The proposed
model differs from the known models, because it provides considering the importance of each quality attribute and their interaction
within each software quality characteristic. The artificial neural network (ANN) outputs correspond to the values of software quality
characteristics (functional suitability, performance efficiency, usability, reliability, compatibility, security, maintainability, portability).
The artificial neural network (ANN) outputs make it possible assessing the total impact of quality attributes on software quality
characteristics.
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MUKUTA JIEBIT'A,
TETAHA T'OBOPYUIEHKO, MAPIA KAITYCTAH

XMenbHULBKHI HALlIOHAIBHUH YHIBEPCUTET

HEWPOMEPEXHA MOJIEJIb ITIPOTHO3YBAHHS IKOCTI TIPOTPAMHOT O
3ABE3IIEYEHHSA HA OCHOBI ATPUBYTIB AKOCTI

AKicTb nporpamMHoro 3abesneqeHHs (113) crae Bce 6iyibLy BaX/MBOK TEMOKO MIPOTIIrOM OCTaHHbOIO AECSTU/IITTS B 3B 53Ky
3 CTPIMKUM 3POCTAHHSM PUHKY POrPaMHOro 3a6E€3MEYEHHS, 3 30IIbLIEHHSIM KOHKYPEHLII B iHAYCTPIl 13, @ Takox I3 3poCcTaHHIM
CK/IGAHOCTI MPOrPamMHoOro 3abe3rneyerHHs 1a MoKaaAEHOI BIAMNOBIAa/IbHOCTI Ha HbOro. AKTYasIbHICTb pob/em nigBuLyerHHs skocti 13
06YMOBJ/IIOE HEOOXIAHICTL MPOrHO3YBaHHS SKOCTI POrpPaMHOro 3abe3rneyerHHs Ha PaHHIX eTanax XUTTEBOro UMKy Ta po3po6/IeHHS
Mozenes, METo4iB 1a 3acobiB rporHo3yBaHHs SKOCT 13 Ha OCHOBI aTpubyTiB.

VHiBepcaibHuMu CTPYKTYPaMu, O L[O3BOJISIOTL y3ara/ibHUTH [H@OPMaLilo Ta BUSBUTH 3a/IEXKHOCTI MK BXIGHUMY |
PEYIIbTYIOUUMI [AHUMU, € LUTYYHI HEVPOHHI MEpexi (LLIHM), Tomy ansa peanizauii yHKUIA, SKi BpaxoByBaTUMyTb B33EMOBIT/INBU
XapakTeEPUCTK Ta atpubyTiB SKOCTI 3aMPONOHOBaHO BUKOPUCTOBYBAaTH came LLUIHM. ABTopamu 3arporioHOBAaHO KOHLEMLIO
NPOrHO3yBarHs SKocTi 13 Ha ocHoBI LLIHM, B [Kili BpaxoBytoTbCS B3aEMOBII/IMBY aTPUBYTIB SKOCTI U BU3HAYEHHI XapaKTEPUCTUK
sKocti [13.

BriepLue 3arporoHOBaHa HEVPOMEDEXHE MOAEb POrHO3yBaHHS SKOCTI IPOrpaMHOro 3abE3reYeHH s Ha OCHOBI aTpnbyTiB
SKOCTI BIAPI3HAETLCS Bif BIAOMUX TUM, LO [AE MOXX/IMBICTb BPAXOBYBATU BAXJ/IMBICTb KOXHOIO atpubyTy SKOCT, @ TAKOX B3AEMHII
Br/mB atpubyTiB B MEXax KOXHOI XaPaKTEDUCTUKN SIKOCTI IPOrpaMHOro 3abe3reyYeHHs. BuxigHi @yHkuyioHam LLUHM, wo
BIAINOBIAAIOTE 3HAYEHHSM XaPAKTEPUCTUK SKOCTI 13 (QyHKUIVIHA NpUAATHICTb, EQEKTUBHICT, 3DYYHICTL BUKOPHCTAHHS, HalIViHICTb,
CYMICHICTb, 33XVLEHICTB, CYIIPOBOMKYBAHICT, MOXJ/MBICTb MEPEHOCY), AAt0Th MOXJ/IMBICTE OLIHUTU CYMAaPHUI BIMB aTpubyTis
SKOCTI H3 XaPaKTEPUCTUKYN SKOCTI IPOrpamMHOro 3abe3neyeHHs.

BpaxoBytoun 3arporoHOBaHy KOHLIENLO, MEPCIEKTUBHUMYU 3aBAAHHAMU /IS OAATLLUNX [JOC/IIMKEHD €: PO3POBIEHHS
HEVPOMEPEXXHOIO METOAY IPOrHO3yBaHHS PIBHS SKOCTI MPOrpaMHOro 3a6e3I1eYEHHS Ha OCHOBI aTpubyTiB SKOCTI; peani3auid 1a
HABYAHHS HEVPOMEDEXHOI CKIaA0BOI 3arporioHOBaHOIro METOLY, IPOEKTYBAHHS Ta Pearni3allis TEXHOJIONT MPorHo3yBaHHS PIBHS
SKOCTI 1POrpamMHoOro 3abe3rneqeHHs Ha OCHOBI aTpubyTiB SKOCTI Ha PaHHIX eTarnax XuTTEBOro LUKJ/Iy.

KnroyoBi cnoBa: riporpamHe 3abesneqerrs (113), skicte 13, atpnbymv skocTi 13, xapakrepuctuku Skocti 13, wryyHa
HEVpoHHa Mepexa (LLIHM).

Introduction

Software quality has become an increasingly important issue over the last decade due to the rapid growth of the
software market, increasing competition in the software industry, and the increasing complexity and responsibility of
software. Insufficient software quality is the cause of disasters, accidents, financial, information, and reputational losses
[1,2].

Today, the software industry has many challenges in evaluating and monitoring the software quality. The
main reasons are: the lack of an objective model for the software quality assessing, the lack of a clearly defined
mechanism for quality attributes measuring [2, 3].

Software quality is determined by factors such as how the software is made, not how it is tested. Software
quality assessment is important to ensure high-quality software products. ISO/IEC standards identify methods for
the software quality assessing and provide common approaches. Software quality assessment according to ISO
25010:2011 [4] is performed as follows: based on 138 quality attributes from ISO 25023:2016 [5], 31 sub-
characteristics and 8 quality characteristics are evaluated, after that the comprehensive software quality assessment
is conducted.

The purpose of developing the software quality models is using of the attributes from the early stages of the
life cycle of software development in order to provide initial assessments of the quality of the developed software.
Currently, in most cases the software quality attributes are evaluated for ready-made software code. However the
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software quality can be predicted based on values of the attributes from the specification. After all any error in the
specification will be reflected in the next stages of software development, leading to the development of low-quality
software.

Timely predicting of software quality can be used to take any preventive measures to reduce the number of
software failures during its operation. Therefore, the growth of the software market and increasing competition in
this market requires the development of models, methods, and tools for quality assessment, and especially
forecasting the quality of software in the early stages of the life cycle, taking into account economic and time
feasibility.

Overview of known models, methods and tools for software quality prediction

The paper [6] defines the attributes of software testing quality, presents methods for assessing the quality of
software testing, and analyzes and discusses models for assessing the quality of software testing based on the theory
of fuzzy mathematics. This model allows you to quickly assess the quality of software testing, avoids local highs,
overcomes the shortcomings of existing models and assessment tools, and can correctly reflect the relationship
between internal and external properties of software.

The paper [7] proposes a model of the software product quality assessment process. This model is on the
basis of the international standard ISO/IEC 14598 - Software Product Assessment. The proposed model generates an
adapted model for assessing the quality of the software product considering the types of information systems.
Accordingly, the necessary software measures are collected and further analyzed to provide feedback to improve the
quality of the software product.

The paper [8] proposes a software development model that includes the integration of Goal-Question-
Metrics and Deployment of software quality function. Using this model, software engineers formulate project
objectives and verify that they are being achieved. The software development process using this model increase the
usability of the software. The main contribution of this article is to help software developers create better software
that not only meets the requirements of customers but also meets the objectives of the project.

The paper [9] developed a model for assessing the quality of system-level software that controls hardware
devices. In particular, quality assessment metrics to evaluate system software for radio transmitter control software
have been developed. To calculate the scores, the authors derived requirements based on the operating environment,
applications, and operating software performance.

In the paper [10] a new method of software quality prediction is proposed, using the method of reference
vectors of classification of software modules based on complexity indicators. A model of software classification
based on the method of reference vectors is proposed, the characteristics of which are suitable for early forecasting
of software quality when there is only a small amount of sample data.

The study [11] presents a model of the software maintenance process, which emphasizes the impact of
software quality on maintenance and takes into account the quality of modified software.

The paper [12] proposes a software quality model for testing the various factors that impact on the software
quality, and for increasing the software performance considering the complexity of the software that software
developers may face. The proposed model showed how to provide a safe, reliable, and high-quality software
product.

The paper [13] describes SQUID's approach to modeling, measurement, and evaluation of software quality.
Project SQUID proposed a method and experimental tools for supporting and automating these actions. The tools
helps in quality specification, planning, control, and assessment. These tools provide the set targets for product
quality requirements and assess their feasibility (quality specification). These tools supports the identification of the
internal attributes of the software product and process which must be managed during development to meet the
quality requirements of the project (planning and quality control). Finally, these tools help assessing the compliance
with project quality requirements (quality assessment).

The paper [14] is devoted to a systematic review of the various metaheuristic methods used to analyze
various aspects of software quality, including error susceptibility, defect prediction, susceptibility to change,
serviceability prediction, and software reliability prediction.

In the study [15], the authors used a hybrid method of quality prediction. Predicting is conducted with using
the advanced neural network integrated with the Hybrid Cuckoo search (HCS) optimization algorithm for improving
the accuracy of forecast. The neural network is improved by using HCS, which optimizes the weighting factor for
improving the forecast. Quality indicators (maintainability and reliability) are evaluated for prediction of the
software quality. The results are compared with other methods with the purpose of testing the effectiveness of the
proposed method.

The authors [16] discuss statistical approaches to software quality forecasting based on data on software
development processes using generalized linear modeling. In particular, Poisson, logistic and additional logarithmic
regression models have been developed to predict the number of errors to be detected when testing the system.

Machine learning is also used for predicting the quality of the final product in the early stages of software
life cycle. The machine learning-based predicting model uses software metrics and erroneous data from previous
software projects for identification of the high-risk modules for future projects, then testing efforts will be focused
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on these specific high-risk modules. Thus, machine learning predictors facilitate the early and cost-effective
detection of design anomalies and provide the timely delivery of the trouble-free, successful, high-quality, budget
software product [17].

The document [18] presents an approach to software quality forecasting using the Software Requirements
Specification (SRS). The SRS document is converted to a graph, and various parameters are extracted from it,
including the readability index, complexity, size, and communication score. These parameters are transmitted to the
fuzzy inference system (FIS) to predict the quality of the final product.

The paper [19] aims to compare different methods of data mining (for example, obtained by machine
learning) to develop effective models for predicting software quality. To achieve this, the authors addressed various
issues, such as collecting software metrics from open source repositories, evaluating forecasting models to identify
software problems, and implementing statistical methods to evaluate data mining techniques.

The aim of the study [20] is to develop a basis for comprehensive software quality forecasting. This
integration is reflected in a number of quality attributes included in the model, as well as the relationships between
these attributes. The model is formulated as a Bayesian network. The structure allows to include expert knowledge
about the subject area, as well as related empirical data and to encode them in the Bayesian network model. This
model can be used to support decision-making by software analysts and managers.

Thus, currently, the models, methods, and tools for predicting the software quality in the early stages of the
software development are imperfect. Therefore, predicting the software quality in the early stages of the software
development is the urgent task. The goal of this study is the development of the neural-network model for software
quality prediction based on quality attributes.

Neural-network model of software quality prediction based on quality attributes

For eliminating the problem of formal quality satisfaction, it is necessary to build a software quality model
that will take into account the interaction of indicators and characteristics when determining the quality of software.
Formalized set-theoretic software quality model based on the ISO 25010 standard was developed by one of the
authors and presented in [2, 3].

Difficult-formalized tasks of software quality assessment are the determination of weights and the
interaction of quality attributes within each software quality characteristic. Artificial neural networks (ANNs) are
one of the means to summarize information and identify relationships between input and output data. Hecht-
Nielsen's theorem also implies the possibility of representing a multidimensional function of several variables using
a neural network. ANN provides considering the importance of each quality attribute in determining the software
quality characteristics. The mutual influence of software quality attributes on software quality characteristics is also
considered by ANN. So, for these reasons the ANN apparatus is selected for this task. Determining the effects of
attributes on software quality characteristics was performed by one of the authors and described in [21].

So, it is then necessary to develop an ANN that will process a set of quality attributes, will approximate them, and
will provide predictable quantitative estimates of software quality characteristics.
The concept of software quality prediction based on ANN is presented in Fig.1.

L J

138 quality 8 quality
attributes characteristics
(according to =% . ANN T = (accordmg to
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25023:2016) 25010:2011)

v

Fig. 1. The concept of software quality prediction based on ANN

The choice of neural network structure and architecture is made in accordance with the characteristics and
complexity of the problem. Optimal configurations already exist for certain types of tasks.

To select the architecture for predicting the characteristics of software quality, an analysis of known
architectures of artificial neural networks was performed. Regression radial basis networks are used to analyze
numerical series. Probabilistic radial basis networks are designed to solve probabilistic problems, in particular,
classification problems. The Kohonen map is intended for data clustering. Networks for the classification of input
vectors are used for clustering and classification. Elman and Hopfield networks are networks with dynamic inverse
connections, focused on the development of dynamic models that take into account the prehistory of processes.
Because the task of predicting the software quality characteristics doesn't have the properties of the numerical series,
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inverse relationships and needs for classification and clustering of data, let's choose a multilayer perceptron to solve
this task. If we will use a different type of neural network for this task solving, its nature will be artificially distorted,
resulting in inconsistent results of the ANN.

The structure of this ANN is presented in Fig. 2.

Fig. 2. Neural-network model of software quality prediction based on quality attributes

Neurons of the input (receptor) layer are defined by the set of software quality attributes

OMS ={qms; }, i=(1, 138), where gms; — i-th of the input (receptor) layer (i -th software quality attribute

defined by ISO 25023), the number of input neurons (number of software quality attributes) is currently 138
(according to ISO 25023).
Neurons of the output (effector) layer define a set of software quality characteristics

QOCH ={qch; }, I=(1, 8), where gch, — [ -th functional of the effector layer of the multilayer perceptron (/ -th
software quality characteristic defined by ISO 25010), the number of output neurons (number of software quality

characteristics) is currently 8 (according to ISO 25010).
Neurons of the first hidden (approximating) layer of the multilayer perceptron are the set

AL = {al;}, j=( lTa, ), where al; — j-th neuron of the first hidden (approximating) layer, &, — the number of
neurons of the first hidden (approximating) layer (for ANN with 138 input neurons and 8 output neurons the number
of neurons in the first hidden layer k, =73 is enough).

Neurons of the second hidden (correcting) layer of the multilayer perceptron are defined by the set
CL= {cly ), h=( ITL,, ), where cl, — h-th neuron of the second hidden (correcting) layer, k., — the number of

neurons of the second hidden (correcting) layer (for ANN with 138 input neurons and 8 output neurons the number
of neurons in the second hidden layer k., =37 is enough).

The vector of threshold values of the offsets of the set of neural elements is defined as:
O={q,} [=(1, 8), where g, — the offset of the /-th neural element, / =8 — the number of offsets of neural

elements (the number of software quality characteristics according to ISO 25010).
The weights of the connections are represented by weight matrices:

Woms,ar = <qus,.,alj > i=(1, 138),j=(1k, ), where Wams, al, ~ is the weighting coefficient of the connection

between the qms ; -th input and al ;-th neuron of  the first hidden layer;

Warct :<wa,j,dh > j=(Lky ) h=(Lk,), where Wal el = 8 the weighting coefficient of the connection
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between the a/; -th neuron of the approximating hidden layer and ¢/, -th neuron of the correcting hidden layer;

Woocu = <wa_qchl > I=(1, 8), where Wy, qen, — 18 the weighting relationship between the g, -th offset and gc#; -

th neuron of the output layer.
The formula for determining the / -th functional of the effector layer of the ANN gch, has the form:

ka ke Cqchy
thl =f1 fZ(AL) ZZ(GZJ 'Walj,clk ) +Z(qmsi *Wams, al, ) “Cuch, * Wy, qch, (1)
== =l

where f| — activation function of neurons of the effector layer of ANN (linear function, the results of

which lie in the interval [0; 1]), f, — activation function of neurons of hidden layers (hyperbolic tangent), e ., —

number of software quality attributes that affect the gch -th ANN output (the gch, -th predicted quality
characteristic of the software), gms; — i -th ANN input, which affects the gch, -th ANN output.

The first time proposed neural-network model of software quality prediction based on quality attributes
differs from the known models in that it allows to take into account the importance of each quality attribute, as well
as the interaction of attributes within each software quality characteristic. The original functionals of ANN
corresponding to the values of software quality characteristics (functional suitability, performance efficiency,
usability, reliability, compatibility, security, maintainability, portability), allow assessing the total impact of quality
attributes on software quality characteristics.

Conclusions

Software quality (software) has become an increasingly important topic over the last decade due to the
rapid growth of the software market, increasing competition in the software industry, and the increasing complexity
and responsibility of software. The urgency of software quality improvement issues necessitates software quality
forecasting in the early stages of the life cycle and the development of models, methods, and tools for software
quality forecasting based on attributes.

Universal structures for summarizing the information and identifying the relationships between input and
output data are artificial neural networks (ANNs). Thereby the ANN was used for implementing the functions that
considering the interaction of characteristics and quality attributes.

The authors propose the ANN-based concept of software quality prediction, which takes into account the
interaction of quality attributes during determining the software quality characteristics.

The first time proposed neural-network model of software quality prediction based on quality attributes
differs from the known models in that it allows to take into account the importance of each quality attribute, as well
as the interaction of attributes within each software quality characteristic. The original functionals of ANN
corresponding to the values of software quality characteristics (functional suitability, performance efficiency,
usability, reliability, compatibility, security, maintainability, portability), allow assessing the total impact of quality
attributes on software quality characteristics.

Given the proposed concept and model of software quality prediction based on quality attributes, promising
tasks for further research are: development of a neural-network method for predicting the level of software quality
based on quality attributes; implementation and training of the neural network component of the proposed method;
design, development, and implementation of software quality forecasting technology based on quality attributes in
the early stages of the life cycle.
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