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The paper examines the provision of fault tolerance, survivability and protection of IT information on the impact of
malicious software and computer attacks. Each method is presented separately by its steps. The states of hardware and software
on which the implemented methods are impelled in the corresponding systems are investigated. The common states are singled out
and on the basis of them and together with the steps of the methods the synthesis of the method of ensuring fault tolerance,
survivability and protection of IT information is carried out. It combines three developed methods. This method is represented by
four generalized steps. All representations of the models are made by graphs with weight vertices, which specify either the states or
steps of the methods. This representation made it possible to connect common vertices.

Some methods of ensuring resilience, survivability and protection of IT information under the influence of malicious
software were compared with one integrated method. Experimental studies confirm the effectiveness of both the proposed solution
to ensure fault tolerance, survivability and protection of IT information and the effectiveness of the method, which combines the
provision of fault tolerance, survivability and protection of IT information.
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MUKOJIA CTEHIOK, AHTOHIHA KAIITAJIbAH

XMeNnbHULBKUH HAallIOHATbHUH YHIBEPCUTET

METO/IA 3ABE3NNEYEHHS BIIIMOBOCTIMKOCTI, )KUBYUYOCTI TA 3AXUCTY
TH®OPMAII CIEIIAJI3OBAHUX ITHOOPMAIIIMHUX TEXHOJIOT'THA B
YMOBAX BIIVIUBIB 3JIOBMUCHOI'O ITPOI'PAMHOTI'O 3ABE3IIEYEHHSA

B po6oTi AOCTIIKEHO 3a6€E3I1e4EHHS BIAMOBOCTIYIKOCTI, XUBYYOCTI Ta 3axucty iHgopmayii IT 1040 Bri/mBy 3/10BMUCHOMO
MPOrPamMHOro 3a6E3M1e4EHHS Ta KOMIOTEPHUX aTak. OKPEMO IPEACTABIEHO KOXEH METOH Woro Kpokamu. [JOC/imKeHo cTamHu
anaparHo-rporpamMHux 3acobis, Ha SKUX peasni3oBaHi METOAN IMIIEHTOBAHO y BIANOBIAHI cuctemu. CriifibHi CTaHW BUOKDEM/IEHO | Ha
OCHOBI HUX Ta@ pa30M 3 KPOKamMu METOLIB 34IMICHEHO CUHTE3 METORY 330E3MEYEHHS BIAMOBOCTIMKOCT, XWBYYOCTI Ta 3aXUCTy
iH@opmaLii: IT. B HbOMY MOEAHAHO PO3POGNIEHI TPU METOAM. Lleri METOH NPEACTaBIEHO HYOTUPMAE y3araiabHeHuMu Kpokamu. Bci
MPEACTABIIEHHS MOAENEU 3[IMCHEHI rpagamu 3 BaroBUMM BEDIUMHAMM, B SKUX 3a4aHO abo cTaHu abo KpOKu METogis. Take
MPEACTAaB/IEHHS H3Aa/10 3MOry MOEAHATH CITifIbHI BEPLUMHU.

Okpemi mMeTogn 3a6e3reqeHHs BiIMOBOCTIVIKOCT], XUBYYOCTI Ta 3axucty iHgopmauii IT B yMOBaXx BI/IMBIB 3/10BMUCHOMO
MPOrapMHoOro 3abes3rneyeHHs 6y/10 MOPIBHAHO 3 OfHUM [HTErpOBaHUM METOLOM. [IpOBEAEHI EKCIIEPUMEHTA/IbHI AOC/KEHHS
MIATBEDLKYIOTE EQPEKTUBHICTL SK 3arPOIIOHOBAHOIO PILLIEHHS LOA0 33a0E3MEYEHHS 3a6€31eHeHHS BIAMOBOCTIVIKOCTI, XUBYYOCTI Ta
3axucty iHgopmavii  IT TaKk | egekTUBHICTb METOAY, B SKOMY [TOEAHAHO 336E3I1EYEHHS BIAMOBOCTIVIKOCTI, XUBYYOCTI Ta 3aXUCTY
IH@popmayii IT.

KnrouoBi c1oBa: eqgpeKTuBHICTb, METOY, BIIMOBOCTIVIKICTb, XUBYYICTb, 3aXUCT [HE@OPMALT, anapaTHo-rnporpamMHi 38cobu,
IHQOPMALIIVIHI TEXHOJIONT], 3/I0BMUCHE TPOrpamMHe 3a6€3MeYEHHS

Introduction

The continued spread of malware and various computer attacks confirms that the problem of combating
malicious software and computer attacks will remain relevant, and its relevance will only increase. Creating an
information system to avoid malware threats and computer attacks is possible using scientific approaches based on
threat models and methods based on them.

When designing information systems, you need to take into account the peculiarities of the tasks assigned
to them, which can be performed under the influence of malicious software and computer attacks. In this regard, the
necessary scientific task is to develop specialized IT that will provide opportunities to combat malicious software
and computer attacks, which will allow to develop on their basis resistant to such influences information systems.

Subject area analysis and related decisions

Many researchers and organizations working on the development of anti-virus tools pay attention to
combating malicious software. Leading developers of anti-virus tools [1] - [13] are focused on creating separate
specialized tools to combat malicious software. The installation of such tools in computer systems significantly
helps users to save information and detect malicious software. The developers point to the high reliability of
detecting malicious software by their means. But independent organizations testing antivirus and intrusion detection
systems [14] - [17] confirm incomplete detection. That is, there is a small percentage of malware that can penetrate
the detection tools. This creates problems with the reliability of information storage. Therefore, researchers continue
to develop a variety of detection methods and systems [18] - [25], which would detect malicious software at
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different stages of penetration into computer systems. This direction is actively developing and will continue to
develop, because criminals benefit and therefore it motivates them. In addition, most countries in the world, paying
considerable attention in recent decades to the problem of information protection, have created appropriate means of
another type, including counter-protection. It also allowed them to take part in countering cyber threats and thus
increased the number of participants in detecting and combating malicious software in cyberspace, putting this
direction on a systemic basis. Thus, the space for research into the detection of malicious software by special
methods and systems is growing.

In addition to the development of certain detection methods to detect malicious software at different stages
of penetration into computer systems, promising is to ensure the stability of hardware and software in the face of
malicious software and computer attacks [15]. In particular, when designing specialized IT, such mechanisms could
ensure resilience to impacts.

The methods of ensuring fault tolerance, survivability and protection of information of specialized
information technologies under the influence of malicious software
To ensure the resilience of IP to the effects of SDRs and computer attacks in the process of their operation,
synthesize in IT in conjunction with specialized functionality of its purpose, as well as components whose purpose
will be to maintain the ability of IS to perform specialized functionality to perform the main task. and computer
attacks. Let's set the constituent elements of specialized IT M;; as follows:

Myr = {Fo, Fi, Fp, oo, Py, Arr ), (1

where Fj is the functional of the main IT task and must be present in M;r; F; - 1 - the component in IT that
provides additional functionality; i = 1,2,..., Nyp; N;jr - the number of additional components in IT; 4;r is a
component element in IT that activates elements Fy, F;, ..., Fy,, in IT when certain events or requests from element
Fy occur and it does not contain additional functionality to perform other actions.

The components of IT will be synthesized as follows: fault tolerance, survivability, information security.
These components will be implemented as separate completed modules, but with the possibility of activation in
terms of signaling the impacts and needs that will require the functionality of the main task. That is, for N;p = 3,
then the generalized structure of specialized IT will have the representation shown in Fig. 1.

F1
FO

Ar

F3 F2

Fig. 1. Generalized structure of specialized IT with elements

Method of ensuring fault tolerance of specialized IT.

The essence of the first step of the method is to use block labels. The second step in the IT fault tolerance
method is to use functional redundancy. The third step in IT resilience is cross-redundancy. The fourth step of the IT
fault tolerance method focuses on the application in the server part and, therefore, in the client part will not be used,
except in cases of combination of tasks and capabilities of both parts of the IS.

The steps of the developed method combined two ways to ensure the sustainability of IT: attracting
redundancy; attracting excesses. This integration is combined with IP adaptability.

Method of ensuring the viability of specialized IT.

To ensure the operability of the method, its model includes a software bank that contains software modules
of all client workstations and their reference parameters. The survivability method of specialized IT is based on the
use of markers, which indicate the boundaries of software modules included in such files. This allows you to
separate the software part from the overall file structure and thus calculate the checksum only for the constant part
of the file.

The main steps of the method of ensuring the viability of specialized IT:

1. Inclusion of markers in the software at the preparatory stage of ensuring the viability of specialized IT.

2. Calculation of checksums marked in accordance with paragraph 1 of the executable module of the client
workstation software. Their number can be a set from 1 to n.

3. Executable software modules of the client workstation are placed in the database of the reference
software of the relevance control service.

4. Preservation of the list of values of markers and checksums of the modules marked by them.
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5. If the background process is started, then in a certain iteration the software of some workstation will be
checked and if its list of markers and values of checksums that correspond to them do not match, or the required
markers are not found at all, the software update procedure will be performed. ARM.

6. The fact of updating the software of some workstation is entered in the log-file for further analysis of the
reasons that caused its replacement.

The developed method of ensuring the viability of specialized IT is based on the analysis of markers and
the preservation of key information needed for research in the process of IP operation.

Method of ensuring information protection of specialized information technologies.

The steps of the method of ensuring the protection of information in specialized IT according to the two-
factor verification of the legality of user software:

1. We create a base of reference software for client workstations.

2. Create a database of reference parameters of client workstation software modules and a registration list
of the physical location of the workstation with startup parameters and binding to the IP address.

3. The workstation software is installed on the computer without startup parameters.

4. When you try to run the workstation software from the client station, a request is made to the bootloader,
which is on the server, to run with the registration code of the workstation.

5. The bootloader program checks the legitimacy of this application in accordance with the registration list
and, if the request data match the expected, then remotely run the workstation software at the client station. If not,
the launch will not take place, and the very fact of attempting to run will be recorded in the log file of events in the
IP. If an attacker submits an application with the correct parameters by changing the sender's address in the package,
the workstation software will be launched, but not on his computer, but on the regular one, according to the
registration list, which is under the control of a legitimate user.

These measures to ensure the protection of IP information in combination with organizational and legal
measures, used as a single set, allow to obtain technology, the use of which in the development of specialized IP,
guarantees a high level of protection of its resources from destructive influences.

Method of ensuring fault tolerance, survivability and protection of information of specialized IT.

Ensuring fault tolerance, survivability and protection of specialized IT information in the context of the
influences of PPL and computer attacks according to the developed methods makes it possible to improve the
resistance to influences in each individual case. But part of the steps of three different developed methods is
convergence, so it is advisable to combine the three developed methods into one method according to the joint steps
and states of the system in which it will be implemented. Then, the system will have a subsystem that will
implement the method of ensuring fault tolerance, survivability and information protection of specialized IT, which
will combine all three developed methods.

In Fig. 2 shows the model of ensuring fault tolerance of client ARM. Here, the vertices of column 1 - 4 are
internal influences on software of all levels and the hardware platform of IP, which are aimed at reducing the fault
tolerance of IP. Vertex 1 captures a situation where, due to the super-large complexity of modern software systems,
client ARM software (Fig. 2, vertex 5), as well as the computer station OS (Fig. 2, vertex 6), can self-damage,
making way 5 - 9 in Fig. 2 not available.
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Fig. 2. Graph model of fault tolerance
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The software relevance control service (Fig. 2, vertex 10) monitors the condition of the software of the
client ARM and, in case of detection of its damage, replaces it with a reference one, restoring its functionality (Fig.
2, vertex 9). Thus, the automatic restoration of the availability of IP functions is ensured - path 5-9 in Fig. 2 is made
available. Unavailability of client ARM functions can also occur due to external factors, namely due to the actions
of malware. This situation is modeled on Fig. 3. External influences are shown in vertices 1 and 3. They take into
account various methods of attacking is components. Vertex 1 simulates a situation where the impact of PPL is
directed directly at the client ARM software or on the OS under which it operates.
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Fig. 3. Graph model of survivability

Vertex 3 simulates a situation where malicious software, in the process of attacking the OS, managed to
create a disguised tunnel to further attack other components of the IP, including the software of the client ARM.
Vertex 2 simulates the dos attack situation on the server part of the IS. To counteract these influences, namely their
attacks on the least protected of its links - client stations, the capabilities of the advanced functionality of the
software relevance office service are used (vertex 7, Fig. 3), which, in case of detection of damage to the software of
some ARM (vertex 5, Fig. 3), replaces it with a standard, restoring the path of 5-6 graph model figs. 3, and thus
restoring the availability of IP functions.

Presented in Fig. 4 model, demonstrates the situations in which there may be a system for ensuring the
protection of IP information.
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Fig. 4. Graph model of information security

It includes the main factors that in various ways threaten the information processed in the IP. This is
distortion, unauthorized access and loss of information (vertices of column 1 — 4, Fig. 4). Their action is directed
against client ARM and DB server (vertices 5 and 7, Fig. 4, respectively). A particularly vulnerable part of THE is
client ARM, as are the least protected elements of the system. In order to strengthen their protection, a special
mechanism for running ARM software is used in the IP, which is based on two factor verification of the legality of
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the software, which attempts to connect to the server database. Responsible for its support are the ARM launch
program (vertex 6, Fig. 4) and the software relevance control service (vertex 8, Fig. 4), which checks the compliance
of the software that tries to connect to the database to the parameters stored in the registry of this service. When non-
coincidences are detected in the parameters, the connection is refused, and the fact of unauthorized connection is
recorded in the log file of events in the system (vertex 9 on the module graph).

Analysis of influences directed to IP and shown in Fig. 2, 3 and 4 showed that they are caused by different
causes, but are aimed at almost the same components of the system. As can be seen from the presented in Fig. 5 of
the resulting model, such components are client IS ARM and DB server (vertices 5 and 7, Fig. 5, respectively).
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Fig. 5. The resulting graph model to ensure fault tolerance, survivability and protection of IP information

At the same time, the software of client ARM is the most vulnerable from the action of all the influences
given. To increase its resistance against all types of perturbations, IS includes means of automatic restoration of the
robot's ability of the ARM software. And, as can be seen from the given models (Fig. 2, 3 and 4), counteraction to
different types of influences is performed by the same components. They are the software relevance control service
(top 8 Fig. 5) and the program that controls the launch of the ARM software (top 6, Fig. 5). The algorithm of its
work is constructed in such a way that it is not important for it, which caused the violation of the ARM software, the
main thing is the ability to detect the deviation of its parameters from the expected ones and its replacement with a
reference one.

Such an organization to counter malign influences is quite effective in terms of costs for it, which in many
projects can be a decisive argument.
According to the presented graph models of ensuring the stability of IP to various negative impacts,

models of methods for ensuring fault tolerance, survivability of client ARM software (Fig. 6) and information
protection (Fig. 7) have been developed.
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Fig. 6. Graph model of the method of ensuring the survivability and resilience of client jobs information system
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Depicted in Fig. 6 the model implements the main steps of the method of ensuring the survivability of
client ARM software, which include such stages as labeling software modules (step 1 - top 1, Fig.6), which are part
of files without a constant checksum, counting the checksums of each module (step 2 - vertex 2, Fig.6), forming the
base of the reference software of client ARM (step 3 - vertex 3, Fig.6), preparing a list of marker values and control
amounts of the modules marked by them (step 4 - vertex 4, Fig.6). After performing the preparatory steps 1 - 4
method of ensuring the survivability of specialized IT, which are modeled, respectively, by the vertices of 1 - 4
graphs of Fig.6, the background process of the ARM software relevance control service (vertex 6, Fig.6) is
launched, which is the fourth step of the method. If the background process detects a deviation of the parameters of
some ARM (vertex graph 5.1 - 5.n, Fig.6) from the expected, then the recovery of its software will be performed
(top 7, Fig.6), which will entail the implementation of another step - the last one, according to which the fact of
recovery of damaged software will be recorded in the event log file in the IP (top 8, Fig.6). As a result of performing
all the steps of the method of ensuring the survivability of the software of client ARM (the path along the graph of
the model 1-2-3-6-7-8 or 1-2-4-6-7-8 Fig.6), the availability of IP functions will be restored. It should be noted that
steps 3 and 4 can be performed sequentially, or in parallel, as shown in the model Fig.6.
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Fig. 7. Graph model of the method of information protection in the information system

The model of the process of ensuring the protection of IP information, which is based on the launch of
client ARM software with two-factor verification, is shown in Fig. 7. Its main steps are modeled by the vertices of
the presented graph model. In its work, the method covers three possible situations. The first provides for the mode
of launching legal software. From some ARM (top 3.1 - 3.n) comes an application for launch. The program of
remote launch of client programs (step 4 - vertex 4, Fig. 7) in cooperation with the background process (vertex 8,
Fig. 7) checks the reliability of parameters and, if no discrepancies are detected, remotely starts the AHR software
that applied with the application. The second and third situations are related to the attempt to connect illegal
software to the IP (top 6, Fig. 7). In the case when the application for launch comes from an illegal copy of the
software, the launch will be refused, due to the lack of information about it in the register of client software (vertices
1 and 2, Fig. 7).

In a situation where an illegal copy of the software will submit an application with parameters
corresponding to one of the legal IS ARM, the software of some ARM will be launched, but not on the attacker's
computer, but on the computer of a legal operator, which will become an alarm.

As can be seen from the description of all models, the IP does not contain a special mechanism for
launching means of ensuring noise resistance, survivability and information protection. It serves as the detection
during the background control of the ARM software discrepancies between the calculated parameters and the
reference parameters stored in the bank of the ARM software relevance control service, while the reasons that
caused them are not established, but only the consequence of their destructive manifestations is eliminated, and the
fact of such an event is recorded in the log file for further analysis. As a result, the availability of IP functions is
restored, regardless of what caused their loss.

Analysis of models presented in Fig. 2 and 3 showed that in general they are different destructive
influences that are directed at them. All these influences can be divided into two groups - one include negative
external influences, and the second influences that are not. This explains why the steps of methods for ensuring fault
tolerance and survivability are the same — in fact, this follows from the definitions of these concepts. Their common
graph model is shown in Fig. 6.

Now compare the models presented in Fig. 6 and 7, which presents the steps of methods of failure of
stability and survivability on the one hand and methods of ensuring the protection of information on the other.

The analysis showed that the sequence of steps in both methods is somewhat different, but their fullness
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largely coincides. This gives reason to consider the option of combining them into one generalized method. As can
be seen from the graph models of methods, their preparatory steps (steps 2 — 4, Fig. 6; steps 1.2, Fig. 7) practically
coincide — in fact, they are parts that cross the same process of creating reference software banks and parameter
banks that are jointly used by it, understandably by each method in their own way.

Another commonality is that the executive steps of both methods (step 5, Fig. 6; steps 4.5, Fig. 7) are
actually provided by the same service of monitoring the relevance of the software of client ARM IP. The difference
is that the mechanism for ensuring the failure of stability and survivability is the background process (vertex 4, Fig.
6), and the remote startup program (vertex 4, Fig. 7) is responsible for ensuring information protection, which are
integral interacting parts of this service.

Also, common to both methods is a step that ensures the documentation of events in the system. The
commonality of all methods is also manifested in the object of influence — it is the same for all — the software of
client ARM.

As a result of the operation of the composition of the graphs presented in Fig. 6 and 7 received a graph of
the generalized method (Fig. 8), which combines the steps of three methods to ensure the failure of stability,
survivability and protection of information.
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Fig. 8. Graph model of the composition of methods for ensuring the stability of information systems to destructive influences

As you can see, the model of the generalized method includes 11 steps. It should be noted that some steps
(steps 2, 3, 5, Fig. 8) are shown here only for the purpose of illustrating the connection of the resulting model with
the models of the previousers, and can be absorbed by a more significant step in the preparation of the ARM registry
and their parameters, as it actually happens.

In general, all the steps of the generalized method are divided into four groups:

- preparatory steps 1 — 6;

- steps to ensure fault tolerance and survivability: 8.10;

- steps to ensure the protection of information: 7, 9;

- steps of documenting events in IS: 11.

The introduction of a generalized method of ensuring fault tolerance, survivability and protection of
information made it possible to simplify the technology of introducing security subsystems, allowed the sharing of

the same resources, which contributed to improving the efficiency of the subsystems for ensuring fault tolerance,
survivability and protection of information.

Experimental research on the use of a self-organized distributed system
The developed method was implemented in the subsystem to ensure fault tolerance, survivability and
information protection. An experiment was performed with the developed system. Its results are shown in Figure 9.
The results confirm the improved resilience to malware.
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Fig. 9. Graph of reflection of simultaneous manifestations and fault tolerance and survivability

The results of the study confirm the high level of resiliency and survivability in corporate computer
networks, which is more than 75%.

Conclusions

Separate methods have been developed to ensure the resilience, survivability and protection of IT
information in the languages of the effects of malicious software. Subsequently, the analysis and their combination
were performed.

Developed a method of ensuring resilience, survivability and protection of information of specialized IT,
which, in contrast to the known, is to combine and integrate into IT mechanisms to ensure resilience, survivability
and protection of information according to their coincidences in response to SDR and computer attacks made it
possible to create specialized IP resistant to these influences.
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