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EVALUATION OF QUALITY INDICATORS OF FUNCTIONING CYBER
PROTECTION MANAGEMENT SYSTEMS OF INFORMATION SYSTEMS

Evidence of the complexity of the cybersecurity problem is the rapid increase in the number of information security
breaches and losses on cybersecurity threats combined with an increase in the average loss from each of the breaches. Therefore,
it [s necessary to create requirements for a cybersecurity system that could provide more opportunities in the choice of methods in
the management of the protection of automated information systems.

The task of determining the optimal quality indicators of information resource management systems of automated
systems is one of the most important problems in designing integrated information security systems. This is due to the complexity
of such systems, the presence of many variable parameters, and the complexity of calculating quality indicators. In addition, the
determined quality indicators should not only ensure the optimality of the target function, but also the stability of the protection
system in a wide range of external adverse effects. The problem is that the existing methods of calculating integrated quadratic
estimates (IQE) do not take into account errors in determining quality indicators, as well as the vector nature of these indicators.

The aim of this work is to solve problems (development of algorithms), which are a problem of optimization of stable
protection management systems using vector objective functions. Based on the model of information management system
protection of information resources in the form of an automatic control system, the method of forming integrated quadratic
estimates (IQE) of control error is proposed. This method takes into account the wejghts of the estimates at the desired installation
time and standard transfer functions. Algorithms for calculating IQE according to the modified Katz formula and Ostrom's method
for arbitrary order control systems are developed, including vector representation of the objective function of the protection system.
The vector penalty function is proposed and the algorithm of its calculation is developed to display the degree of infringement of
conditions of stability of parameters of the system of protection by the Rauss-Hurwitz criterion.

Key words: integrated quadratic estimates (IQE) of control error, arbitrary order control systems, vector objective
functions, the algorithm for calculating the vector penalty function, and integrated information security systems.
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OIIHKA ITOKA3HUMKIB AKOCTI ®YHKIIYHYBAHHSA CUCTEM YIIPABJIIHHA
KIBEP3AXUCTOM IHOOPMAIIMHAX CUCTEM

TTiaTBEDIKEHHSIM CKIIAAHOCTI POBIIEMN KIOEPOESNEKN € AOCUTL LUBUAKE 3POCTaHHS KiIbKOCTI MOpYLIEHD [HHOpMAaLiviHOI
be3rekn 1@ BUTPAT Ha 3arpo3n KibEPOE3reKy, y IMOEAHAHHI 3 POCTOM CEPEAHbOIO 30MTKY Bl KOXHOIO i3 OpyLieHb. Tomy
HEOOXIgHO CQOPMyBaTH BUMOMV [0 CUCTEMU KIBEP3aXUCTY, SKka 6 MOr/iia HafaBat OifibLUe MOX/MBOCTENH y BUOODI METOLIB B
YrPaBJ/IiHHI 3aXUCTOM 3BTOMATU30BaHUX [HPOPMALIIIHNX CUCTEM.

3aBAaHHS BU3HAYEHHS OMTUMASIBHUX [TOKA3HUKIB SKOCTI CUCTEM  YIIPaB/liHHS 3aXUCTOM  [HGOPMAELIVIHUX pecypciB
aBTOMAaTH30BaHUX CUCTEM € O[HIEI0 3 HAUBAK/MBILLNX MPOGIIEM [POEKTYBAHHS KOMIT/IEKCHUX CUCTEM 3axuCTy IH@opmauii. Lle
3YMOBJIEHO CK/IBAHICTIO MOJIGHUX CHCTEM, HASIBHICTIO GE3/1i4i BaPINIOBaHUX N1apaMeTiB, CKIGAHICTIO 0OYNC/IEHHS IOKa3HUKIB SKOCTI,
Kpim TOro, BU3HAYYBaHI MOKa3HUKU SKOCTI MOBUHHI HE /miue 336E3Me4yBaTu OfTUMASIBHICTE LiboBOI @yHKUI, ane i CTIKICTb
QDYHKUIOHYBaHHS CUCTEMU 3aXUCTY B LUMPOKOMY Aiara30HI 30BHILUHIX HECTpUST/MBUX Brymsis. [lpobrema rosisrae B TomMy, WO
fcHyroui meroan obuncrieHHss IKO He BpaxoBytoTb MOMUIIKU BU3HAYEHHS! TOKA3HUKIB SKOCT], @ TaKOX BEKTOPHUY XapakTep Lmx
[1OKa3HUKIB.

MeToro gaHoi' poboTy € pillIEHHS 3aBAaHb (PO3PO6Ka anrOpUTMIB), LO CTaHOB/ISATE MPOG/IEMY ONTUMIBALIT CTIVIKUX cucTem
YrIPaBJIIHHS 38XUCTOM 1PY BUKOPUCTaHHI BEKTOPHUX LIIIbOBUX QDYHKLIM. Ha OCHOBI MOJE/TI YSBIIEHHS CUCTEMU YITPAaBIIiHHS 3aXUCTOM
IHGpOpMALIIVIHUX pPECYpCiB y BUITISAI CUCTEMM aBTOMATUYHOIO VIIPAaB/IiHHS, 3arpOrioHOBaHO Criocio (OpMyBaHHS IHTErpaabHNX
kBagparndHux ouyiHok (IKO) romwsiku yrpasriHHS, O BpaxoBye BaroBi KOEQILIEHTH OLIIHOK 38 OaKaHUM 4aCOM BCTAHOB/IEHHS |
CTaHAapTHI nepegasasbHi @QyHKUl. Kpim Toro, po3pobreHi anaroputmu obuucneHHss IKO 3a mogngikoBaHow @opmysiono Kaya i
meTogqom OCTpbOoMa A/15 CUCTEM YIIpPasB/liHHS fAOBIIbHOrO OPsAKY, BK/IIOYAIOYU BEKTOPHE YSBJ/IEHHS LIiIbOBOI @yHKUII cucremm
3axuCTy. 3arporioHoOBaHa BEKTOPHAE LWTPAGHA QYHKUIS | pO3DPOG/EHMA anropuTM i OBYNCIIEHHS A/1S BIAOGPAXEHHS CTYIIEHS
10PYLLEHHS YMOB CTIMIKOCTI TapaMeTpiB CUCTEMU 3axXUCTy 3a KpuTepiem Payca-lypsns.

KImto40Bi /1083 IHTErpasibHi KBagpatuyHi oyiHkv (IKO) nomusiku yrpassiiHHS, CUCTEMU YIPaB/IiHHS A0BIIbHOMO rMopsaKy,
BEKTOPHI LiTbOBI @YHKLI, 3/1IrOPUTM PO3PaxyHKy BEKTOPHOI LUTPaGHOI QyHKLI], IHTErPOBaHI CUCTEMM 3aXUCTY HGOPMALI.
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Introduction

Creating and ensuring the functioning of an effective cybersecurity system is a complex and multifaceted
process that requires considerable effort. At the same time, cybersecurity provided by the state should not slow
down the process of forming a national information space that would correspond to the information and intellectual
potential of the state and would not hinder Ukraine’s entry into the world information space as a subject of equal
international relations. In view of this, the strategic task of state policy on cybersecurity should be to form a system
based on scientifically sound criteria and experience in information security management.

Modern information systems are complex and therefore dangerous in themselves, even without the active
actions of attackers. New vulnerabilities in software and hardware implementations are constantly being identified.
We have to take into account the extremely wide range of hardware and software, the many connections between
components and more.

Evidence of the complexity of the cybersecurity problem is the parallel (and fairly rapid) increase in the
number of information security breaches and losses on cybersecurity threats combined with an increase in the
average loss from each of the breaches. The latter circumstance is another argument in favor of the importance of
cybersecurity.

Therefore, it is necessary to create requirements for a cybersecurity system that could provide more
opportunities in the choice of methods in the management of the protection of automated information systems.

It should be noted that in Ukraine a single information system is being created, which consists of permanent
elements:

- central subsystem;

- functional subsystems;

- transport data network;

- data processing centers, telecommunication networks of system subjects;

- complex information protection systems of subsystems of a single system.

Therefore, this system is distributed. It should be noted that this complicates the task very much. And since
in addition to a single system there are other (regional, local, departmental and other) systems, this issue becomes
very important and difficult in the system of government, in the banking system and other spheres of society [1, 2].

In addition, in modern conditions the large number of cyberattacks on systems of all classes should be
taken into account.

The task of determining the optimal quality indicators of information resource management systems of
automated systems is one of the most important problems in designing integrated information security systems. This
is due to the complexity of such systems, the presence of many variable parameters, and the complexity of
calculating quality indicators. In addition, the determined quality indicators should not only ensure the optimality of
the target function, but also the stability of the protection system in a wide range of external adverse effects.

In [3,4] the models of both systems themselves and their control systems and information protection
systems are given. But it should be noted that these systems provide very serious mistakes and errors in countering
modern cyberattacks.

In the paper [5] it is proposed to use the provisions of the theory of automatic control systems as a model of
the protection management system, in which the indicators are given in the form of integrated quadratic estimates
(IQE) of control error [6; 7]. The problem is that the existing methods of calculating IQE [8-12] do not take into
account errors in determining quality indicators, as well as the vector nature of these indicators.

The most suitable model that was used to solve this problem is the model given in [13]. This model allows
to solve all problems which stand at management of cybersecurity of information systems in modern difficult
conditions.

The aim of the work is to solve problems (development of algorithms), which are a problem of optimization
of stable protection management systems using vector objective functions.

Main part
IQE management error has the form

I= I e (tdt.
0 (D

Control error e(t) can be defined as the weighted sum of the derivatives of the
deviation Z(1) = () =¥()  of the controlled value Y@ from the set value Y(°)=1 using weights

a)k,kzal;a)ozlz
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emzi@iwm)

2
Let the control function V() correspond to the transfer function
p(s) i NP
W(s)=—=;a(s)=D as"";f(s)=) Bs""sa,=p,
a(s) i=0 =0 3)

z,(s) By N .
The Laplace transform for derivatives in expression (2) is obtained by applying the

— 1., _ _17-
theorem on the differentiation of the original with the initial conditions 2(0)=127(0)=0,k=11:

Z,(8) =1_S&;zk(s) = 5" -W(S),kzl,_l;lSn—m.

Converting Laplace equation (2) and introducing a polynomial with weights

!
o(s)=Y o, s,
k=0

“
get the error image:
1-W(s)-
By @) -ats).
6))
Considering expressions (3) for the transfer function and determining through
a(s)— -
OR OR0)
S Q)
the error image is represented as the ratio of two polynomials:
o(s
E(s)= (—)
a(s) )
. on Ve
In the general case, the error can be defined as the difference between the reference function - ¢ and

(e, et)=y,(6)=y(0).

controlled variable

W.(s)=1/ex(s)

W, (s) =W (s)
- :

The transfer function of the reference function is set as , then the error image will look

like

E(s)=
®)

After transformations we come to equality E(s)=06(s)/a(s)/(s). To determine the reference

()
and coefficients of the transfer function W)(S) - 1/ y (S) [4; 5]:

7(9)=Y 7,5y =1.
k=0

function, choose a standard transition function Yo of the desired form with known values of the setting time 0

. . . . T .
Setting the value of the time of setting the reference function ¢, calculate the weights

wk:ﬂz—k.yk,k:w

, Where H= Tg/ % " According to these formulas and expressions (6), (7) we will make an
algorithm for forming an error image.
. T . . . Ty
Algorithm 1. Input parameters: = ¢ — the time of setting the reference function, — the standard process
setting time, / _an array of coefficients of the standard transition function, A and B _ arrays of coefficients of

the denominator and numerator of the transfer function. Output parameters: S _an array of error image numerator
coefficients.
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Step 1. Put li:dim}/—l;n:=dim0{—l;lu:=z'e/ro;77;:];/(;:[.

Step 2. Calculate O =Y mn =1 4.
Step 3.If k> 09 put k = k_l and go to step 2.
Step 4. Calculate the convolution of two vectors € = BO .

Step 5. Calculate o=a-—c.
Step 6. The end.

To calculate the IQE (1) based on error conversion E(s) by Parseval's theorem we write

Jjoo
I= L j E(s)- E(—s)ds.
27 e ©)
Let us represent the error image by equality
o(s
B(s) =2
a(s) (10)

where @(5) _ polynomial of degree n , all the roots of which lie in the left half-plane, B(s) polynomial
of degree " — 1 Then

1 ff () 8(=s)

2rj 5, a(s)-a(=s) (11)
2 = . —_—
Denote by §(S ) - IB (S) /B ( S) polynomial of even degrees and rewrite (11):
1 Jeo 5 2
1= [ (") :
7Tj o, als)-a(=s) (12)
Let in the image (10)
n n-1
a(s)=Y as's f(s)= 3 Bs'
i=0 i=0 (13)
Considering M =n— 1 , we present the polynomial of even degrees (12) in the form
m
5(s*)=Y 5,5
k=0
Integral (12) is calculated by the modified formula of A.M. Katz [S]:
1T 8 - G
S Lo b6
27j 5, a(s)-a(=s) 2a, H (14)
where H — Hurwitz determinant for a polynomial a(s), and G — determinant obtained by # replacing
o | 55
the last line with a line of polynomial coefficients
o, a, a, o 0 o, a, a, o 0
o, a; o 0 o, a, o 0
o, a, « 0 a, a, « 0
H= 0 2 4 G = 0 2 4
0 0 o a 0 0 0 o a 0
0 0 0 0 .. «a, s, 8 6 & .. 6, s

Formula (14) differs from Katz's formula by writing polynomials (13) in ascending order of the degree of

the variable § , which simplifies the calculation algorithm IQE. Considering
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a’=a,i=0:2:na" =a,i=1:2:n

(here is the record of the species =k :2:7 means a sequence of

integers beginning with k, increases with step 2 and does not exceed n), convert the determinants (15) to a
triangular shape:

0,
A0 =20, 5}(1) =6, -2V a, (i, 7)=(2,1),(4,2),(6,3),...
a, (16)
(k-2) (k-1)
) _ @ k9 _ .
y = "(kfl),l k(kll),k—Z,n—l,
Qi Oy (17)
al_(k) — al_(k—Z) _ }/(k) az(fl D. 5(10 5](_/6—1) —i(k) . ai(fl—l)’
G )=k, k),(k+2,k+1),(k+4,k+2),... (18)
In this case IQE (15) is calculated by the formula
I ( l)n—l 5(17—])
(n -’
2 a, Q. (19)

The algorithm for calculating the IQE according to Katz's formula looks like this.
Algorithm 2. Input parameters: A ang B - arrays of denominator and numerator coefficients of error

conversion. Output parameter: I IQE.
Step 1. Put 2= dima —1;m:=n—1; &= PolPow2(f3) (POIP0W2 — a function that calculates an

2
array of coefficients of a polynomial of even degrees (S ) ).

Step 2. Calculate A= 50 /(ZO and put J = i=2.

Step 3. Calculate 5/ _5 —Aa &; andput J =J +1.

Step 4. If i<m ,thenput =1 +2 and go to step 3.
Step 5. Put S =1 k=2

Step 6. Calculate V= ak—z/ak—l A= 5k—1/ak‘1 ,andput $ =8 J =k i =k
a=a-y-q

,0,=0,- A«
Step 7. Calculate '
Step 8. Ifi<m,put i:=1+2 and go to step 7.
Step 9. Ifk<m,put k=k+1 and go to step 6.

Step 10. Calculate = 5"—1/ (2 a, '(Zn).

Step 11. 1f § <O | then set [ =1.

Step 12. The end.

Integral (11) can be calculated by the method of Ostrom using an iterative procedure [11]. Let the
polynomials in the image of the error (10) have the form

a(s)= Y as™s fls) = 3 s

i+1°

H— and put ]=]+1

(20)
Considering
o =a,i=0:2:ma" =0, i=1:2:m f = f,i=0:2:n-1;
D =B,i=1:2:n-1,
(k) 1 ..
calculate /4 and 2 for k= 1’”'
a(ku) (k=2)
(k=) _ k2 ., a1 _ Fk-2 — _1-
7/ - (k-1) ° 2‘ - (k-1) k - 2an 19
O O (21)
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k) _ o k2) _ (k) | (kD). pk) — pk=2) _ q (kD) | (k) oy .
o =a; =y ay B =6 AT ey i=k2in-1; (22)
(k=1) (k-1)
W G gk P T,
a® a® o
k k (23)

The value of IQE (11) is calculated by the formula

n (l(k) )2
[=0,5-) .
=y (24)
Algorithm 3. Input and output parameters are similar to algorithm 2.
Step 1. Put 1= dma-1,m=n—-11=0;k:=2.

— e N 2 .
Step 2. Calculate V=0 /ak‘l J A= ’Bk‘2/ak—1 [=1+4 /7/ and put [ =K.
Step 3. Calculate & =0 =) O ﬂl = 'Bl —A %
Step 4. Ifi<m,put i:=1i+2 and go to step 3.

Step 5. If k<m , then put k=k+1 and go to step 2.
Step 6. Put k:=m.

— 2 T 2
Step 7. Calculate V= OC,H/Olk > A= ﬂkfl/ak A =1+ /7
Step 8. If K <1 _put £ :=k+1 and go to step 7.

Step 9. Calculate 1=0,5-1.

Step 10. The end.

The input parameters of algorithms 2 and 3 are calculated by algorithm 1.

A necessary condition for the stability of the protection management system is to require the positivity of

all coefficients a; > 0,i=0,n [2; 3].
o O—g,i=0:2:ma" =a,i=1:2:n : L
Considering i 2 T 2 *=7", the Rauss-Hurwitz stability criterion is
reduced to calculations by formulas
a(k—2)
ky _ k=2 .k _ k-2 (k) k=) - _7..n. L —
rU ==t = =y ey L i=ki2in-Lk=2n-1
a, (25)
We introduce the notation of the elements of the Raus-Hurwitz determinant:
k
pozao,plzal,pk=(xk,k=2,n—1,pn=an. (26)

Algorithm 4. Input parameter: a _ an array of coefficients of the characteristic polynomial. Output

parameter: P _an array of Raus-Hurwitz coefficients.

al.>0,i=0,n,and p,>0,k=2n-1

Step 1. Put #=dima—Lm==n—1; p:=a; k:=2.

Step 2. Calculate V= 'Ok—2/'0k—1 and put i=k
Step 3. Caleulate 21 = Pi 7V P

Step 4. If L <M _put 1:=1+2 and go to step 3.

Step 5. If K <m put K=k +1 and go to step 2.
Step 6. The end.
Necessary and sufficient conditions for the stability of the protection management system are the conditions

. Taking into account these conditions and algorithm 4, we will develop

an algorithm for determining the stability of the control system according to the Rauss-Hurwitz criterion.

Algorithm 5. Input parameter: a _ an array of coefficients of the characteristic polynomial. Output

parameter: B _, sign of system stability.

Step 1. Put 7 =dima—-1;B:=1,i:=0.

52
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< .
Step 2. If % _0, put B:=0 and go to step 10.

Step 3. 1f L <7 put 1:=i+1 and go to step 2.
Step 4. Put m=n—1; p=a;k:=2.

Step 5. Calculate V=P k-2/ P and put i=k.
Step 6. Calculate P =P~ 7 P
Step 7. 1f L <M put 1:=1+2 and go to step 6.

<
Step 8. If Pr = O,put B:=0 and go to step 10.

Step 9. 1f kK <m | put K=k +1 and go to step 5.
Step 10. The end.
Let the coefficients of the characteristic polynomial-function of the vector of the varied parameters of the

a, :ai(x),i:(),_n;xeR”

system . In order for the system to be stable, it is necessary and sufficient to:

a,(x)>0,i=0,n; p,(x)>0,k=2,n-1.

27
The degree of violation of the first group of inequalities is represented by one penalty function
n
P(x) =) max{-¢,(x),0}.
i=0 (28)
Inequalities (27) correspond to the areas of constraints:
Q, = {x|a, (x)>0,i= o,n}; Q, ={x|p, (x)>0}, k=2,n-1 9)

Let's make a system of areas from them: D1 - Ql’ Dk - Dk—l N Qk’ k=2n-1
of differences of sets we will adjust areas of levels of restrictions:

H,=R’"\D;H =D \D,,,k=Ln-1H _ =D, ,.

, from which by means

(30)
A two-dimensional vector penalty function is proposed for the transition to the stability region:
(0; P(x)), xeHy;
F(X): (k;_pk+1(x))7 erk,kZI,n—2;
n—1;0
( ) ): XEHn—l' G1)

The first component reflects the affiliation of the argument to a particular area and is called a level function.
The second is the penalty for violating the restriction and is called a penalty function. When all the constraints are

satisfied (the third component), the level function acquires the maximum value 7 —1 and the penalty function is
reset.
Algorithm 6. Input parameter: @ — an array of coefficients of the characteristic polynomial. Output

parameter: B _, sign of system stability; F' _the value of the vector penalty function.

Step 1. Put n=dima-1;B=1i=0,h=0, P=0.

Step 2. If % SO, calculate P=P-q and put B =0.
Step 3. If L <7 put =i +1 and go to step 2.

Step 4.1t B=0 put £ =1 P) and go to step 12.

Step 5. Put 2= n—1; p=o; k=2

Step 6. Calculate V= pk‘z/pk‘l andput 7 =h+1,i=k.

Step 7. Caleulate X1 = P =7 " P
Step 8. 1F § <M put i =1 +2 and go to step 7.

i Pr S 0,put F=(h,-p,);B:=0

Step 9. and go to step 12.
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Step 10. If kK <m put k =k +1 and go to step 6.

Step 11. Calculate = (%2:1,0).
Step 12. The end.
In the case of estimating the vector objective function, we assume that the transfer function (3) depends on
the vector of variable parameters X,
X, \ -
(x5 =2 gx5)= Y (05"
( )S) i=0

a\x

(32)

Bls)= 2B (3053 2, ()= B, ().

Defining the weight polynomial (4) and determining the polynomial (6)
S(x.s5) = 209 = Bl09) ls)
s

(33)
IQE is presented as a function of variable parameters:
1 7F 8(x,s)-8(x,—

)= 27

e a(x,8) - a(x,—s)

(34)

At each value of the vector ¥ from the stability of the system values of this function can be calculated by
algorithms 2 and 3. Redefine the vector penalty function (31) into a vector objective function, supplementing it with
the value of IQE (34) in the field of stability:

(0; P(x)), x € Hy;
F(X)Z (k;_pk+1(x))7 erk,kzl,n—Z;
(n—L1(x)), xeH, .

(33)
Modify algorithms 2 and 3 according to algorithm 6 to calculate the vector objective function (35) [10].

Algorithm 7. Input parameter: A and B - arrays of denominator and numerator coefficients of error
conversion. Output parameter: F' _ the value of the vector objective function; B _, sign of system stability.

Step 1. Put n=dima-1;B=1;i=0;7:=0; P=0.

< =F-a .
If % = O, calculate P=p & and put B:=0.

Step 2.
Step 3. If L <1 put =i +1 and go to step 2.

Step 4.1t B=0 put = (1P) and go 1o step 17.

0= PolPow2(B); =6, /e, . o m=n—l j=Li=2.
0.=0. -1« 2
Step 6. Calculate / J " andput J = J +1.
Step 7. Ifi<m,put I:=1i+2 and go to step 6.

Step 8. Put § = Lk=2.

Step 5. Calculate

Step 9. Calculate V= ak—Q /ak—l ; /1 = 5k—l/ak—1 and put h=h+ls=—k;, j=k;i=k.

a=a-ya..,0 =0 —-la
Step 10. Calculate ' i E 0 J

Step 11.1f £ <M put £:=i+2 and go to step 10.

Step 12. If %y <0 , put Fi= (ha_ak); B=0

Step 13. 1 k<m , put ki=k+1 and go to step 9.
Step 14. Calculate = 5}171 /(2 e an).

Step 15.1f $ <0 put [ :=—1.

Step 16. Calculate F=(h+11I).
Step 17. The end.
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1 and put J=j+1

and go to step 17.
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Algorithm for calculating the vector objective function according to Ostrom.
Algorithm 8. Input and output parameters are similar to the algorithm 7.

Step 1. Put n=dima-1;B=1,i=0,4=0, P=0.

< =r-a .
If % _0, calculate P=p & and put B:=0.

Step 2.
Step 3. If L <7 put =i +1 and go to step 2.
Step 4. 1f B=0 put £ =1 P) and go to step 15.
Step 5. Put m=n—11=0;k=2.

yEa o h=fo e T=1+ 20y hi=h+lyi=k
Step 6. Calculate / = k=27 k=127 =2/ k=127 and put 7=n+L1=k
Step 7. Calculate & =07) Oy ﬂz = ﬂz _/1'05141'
Step 8. If 1 <M put i =142 and go to step 7.

< — _ >
Step 9. If & _O,put F=(h, ak)’B' 0
Step 10. If k<m,put k=k+1 and go to step 6.
Step 11. Put k == m.
— ] N 2

Step 12. Calculate 7 i fa A= Bfeys I=1+2 /7/'

Step 13. If K <7 put kK :=k +1 and go to step 12.

Step 14. Calculate F:=(h+1,0,5-1).
Step 15. The end.

and go to step 15.

Studies have shown the high efficiency of the proposed algorithms. And on the night of February 23-24,
2022, they effectively worked against DDoS attacks carried out by Russian hackers on Ukrainian information
systems.

Conclusions

Based on the model of information management system protection of information resources in the form of
automatic control system:

1. The method of forming integrated quadratic estimates (IQE) of control error is proposed. This method
takes into account the weights of the estimates at the desired installation time and standard transfer functions.

2. Algorithms for calculating IQE according to the modified Katz formula and Ostrom's method for
arbitrary order control systems are developed, including vector representation of the objective function of the
protection system.

3. The vector penalty function is proposed and the algorithm of its calculation is developed for display of
degree of infringement of conditions of stability of parameters of system of protection by Rauss-Hurwitz criterion.

4. Studies have shown the high efficiency of the proposed algorithms. And on the night of February 23-24,
2022, they effectively worked against DDoS attacks carried out by Russian hackers on Ukrainian information
systems.
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