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METHOD OF ASSESSING THE REPUTATION OF A MEDICAL INSTITUTION
(AS A MINER OF BLOCKCHAIN)

The healthcare sector in Ukraine has long been in need of change, and the many opportunities of blockchain technology
can help it lead the transformation of this sector and ensure compliance with the requirements of efficiency, safety, novelty and
economic benefits.

Blockchain will transform medical enterprises and improve the quality of service, allowing new ecosystems and new business
models to develop. Healthcare information stored in the blockchain can change the way clinical information is stored, as well as how
information is shared in the organization, with healthcare partners, payers and, most importantly, patients. Blockchain decentralizes
medical information by increasing the availability, efficiency, transparency, and credibility of data, but also requires careful planning
to maximize the benefits it brings. With the help of the blockchain, users can store important medical data, the authenticity of which
can be verified if there is a suspicion of forgery. In addition, cryptographic algorithms can be used to ensure the confidentiality of
medical data (for example, an attacker will not be able to read the text if he stole data). Thus, the current challenge is the need to
manage medical data based on blockchain technologies.

The reputation of the medical institution (as a blockchain miner) is an important indicator, as the blocks are recorded by
verified pre-selected validators and are in fact moderators of the system. It is to determine such validators that the value is not the
number of tokens, but reputation, ie the blockchain according to a certain algorithm, taking into account the reputation, chooses a
validator who will write the next block. Reputation grows with active life in the blockchain ecosystem and interaction with other
participants. The better the reputation - the greater the chance of creating the next block. Therefore, the method of assessing the
reputation of a medical institution (as a miner of blockchain), which allows to calculate and assess the reputation of a medical
institution, was further developed in the article.

Experiments on blockchain-based medical data management using the developed method of assessing the reputation of a
medical institution (as a blockchain miner) - experiments to assess the reputation of a medical institution (for example, two different
family medicine clinics) - as a blockchain miner.
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TETSIHA TOBOPYILEHKO, BITAJIIA OCSJJINN

XMenbHULBKUI HalliOHAILHUIN YHIBEPCUTET

METO/ OIITHIOBAHHS PENYTAIIII MEJJMYHOI YCTAHOBH
(K MAWHEPA BJIOKYEHHY)

Copepa oxopoHu 340P0B 'S B YKpPAiHI 4aBHO MOTPEBYE 3MiH, | 6E3/1i4 MOX/IMBOCTEY 6/10KYeH-TexHOori (blockchain) Moy Te
ZO0MOMOITY i OYO/IUTY TPAHCEOPMALIIO L€ Cihepm Ta 3a6E3reynTv BIAMOBIAHICTb BUMOraM EQPEKTUBHOCT], GE3NEYHOCT], HOBU3HM Ta
EKOHOMIYHOI BUrogu.

briokqesiH NeEpETBOPUTL MEANYHI IMIAMPUEMCTBA Ta MIABULYNTL SKICTb 0OC/TYrOBYBAaHHS], AO3BOJISIOYM PO3BUBATUCS HOBUM
EKOCUCTEMAM Ta HOBUM BI3HEC-MOAENSM. IHGOPMALIS PO OXOPOHY 340POBS, LU0 36EDIraETLCS B B/IOKYENHI, MOXE 3MIHUTU CrIOCI6
36€piraHHs K/iHIYHOI IH@OPMALYi, 8 TaKOX TeE, SIK BiAOYBAETLCA OOMIH IHQPOPMALIIEIO B OPraHi3aLlii, 3 NapTHEPaMu 3 OXOPOHU 340POB 5,
T1aTHUKaMY |, TO/IOBHE, 3 NaLlieHTamMu. BIIOKYeliH AELEHTDAIZYE MEANYHY IHGOPMALIK, MABULLYIOYM AOCTYITHICTL, €QEKTUBHICTS,
1PO30PICTb AaHMUX Ta AOBIPY 4O HUX, /1€ TaKOX BUMArae peTesibHoOro /1aHyBaHHs, o6 MaKCUMaabHO BUKOPUCTATH epeBar, sKi
BIH MpUHOCHTB. 3a AOMOMOror0 G/IOKYENHY KOPUCTYBaYl MOXYTb 36Eepiratv BaxsmBi MEANYHI AGH], OpUIIHA/bHICTL SKUX MOXHAE
1EPEBIpUTH, AKLYO € MJ03pa Ha rigPoOKy. KpiM Toro, MoXyTe 6yTv BUKOPUCTAHI KpUITOrpPa@idHi anroputmm 418 3a6e3MeqeHHs
KOH@IAEHLIHOCTI MEANYHUX AAHNX (HAIPUKIIAL, 3/TOBMUCHUK HE 3MOXE MPOYNUTaTH TEKCT, SKWO BiH BKpas AaHi). OTKe, Hapasi
KTYa/IbHOKO 334a4€r0 € NOTPEBA y KEPYBAHHI MEANYHUMU JEHUMU HA OCHOBI B/IOKYENIH-TEXHOIONT.

PenyTaulis MEANYHOI yCTaHOBU (K MAUHEDE BJIOKYEVIHY) € BaX/MBHUM [TOKa3HUKOM, OCKi/IbK1 GJIOKY 3aITUCYIOTh NEDEBIPEHI
Bas/ligaTtopy, Lo 3aBYacHO 0bUparoTbCs Ta 1o GakTy € MOAEPATOPamMu cicTemu. Came U1 BU3IHAYEHHS TakuxX Ba/liAaTopiB MaroTb
LIHHICTB HE KifIbKICTb TOKEHIB, a PEryTaLis, TOOTO BJIOKYENH 33 NMEBHUM a/IFOPUTMOM, 3 BPAXyBaHHAM perlyTall, 06upac Banjgaropa,
SKu 3armiue HacTyrHu 6J10K. PertyTalisi 3D0CTaE 3 aKTUBHUM XUTTAM y €KOCUCTEMI G/IOKYENHY Ta B3AEMOLIT 3 IHLLIMMY YYaCHUKaMA.
Yum kpaiya pertyTalis — M GIbLUMK LIAHC HA CTBOPEHHSI HACTYITHOro 6710ky. TOMy B CTaTTi O4EDXKAB MOAA/IbLLOMO PO3BUTKY METOL
OLJiHIOBaHHS PeryTaLii MEANYHOI YCTaHOBM (K MaviHepa BIIOKYENHY), SKui JO3BOJISIE PO3paxyBaty | OLIHUTH PEryTauito MEGNYHOI
YCTaHOBA.

[IpoBEAEHO EKCIIEPUMEHTU (3 KEDYBAHHS MEAUYHUMM [aHUMU HE OCHOBI GJIOKYEUH-TEXHONIOMY 3 BUKOPUCTAHHSIM
PO3DPOBIIEHOrO METOLY OLIIHIOBAHHS PEIYTALII MEANYHOI YCTaHOBY (K MAVIHEDE BIIOKHYENHY,) — EKCIIEPUMEHTY 3 OLIIHIOBaHHS PEyTaLlii
MELNYHOI' YCTaHOBU (HarpuKias, ABOX Pi3HUX aMBy1aTopivi CIMEVIHOI MEQNLNHM) — K MaVIHEPa G/IOKYEUHY.

KI1t040Bi C/108a.: 61I0KYEVIH-TEXHO/IOrS, MalHED BIIOKYEVIHY, PEryTaLlis yCTaHOBU K MAUHEDE O/IOKYEHHY.

Introduction
Today, healthcare decision-making processes are time consuming and complex. The productivity of health
workers can be increased through the use of information technology. Information technology can reduce medical
errors, provide more reliable solutions, and reduce health care costs. Today, medical information technology must
meet 4 requirements: efficiency, safety, novelty and economic benefits [1]. The healthcare sector in Ukraine has long
been in need of change, and the many opportunities of blockchain technology can help it lead the transformation of
this sector and ensure compliance with these 4 requirements [2].
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The main difference between blockchain and standard databases is decentralization. That is, first, this process
is not monitored by any regulator or organization. And secondly, the information is not focused on servers in one
place, but distributed in a huge network of computers around the world [3].

Each new transaction, regardless of its size, is converted into a new hash cluster. It consists of a unique set
of symbols and numbers created by a certain algorithm. The new block always refers to the previous one, thus creating
a strict sequence [4].

A number of events must occur before the block enters the chain. First, the agreement must be verified.
Unlike classic transactions, blockchain transactions are confirmed by a network of computers. Typically, networks
consist of thousands and even millions of machines around the world. Second, after the transaction has been verified,
the information is sent to the block. It contains the date, time, amount and digital signature of both parties. Finally,
the block receives a unique identification encrypted code, as well as the hash of the previous packet added to the chain.
After hashing, it can be added to the blockchain [5].

Blockchain will transform medical enterprises and improve the quality of service, allowing the development
of the new ecosystems and new business models. Healthcare information stored in the blockchain can change the way
of saving the clinical information, as well as how information is shared in the organization, with healthcare partners,
payers and, most importantly, patients. Blockchain decentralizes medical information, increasing the availability,
efficiency, transparency and credibility of data, but also requires careful planning to maximize the benefits it brings
[6]. With the help of the blockchain, users can store important medical data, the authenticity of which can be verified
if there is a suspicion of forgery. In addition, cryptographic algorithms can be used to ensure the confidentiality of
medical data (for example, an attacker will not be able to read the text if he stole data) [7].

The medical ecosystem has four groups of users:

* users (patients) — patients themselves or authorized third parties (medical centers, for example) who upload
medical data to the system,;

« validators — check the quality and authenticity of data uploaded by users;

* clients (doctors) — study patient data, compile health reports;

* pharmaceutical and research companies — can access impersonal user data.

Thus, increased attention to distributed blockchain technology has led to an understanding of the potential of
blockchain technology using in the health care system. Thus, the current challenge now is the need to manage medical
data based on blockchain technologies.

Method of assessing the reputation of a medical institution (as a miner of blockchain)

Let's evaluate the reputation of the medical institution as a blockchain miner. To do this, let’s enter the
following notation:

Ib -length of the current blockchain;

sbl - the size of the current blockchain’s block;

kbl - number of blocks in the blockchain;

krtr - the number of registry transactions in the blockchain;;

kmtr - the number of medical transactions in the blockchain;

mir; - the number of medical transactions in the 7 -th block, the recipient of which is the medical institution
(miner);

rtrl. - the number of registry transactions in the 7 -th block, the recipient of which is the considered medical
institution (miner);

f -logical variable (if this medical institution has proven to be an honest miner, then f =1, else [ =0);

(a,A) - system reputation parameters.

Given the introduced notation, the method of assessing the reputation of a medical institution (as a blockchain
miner) consists of the following steps:

1) enter the value of the length of the current blockchain /b ;

2) enter the value of the block size in the current blockchain sbl ;

b
3)  determine the number of blocks in the current blockchain: kbl = Bl ;
s
4)  count the number of medical transactions in the blockchain kmtr ;
5)  count the number of registry transactions in the blockchain krtr;

6) enter the number of medical transactions mir; for each block, the recipient of which is the medical

institution;
7) enter the number of registry transactions rtrl. for each block, the recipient of which is the medical

institution;
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8) enter the assessment of the miner in the format of a logical variable f : if the medical institution has
proven to be an honest miner, then f'=1,else f=0;

9) enter the reputation parameters of the system (a,4) ;

kbl

rtr,
10) calculate the average value mean, =-=
krtr
kbl
> mir,
11) calculate the average value mean,, =-= ;
kmtr

12) calculate the standard deviation o, =|—(*—--—)*;

1 mtr‘,‘ mitr,
13) calculate the standard deviation o, =} — (= = )
kbl sbl kmtr
mean,
14) calculate the value ¢, = .
1+artr
mean
15) calculate the value ¢q, = e
1+0

mtr

16) determine x=gq,-q, -Ib;

1 _
17) determine f(x)zE-(1+ r-a |);

A+h—a

18) calculate and assess the reputation of the medical institution (as a blockchain miner):
R=min(L, /- f(x));

19) decide on the reputation of the medical institution — the greater the value R, the higher the reputation
and trust in the medical institution as a blockchain miner.

Blockchain is still a relatively new technology, so it is not surprising that on the one hand there are enthusiasts
who believe that this is a revolution similar to the other Internet, and that it will significantly affect business, industry,
society, and on the other hand there are less optimistic views that lack of maturity, lack of legal solutions or problems
with scalability are a problem of widespread introduction of technology. To implement blockchain-based solutions, it
is important to understand what technology is and what a potential company can offer today — with all its capabilities
and limitations.

Using a smart contract in a blockchain can free up funds, transfer information, register and insert data — all
in a programmed, autonomic mode. This can affect elements such as digital identification, voting, management, asset
tracking, supply chain tracking, and the identity and reputation of the supplier.

The reputation of the medical institution (as a blockchain miner) is an important indicator, as the blocks are
recorded by verified pre-selected validators, which are in fact moderators of the system. For determining such
validators not the number of tokens, but reputation has the great value, i. e. the blockchain according to a certain
algorithm, taking into account the reputation, chooses the validator who will write the next block. Reputation grows
with active life in the blockchain ecosystem and interaction with other participants. The better the reputation is the
greater the chance of creating the next block. Therefore, the method of assessing the reputation of a medical institution
(as a blockchain miner), which allows to calculate and assess the reputation of a medical institution, was further
developed in this paper.

Assessing the reputation of a medical institution (as a miner of blockchain)

Let's now evaluate the reputation of a medical institution (for example, two different family outpatient
medicine clinics) - as a blockchain miners, using the proposed method of assessing the reputation of a medical
institution (as a blockchain miner).

For the first experiment, the length value of the current blockchain is /b =110 ; the value of the block size in

b 110
the current blockchain is sb/ =10; then the number of blocks in the current blockchain is kbl = 10 11; the
s

number of medical transactions in the blockchain is kmtr =40 ; the number of registry transactions in the blockchain
is krtr =50; the number of medical transactions for each block, the recipient of which is the medical institution, are
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mtr1 =2, mtr2 =1, mtr3 =2, mtr4 =3, mtrs =4, mtr6 =3, mtr7 =1, mtr, =5,mtr, =1,mtr,, =5,mtr,, =3; the number
of registry transactions for each block, the recipient of which is the medical institution, are

rtr =3, rtr2 =5, rtr3 =2, rtr4 =1, rirg = =3, rire = 4, riry = =6, rirg =1, riry = 7, g =1, = 2; evaluation of the

miner in the format of a logical variable is f =1, as th1s medlcal institution has proven to be an honest miner; system

reputation parameters are (& =0.75,4=0.85).

kbl kbl
tr. tr.
235 Zm 30
Then the average value mean, = =0.7; the average value mean,, = =—=0.75;
krtr 50 kmtr 40
kbl kbl
. I Z,:m" Z:m" : 35 35, o
standard deviation c,=\——--—"—) =,/]— (— -=)"=085; standard deviation
kbl ~ sbl krtr 11 10 50
kbl
mtr, thr
1 Z 1 30 30, 0.7
o, =\—(E——+=—) = |—(->-"2)" =0.68; the value ¢, = e - =0.38; the value
kbl sbl kmtr 11 10 40 1+o0, 14085
mean,,  0.75
, = o = 13068 =0.45; the value x=g¢, ¢, -/b=0.38-0.45-110=18.81.
1 _ 1 18.81-0.75
Let's define f(x)=—=-(1+ e (1+ )=0.98. Then the reputation of the
2 Atl-d | 0.85+(18.81-0.75|

medical institution (as a blockchain miner) is R —mln(l, [ f(x))=min(1,1-0.98) =0.98 . Thus, the reputation and
trust in the medical institution (family outpatient clinic Nel) as a blockchain miner in this case is high.

For the second experiment, the length value of the current blockchain is /b =1020; the value of the block
size in the current blockchain is sb/=102; then the number of blocks in the current blockchain is

b 1020
kbl = ] = 100 =10 ; the number of medical transactions in the blockchain is kmtr =70 ; the number of registry
s
transactions in the blockchain is k7t =85 ; the number of medical transactions for each block, the recipient of which
is the medical institution, are mtrl =3, mtr2 =5, mtr3 =8, mtr4 =3, mtr5 =2,

mtr6 =4, mtr; = 6, mtr8 =5, mtr9 =10, mtry 0 =1; the number of registry transactions for each block, the recipient of

which is the medical institution, are
rtrl =10, rtr =9, rtr3 7, rtr =35, rtr =3, rtr6 5, rtr =6, rtr8 2, rtr9 4, rtrl 0 =1; assessment of the miner in

the format of a logical Variable is f= O , as this medical institution has not yet proven to be an honest miner; system

reputation parameters are (& =0.75,4=0.85).

kbl kbl
4 tr,
Zr 7, Zlm A
Then the average value mean,, = =—=0.61; the average value mean, =-———=—=0.67;
Ckrtr 85 kmtr 70
kbl kbl
tr. ir.
. 1 Z‘”f ;”’2 I 52 52, .
standard deviation c,=\|——-—+——) =, /]—(—-—) =0.03; standard deviation
kbl ~ sbl krtr 10 '102 85
mtr, mtr,
1 4 ! 1 47 47, mean,, 0.61

o, =|— (= -= ) = |—(——=—=—)* =0.06; the value ¢, = = = =0.59 ; the value

kbl sbl kmtr 10 102 70 l+o, 1+0.03

mean,,, 0.67
q, = = =0.63 ; the value x=gq, -q, -1b=0.59-0.63-1020=379.13.
1+o0,, 1+0.06
1 1 13-0.
Let's define f(x)=—-(1+———)=—-(1+ 379.13-0.75 )=0.99. Then the reputation of the
2 A+fx-a| 2 0.85+[379.13-0.75

medical institution (as a blockchain miner) is R =min(1, f- f(x))=min(1,0-0.99) = 0. Thus, the reputation and trust

in the medical institution (family outpatient clinic Ne2) as a blockchain miner in this case is extremely low.
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Conclusions

The healthcare sector in Ukraine has long been in need of change, and the many opportunities of blockchain
technology can help it lead the transformation of this sector and ensure compliance with the requirements of efficiency,
safety, novelty and economic benefits.

Blockchain will transform medical enterprises and improve the quality of service, allowing the development
of new ecosystems and new business models. Healthcare information, which are stored in the blockchain, can change
the way of storing the clinical information, as well as how information is shared in the organization, with healthcare
partners, payers and, most importantly, with patients. Blockchain decentralizes medical information by increasing the
availability, efficiency, transparency, and credibility of data, but also requires careful planning to maximize the
benefits. With the help of the blockchain, users can store important medical data, the authenticity of which can be
verified if there is a suspicion of forgery. In addition, cryptographic algorithms can be used to ensure the
confidentiality of medical data (for example, an attacker will not be able to read the text if he stole data). Thus, the
current challenge is the need to manage medical data based on blockchain technologies.

The reputation of the medical institution (as a blockchain miner) is an important indicator, as the blocks are
recorded by verified pre-selected validators, which are in fact moderators of the system. For determining such
validators not the number of tokens, but reputation has the great value, i. e. the blockchain according to a certain
algorithm, taking into account the reputation, chooses the validator who will write the next block. Reputation grows
with active life in the blockchain ecosystem and interaction with other participants. The better the reputation is the
greater the chance of creating the next block. Therefore, the method of assessing the reputation of a medical institution
(as a blockchain miner), which allows to calculate and assess the reputation of a medical institution, was further
developed in this paper.

Experiments on blockchain-based medical data management using the developed method of assessing the
reputation of a medical institution (as a blockchain miner) were conducted — experiments to assess the reputation of a
medical institution (for example, two different family outpatient medicine clinics) as a blockchain miner.
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