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DEVISING ARCHITECTURE FOR REMOTE EDUCATION ORGANIZATION BASED
ON A SINGLE-BOARD COMPUTER

The presented paper sets the goal of providing computer engineering courses based on a single-board computers (SBC)
with the organization of the remote education process. The devised approach relies on the connection to the local area network (wired
or wireless) of the university, making the board accessible to the internal users, and creation of a network tunnel between the remote
user and connected parts. These actions are accompanied by assignments of necessary permissions to the users of the system. First,
the requirements of each involved actor were considered and as a result of that further understanding of the network communication
process, network management and administration, software requirements, etc. was acquired. According to these results, analysis of
the capabilities of SBC in terms of its connectivity was performed and, finally, the architecture was realized on the available hardware
with regard to the peculiarities of the specific subject. The article establishes all the necessary details on the implementation of the
proposed architecture and discusses results of the testing performed as a part of the specific course. During the testing stage, the
deployed system based on FriendlyARM Nano Pi allowed us to organize the course on Real-Time Embedded Computer Systems and
successtully finish all related activities under circumstances of remote education. It was demonstrated that the proposed organization
Is reliable as demonstrates conceivable performance even under condition of multiple simultaneous connections to the target board.
From the administrative point of view, the solution is highly configurable which is a huge advantage for the lecturer and for the
administrator. The devised architecture has a potential in terms of improvement and scalability because it consumes relatively low
network capacity and is easy to deploy under any circumstances.
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SIPOCJIABA KPAMHUK

YopHOMOPCHKHii HALIOHANBHUIT YHiBepcuTeT imMeHi [lerpa Mormiu

PO3POBKA APXITEKTYPH JJISI OPTAHI3ALII BIITAJTEHHOIO HABUAHHS HA
OCHOBI OJHOHOIIVTIATHOI'O KOMII'IOTEPY

Y npegcrasrierivi poboTi 3arpornoHOBaHO BUDILLIEHHS TUTAHHS 3a6E3MEYEHHS HaBYaIbHUX KyPCIB 3 HAIPSMKy KOMIT OTEPHOI
[HXKeHepIi Ha 0cHOBI ogHoniaTHoro koM totepy (OK) A/15 MOX/IMBOCTI BIAAA/IEHOMO HABYaHHS. 3arporoHOBaHM rigxig 6asyeTscs Ha
BUKOPUCTaHHI BHYTDILLIHBOI MEPEXI YHIBEPCUTETY (APOTOBOI ab0 6€34p0oTOBOI) 41 TOro, o6 3abe3rneqynTu [OCTYI1 BCEPEANHI LiEi
MEPEX], a TaKOX [pPO3ropTaHHI MEPEXEBOro TYHEMO [/ BIAAA/IEHNX KOPUCTYBAYIB Ta [10BA3aHNX KOMIIOHEHTIB. Lfi 4ii
CYIPOBOIKYIOTLCS HA/IALUTYBAHHSIM 1apamMeTpIB AOCTYI1y KOPUCTYBaYiB 40 cucTemu, Y poboTi npoarHasii3oBaHi BUMOrv ycix CTODIH, 1O
OyayTb BUKOPUCTOBYBATH Ta 330€311e4yBaTh (yHKUIOHYBAHHS CUCTEMU. Ha OCHOBI LbOro OTpuMaHi BUMOIMV LYOAO [IPOLIECIB
MEPEXEBNX KOMYHIKAaLIV], MEPEKEBOIO aAMIHICTDYBAHHS], BUMOIY 4O MPOrpamMHOro 3abe31eYEHHS Ta IHLLI BUMOIH. 3 ypaxyBaHHIM Lux
PE3y/IbTATIB MPOBEAEHO aHA/NI3 LOJO0 MOX/MBOCTEN OK Ta peasizoBaHo cHCTEMY BIAINOBIAHO A0 OTPUMAHUX BUMOI Ha OCHOBI HASBHOIMO
araparHoro 3abe3rneyYeHHs Ta BUMOor YiiboBOro Kypcy. PoboTa ripeacras/ise AeTalli BIGHOCHO peasiizalii 3arnpornoHOBaHOI apXiTeKTypu
7@ PO3I/ISAAE PE3YILTaTH, SKI OTPUMAHI 14 Yac po3ropTaqHs cuctemu. OnucarHa cuctema by/ia po3ropHyTa Ha 6asi OK FriendlyARM
Nano Pi gis npoBegerHs Kypcy BOyAoBaHi KOMTIOTEPHI cCTEMU PeasbHOro Yacy Ta YCIliLUHO 3a6e3r1e4nsia poXOmKeHHS Kypcy
CTyAeHTamMy 3a yMOB BiAAa/IeHOro HaB4YaHHs. [IpoOAEMOHCTPOBAHO, 1O CUCTEMA € HALIVIHOIO 3 TOYKY 30pY POAYKTUBHOCTI Ta 33 yMOB
OfHOYACHOro MMAK/IIOYEHHS] OarartboX KOpUCTYBa4YiB. 3 TOYKM 30py aAMIHICTDYBAHHS CUCTEMA HAAAE LUMPOKI MOXJ/IMBOCTI LOAO
KOH@IrypyBaHHs, IO € 3HAYHOK EPEBAror A/ BUK/IaAa4Ya T1a aaMiHicTpatopy. Po3pobrnieHa apXiTekTypa Mae roTeHuiasn A/is
10438/1b1LI0r0 BAOCKOHA/IEHHS, OCKI/IbKM BOHA MOTPEBYE BIAHOCHO HE3HAYHNX MEPEXXEBUX PECYPCIB Ta MOXe 6yTH JIErKO PO3ropHyTa 3
YpaxyBaHHIM HasIBHUX AJ151 LIbOIO MOX/TMBOCTEN Ta BUMOI | OBMEXEHb MEPEXEBOI IHGHPACTPYKTYDA.

KImoYoBi crioBa. OAHOMIATHW KOMITIOTED, BIAAANIEHA OCBITa, MEPEXA, apXITEKTYPa, BiAAA/IEHUN JOCTYI.

Introduction

With COVID-19 outbreak pandemic situation, education happened to be in the situation where remote tools
and technologies are becoming indispensable for the whole educational process. On-line platforms with multiple
features, tools for on-line meetings have gained notable popularity during the last period.

During studying engineering disciplines, the deficiency of such tools is getting to its top extent. Since they
suppose direct communication with laboratory equipment, this field of education is one of the most vulnerable to this
situation. Experimental stage and work with development boards requires availability of this equipment to students.

The goal of this paper is to establish a solution for remote educational process organization that allows usage
of a single-board computer during the remote sessions. It should provide necessary capabilities to ensure that multiple
students can work with the equipment simultaneously.

The contribution of this paper is in the following:

- established an architecture for remote educational course organization based on a Single-Board
Computer (SBC);

- the architecture incorporates networking and processing features of SBC to organize communication
with other parts of the system;
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- the proposed solution is scalable and can be applied to the multiple boards deployed in the network
of the university.

The rest of the paper is organized as follows. The next section reviews contemporary researches that are
concerned with technical aspects of remote education organization. The next third section manifests information
technology for single-board computer remote access organization. Results and discussion section exhibits practical
experience of the proposed means. The conclusions section summarizes the main points of the proposed information
technology.

Related work review

While remote education was under big focus before the pandemic situation [9, 10] and advanced notably in
the quality and content, the pandemic situation actually pushed it to one of the top trends in science, social life, and
technology.

Remote education is developing in multiple vectors [1, 2, 5, 7]. The means involved in this process are also
constantly improving. For instance, the society witnessed a huge success of on-line communication platforms such as
Zoom and Google Meet. However, for the case of engineering courses, it is preferable to provide continuous access
to hardware without presence of the lecturer. Hence, the solution should not rely only on the communication platforms.

There are many well-known systems developed by the leading universities that establish remote access to the
hardware located in the internal network. For instance, in TU Dortmund University, within the development of project
ELLI [2], remote and virtual laboratories have been deployed. The main topic of the laboratories is Industry 4.0 and
engineering education in general. They maintain access to the industrial equipment and handle control of the available
technologies. However, while being an advanced example of remote access to educational environments, it
concentrates on the manufacturing process.

The remote laboratory of Maintenance 4.0 [3] exemplifies how remote access may be granted to complex
equipment. The solution is based on five-layer architecture with the MIMOSA database. However, this architecture
cannot be applied for courses where direct communication with hardware is preferable. Administration and
programming tasks should be executed on the hardware platform.

The ArPi project [4] has deployed a low-budget educational system based on Raspberry Pi computer and
Arduino boards with Ethernet shields integrated into the local network. The system has sophisticated API for
communication and a huge set of connected devices. The control system is implemented using hyper-text protocol
and is accessible as a web-project. However, ArPi Lab project mainly focuses on the work with Arduino controllers.
Raspberry Pi plays the role of a server and cannot be programmed during the course. Since single-board computers
are more powerful devices, it is preferable to have additional access to such devices.

The analysis of the actual curriculum of the leading universities in the field of computer engineering
demonstrates that they presume work with single-board computers as one of the options for hardware platforms. SBC
provide necessary balance of convenient software infrastructure and low-level access to the hardware interfaces [8].
Moreover, as they use Linux-based operating systems predominantly as a main software layer, the transition from
desktop software development to development of software for peripheral devices should be smooth and fluent.

One of the latest trends in education is a burst of popularity of virtual reality (VR) [6] and augmented reality
(AR) tools. They provide improved digital experience for situations when visual experience is important. However,
in case of engineering courses that suppose work with hardware basis and software development, use of AR or VR
may be impractical. Thus, students need the technology that allows them to connect to the hardware remotely and
execute programming actions.

Therefore, the problem of maintaining computer engineering courses based on SBC with extended access to
hardware is still relevant. Remote access to the hardware is the key component for such courses organization. The rest
of the paper is dedicated to the solution of this problem using available infrastructure of the university.

Information technology and architectural solution for remote access organization

It is a common case that universities have complex internal network infrastructure that is protected and not
accessible from the outside except public resources due to security reasons. When the student has access to the
network, all educational resources deployed inside should be completely available. However, as those resources are
not accessible from the outside, it poses a huge problem to keep the educational process stable for all participants of
engineering courses.

Recently single-board computers (SBCs) like Raspberry Pi, Orange Pi, Nano Pi, etc. have achieved extreme
popularity in the engineering educational environment due to their powerful features alongside with affordable price.
In fact, many of them are powerful enough to perform complex computations. They facilitate support of novel software
libraries and can communicate with external devices. Therefore, they are highly exploited in many university courses.

First, let us explain how SBC may be used in the educational process. The use-case diagram is shown in
Fig. 1.
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Fig. 1. Use-case diagram of the devised system

Three roles are present in the system. The lecturer assigns a task and has access to the configuration
parameters. The lecturer also can configure the system to prepare it for students. This task may be delegated to the
administrator. Notice that execution of “Access...” use-cases from the student’s side is not the same as from
administrator’s side because of different levels of permissions. For example, while administrator and lecturer has
complete access to hardware, the student is limited to its limited set and cannot execute critical functions. The lecturer
can install any software while the student can only use software and libraries that are installed. The student’s
permissions are restricted to the level required to execute assigned tasks.

Local network integration. To provide remote access to the SBC hardware, first, it needs to be integrated into
the local network of the university. Generally, university LAN provides both wired and wireless connections. The first
one creates a basis for network distribution on the complete campus. The wireless utilizes resources of the wired
network and provides connectivity for user devices (smartphones, laptops, etc.). They rely on Ethernet and Wi-Fi
technologies respectively. Hence, there are two options on how to connect SBC to the internal infrastructure. The
decision about the medium to connect with should be done according to the requirements to the reliability of
connection and throughput. Available interfaces are also to be taken into consideration because many SBCs do not
have an Ethernet port.

Hereinafter, three different cases are considered:

- wired connection;

- wireless connection to the secured network;

- wireless connection to the ad-hoc network.

The last two options may demonstrate different situations as even one university student can have both
variants depending on the network architecture.

Wired connection. In this case, a conventional configuration file /etc/network/interfaces needs editing. Policy
for retrieving IP-address (DHCP or static address), gateway, and network mask are the minimum parameters set to
prepare.

To configure connection to the Wi-Fi, it is possible to use wpa-supplicant tool. Its main goal is to simplify
the process of configuration of wireless interfaces and automate it. The most convenient way to pass settings to the
utility is to prepare a configuration file.

Configuration file for wpa-supplicant tool has a format shown in Fig. 2. First, let us examine configuration
for an ad-hoc network.
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Fig. 2. Content of WiFi configuration file

Ad-hoc network supposes that the user does not need to enter credentials to access its resources. They are
quite widespread in various social institutions. It is also quite common for universities to provide such services. As
can be observed in Fig. 3, the value of the key management setting is assigned to NONE so no credentials will be used
during connection.

&P COM11 - PuTTY

Fig. 3. Configuration for a secured network

To apply the setting during the startup stage, the wireless interface of the SBC has to be prepared by the
following lines in /etc/network/interfaces (Fig. 4).

Fig. 4. Excerpt from the network interfaces configuration file

The last line executes configuration stored in the .conf-file.

If a DHCP system is used for IP-address assignment, the address of the board can be reserved exclusively to
the SBC to avoid continuous changes. Thus, the address will be known in advance.

Access to the board. The access to the board is established using a common protocol for remote access,
Secure Shell (SSH). Therefore, the port 22 must be open for external connections. As long as additional protocols are
required, they may be installed by the administrator. To be able to interact with the SBC, the user needs credentials.
Due to the security reasons credentials for each permitted user is generated before the start of the course when it is
confirmed that he/she attends the course. In this way, no external students will consume resources of the SBC.

In general, the students receive a numerical identifier and associated password to access all university
electronic resources. It is convenient to use the numerical identifier to grant permissions to the SBC. To automate this
task the script that generates credentials and creates system users should be available to the administrator and the
lecturer.

Besides being able to login and execute general commands, the student of the engineering course is supposed
to work with hardware components. For instance, access to the I12C or UART by default has only the user with
administrator privileges. Without additional configurations, the ordinary user cannot read or write data to/from the
device. The permissions can be granted in the following way. First, the list of resources should be identified. Second,
each item of the list should be checked for vulnerabilities from unexperienced user’s actions. Third, the logging system
should be turned on to collect information about all system actions so the possible source of the problem may be
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detected by logs analysis. As soon as those conditions are met, the administrator can traverse all required resources
and provide access to all users or the specific group of users of the system using chmod command. Once again, to
automate this task all commands may be placed into a script that runs during the startup.

On the other side, not all settings and permissions can be assigned in advance because the system is dynamic
and new instances of devices/modules may appear during the board work. For instance, controlling pins through the
virtual file system sysfs leads to creation of directories with restricted permissions. In this case, the lecturer provides
permissions by request.

Software libraries. Apparently, students should not have permissions to install new software to the SBC. On
the other hand, it is a vital point of multiple learning steps to have an opportunity to write the software part and execute
it. Hence, at the preliminary stage, all necessary libraries and programs (compilers, script languages, etc.) should be
installed and tested. Typically, the standard setup process configures correct access to the utilities to all groups of
users. In opposite, this can be configured by the administrator during the preparation stage.

Remote access. Previously, the remote access to the SBC from outside of the university has been outlined as
the main problem. To ensure remote access for students, features of the tunneling protocol are exploited. Point-to-
Point Tunneling Protocol (PPTP) is the protocol that allows remote access organization to the dedicated resources in
the internal infrastructure. It requires creation of a Virtual Privacy Network (VPN) with PPTP as a communication
protocol. Actually, the student connects to a dedicated server that also runs VPN to accept clients’ connections. As
soon as connection is provided, the client can access internal network resources as if they are within the same network.
Hence, the scheme of remote access organization is shown in the Fig. 5.

Server runs VPN
Laptop PPTP connection client
Student -
Gateway Wireless Sge
/ server router

University
Student infastructura

PC

Fig. 5. General network communication scheme for the proposed architecture

Notice, that in order to secure the server, the administrator of the internal network should generate credentials
and associate them with the user that has no privileges to harm the whole system in any capacity. Otherwise, the
system becomes vulnerable to external attacks. Additionally, to decrease the load of the server, the administrator may
limit the number of simultaneous connections.

As soon as VPN is configured, the client can connect to the SBC via SSH-protocol. The lecturer or
administrator can execute necessary activities by being on premise (e.g. using UART) as well as having access to the
SBC from the remote location.

Results and discussions

During the experimental stage, Nano Pi Neo Air board was used. FriendlyARM Nano Pi Neo Air is a
contemporary SBC with rich set of characteristics. It supports WiFi-connection but has no port for wired connection.
It has enough memory (512 Mb RAM) and computational resources (quad-core with frequency up to 1.2 GHz) to
ensure simultaneous work of a students’ group. Because of his small form-factor (40x40 mm) it consumes almost no
space and its installation may be done practically anywhere providing a reliable level of WiFi-signal.

All configurations have been done using serial connection to the board. Since there are two wireless networks
in Petro Mohyla Black Sea National University (Mykolaiv, Ukraine) that match both described cases, connection was
prepared for both networks.

The access to the SBC was provided to the students of Real-Time Embedded Computer Systems (master
level). During the course they managed to do laboratory tasks with internal infrastructure of the SBC, connected
components, software programming and debugging. The brief list of tasks that were assigned to the students included
the following items:

- Introduction to the file system organisation, device identification in the file system;

- Identification of the available commands and their location;

- Work with preinstalled utilities to communicate with a six-axis sensor via I2C interface;

- Deployment of the dummy driver and is demodulation;

Compilation and execution of a software program that controls connected LEDs or processes
measurements from the above-mentioned sensor;

- Usage of the debugging capabilities of the system.

MDKHAPO/IHUI HAYKOBUI XKYPHAJL . 45
«KOMIT’FOTEPHI CUCTEMMU TA IHOOPMAIIIUHI TEXHOJIOT TI», 2022, Ne 4



INTERNATIONAL SCIENTIFIC JOURNAL ISSN 2710-0766
«COMPUTER SYSTEMS AND INFORMATION TECHNOLOGIES»

The following peak values of the Nano Pi parameters were observed under condition of approximately 20

simultaneous connections to the SBC:
- RAM usage - 50%;
- CPU usage - 83%.

As demonstrated the values, the peak observed value was relatively high, however, most of the time CPU
resources are occupied not more than 10% of the maximum value. The measurements were received from the calls of
cron service that initiated logging of the specific parameters into a log file. Additionally, those numbers prove that the
solution provides necessary level of scalability despite constraints of the SBC device. While adding one more SBC to
the network by the same scenario does not imposes significant difficulties, the benefits of having multiple instances
can ensure better load balancing for the resources of SBC deployed.

Conclusions
In this paper, the architecture for remote educational infrastructure organization for engineering educational
courses based on SBC usage has been established. The architecture allows complete remote access to the hardware
located within the university network. The deployed instance of Nano Pi Neo Air was used during the testing stage.
The results demonstrate that students can have access to the computer and have sufficient experience to do tasks
remotely.
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