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CONCEPT OF INTELLIGENT MEASURING SYSTEM FOR ANALYZING THE
ENERGY CONSUMPTION OF 10T MODULES

The conducted analysis showed the shortcomings of known techniques for measuring MCU (microprocessor systems and
IoT moalules - hereinafter MCU) current consumption.

In order to improve self-powered systems, designed to perform complex algorithms (learning ANNs, searching for signatures
of suspicious software code, etc.), it is necessary to minimize the energy consumption of software, since hardware of modern MCU
has low consumption. Optimizing MCU software in terms of energy consumption requires experimental studies of the energy
consumption of the execution of instructions, commands and programs. Due to the lack of specialized measuring equipment that has
sufficient accuracy (the error must be less than the difference in power consumption of instructions and commands) and immunity to
Interference, known models do not allow optimizing the software in terms of power consumption and thereby increasing the operating
time of autonomously powered systems without recovery battery charge. And this is important for MCU and IoT modules operating
in remote locations, dangerous for people, and critical infrastructure systems. However, a direct study of the energy consumption of
MCU instructions, commands and programs as part of IoT modules is very time-consuming. RISC microcontrollers have few
commands, but many modes of their execution, so it would be necessary to investigate 10-20 thousand options. It is proposed to use
the methods of artificial intelligence for the classification of teams and the forecast of energy consumption of those teams that were
not studied.

The basis of the concept of a measuring system for the analysis of current consumption of smart devices and IoT modules
can be the architecture developed in this paper. At the same time, a more detailed study of them and provision of noise protection,
In particular, due to non-contact measuring devices, is required.
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OJIET CAYEHKO, TTABJIO BUKOBUIA, JIAHA 3ATOPOTHS

3axiqHOYKpaTHCHKUH HaI[lOHAJIBHUH YHIBEPCUTET

KOHIIEIIIISA BUMIPIOBAJIBHOI CUCTEMM JJIS1 AHAJII3Y CIIOKWBAHHS
CTPYMY PO3YMHUMMU ITPUCTPOSAMU TA MOAYJIAMHU 10T

[poBeserHmi aHasi3 MoKa3aB HEAOIKYU BIOMUX METOANK BUMIPIOBAHHSI CTPYMY CIOXUBAHHS MIKDOKOHTPO/IEPA.

3 METOI BAOCKOHANEHHS] CUCTEM 3 BTOHOMHIM XXUBJ/IEHHAM (MiKporipoyecopHnx cuctem 1a IoT mogysnis — Hagan MK),
MIPUIHAYEHNX [/IS1 BUKOHAHHSI CKIIBAHWUX anroputMis (HaB4aHHs LLUIHM, rolwyk curHatyp rigo3pinioro rnporpamMHoro Kogy 1a iH.),
HEOOXIAHO MIHIMI3YBATH €HEPrOCIIONUBAHHS MPOrPamMHoro 3abesrneyqeHHs (113), ockibku anapatHe 3abesneqeHHs (A3) cyqdacHnx MK
Mae Masie crioxuBaHHsa. Ontumizadisi 13 MK 3@ eHEProcrioXMBaHHAM BUMArae EKCIIEPUMEHTE/IbHNX AOCTIIKEHb EHEPrOCTIOXNBAHHS
BUKOHAaHHS [HCTPYKUIY, KoMarg I rporpaM. Y 383Ky I3 BIACYTHICTIO CIELIa/I30BaHOM0 BUMIDIOBA/IBHOIO YCTaTKYBAHHS], SKE MAae
JOCTaTHIO TOYHICTE (TIOXVOKa MA€ OyTv MEHLLIOK 38 DI3HULIK0 EHEPIOCIIONUBAHHS IHCTDYKUIM T@ KOMaHZ) | 3aBafOCTIVIKICTb, BIAOMI
MOAENI He AaroTb 3Morvn ontumizysaty [13 3a eHEProcrioXBaHHIM | 30i/IbLUMTU TUM CaMUM 4ac PobOTU CUCTEM 3 ABTOHOMHUM
JKUBJIEHHSIM GE3 BIAHOB/IEHHS 38PSAY aKyMysisaTopiB. A uye Baxxsmso 4715 MK 1a IoT mogy/iiB, o rpauroroTs y BIAAATIEHUX MICLSX,
HEOE3MEYHUX A/151 TIOAEN, T CUCTEM KDUTUYHNX [HBDACTPYKTYD. OHAK MPSIME AOCIIMKEHHS EHEPrOCIIONUBAHHS IHCTDYKLIY, KOMarA
i nporpam MK B cknaai IoT mogysnis gyxe TpyaomicTke. RISC MIKDOKOHTDOIEpU MAaloTb Masao KOMawg, ane 6arato pexwMiB ix
BUKOHAHHS, TOMy Tpeba bys10 bu gocrignmv 10 — 20 twcay BapiaHTiB. [IpOrnoHyETbCS BUKOPUCTATH METOAM LUTYYHOIO IHTENEKTY 419
Knacugpikadii KomaHg i MPorHo3y EHEProCrioXNBaHHS TUX KOMaHZ, SKi HE AOC/IAKYBA/TNCS.

OCHOBOIO KOHLIEMNLIi BUMIPIOBA/IbHOI CMCTEMU /15 aHA/1BY CIIOXKUBAHHS CTPYMY CMapT-rpuctposimm 1a IoT-mogynamm €
po3pobrieHa y CTarTi apxitektypa. [lpy UpOMy rOTPIOHE Oi/iblu [ETA/IbHE 330E3MEYEHHS LUYMO33XVUCTY, 30KDEMAE, 33 PaxyHOK
OE3KOHTAKTHUX BUMIPIOBE/IbHUX MPH/IGLAIB.

Kro4oBi  C/l0Ba: cuUCTEMAa 3 ABTOHOMHUM XKUBJIEHHSIM, CKIGAHWA  a/iropuTM, E€HEPrOCIIOXUBAHHS  I1POrPaMHOro
3abe3reyeHHs.

Introduction

The main reason for difficulties in measuring the power consumption of MCU is their current consumption
as peaks synchronous with clock pulses. The reason for this is the CMOS technology of their production. The average
current consumption of the MCU was measured using a shunt and a digital voltmeter [1-9]. At the same time,
uncontrolled energy exchange led to significant errors. If the capacity of the capacitor in the power supply circuit is
1000 pF, a change in voltage on it by 10 puV corresponds to the energy of executing 25 instructions of MCU
ARM7TDMI [1-6]. Turning on the shunt between the capacitor and MCU introduces parasitic inductance [7, 8]. Even
0.1 pH at a clock frequency of 25 megahertz creates a resistance of 15 ohms. At a peak current of 50 milliamps, this
creates a voltage drop of 0.75 V. But at least the fifth harmonic, that is, a frequency of 125 megahertz, must be taken
into account. Therefore, such switching on of the shunt leads to MCU failures. The scheme of current measurement
using an operational amplifier with current consumption in the form of peaks causes MCU failures due to the limited
response speed of the amplifier [9]. The scheme for measuring the instantaneous current consumption of MCU using
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a current mirror [10] has a drawback - the effect of voltage changes on the base-emitter junction of transistors with
large current changes. MCU does not go astray. But these changes lead to changes in the voltage on the MCU up to
0.5 - 0.6 V. This creates a methodical error in the consumption current measurement, which is difficult to correct.
Therefore, the error of the models built according to the methods [10] reaches 7-10%.

The scientific idea of the authors is to combine the method of measuring the instantaneous power
consumption of the microcontroller and the method of measuring the average power consumption of the MCU, as
well as deep neural networks for predicting the energy of instructions that will not be studied, which will ensure high
accuracy of the measurement results, their mutual comparison and addition. Very often there is a situation when new
IoT modules controlled by a microcontroller are being researched and self-adaptation of the system to new types of
processor systems made by CMOS technology is necessary. An organic combination of such methods allows you to
use the advantages of each of them.

Currently, the main technology of microelectronics is CMOS. The IoT industry is rapidly developing and the
basis of all IoT devices are embedded microprocessor systems (microcontroller-based systems) with autonomous
power. Their components, manufactured using CMOS technology, have a high speed of execution of instructions with
low energy consumption. However, to date, the problem of extending the time of their autonomous operation without
recharging the batteries is a constant one. An obvious method of increasing the autonomous operation time of MCU
is to increase the energy capacity of power sources. This requires fundamental research on the creation of new
materials and their testing. The second way is to improve CMOS technologies, which is also time-consuming. The
third way is the optimization of the hardware structure, which is actively used. But it applies only to new
developments. Optimizing software by energy consumption is a promising and universal way. However, optimization
of software by energy consumption requires the development of a mathematical model of the energy consumption of
the processor core. Such a model should be based on the results of experimental studies. At the same time, existing
models have low accuracy (7-10%). To increase the accuracy, it is necessary to use equipment that ensures high
accuracy of measuring the power consumption of CMOS microcircuits, in which the current is consumed at the
moments of change in the logical state of the elements. It should be noted that today various devices are manufactured
using CMOS technology - microprocessors, microcontrollers, specialized microcircuits, memory, logic elements,
programmable logic matrices. The nature of their energy consumption is determined only by CMOS technology, and
the methods and tools proposed in this project are suitable for all these devices. However, the currently existing
methods and means of measuring the current, power, and energy of software execution have a large error, because
they do not take into account the pulse nature of the energy consumption of devices made according to CMOS
technology. The devices made as part of the preparation for the defense of dissertations by A. Borovyi and O.
Osolinskyi were separate models. They made it possible to check the possibility of achieving high accuracy of
measuring the impulse energy consumption of MCU. To ensure the possibility of developing optimal software, it is
necessary to create a specialized intelligent system that combines the above-mentioned systems in a way that makes
it possible to automate the process of researching the energy consumption of various types of MCU.

Conceptual model of the measuring system

Based on the analysis of the methods that were described in the previous section, several characteristics and
requirements were identified that must be met by the method of measuring the current strength in the MCU power
supply circuit:

1. Non-contact method of measuring the current and voltage in the MCU power supply circuit, the contact
method is permissible only with theoretical and experimental confirmation that the noise level is permissible;

2. Sufficiently small measurement error of current and voltage in the MCU power supply circuit, as well as
a bit rate sufficient to analyze the results of changes in the executable code;

3. The ability to filter out external interference that can affect the result of measuring current and voltage;

4. Possibility (if necessary) to amplify the received signal;

5. Control of the output current and voltage of the power source of the tested module/MCU;

6. The ability to control the MCU clock generator in a wide frequency range;

7. Necessity of mutual censorship of measurement results and rejection of false results.

8. The possibility of accumulating and classifying large volumes of data that will come from measuring
channels;

9. Possibility of using neural networks for Matched filter functions.

Based on this, the system architecture can be synthesized (Fig. 1).

102 MDKHAPO/IHUI HAYKOBUI XKYPHAJL .
«KOMIT’IOTEPHI CUCTEMHU TA IH®OOPMALIUHI TEXHOJIOI'TI», 2022, Ne 4



INTERNATIONAL SCIENTIFIC JOURNAL ISSN 2710-0766

«COMPUTER SYSTEMS AND INFORMATION TECHNOLOGIES»

________________ -
X-SYSTEM l
Device |
under test: Average energy |
10T Unit/ consumption system | 2
Mcu/cPu I Data analizer
'Y K | =
l Test program loT for
_____________ 1 _| module
L1l
/ »15-
Source Ll software for data
measure comparison
unit Y — )
LID ] 5]
evice
A Analysis unknown
e under test: -
I > o Unit/ 53] instructions and
| MCU/CPU checking and rejecting _| prediction its power
| false values consumption
(3] (4]
Non contact|
current Amplifier 122
sensor 5-5]
Summing up received
previous
measurements results
and send conclusion of
results

Fig. 1 Architecture of the intelligent system for measuring the energy consumption of IoT module

The system includes:

1. Source measure unit (SMU) — a specialized current source with the ability to measure its output voltage
and current with sufficient accuracy and resolution;

2. Device under test (DUT) — a researched smart device or IoT module;

3. Current Sensor - Non contact current sensor - in this case, it is a non-contact device for current-current
conversion
4. Amplifier - signal amplifier (current or current-voltage converter);

5. Data Analyzer — A set of software tools (software) for processing measurement results from unit 1 and 4
The Data Analyzer itself includes:

a)

b)
©)

d)

e)

The system for downloading the executable code for the IoT module, that is, special software for
MK where you can create code, compile it and download it for execution.

Software for obtaining, accumulating and comparing measurement results

A specialized program for censoring the received data from block 5.2 and rejecting false values in
the measurement database

A software module based on deep learning ANNs for parallel analysis of the boot code for the IoT
module and the energy consumption evaluation results of this code, if the data on the energy
consumption of unknown instructions is included in the array of measurement results, then this
software predicts the probable energy of executing the instructions or code fragment.

The software module summarizes the results about the total energy consumption of the executed
code and displays detailed information about code improvements or critical blocks of code where
there is the largest share of energy consumption.

The system can also include additional energy consumption analysis systems to improve the measurement
results, for example, the MK average energy consumption measurement system (X-SYSTEM) [26] This is due to the
fact that the system is divided into hardware and software parts, and blocks 5b) and 5d) above can take several vectors
of the array for measuring data.

Thus, the essence of the idea is a universal inexpensive measuring tool (system), and additional elements can
be added to increase the accuracy due to the tasks that are set before the developers of software and hardware of IoT
modules.
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Conclusions

When analyzing the methods and techniques for measuring the current consumption of MCU and IoT
modules, or other MCU-based devices, it was found that this issue requires a more in-depth comprehensive approach
to measurements. The conducted analysis showed the shortcomings of known techniques for measuring MCU current
consumption. The task is relevant because there are many MCU-based devices on the market, especially smart devices
or [oT devices, and a set of methods and tools is needed to evaluate their performance and the possible effectiveness
of optimizing the executable code.

Thus, the basis of the concept of a measuring system for the analysis of current consumption of smart devices
and IoT modules can be the methods proposed in [24-26] and the architecture developed above. At the same time, a
more detailed study of them and provision of noise protection, in particular, due to non-contact measuring devices, is
required.
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