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STUDY OF SOFTWARE TESTING TOOLS ACCORDING TO THE TESTING LEVELS

Recently, software has been intensively used in almost all areas of business. Testing is an integral process of the software
life cycle, during which it is proved that the software meets the specified requirements and needs of the customer, thereby ensuring
the quality of the software. The article analyses the tools for software testing with their generalisation by levels of testing.

The study has shown that there are a number of studies aimed at reviewing and classifying software testing tools. The
correct choice of software testing tools is one of the vital elements to ensure the quality of the entire project. However, most studies
in the field of testing focus on describing testing methods without directly connecting to the tools that are based on these methods.

A specialist's approach to software testing requires additional information about the testing tools currently available. With
the increasing complexity of software products and shorter development cycles, it is clear that manual testing cannot deliver the level
of quality required by the market. Choosing the wrong testing tools for a project leads to inadequate quality measurements or tool
changes during the project. Both wrong choice and change of testing tools during the development process affect the quality of the
software product and, as a result, the success of the project as a whole.

The classifiers discussed in this paper can be used to select software testing tools appropriately. On the one hand, it can
be useful for navigating a wide range of testing subjects, reducing the time required for specialists to find the right solution. On the
other hand, it can be used as a short introduction to the rapidly developing field of testing and available testing tools for those who
are not experts in this field. The classification can be applied to testing various software projects, depending on the type of software
and development methodology.

Keywords: software, software testing, manual software testing, automated software testing, levels of software testing.

Ipuna 3BACOPHOBA, Tetsana TOBOPVYIIIEHKO, Oner BONYYP

XMenbHULBKUI HalliOHAILHUIN YHIBEPCUTET

AHAJII3 IHCTPYMEHTIB TECTYBAHHA ITPOI'PAMHOI'O 3ABE3IIEYEHHSA
BIAIMOBIJIHO A0 PIBHIB TECTYBAHHA

OCTarHHIM 4acoM rporpamMHe 3abesrneqeHHs (113) IHTEHCUBHO BUKOPUCTOBYETLCS Mavike B yCiX rasy3sax MignpueMHILTEA.
TecTyBaHHs € HEBIA'EMHUM [POLECOM XUTTEBOrO LMKIY [POrPaMHOro 3a6E3MeYEHHS, [1iJ 4Yac SIKOro AOBOANTLCS, B/IACHE,
BiAnoBiaHICTL 13 3agaHmm BuMoram | roTpebam 3aMOBHUKE, TUM CaMUM 330€3reqyeTbCa SKICTe [13. B CTarTi npoBEAEHO aHasli3
[HCTPYMEHTIB A/151 TECTYBaHHS [13 3 y3arasbHeHHSIM iX 110 PIBHSIX TECTYBaHHS.

HocnipkerHHs Mokasaso, Lo ICHYE psa AOCTIIKEHb, CrIPSIMOBAaHNX HA Or/IS4 | Kiacugikalito iHCTDYMEHTIB TecTyBaHHS [13.
KopexkTHmi Bu6Ip IHCTDYMEHTIB A1 TECTyBaHHS [13 € O4HUM [3 XUTTEBO BaX/MBUX EIEMEHTIB A/1S 386E3I1eYEHHS SKOCTI YCboro
npoekTy. [lpote 6inbLicTb pobIT y raay3i TeCTYBaHHS 30CEPEMKEHI HA OMUCI METOLIB TECTYBAaHHS OE3 MPSMOro MigKItoYeEHHS 40
IHCTPYMEHTIB, 5IKi 6a3yI0TbCH Ha LUMX METOHAX.

TTigxig @axisys o TecTyBarHs [13 BUMAarae [04ATKOBOI iHE@OPMALIi rpo [OCTYIIHI Ha AaHWH MOMEHT [HCTPYMEHTH
TECTYBaHHS. I3 3DOCTAIOY0I0 CKIIAAHICTIO MPOrPaMHUX MPOAYKTIB Ta KOPOTLUMMU LIMKIIGMH PO3POOKN CTAE OYEBUAHMM, LYO PyYHE
TECTYBAHHS HE MOXE 3a0E3MeYnTy DIBEHb SKOCT, HEOOXIAHMA AJIS DUHKY. HerpaBwibHuid BUOID IHCTDYMEHTIB TECTYBaHHS A/19
TIPOEKTY MPU3BOAUTD [0 HEGAEKBATHUX BUMIDIOBAHE SKOCTI a60 3aMiHM IHCTPYMEHTIB Ijf Yac MpPOEKTY. SK HEMPaBIbHui BUOID, Tak i
3MIHa IHCTPYMEHTIB TECTYBAHHS B IPOLIECI PO3POGKY BIINBAIOTL HA SKICTh MPOrpPamMHoro rpoayKTy i, K HACIAOK, HA YCIliX MPOEKTY
B Uinomy. Knacn@ikatopu, ki po3IJISIHYTO y POOOTi, MOXHAE BUKOPHCTOBYBATYU U1 BIAINOBIAHOrO BUOOPY IHCTPYMEHTIB TECTYBAHHS
[13. 3 ogHoro 6oky, ue Moxe 6yTv KOPUCHUM A/ ODIEHTALi B LUMPOKOMY [PEAMETHOMY 10/ TECTYBAHHS, CKOPOYYIOYM Hac,
HEOOXIAHMI CrieiaiicTam A/15 MOLYKY BIPHOIMO PILLEHHS. 3 IHILIOrO GOKY, WOro MOXHAa BUKOPUCTaTU SK KOPOTKMY BCTY 4O rasy3i
TECTYBAHHS], YO LUBNAKO PO3IBUBAETHLCS, | JOCTYITHUX IHCTDYMEHTIB TECTYBAHHS /151 TUX, XTO HE € EKCIIEPTOM y UiV rasyasi. lposeseHa
Kknacugikadis Moxe 6yTv 3aCTOCOBaHa A/19 TECTYBAHHS PI3HOMAHITHUX [TPOrpamMHuX MPOEKTIB, 3a/1EXHO Bia suay 13 1a meTogoorii
PO3POOKH.

Kmo4oBi c10Ba: riporpamHe 3abesneyerHs (113), rectysaHHs [13, pyyHe TectyBaHHs 13, aBTomatvoBaHe 1ectyBaHHs 13,
PIBHI TecTyBarHs [13.

Introduction

Recently, software has been intensively used in almost all branches of business [1]. Testing is an integral
process of the software life cycle, during which the compliance of the software with the specified requirements and
needs of the customer is proven, thereby ensuring the quality of the software [2, 3].

Software testing can be manual or automated. In manual testing, testers perform tests manually without using
any means of automation. Manual testing is a low-level and simple type of testing that does not require a lot of
additional knowledge. However, before you can automate the testing of any application, you must first run a series of
manual tests. Manual testing requires more effort, but without it, we cannot be sure whether automation is possible at
all. One of the fundamental principles of testing is that 100% automation is impossible. Therefore, manual testing is
a necessity [4].

Automated software testing is part of the testing process at the quality control stage in the software
development process; it is a type of testing in which testing is performed using various automation tools and scripts.
It uses software tools to execute tests and verify execution results, which helps reduce testing time and simplify the
testing process.
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Automated testing involves the use of special software to control the execution of tests and compare the
expected and actual results of the program. This type of testing helps to automate activities that are often repeated, but
which, at the same time, are necessary for maximum test coverage of the task. To compile automated tests, a QA
specialist must be able to program. Automated tests are full-fledged programs that are simply designed for testing [4].

There are several main types of automated testing: Code-driven testing automation — testing at the level of
software modules, classes and libraries (actually, automatic unit tests); graphical user interface testing automation
(Graphical user interface testing) — a special program (testing automation framework) allows you to generate user
actions — button presses, mouse clicks, and monitor the program's reaction to these actions — whether it meets the
specification; automation of API (Application Programming Interface) testing — the software interface of the program,
which is used to test interfaces intended for interaction, for example, with other programs or with the user. Here, again,
as a rule, special frameworks are used [4].

The advantages of automated testing include:

— speed of execution of test cases is greater than with manual testing;

— lack of influence of the human factor in the process of execution of test cases;

— cost minimization during repeated execution of test cases (i.e. minimal human participation);

— the ability to perform such test cases that cannot be performed manually;

— the ability to collect, store, analyze, aggregate and present large volumes of data in a form convenient for
human perception;

— the ability to perform low-level actions with the application, operating system, transmission channels, etc.

Disadvantages of automated tests include:

— the need for highly qualified personnel;

— high costs for complex automation tools, development and maintenance of test case code;

— automation requires more careful planning and risk management;

— complex selection of automation tools, the need to train staff (or find specialists);

— existing test cases may be unusable and outdated in the case of significant changes in requirements, changes
in the technological domain, redesign of interfaces (both user and software), etc.

Currently, much attention is paid to the transition to fully automated software testing, as it provides better
results, especially for large and super-large software projects, saves time and budget, allows to reduce the routine
manual actions of the tester, and reduces the complexity of software testing [5]. Therefore, there is a rapid development
of testing tools and methods. Both manual and automated testing can be used at different levels of testing, as well as
be part of other types and types of testing.

Therefore, increasing the use of automated software testing is an actual task today.

The purpose of this study is to analyze software testing tools according to the level of testing.

Study of Software Testing Tools According to the Testing Levels

Software testing is usually performed by a team of testers or developers in accordance with set requirements
(specifications). Depending on the type of software product, the testing method and appropriate software are chosen.

By level, testing is divided into Unit (first level), Integration (second level), and System (third level) [6].
However, acceptance testing (fourth level) is often added to this list [7]. In order to carry out quality testing, it is
necessary to make a reasonable choice of testing tools. Using the classification, it is possible to choose the necessary
testing tools.

Software testing tools are mostly designed to support one or more methods of testing a software product and
can perform different tasks depending on the level of testing.

The conducted research showed that there is a sufficient number of testing tools designed for unit, integration,
system, and acceptance testing.

Unit testing can be considered a basic level of testing with the ability to test several modules at the same
time, which makes it possible to automate them. The free and open-source software xUnit is for the first level of
testing like Unit testing, and depends on the programming language. For example, JUnit is designed for the Java
programming language, NUnit for .NET, CppUnit, CUnit for C, C++, etc. [8]. In most cases, unit testing is performed
by software product developers using automated tests.

The smallest number of tools was found for Integration testing. Testing tools for Unit testing (xUnit) are also
used at the next (second) level — during Integration testing. This is related to the method of conducting Integration
testing. Also using Rational Rose and Cantata++.

It is known that the behaviour of a software product changes to one degree or another after adding to it a new
module that was tested at the first level of testing. Therefore, as part of Integration testing, Regression testing is carried
out in order to check the functionality of the assembled parts (build) of the software product. Such tests are
recommended to be performed using automation tools (Selenium, SilkTest, Rational Functional Tester and QEngine,
etc.) since their set is constantly increasing during the development of a software product and manual testing is
impractical.

System testing includes a set of the following tests: Recovery, Security, Stress and Performance testing [9]. A large
number of tools have been identified for System testing, as this level of testing includes several more testing methods.
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Acceptance testing is carried out at the last level before deployment. At this stage, a conclusion is made about
the acceptance or rejection of the software product. At the same time, developers can be involved only to correct code
errors, if any are found. As the project grows, the number of Acceptance testing will also increase. Therefore, for
Acceptance testing, it is recommended to use automated testing tools, for example, FitNesse. FitNesse allows the
customer of the software product to enter specially formatted input. Input data is interpreted and tests are created
automatically. These tests are then run by the system and the output is returned to the customer. The advantage of this
approach is fast feedback. The customer can write tests in the form of HTML tables and add, if necessary, additional
text. The tool then analyzes the tables, runs the tests, and provides the results in an HTML document. FitNesse supports
Java, but versions for C++, C#, Python, Ruby, Delphi, etc. are currently available.

In addition, it is worth noting that acceptance testing is not sufficiently automated today, as there is a lack of
tools for this testing method. Therefore, the use of tools for system testing and acceptance testing is quite limited.

At the same time, it should be taken into account that the software for conducting automated testing is
constantly improved, supplemented and expanded. Regarding the future solution, the tools presented in the study can
be applied at different levels of testing, providing a practical demonstration of their use. Another possible improvement
is to conduct a comparison between testing tools that belong to a similar group to present the advantages and
disadvantages of a particular tool [10—11].

Consider the following types of testing. Thus, API testing checks the correctness of interaction between
system components, Ul testing tests the correctness of the graphical interface, and network protocol level testing
checks the correctness of data transmission between computers. All these types of testing are important to ensure the
quality of the software and its correct operation.

UI testing, i.e. the user interface, can be performed using the following tools: Abbot Java GUI Test
Framework, Business Process Testing (BPT), QF-Test, cPAMIE, Jemmy, Quick Test Professional, Rational
Functional Tester, Rational Robot, Selenium, SilkTest, TestComplete, TestPartner, TOSCA, Oracle Functional
Testing.

The following tools are used for API testing: APL Sanity Autotest, Cantata++, CppTest, CppUnit, CUnit,
DTM Data Generator, FitNesse, JProbe, JUnit, NUnit, JVerify, TestNG, VectorCAST/C++.

To test the network protocol level — in this case, the tool simulates the client part of the system that interacts
with the object through network protocols. Tools: Conkormiq Qtronic, DTM DB Stress, HttpUnit, JMeter,
LoadRunner, MessageMagic, NeoLoed, Nikto, OpenSTA, OpenTTCN Tester, Oracle Load Testing, QALoad,
Rational App Scan, Rational Performance Tester, SilkPerformer, soapUl, The Grinder, WAPT, Weblnspect.

The listed tools have certain disadvantages. For example, although Selenium software is one of the most
popular tools for automated website testing, it has some drawbacks:

—resistance to change: if the website under test undergoes changes in its structure or code, test scripts written
using Selenium may become unusable, requiring the rewriting of tests;

— complexity of configuration: to use Selenium, you need to have basic knowledge of programming and
environment configuration;

— limitations in operating systems: Selenium can only work on operating systems that support the browsers
it works with;

— slow test execution speed: Selenium can sometimes lag during test execution, which can lead to a longer
testing process;

— the need to support scripts: in order for Selenium to be able to work with some elements of the website,
such as AJAX, it is necessary to have scripts that can be executed in the browser;

— limitation of liability: Selenium is not able to guarantee responsibility for the completeness of testing, so
its use should be supplemented by manual testing and other software quality control methods.

Overall, although Selenium has its flaws, it is a pretty effective tool for automated website testing and
performance testing.

Let's consider the advantages and disadvantages of the Business Process Testing (BPT) tool. Because of the
complexity of testing business processes and the many applications involved, using code-based test automation is
problematic. Coded test automation takes time to develop and test. With BPT and multiple scenario testing, the time
spent building automated coded testing makes it slow and a significant barrier for organizations. Testing multiple
applications requires expertise and knowledge of each application. Coders who develop automation do not have deep
applied knowledge. With BPT and multiple applications, this increases testing slowdowns. Advantages of BPT:
eliminates the need to create a separate automation system; automated testing becomes structured using business
components; reduces the effort required to write and maintain test automation scripts BPT is independent of the
detailed test script; high reusability with data-driven components: testers do not need technical knowledge in
automation. Disadvantages of BPT: an additional license for the BPT Framework must be purchased for test scripts;
The BPT Framework can only be used if you have access to Application Lifecycle Management (ALM).

QF-Test from Quality First Software is a cross-platform graphical user interface test automation software
tool specializing in Java/Swing, SWT, Eclipse and RCP plug-ins, Java applets, Java Web Start, ULC and cross-
browser static and dynamic test automation web applications. A sophisticated recognition mechanism provides
extreme serviceability and low maintenance costs, which is the most important factor in software testing automation.
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The results of the analysis of tools for software testing with their generalization by testing levels are presented

in Table 1.
Table 1
Comparative analysis of tools for automated software testing
Criteria
supports test .
N Tools s:;l;le teo esiiyum various performa szcng:_ " URL
g P 0oS nce speed Pp
Ul testing
works
Abbot Java vlzlttf}:>:rlrl15
1 GUI Test stable difficult P that low no http://abbot.sourceforge.net/
Framework a
support
Java
may
require
complex support
in case may be for
unstable if when limited in scripts
Business business many the OS on used to
2 Process processes business which its low configur http://www.hp.com/
Testing (BPT) change processes | compone e tests
regularly | needtobe | ntscan be and
configure used automat
d e their
executio
n
stable, but dlfﬁcult,
- but if the
if the PP
PP
changes changes supports
frequently & pports,
the tests frequently | but some
3 QF-Test ’ ma , the tests | functions low yes http://www.qfs.de/en/gftest/index.html
Y may may be
require ’ e
require limited
frequent
. . frequent
modificati ; .
modificati
on
on
stable if
the page can
does not medium Windows support . .
4 cPAMIE contain difficulty Linux very low JavaSeri http://pamie.sourceforge.net/
dynamic pt
content
medium
difficulty,
requires
some Windows
very additional Linux supports . .
5 Jemmy stable componen | Mac OS low based https://jemmy.dev.java.net/
on Java
ts and X
libraries
NetBeans
RCP
stable, but
with scriptin
. frequent g
6 Quick _Test requires difficult Windows low support http://www.hp.com/
Professional . )
checking is
and required
correction
high, but
easy, but depends on
you need the volume
Rational to have of test uses
7 Functional stable experienc supports scenarios Java http://www.ibm.com/
Tester e in test and the scripts
automatio complexity
n of the
application
8 | Rational Robot Stal:ﬁ: mn easy Windows high scrlgptm http://www.ibm.com/
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absence support
of is
significant required
changes
in the user
interface
high, but
depends on
the size of
9 Selenium stable easy supports the web yes http://seleniumhg.org/
page, the
number of
elements
high, but
depends on
the
(1) SilkTest unstable easy supports g?gfflt?;z yes http://www.borland.com/
and the
number of
tests
i TestComplete s\t/:‘tl;{e easy supports high yes http://automatedga.com/products/testcomplete/
é TestPartner stable easy Windows high yes http://www.microfocus.com/
; TOSCA stable easy supports high yes http://www.tricentis/com/
1 Oracle very
4 Functional easy supports high yes http://www.oracle.com/
. stable
Testing
stable if
the high, but
structure depends on
of the web . the size of
Windows
1 Canoo pages or , Linux, the test http://www.testingtoolsguide.net/tools/canoo-
5 WebTest web casy Macos | Suitesand Y1 webtest/
applicatio X the
n does not complexity
change of the web
dramatical application
ly
high, but
depends on
Windows th:;lzltz:stof
! QEngine stable easy , Linux, sets and yes http://www.manageengine.com/products/qengine/
6 Mac OS the index.html
X complexity
of the
software
API testing
Windows
1 APL Sanity stable casy , Linux, high yes http://ispras.linux-
7 Autotest Mac OS foundaton.org/index.php/API Sanity_Autotest
X
stable if
additional
functions
do not Windows
é Cantata++ si;i?;g:nt easy ]’\/[I;I(I;n(l)xs’ high yes http://www.ipl.com/products/tools/pt400.uk.php
changes X
to the
source
code
; CppTest stable easy supports very high no http://cpptest.sourceforge.net/
é CppUnit stable easy supports high no http://cppunit.sourceforge.net/
? CUnit stable easy supports very high no http://cunit.sourceforge.net/
Windows
or with
2 DTM Data stable easy the help high no http://www.sqledit.com/dg/
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of virtual
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Windows
. very , Linux, .
FitNesse stable easy Mac OS low TaK http://www.fitnesse.org/
X
JProbe unstable easy supports high yes http://www.quest.com/jprobe/
Windows
. , Linux, . Lo
p: .junit.org,
JUnit stable easy Mac OS high no http://www.junit.org/
X
NUnit stable easy Windows very high yes http://www.nunit.org/
Windows
very , Linux, . .
p: g.01g,
TestNG stable easy Mac OS high yes http://testing.org/
X
Windows
VectorCAST/ stable cas , Linux, hich es http://www.vectorcast.com/software-testing-
C++ Y Mac OS & y products/c++-unit-testing.php
X
JVerity stable easy supports high no https://jverify.us/
Network protocol level testing
Windows
Conkormiq , Linux, . . . .
Qtronic stable easy Mac OS high yes http://www.conformiq.com/qtronic.php
X
Windows
DTM DB , Linux, . . .
p: .sq . .
Stress stable easy Mac OS high yes http://www.sqledit.com/stress/index.html
X
stable, if
the server
code Windows
. changes, , Linux, . . .
HttpUnit the tosts easy Mac OS high yes http://httpunit.sourceforge.net/
may need X
to be
updated
Windows
very , Linux, . " .
JMeter stable easy Mac OS high yes http://jakarta.apache.org/jmeter/
X
stable, but
changing
LoadRunner existing easy Windows high yes https://www.hp.com/
tests can
be quite
difficult
stable, but
depends
MessageMagic on easy supports high yes http://www.elvior.com/messagemagic/
external
libraries
NeoLoed s\tlsge easy supports very high yes http://www.neotys.com/
Windows
. , Linux, . . .
: .
Nikto stable easy Mac OS very high no http://cirt.net/nikto2
X
Windows
OpenSTA stable difficult | FInW%, low es http://www.opensta.org/
P Mac OS Y D 0P 01
X
Windows high
OpenTTCN , Linux, .
Tester stable easy Mac OS yes http://www.opentten.com/
X
Oracle Load Windows high .
Testing stable easy Linux yes http://www.oracle.com/
stable high, but
except for Windows depends on .
QALoad easy . the yes http://www.microfocus.com/
new , Unix .
versions complexity
of the tests
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3 Performance stable easy 17\4ac OS’ high yes http://www.ibm.com/
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X
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4 . and the .
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X
Windows .
4 Linux high for
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X projects
stable if
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the Windows (;Of tl?eewetg
4 changes , Linux, S .
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significant tests and
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When performing an analysis of testing tools, the following was found: for UI testing — 16 tools; for API
testing — 13 tools; for testing the network protocol level — 19 tools.

In general, there are 9 tools for Unit testing, 4 for Integration testing, 15 for System testing, and 20 for
Acceptance testing. The diagram of the distribution of tools depending on the level of testing is presented in Fig. 1.

Results & Discussion

44
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Fig. 1. Diagram of the distribution of tools depending on the level of testing

The conducted research can be used when choosing tools for testing software products.

Conclusions

Recently, software has been intensively used in almost all branches of business. Testing is an integral process
of the software life cycle, during which the compliance of the software with the given requirements and needs of the
customer is proven, thereby ensuring the quality of the software. The article analyzes software testing tools with their
generalization by testing levels.

The study showed that there are a number of studies aimed at reviewing and classifying software testing
tools. The correct choice of tools for software testing is one of the vital elements for ensuring the quality of the entire
project. However, most of the work in the field of testing focuses on describing test methods without directly
connecting to the tools that are based on these methods.

A specialist's approach to software testing requires additional information about currently available testing
tools. With the increasing complexity of software products and shorter development cycles, it is becoming apparent
that manual testing cannot provide the level of quality required by the market. Choosing the wrong test tools for a
project leads to inadequate quality measurements or tool replacement during the project. Both the wrong choice and
the change of testing tools during the development process affect the quality of the software product and, as a result,
the success of the project as a whole.

The classifiers considered in the work can be used for the appropriate selection of software testing tools. On
the one hand, it can be useful for orientation in a wide subject field of testing, reducing the time needed by specialists
to find the right solution. On the other hand, it can be used as a brief introduction to the rapidly developing field of
testing and available testing tools for those who are not experts in the field. The conducted classification can be used
for testing various software projects, depending on the type of software and development methodology.
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