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Information protection is extremely important not only in the commercial, but also in the state sphere. The Law of Ukraine
"On the National Security of Ukraine" among the threats to the national interests and security of Ukraine in the information sphere
indicates: computer terrorism and crime; disclosure of secret or confidential information that is the property of the state or is aimed
at ensuring the needs and national interests of society and the state; manipulation of public consciousness, in particular, by spreading
false information. There is a need to protect various information systems, in particular local networks of state and commercial
institutions, from the threat of information leakage and copyright infringement.

The article presents the method of generating separate elements of the steganographic system based on the combination
of cryptography and steganography methods, which makes it possible to increase the level of information protection and develop
more effective new non-traditional methods of ensuring information security in the global network. Considering the constant
development and improvement of computer cryptography and steganography methods, the study of this particular area of
steganoanalysis is the most relevant.

It is proposed to apply the method of replacing the least significant bits (LSB method), because it, in combination with the
RSA cryptographic algorithm, allows to ensure a high level of information security and the speed of embedding and extraction of a
large amount of information.

The practical value lies in the ability to quickly generate steganographic containers and ensure reliable encryption and
decryption of hidden information in them. At the stage of experimental research, the proposed method of replacing the younger bits
was compared with other methods that could be used to generate individual elements of the steganographic system. According to
research results, the LSB method has clearly confirmed its effectiveness. The results of the experiment showed the high stability and
quality of the received data encryption and decryption method when sending it through an open communication channel (e-mail).
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Jlronmuna HEUBOJIOAA, Katepuna KPUKYHEHKO, Karepuna [IAPAMOHOBA

JlonGacbka ep)kaBHA MalIMHOOYMiBHA aKa eMis

3ACTOCYBAHHA MATEMATI/I‘IHQi MOJIEJII JJ151 TEHEPAILIIT OKPEMUX
EJIEMEHTIB CTETAHOI'PA®IYHOI CUCTEMMU Y 3AKJIAAI BUIIIOI OCBITH

3axuct iHopMaLlii € HaA3BNYaNHO BaXIIMBUM HE TifIbKu B KOMEPUIVIHIY, ane W y AepxasHivi cepil. 3akoH Ykpaihn "Tpo
HaLioHa/IbHy 6Ee3reKy YKkpaiHn" cepesq 3arpo3 HAaLioHa/lbHuM [HTepecam | 6e3reyi YKkpaiHn B IHGOpMauiviHivi ciepi 3a3Hayae:
KOMIT'IOTEPHMIA TEPOPU3M Ta 3/I0YUHHICTD, PO3rOJIOLIEHHS TAEMHOI 60 KOHQIAEHLIVIHOI IHGOPMAELI, SKa € BIACHICTIO Jepx)asu abo
CIIPAMOBAaHa Ha 3a6€e3Me4eHHs NOTPED Ta HaLiOHa/IbHUX [HTEDECIB CYCITi/IbCTBA | AEPKABY, MaHIrly/IOBaHHS CyClli/IbHOO CBIAOMICTIO,
30KpeMa, LUISIXOM TTOLUMPEHHS HEMNPaBANBOI [H@OPMaLT. ICHYE HEOOXIAHICTb 3aXUCTy PIBHUX [HGOPMALIVIHNX CUCTEM, 30KpeMa,
JIOKA/TbHUX MEPEX JEPKABHNX | KOMEPLIVIHUX YCTaHOB, Bifl 3arpo3u BUTOKY [H@OPMALIT Ta NOPYLLEHHS aBTOPCHKMX I1PaB.

Y cTarTi npeacTaBnieHo METOAUKY FEHEPALIT OKPEMUX €1EMEHTIB CTEraHorpagidyHoi cucremm Ha 6a3i 06 €qHaHHi MeToaiB
KpunTorpaii 1a creraHorpaii, Lo A3E 3MOry MABULUATH pIBEHL 3aXUCTy [H@OpMauli Ta po3pobutu Oifbly epeKTUBHI HOBI
HETPAANLIIVIHI METOAN 336E3MEYEHHS IHGOPMALIVIHOI 6e3rekn y 7106a/IbHI MEPEXi. 3BaXaroum Ha HEBITMHHMM PO3BUTOK Ta
BOCKOHA/IEHHSI METO4IB KOMIIOTEPHOI KpmnTorpaii 1a creraHorpagii JOC/TWKEHHS CaMe LbOro HarnpsMKy CTeraHoaHasnsy €
HaWOIfIbLL aKTYa/IbHUM.

3anporoHoBaHo 3acTocyBatv METoq 3amiHv MooALwmxX 6iT (LSB- METO4), OCKiribku BiH, y KOMOIHaLIi 3 KpurTorpagidHmm
anroputMomM RSA, Aa€ 3MOry 3abEe3reqnHu BUCOKMY piBeHb [HHOPMAaLIIHOI 6e3reku Ta LBHAKICTL BOYAOBYBAHHS | BWIYYEHHS
BesmKoro 06'emy iHgopmauii.

TIpaKTuYHa LiHHICTb I0/ISrae B MOXJ/IMBOCTI LBUAKOI reHepaLlii CTEraHorpagiyHux KOHTENHEPIB Ta 3a6e3MeyeHHi HagiiHoro
WnpyBaHHS | ELUNPYBaHHS MPUXOBAHOI HPOpMaLii B HuX. Ha eTari ekcriepuMeHTa/IbHuX A0C/IIAXKEHD 3arpPOoHOBaHM METOL
3aMiHy MosIoALWMX GIT ByB MOPIBHIHW 3 IHLLIMMU METOLAMM, O MOI/IM 6 BUKOPUCTOBYBATUCH /1S EHEPALi OKDEMUX E€/IEMEHTIB
CTEraHorpagiyHoi cucrtemn. 3a pesysibTatamu AOCTMKEHbs METo4 LSB riATBEDANB HA0YHO CBOKO E€QPEKTUBHICTL. Pesysibtatv
EKCIIEPUMEHTY I10Ka3a/M BUCOKY CTIVIKICTb Ta SKICTb OTPUMAaHOI METOAMKU LUNQDPYBAHHS Ta AELUNQPPYBAHHS AaHUX 1P MEPECUIIAHHI
IX BIAKPUTUM KaH3/I0M 3B 53Ky (€/1EKTDOHHOIO 1OLUTOIO).

Knto4oBi C/10Ba.; cTeraHorpagiyHa cucTema, KpunTorpagis, Lun@pyBaHHs, AELUNPPYBAHHS, CTEraHoaHas3, gpaktamm, RSA,
LSB

Introduction

Information protection is extremely important not only in the commercial, but also in the state sphere. The
Law of Ukraine "On the National Security of Ukraine" [1] among the threats to the national interests and security of
Ukraine in the information sphere indicates: computer terrorism and crime; disclosure of secret or confidential
information that is the property of the state or is aimed at ensuring the needs and national interests of society and the
state; manipulation of public consciousness, in particular, by spreading false information. There is a need to protect
various information systems, in particular local networks of state and commercial institutions, from the threat of
information leakage and copyright infringement.
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The methods of criminals are diverse, therefore the information security service must conduct a constant
search for information leakage channels, monitor the goals and actions of criminals [2].

Two methods of software protection are traditionally used to preserve the confidentiality of information when
it is sent over open communication channels: cryptographic and steganographic protection methods.

The essence of cryptographic protection is that information is encrypted by a certain algorithm into an
unreadable format. In turn, steganographic protection is the concealment of the very fact of the existence of
information by embedding it in digital objects (containers), which causes some distortion of these objects. The most
common types of such containers are text, images, audio data, video sequences.

Today, methods of probability theory and mathematical statistics, theory of fast orthogonal transformations,
theory of approximation, theory of coding, theory of complexity, theory of errors, digital processing of signals and
images, etc. are widely used as tools for the development of this field.

Both cryptographic and steganographic approaches have their advantages and disadvantages. A promising
direction of software information protection is the combination of cryptography and steganography methods.
Considering the continuous development and improvement of computer cryptography and steganography methods,
the study of this direction of steganoanalysis is the most relevant [3].

Quantitative assessment of the resistance of a steganographic system to external influences is a rather difficult
task, which is usually implemented by methods of system analysis, mathematical modeling, or experimental research.

A reliable steganosystem solves two main tasks: hiding the very fact of the message's existence (the first level
of protection); preventing unauthorized access to information by choosing an appropriate method of hiding
information (second level of protection). The existence of a third level of protection is possible - preliminary
cryptographic protection of the message (encryption).

Related works

A significant part of research in the field of steganography is devoted to methods of hiding confidential
messages and digital watermarks in still images. Currently, there are a large number of methods of hiding information
in graphic files.

A classic example of replacement methods in the spatial domain is the method of replacing the least
significant bits (LSB method), which is based on the fact that the least significant bits of graphic, audio and video
formats carry little information and their change practically does not affect the quality of the transmitted image or
sound. This makes it possible to use them to encode confidential information [4].

In work [5], the main advantage of this method is the simplicity of implementation, the high speed of message
embedding and extraction, and the possibility of secret transmission of a large amount of information. However, due
to the introduction of additional information, the statistical characteristics of the container file are distorted, and the
hidden message is in some cases easy to detect using statistical attacks, such as entropy estimation and correlation
coefficients. To reduce compromising features, correction of statistical characteristics is required.

In the scientific publication [6] Taranchuk A.A. the methods operating in the frequency domain are
considered, and the data is hidden in the coefficients of the frequency representation of the container. For this,
transformations are most often used, which are used in modern lossy compression algorithms (discrete cosine
transformation in the JPEG standard and wavelet transformation in JPEG2000). Information can be hidden both in the
initial image and simultaneously with the compression of the container image. It is important that stegosystems, which
take into account the features of the compression algorithm, are insensitive to further compression of the container.

The essence of broadband methods is to expand the frequency band of the signal to a spectrum width much
greater than is necessary for the transmission of real information. There are two ways to expand the range: the method
of direct spectrum expansion, using a pseudo-random sequence, and the method of frequency hopping. At the same
time, useful information is distributed over the entire range, so when a signal is lost in some frequency bands, there is
enough information in other bands to restore it. The principle of operation of broadband methods is related to the tasks
solved by stegosystems: to try to "dissolve" a secret message in a container and make it impossible to detect it [7].
Also, in recent years, methods based on image processing have begun to be used for signal detection. In [8], a method
for estimating the parameters of transmission from the HFRC based on the spectrogram is proposed. The application
of image processing methods to the obtained spectrogram allows you to suppress noise and highlight the necessary
parameters.

Statistical methods hide information by changing some statistical properties of the image. In [9], the idea of
the Patchwork algorithm is considered, which is based on the assumption that the pixel values are independent and
equally distributed. At the same time, a secret key is generated to initialize the generator of pseudo-random numbers,
which indicate the place in the image where the watermark bits are entered. This method provides high resistance to
digital processing operations, and the difficulty of detecting hidden data without a corresponding secret key.

Thus, the research results show that the reliability of replacement methods in the spatial domain depends on
the level of frequency distortions of the container. At the same time, they provide high speed and a significant amount
of embedded data, so it is advisable to use them when transmitting hidden messages. Methods operating in the
frequency domain are more resistant to distortions and digital processing operations, but can hide a smaller amount
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of data. The presence of a secret key in broadband and statistical methods using pseudo-random coding increases their
reliability.

Proposed mathematical model for the generation of separate elements of a steganographic system in a higher
education institution

One of the tasks of information security of every educational institution is to ensure reliable transmission of
information between its units. In particular, it can be used to protect students' personal data.

Reliability of data transmission through an open communication channel can be ensured using a
steganographic system.

The stegosystem should have the following components:
message;
container;
steganographic channel;

— public and private keys.

The method of secure data transfer through an open communication channel involves the implementation of
eight stages.

1. Formation of the student base.

Selection of students from the established base.

Generation of logins and passwords.

Construction of "Plasma" stochastic fractals.

Data encryption with the RSA algorithm.

Hiding an encrypted message in the lower bits of fractal images using the LSB method.
Emailing images to users/students.

8. Decoding and extracting the login and password from the "Plasma" fractal.

For example, generated data: login and password are sent to users of the information system of a higher
education institution as an e-mail message. To simplify the work, it is advisable to use email distribution of messages
with the help of a previously formed database of students.

The random stochastic fractal "Plasma" can be used as a stegocontainer in this case. The Diamond Square
algorithm is most suitable for constructing the "Plasma" stochastic fractal. First, the four corners of the square are
assigned random values. After the boundaries of the square are set, it is divided into four equal squares, in each of
which the value of one of the angles is known. The value of the height of the central point is the sum of the averaging
of the heights of all four corner points and a random value (noise). In practice, the noise should not be completely
random, but a function that depends on the distance between neighboring points, because the smaller the distance, the
smaller the average value of the noise should be [10].

To ensure greater reliability, along with hiding data, it is advisable to apply data encryption, for example,
using the RSA method. The RSA algorithm consists of 4 stages: key generation, encryption, decryption, and key
distribution. The security of the RSA algorithm is built on the principle of the complexity of the factorization of
integers. The algorithm uses two keys - public and private, together the open and corresponding private keys form key
pairs. The public key does not need to be kept secret, it is used to encrypt data. If the message was encrypted with a
public key, it can only be decrypted with the corresponding private key.

In order for the Sender to be able to send his secret messages, he transmits his public key (#,e) to the Receiver
through a secure, but not necessarily secret, route. The private key d is never distributed. In order to generate key
pairs, the following actions are performed:

Selecting from two large prime numbers p and ¢ are approximately 512 bits long each.
Calculation of their product n = pgq.

Calculation of the Euler function ¢(n)=(p-1)(g-1).

Choosing an integer e such that 1<e< ¢(n) and e is reciprocally prime to ¢(n).

5. Finding a number d such that d=1(mod ¢(n)) using the extended Euclid algorithm.

The number # is called the modulus, and the numbers e and d are called open and closed exponents. Number pairs
(n,e) are the public part of the key, and (n,d) are the secret part. The numbers p i ¢ after the generation of the key pair
can be destroyed, but must not be revealed in any case.

Algorithm for finding prime numbers:

1. Nis an odd number. Finding s and ¢ satisfying the equation: N - 1 = 2s't.

Random selection of the number a,1 <a <N.

If N is divisible by a, go to point 6.

If the condition a# = 1 (mod N) is fulfilled, go to point 2.

If £,0 <= k <s such that a;k t =-1 (mod N) is found, go to point 2.

The number N is composite: choosing another odd number N, going to point 1.

It is important that the number s cannot be greater than the number of bits in the number. The numbers s and
¢ are found using a binary shift of the number N — 1, until the lower digit becomes 1. As a result, s is the number of
shifts, ¢ is the number N — 1 after the shift.

Nonkwbd

L=

R
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Suppose that the Sender would like to send a message M to the Receiver. First, it transforms M into an integer
m such that 0 < m < n using a consistent reversible protocol known as a complement scheme. It then calculates the
ciphertext c using the public key of the recipient e, using the equation:

¢ = m® (mod n). (1)

This is done quite quickly, even for 500-bit numbers, using modular exponentiation. The Sender then
forwards c to the Receiver.
To decipher the message of the Sender m, the Receiver needs to calculate the following equality [11]:

m = c% (mod n). )

After encrypting the message, it needs to be hidden in an image. In our case, the encrypted message is hidden
in the lower bits of the fractal image (LSB method). The essence of the method of replacing the least significant bit
(Least Significant Bits - LSB) is to hide information by changing the last bits of the image, which encode the color,
to the bits of the hidden message.

In the BMP format, the image is stored as a matrix of color shade values for each point of the image.

Diamond Square Algorithm:

1. Setting the height at the corner points A, B, C, D (Fig. 1 (a)).

2. Calculation of values at the central point of the square (Fig. 1 (b)):

E= w + rand,. 3)

3. Calculation of values at the midpoints of the sides (Fig. 1 (¢)):

F=224 rand,. 4
G = A;'C + rands. (5)
H = B;'D + rand,. (6)
[ = &2 4 rands. (7

4. Smaller squares AFEG, BFEH, CGEI, DHEI are considered. For them, the steps of the algorithm are
repeated until the squares become the required size [12].

A B F
O e o o o o o

Fig. 1. Diamond Square Algorithm:
a — height in corner points; b — value at the central point;
c is the value at the middle of the sides

The use of the method of replacing the least significant bits (LSB method) in combination with the RSA
cryptographic algorithm makes it possible to ensure a high level of information security and the speed of embedding
and extraction of a large amount of information.
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Experiments

Let's consider the program implementation of the above method using the example of pre-processing of
student data for further authorization in the information system of a higher educational institution. The software
module for generating individual elements of the steganographic system was developed in Embarcadero RAD Studio
10.2. The program has a user interface in Ukrainian and is divided into three parts: the student database, hiding and
data extraction. On the "Data Hiding" tab, the full cycle of actions to obtain a ready-made image with encrypted data
for the "Sender" role is performed. Students are selected from the database and will be sent data for entering the
personal account [13,14].

The next step in data hiding is to generate the Plasma stochastic fractals using the Generate Fractals button.
After displaying the fractals on the form to generate logins and passwords, you need to click the "Generate data"
button. Data is invisible to the sender, protected by stars (Figure 2).

RX dpakTanbHa cTeraHorpadis

basa cTyneHTie MpKnxoByBaHHA JaHUX BuTAryBsaHHA faHux

Bu6patu cTyaeHTIB BubpaHo: MapamoHosa KaTepuHa, Bonaapes Apocnas, HaripHui Ceprii

CtBopUTK dppakTanu CtBopeHo: 3 ¢ppakTanis “Mnasma”
&

JloriHn Maponi

3reHepyBaTth faHi FAHARAARA R RIK AR FAFRFAKK SRR SRR FHAAK

WnppysaTn

MNMpuxoBaT

BignpaBuTtu cTyaeHTam gaHi ans Bxogy

Fig. 2. Generation of logins/passwords and stochastic fractal "Plasma"

To receive ready-made images with encrypted data (data hiding), logins and passwords will be encrypted
using the RSA method. To do this, click on the "Encrypt" button. After this action, private keys appear. The private
key is important, it is transmitted to the respective student through a secure communication channel. Then data is
hidden in the last bits of previously generated fractals using the LSB method, rasterization and image storage (Figure
3).

RX (pakTanbHa cTeraHorpadis

Ba3sa cTypeHTiB MprxoBYBaHHS AaHMX ButaryeaHHa gaHux

Bubpatu cTyneHTiB BubpaHo: lNapamoHosa KatepuHa, BoHpnapes Apocnas, HaripHui Ceprin

CTBOPUTU hpaKTanm CrBopeHo: 3 dppakTanie “Mnasma”
&

Norinn Maponi

3reHepysaTu faHi Sobokctobobok okkoRk okoRok ok okoRk kR
' ' " "

WndppysaTtn 3akpuTi kntoui (d, n): (52369, 117367), (439451, 449623), (197561, 301151)

I'IpuxosaTM Bu ycnilwHo NprxoBanu AaHi, BiGNpasTe 1X Ha NOLWTY CTyAeHTam

BignpaButi CTyfeHTam AaHi Ans BXoAy

Fig. 3. Hiding data in fractals
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To send saved images to selected students by e-mail, click on the "Send login data to students" button. This
completes the action cycle for the "Sender" role.

On the "Data extraction" tab, the complete cycle of actions to obtain the login and password for the
"Recipient" role is performed. A corresponding message will be sent to the e-mail with an attached image (Figure 4).
The message should have: the subject "Fractal", the text of the message: "Login data for "Surname and First name of
the student", as well as the attached picture of the stochastic fractal "Plasma".

(Dpa KTan Bxopauwme %

MapamoHoBa EkaTepuHa OnerosHa <ekaterinaparamonova5230@gmail.com>
KOMY: 8 =

Oaxi ana exoay B cuctemy AnA leaHoea ||

a4 pwcyHox.bmp
227 KB

&

Fig. 4. The message that came to the recipient's e-mail

The next step in extracting data is to enter a private key that is transmitted over a secure communication
channel and decrypt the data using that key. After the actions described above, the required initial data will appear in
the "Login" and "Password" fields (Fig. 5).

RX ®dpakTanbHa cteraHorpagis

Ba3za cTyneHTiB MpuxoByBaHHA faHWX BuTAryBaHHA aaHnx

BeefiTb OTPMMaHWIA 3aKPUTUIA KKOY ANA gewndpysaqHHa

d 439451 n 449623

OewndpyBaTn

Norin

pcsd06

Maponb

45201

BcTaBuTH 306paXkeHHs

Fig. 5. Data decryption

The given example demonstrates the option of using a steganographic system to protect students' personal
data.

Conclusions
In the process of analyzing the quality of the proposed model, it was found that to create a system for
generating individual elements of the steganographic system, it is advisable to use the method of replacing the least
significant bits (the LSB method), since it, in combination with the RSA cryptographic algorithm, makes it possible
to ensure a high level of information security and embedding speed and extracting a large amount of information. In

MDKHAPOJIHUII HAVYKOBUIA KYPHAJI . 53
«KOMIT'KOTEPHI CUCTEMH TA IHOOPMAIINHI TEXHOJOTI'TI», 2023, Ne 2



INTERNATIONAL SCIENTIFIC JOURNAL ISSN 2710-0766
«COMPUTER SYSTEMS AND INFORMATION TECHNOLOGIES»

particular, it will make it possible to transmit data over an open channel more securely with minimal risks of errors
occurring when transmitting and extracting data from encrypted messages.

The capabilities of the presented algorithm can be used by dean's offices, personnel and practice departments,
and other units of the higher education institution to transmit information containing personal data of students. This
is especially relevant in the conditions of information warfare.
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