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PRIMARY-BASED SPECTRAL BLOOM FILTER FOR THE ENSURING
CONSISTENCY IN DISTRIBUTED DOCUMENT-BASED NoSQL DATABASES USING
ACTIVE ANTI-ENTROPY MECHANISM

The purpose of this work is to compare the existing methods of forming the Spectral Bloom filter using hash functions and
the proposed method using prime numbers. The proposed method allows obtaining snapshots from documents that can be used to
maintain data consistency in distributed document-oriented NoSQL databases as part of the Active Anti-Entropy mechanism. Data
consistency is an important and challenging task due to the need for horizontal scaling of information systems. Neglecting this can
lead to material or even human losses, since digitalization covers absolutely all spheres of human activity and there is a need for
distributed processing and storage of information.

Consistency can be ensured in various ways, including an architectural approach and Active Anti-Entropy mechanisms. The
architectural approach refers to centralized write operations that are distributed to secondary nodes. Accordingly, read operations
take place from secondary nodes. This approach is not flexible, as it requires stable and fast communication with the central node,
which is not always possible.

The Active Anti-Entropy mechanism is a background process that checks the consistency of data between nodes using
special snapshots that can be obtained using hash functions or such a data structure as a Merkle Tree. Using the latter is ideal for
checking the consistency of entire data sets, but for mission-critical data, this solution is not suitable. The probability of collisions or
the computational cost can lead to inconsistency of the entire data set and this requires a special solution for critical data.

The proposed method makes it possible to obtain the Spectral Bloom filter from the original data set faster. In addition, it
has higher collision resistance compared to the use of hash functions, which allows faster identification of inconsistencies in documents
stored on different nodes.
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CHEKTPAJILHU ®LIbTP BJIYMA HA OCHOBI ITPOCTUX YACEJ 151
BUKOPUCTAHHS B ACTIVE-ANTI ENTROPY MEXAHI3MI V3T OJKEHHSI
JTAHUX Y PO3NOIUIEHIN JOKYMEHTOOPICHTOBAHIN HEPEJSILIAHIN BA3I
TAHUX

MeToro faHoi poboTv € rOPIBHIHHS ICHYOYMX METOLIB QOPMYBAHHS CEKTPA/IbHOMO GlibTpa briymMa 3 BUKOPUCTAHHIM Xelu-
QYHKUIV Ta 3aMpPOrIOHOBaHOIO METOAY 3 BUKOPUCTAHHIM POCTUX YUCES. 3arporoHOBaHmi METoq AO03BOJISE OTPUMATHU 3HIMKU 3
JOKYMEHTIB, SIKi MOXHA BUKOPUCTOBYBATU /151 MIATPUMKN Y3rOMKEHOCTI AaHNUX B PO3ITOAINEHNX JOKYMEHTOOpIEHTOBaHNX NOSQL 6a3ax
A3HNX K YacTuHy MexaHismy Active Anti-Entropy. Y3romkeHicTe faHnx € BaX/mMBOKW Ta CK/IGAHOK 3aAaqver0 Yepe3 HEeOoOXigHICTb
TOPU3OHTASILHOMO MACLITABYBaHHS [HPHOPMALIIHUX CUCTEM. HEXTYBaHHS UMM MOXE pu3BOAUTH [O MATEDI/IbHUX abo HaBiTb
JIOLCEKMX BTPAT, OCKITIbKY LNGPOBIZALIS OXOIJ/TIOE a6COMIIOTHO BCi Cihepu AiSTIbHOCTI JII0AMHY | € HEOOXIAHICTB Y PO3MOAIIEHIT 06pO6LI
78 36€epiraHHi iH@opmadii.

KOHCUCTEHTHICTL MOXE 3a6€3r1eYyBaTUCh DI3HUMU LLSIIXaMY, CEPEL SKUX apXiTEKTypHm nigxig 1a Active Anti-Entropy
MeXaH3mu. 14 apXITEKTYPHUM MIAX0OLOM MAETbCA Ha yBa3l LUEHTPA/T30BaHI ONEPAaLlii 3arncy, sKi pO3roBCOAXKYIOTECA 40 APYrOPSAHNX
By3/1iB. BIAroBiaHO onepawii YuTaHHS BigOyBaloTbCS 3 APYIOPSAHUX BY3JIB. [aHmi rigxig He € rHy4YkuM, OCKITbKM BUMArae
CTabifIbHOro Ta LWBHAKOIrO 38 53Ky 3 LIEHTPA/IbHUM BY3/10M, LUYO HE 3aBXAN MOX/TNBO.

Active Anti-Entropy MexaHi3M rpesacTaB/Ise oo GOHOBUI MPOLEC, KM NEPEBIPSE Y3rOAKEHICTb JaHUX MDK BY3/1aMu
BUKOPHCTOBYOYM CrIELIalbHI 3HIMKY, SKI MOXYTb 6YTU OTPUMAHI 3 BUKOPUCTaHHSIM XELL-@YHKLIM 60 Takoi CTpYKTypu Aarnx sk Merkle
Tree. BukopucTaHHs OCTaHHLOIO [A€a/IbHO MIAX0ANTL V1S EPEBIPKU Y3rOMKEHOCTI LiMX HabopiB AaHuX, ane A/ KpUTUYHO
BaXJ/mBuX faHnx Le pILLIEHHS HE ITiAX04NTb. ///vMOB/,'DH/'CTb KO3 abo O6YNCTIIOBA/IbHI BUTPATU MOXYTb [IPU3BOAUTU O
HEY3rOMKEHOCTT Li/Ioro Habopy AarnXx I Lie BUMArae CrieLiasibHoro PileHHs A/151 KDUTUYHO BaXX/INBUX AaHUX.

3anporoHoBarmi METOS A03BOJISE WBUALLE OTPUMYBATU CIEKTPASIbHI QinibTp b/lyMa 3 BUXigHoro Habopy garmx. OKpiM
LbOro, BiH MAE BULLY KOJI3IWIHY CTIVIKICTb B IODIBHSHHI 3 BUKOPUCTAHHAM XELU-QYHKUIM, O JO3BOJISE LBMALIE [AEHTUQDIKYBATH
HEY3rOMKEHICTb OKYMEHTIB, 5IKI 36EDIratoTbCa Ha Pi3HUX By3/1ax.

Kimto4oBi crioBa: HepensuiviHi 6asn AaHnx, AOKYMEHTOOPIEHTOBAaHI 6a3un AaruX, PO3IOLIIeHi 6a3u JaHuxX, CreKTPa/IbHmi
@inbTp briyma, y3romkeHicTe gaHnx, Active Anti-Entropy TexHosoris

Introduction

Distributed databases need special mechanisms that could ensure the necessary level of data consistency
between replicas. Some modern databases solve this through architectural solutions. For example, a database like
MongoDB uses a centralized approach for all write operations, while read operations are performed through replicas.

There is also a decentralized approach, in which there is no master node, and its functions are distributed
among all replicas of the system. Cassandra and Riak work according to this principle. Riak, in turn, has several
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additional mechanisms: Active Anti Entropy and Read Repair. Riak's Active-Anti Entropy technology is a background
process that uses Merkle Tree to identify data inconsistencies. The identifiers received on different nodes in the form
of hash values are compared with each other, which allows you to start the reconciliation process if necessary.

There are also some other methods of maintaining consistency that are a kind of centralized approach. For
example, a transaction clock receives all transactions and merges them into a resulting transaction that is sent to the
replicas. The advantage is that the resulting transaction will have the latest update and the number of writes to the
database is optimized [1].

Related Works

Bloom Filter is a probabilistic data structure that is designed to check the presence of an element in a set. A
filter consists of an array of values that take the value 1 or 0. To form the filter, hash functions are used that determine
the elements of the array that will have the value 1. The size of the filter and the hash functions can be configured
depending on the context of the task.

There are different variations of this data structure: Distributed Bloom Filter, Spectral Bloom Filter, Space-
Code Bloom Filter. Each of these variants has its own differences and specific applications.

The Distributed Bloom Filter is a probabilistic data structure designed for distributed systems that require
fast synchronization both spatially and temporally. This is achieved by sending a filter by each node with its ID to
another node in the system, which results in a change in the probability of data replication. It should be noted that the
probability of a false positive result decreases with an increase in the total number of nodes [2].

SCBF achieves a good compromise between counting accuracy and the number of bits used for counting. It
represents a multiset, extending the capabilities of the traditional Bloom filter to represent a set. Given an element X,
it not only allows you to check whether x is in the multiset, but also counts the number of occurrences of x. SCBF has
several important usages in network measurement. For example, traffic measurement by flow for traffic design and
anomaly detection [3].

Spectral Bloom Filter replaces a vector of bits with a vector of counters. Counters are positive natural
numbers that have leading zeros. When calculating the position in the data vector, the corresponding counter is
increased by one. Deleting an element proceeds in a similar way, but by subtracting 1 from the related counters [4].

Any hash function can be used for hashing, but since they can be combined and there is a limit of the size of
the Bloom filter, it is difficult to calculate the probability of collisions. Even using an algorithm like PH-2, which is
not a cryptographic algorithm and clearly defines collision situations, does not guarantee an optimal allocation [5].

The method of forming the Spectral Bloom filter using simple numbers

The Active-Anti Entropy mechanism is a background process of data reconciliation in distributed databases.
The use of the Bloom filter to solve this problem is due to a convenient algorithm for forming a snapshot, which can
be used to compare critically important documents that are located on different nodes of a distributed database.

To be used in the Active-Anti-Entropy mechanism, the Bloom filter must meet certain requirements:

1) low probability of collisions;

2) high speed of calculation;

3) small size.
Each of the above-mentioned components has an impact on the others, which requires the search for an optimal
solution.

In the context of the task to support consistency between nodes of a distributed document-oriented database,
the spectral Bloom filter is a set of eight non-negative integers. Each number is a counter that increases by one each
time it is accessed. At the very beginning, the values of all counters are 0.

Access to a certain element is as follows:

1) represent the document as bytes;

2) each byte is converted to an unsigned integer;

3) division by modulo of each number by a set of prime numbers from 2 to 17 inclusive. If the remainder
during division is zero, then the corresponding element in the Bloom filter is increased by one. If the number was not
divided by any prime number from the set, then the last element of the filter is incremented by one;

4) if the number is not divisible by any prime number, then the last counter is increased,;

5) if an integer overflow of the counter occurs, it is reset to zero.

Figure 1 shows the filter formation algorithm for a document consisting of 3x bytes. This document size was
chosen for ease of visualization.
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Fig. 1. Prime-based algorithm to produce Spectral Bloom filter

Experiments

The experimental procedure for comparing collision resistance consists of randomly generating input data of

a fixed length and a certain step. The amount of data is 100,000. Test data are ASCII characters used to represent an
information. The dependent variable in this case is the number of unique Spectral Bloom filters, and the independent
variable is the amount of data. MD5, SHA1 and SHA256 were selected as hash functions, which are cryptographic
functions and should ensure an even distribution of hash values.

Algorithm of forming a filter using a hash function:
1) present the document in the form of bytes;
2) hash each byte;
3) represent each hash as an unsigned integer;
4) fill the filter using the modulo division operation.
Figure 2 shows a visualization of the results obtained when generating 100,000 random data with a size of

100 to 450 bytes and a step of 50 bytes.
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Fig. 2. Unique Spectral Bloom filters from 100,000 random data from 100 to 450 bytes and step 50
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Figure 3 shows a visualization of the results obtained when generating 100,000 random data with a size from
to 174 bytes and a step of 1 byte.
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Fig. 3 - Unique Spectral Bloom filters from 100,000 random data from 5 to 174 bytes and step 1

Figures 2 and 3 show that the Prime-based Spectral Bloom filter has higher collision resistance and more

quickly approaches the expected value under the given experimental conditions.

To compare the filter calculation speed, the test procedure will be the same as the previous one, but the

number of filter calculation iterations for the generated test set is 100. Statistical tools such as arithmetic mean, median,
minimum and maximum value will be used to evaluate the methods. The dependent variable in this case is the time
required to form the filters.

Figure 4 shows a chart of the arithmetic mean value for data of different lengths.
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Fig. 4. Mean of elapsed time to get 100 prime-based spectral Bloom filters
Figure 5 shows a chart of the median for data of different lengths.
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Fig. 5. Median of elapsed time to get 100 prime-based spectral Bloom filters
Figure 6 shows a chart of the minimum value for data of different lengths.
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Fig. 6. Min of elapsed time to get 100 prime-based spectral Bloom filters

Figure 7 shows a chart of the maximum value for data of different lengths.
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Fig. 7. Max of elapsed time to get 100 prime-based spectral Bloom filters

Figures 4, 5, 6 and 7 show that the time required for the formation of filters is shorter and varies in proportion
to the values of the independent variable.

Conclusions

Thus, the proposed method of forming the Spectral Bloom filter has a number of advantages for its use in the
data reconciliation process. The small size of the filter allows it to be easily transported between nodes of a distributed
database to check the consistency of critical documents, and the time to create it allows for quick creation of the filter
from source documents. Also, it is more resistant to collisions compared to forming a filter using hash functions.

The further direction of the work is related to the design of the Active Anti-Entropy mechanism using the
proposed method for maintaining the consistency of critical data in distributed document-oriented NoSQL databases
and its effectiveness evaluation.
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