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METO/ OI[IHKH PU3UKY IHO®OPMAIIIIHOI BE3IIEKHA _
KIBEPOIBUYHUX CUCTEM HA OCHOBI B3AEMO3AJIEXKHOCTI BPA3JIMBOCTEHN

OUiHKa pu3nKy — [apaHTis 3a6e3rneqyeHHs 6e3reqHoi 1a CTabiibHoi pobotn KIbep@i3nyHoi cuctemn. Y crarti
NPEACTAaB/IEHO HOBMU METOA OLIHKW PU3UKY THGDOPMALIVIHOI 6Ee3rekn Kibep@inyHux cuCTEM Ha OCHOBI B33EMO33/IEXHOCTI
BpAaz/IMBOCTI, Y poBOTI IPEACTAB/IEHO METOA OUIHKU PU3NKY ataK Ha KIGep@BuYHI cucTemm, SKuv YMOXJTMBIIIOE KifIbKiCHE
BU3HAYEHHS pU3NKIB. KpIiM TOro, BPaxoBaHO PIiBEHb [MOBIPHOCTI YCITILLHOI aTakv OOYUCTTIOETLCS 3 YPaxXyBaHHSIM B33EMO3E/IEXHOMO
B33EMO3B'S3KYy MK BPA3/IMBICTIO, @ piBEHb BIUIMBY aTakv BpaXOBYE HACAKN HA KIOEPPIBNYHY CUCTEMY, LUO CIIPUYHHIOIOTECS B
pe3y/ibTaTi Kibepartax.

38rponoHoBaHmi METO L[03BOJISE PO3PAXYBATH MOTEHLIVIHMA PUSHK CUCTEMU Ta BUHAYUTH OMTUMASIbBHY METY aTaKw.
Kpim TOro, BiH Moxe 6yTv pO3LIMPEHMI | 4O aHanizy IHBECTULIY B 6E3rIEKY.

Knto4oBi crioBa: KibepgiznyHa cuctema, iHgopmaliviva 6e3rexka, Bpa3/mBicTe, ataka.
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TECHNIQUE FOR THE RISK ASSESSING OF THE CYBERPHYSICAL SYSTEMS’
INFORMATION SECURITY BASED ON THE VULNERABILITIES’ INTERCONNECT

Information security has been growing steadily in recent times. Every organization depends on information technology and information
security of cyberphysical systems to successfully perform its work. This has become not just a condition for the stability of doing business, but the
most important strategic factor for its future development, even in the current, very turbulent environment. Cyberphysical systems can contain a wide
variety of entities, ranging from office networks, financial and personnel systems to highly specialized systems.

The rapid development of cyber-physical systems has become due to the large number of cyberattacks, which have become one of the
most powerful threats to the security of cyber-physical systems. Many studies have been conducted on the risk assessment method, and limited work
has been published on quantifying the security risk of cyber-physical systems. In this paper, a technique for the risk assessing of the cyber-physical
systems’ information security based on the vulnerabilities’ interconnect is proposed.

Technique operates with two indicators to quantify the risk: the probability of attack success and the index of the consequences of the
attack based on the graph of the vulnerability. The first indicator - the index of the probability of a successful attack is calculated taking into account
the interdependencies between vulnerabilities, the second indicator when calculating the index of the consequences of the attack takes into account
the impact on the physical area resulting from cyberattack. A quantitative experimental example showed whether a system risk and an optimal attack
target are possible. The proposed method can also be extended for security to investment analysis.

Keywords: cyber-physical system, cybersecurity, vulnerability inter-dependency graph, risk assessment.

Beryn. Indopmariiina 6e3mneka 3a ocTanHi yacu OesmepepBHO pocia. KoxkHa oprasizailis 3aJIe)KHTh BiJ
iHpOpMAIIMHIX TEXHOJOriH Ta iHpopMauiiHOT Oe3neku KioepPi3MYHUX CUCTEM JUIsl YCIILIHOTO BUKOHAHHS CBOET
pobotu. Lle crano He MPOCTO YMOBOKO CTaOUILHOCTI BEJCHHS Oi3HECY, a HABaXKIMBIIINM CTPATET1YHUM YHHHHUKOM
Juisi floro Maif0yTHHOTO PO3BUTKY, HaBiTh B HHHINIHIX, AyKe TypOyiaeHTHHX ymoBax. Kibep¢izuuni cucremu
MOXYTbh MICTUTH Ay>K€ Pi3HOMaHITHI Cy0'€eKTH, TOYMHAIOYH Bi 0iCHUX Mepex, (PiHAHCOBUX Ta KAAPOBHX CHUCTEM
IO yXe creliaiaizoBanux cuctem [1, 2].

Pa3om 3 THM piBeHb KiOepdi3nyHOI Oe3NeKH B Pi3HUX OpraHi3allisx CHIBHO BiapisHAeThCs. Timbku 39 %
YKpalHChKMX KOMIIaHiil BiJ3Ha4MJM, L0 BOHM MiJIrOTOBIIEHI 10 Kibeparak, a 31 % pecrnoHIEHTIB He 3MOTIIU
OIIIHATH TaKy TOTOBHICTh. Lle roBopuTh mpo Te, Mo Kibepdizndiil Oe3rmerni He MPUIIIIEThCS HAJICKHOI yBarn. Y
CBITI 3K 68 % KepiBHHUKIB BIICBHEHI, 1110 iXHS KOMIIaHis 3/]aTHA BIOPATHUCS 3 OY/1b-5IKO0 Kibepartakoro [3].

Kibepdismuni cucremm MicTaTh B c00i B3aeMo3aliekHi IH(POBi, aHANOTroBi, (I3WYHI Ta IFOJACHKI
KOMITOHEHTH, CIIPOEKTOBaHI Iyl poOOTH 3a IOMOMOror iHterpoBanoi ¢izuku Ta soriku. Kibepdizuuni cucremu
(Cyber-Physical System, CPS) — me iHTeNeKTyalbHI CHCTEMH, 0 CKJIANy SKHX BXOISTH NMPHPOIHI 00’€KTH Ta
HITYYHI TIJCHCTEMH, IO JO3BOJISIFOTh BHU3HAYATH IX SK €AuHe Iie. BOymoBaHI KOMIT'IOTEPH Ta MEPExi
KOHTPOJIIOIOTH 1 KePYIOTh (Di3NYHUMH NPOLIECaMH, BIUIMBAIOTh Ha OOUMCIICHHS 1 HaBHakH [4].

Kibepdiznuni cucremu Tenep MUPOKO BUKOPHUCTOBYETHCS B HAMBAXUIMBIIINX 1HQPACTPYKTYpax, TAaKUX SIK
3B'A30K, €JEKTPOCHEPreTHKa, TPAaHCIOPT Ta Ha(TOBa IMPOMHUCIOBICTh. Y Mipy HaONMKEHHS 0 MaclTaOHOTO
BrpoBaKeHHA [T-TexHOMOTiM y IUX CeKTopax Ta aBTOMATHYHOTO YIPAaBIiHHA, OyAb-iKi mUGPOBI 3arpo3u, fKi
MOXYTbh BUHHKHYTH, MaTUMYTb BiIMyTHUI BIUIMB HA peajibHUI CBIT Ta Horo mporec [5].

[oTrentiitHe BTOPrHEHHS B MepeXy 3 OOKYy IPOTHBHHUKIB MOKE MPU3BECTH 10 PI3HUX CEPHO3HUX HACIIIKIB
B IHTEJICKTyalbHIH MEpexi, Bil BUTOKY iH(pOpMaIii mpo KiIi€HTa 10 Kackaxy 300iB [6]. Takum 4rMHOM, BHpILIEHHS
mUTaHb Oe3nekn KibepdismuHux cucteM € ayxe BaxiIuBuM. OIiHKA Ta aHAJi3 PU3UKIB MAOTh BUCOKUI MMOTEHILial
JUTS BUPIIICHHS ITUX TPOO0IeM.

How’sa3ani podorn. Ha croromni B kibepdi3muHili CHCTEMi NPAKTHKYIOTHCS KiTbKICHI METOAN OIHKH
PH3HKIB, Taki sIK OI[iHKa PU3HMKY HMOBIpHOCTI, AepeBa arak, rpadik atak ta citka [lerpi. MeTon OLiHKM PH3HKY,
3aCHOBAHUII HA OIliHII WMOBIPHICHUX PH3UKIB JUISI CHCTEM IHTENEKTyaJbHUX MEpek, 3alpONOHOBAHUX Y pobOoTi [7].
VY owmiHIi pu3KMKy HMOBIpHOCTEH piBHI PU3UKY I O€3NeKH OOYMCIIIOIOTHCS WMOBIPHICTIO BUHHUKHEHHS ITOJIH
kibepbOe3nexy, HMOBIPHICTIO iHIIUICHTIB, BUKJIMKAHUX TOJisSMH, Ta MOB'I3aHUMHU 3 HAMHU BTpaT MOTYXHOCTi. AJe
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OLliHKa PU3MKY HMOBIpHOCTEH Mae TPYAHOLI 3 BU3HAYEHHSIM HMOBIPHOCTEH MOTEHLIHHNX 1HIUICHTIB i3 O€3IeKolo,
AKX HeMmae B 0a3i maHmx icropii. Merox, 3ampomoHoBaHmid B poOoTi [8], 3a0e3neduye edexTuBHUIT cHocibd
MOJICTIFOBaHHsI CLIEHApIiB aTak Ta KUIbKICHOTO BH3HAUYEHHS OLIIHKU PHU3UKY KibepOe3rnekn Kidep(i3sHuHUX CUCTEM 3a
JIOTIOMOT 010 JIEPEBA aTak.

Y poboti [9] aBTOp TpexncTaBisie AEPeBO KOHTP3aXOJiB, IO J03BOJISIE IIPOBECTH IMOBIpPHICHUI aHANi3 Ha
OCHOBI KOMOiHaTOpHOI Mofemni. Ane GOpMyITIOBaHHS JEpeB aTaKd HE MOKAa3ye IOCIITOBHICTh, B SKIH JUCTS aTaku
MIPOHHUKAIOTH B CIICHAPIH.

Y [10] 3amporoHOBaHO irpOBO-TEOPETHYHY OCHOBY IUIS MOCTIOBaHHSA KiOep(hizmyHOI Oe3leKkd 3 TOYKH
30py y3rokeHoi Kibepartaku. 3a IIOTIOMOTOIO IThOTO METOAY BaXKO BH3HAYHTH KIiHIIEBY METY HalaJHHUKA.
3a0e3neueHHs Kibep(hi3MUHMX CHCTEM BUXOIMTD 33 PaMKH 3a0€3MEUCHHsT OKPEMUX KOMIIOHEHTIB cHCTeMH. BMoTHBOBaHI
CYNPOTUBHHMKH YacTO BUKOPHCTOBYIOTH B3a€MO3aJICKHICTh BPA3JIMBOCTI JUIs POBEACHHS 0araTOCTYIEHEBHX aTak.
KoskeH acrekT araku MOKe He CTAaHOBUTH CEPHO3HOT 3arpo3u AJIsl BiIIOBIIHOTO KOMIIOHEHTA, OJJHAK KOMOIHOBaHUI
edext Moxe OyTH KaTacTpodiyHUM. BiNbIIiCTh HAsIBHUX METOJIB PO3IJISAAIOTH JIMIE aTOMHY aTaky (TOOTO aTraky
Ha OJIHIU CTajil), ajic He BPaXxOBYIOTh B3a€EMO3AJICKHUX 3B’ A3KIB MiXK BPA3JIHMBHUMHU MIiCIISIMU.

Jdns posp’sizanHst wiei mpoOnemu B LI poOOTI HPOMOHYETHCS METOJ KIIBbKICHOI OIHKH PU3UKY
KibepOe3nekn KiOep(pi3WIHUX CHCTEM 3 YpaxyBaHHSIM B3a€MO3AJICKHOCTI Bpa3nMuWBUX Micub. s KiTBKiCHOTO
BUMIpY PH3HKY OYJIO 3aJydeHO IBi MOKAa3HMKA: iHIEKC IMOBIPHOCTI YCIIITHOI aTaKM Ta iHIEKC BIUIMBY aTaku. Kpim
TOTO, METOJI BPaXOBY€E TAaKOK BIUTUB Ha (hi3UIHY 00JIaCcTh, CIIPHYUHEHY KibepaTakaMu.

Memoo ouinku puzuxy ingpopmauiiinoi 6e3nexu Kidep@izuunux cucmem Ha OCHOBI 63AEMO3ANEHCHOCHI
epaznueocmeii. Bpa3muBOCTI — HECTIPOMOXKHICTH CHUCTEMH NPOTHUCTOSATH CIPWYMHEHIH TIeBHIA 3arpo3i abo
CYKYITHOCTI 3arpo3. SIKII0 Bpas3JIMBICTh 3HAXOIUTHCS B XOCTi, II¢ CTBOPIOE CEPHO3HI 3arpo3u Oe3melli, OCKLIbKH
CYNPOTUBHHK MOJXKE BHMKOPHCTOBYBATH 1i JUIi OTPUMAaHHS HECAHKLIOHOBAHOTO JOCTYHy A0 cHucTeMH. Jleski
Bpa3IMBOCTI B3aeMo3asiexHi. lle o3Hayae, IO NPOTUBHMK MOXKE aTakyBaTH IHII XOCTH, BUKOPHCTOBYIOYH
B32€MO3AJICKHICTh MiXkK BPa3JIUBUMH MiCIISIMHU.

Mepexa, 0a3yeTbcsi Ha OCHOBI 3aJI@KHOCTI BPa3JIMBOCTI, SIBIIsiE cO00I0 rpad 3ajexHOCTi Bpa3iuBocTi. Ha
rpacdi Bpa3IUBOCTI PO3TJIAIOTECS K BY3JIH, a peOpa MpeACTaBsIOTh OJHOCTOPOHHI 3aJIeKHOCTI MK Bpa3THBHUMHU
micusamu. [ KokHOTO pebpa By30d NPHU3HAYEHHS 3aJICXKHTh Bif iHoro BuximHoro Bysma. I'pad 3anmesxHOCTEH
Ypa3IHBOCTI MOXKe OyTH 3aJaHUH SIK CIIPIMOBAHUH al[MKIIYHAN Tpad:

VG = (S P L)),

ne S — me HaOip BepIINH, IO MPEACTABIAIOTH YPa3JIMBOCTI CHCTeMH, T — I Habip pebep (myr), sKi
NPECTAaBISIOTh 3B'I3KH MiXK BPa3JIMBUMH MICLISIMH.

Icuye iimoBipHicTh F;, MOB'I3aHa 3 KOXKHO BEPIIHHOIO, IO MPECTABIAE WMOBIPHICTH YCIIIIHOT aTaku.
Icuye BruMB aTakd L;, TOB'I3aHHMI 3 KOKHOIO BEPIIMHOK, SKHH MPEICTABISE 3HAYCHHS BTPAT y TPOIIOBUX
OIMHHIIX, KOJM BepuMHa Oyna ycmimHo arakoana. OJMH TEpexi Bin Bysnma 5; 10 Bysna Sj., SBis€ CO0OO
nepexij craHy, sIK NPaBWIO, BUKJIMKaHMWH IisiMM CynpoTuBHHMKa. KokeH nuisix B rpadi arak NpPU3BOAWUTH 1O
He0a)XaHOTo CTaHy, HANPUKIAM, TOH, KU NpPEICTaBIse 3JI0BMUCHHKA, SIKMH OTPUMYE JIOCTYI aiMiHICTpaTopa Ao
KOMIIOHEHTa YIpaBiHHS. [IOCHITOBHICTE TEPEXOmy Fp.Fq.an .Sy, mo ckmamae (55407, 0=i<n—1Ta
5p € 5; € 5y aBige co00¥0 1IJIAX aTakH.

TakuM YHHOM, PU3UKH HUIAXIB aTaKH MOXYTh OyTH OOYHCIEHI 3 WMOBIPHOCTEHW 1 OYiKyBaHHX BTpaT,
HOB'SI3aHUX 3 KOXKHOIO BEPIIMHOK B rpadi ataku. OTiKe pU3HK CHCTEMH MOXKHA O0YMCIIMTH HACTYTHHM YHHOM:

Ry = (IR, R) % C; (1)
Ry =R,/ p= [T R) xCil/p 2)

ne fly, — pusuk araku nuBixy v; R, — oqMHUYHAN pU3UK NUIIXY aTaku v. F; — HIMOBIPHICT YCIIIIHOI aTaku
BiJl By3na 5; 10 By3na 5;.;, C; — HAacni/loK, Cipn4MHEnni yCIilHOO aTaKor. 71 — KiIbKICTb BPa3/IMBOCTEH Ha LUISAXY
aTaK; p — KPOKH Ha IIISIXY aTaku.

Obuucnenns iimogipnocmi ycnixy amakxu. VIMOBIpHICTH yCHiXy aTakd — Ii¢ HMOBIPHICTH YCIIIIHOTO
BUKOPHCTAHHS BpPa3IMBOCTEH. BoHa Mo)ke OyTH OIiHEHa CTIPHHHATIIMBICTIO BPA3IMBOCTI, SKa 3aJICKHUTH Bil TAKUX
@JIIEMEHTIB, SIK CKJIAIHICTh, €KCIIyaTamiss Ta pPiBeHb BiTHOBICHHSA. 3arajibHa CHCTEMa OIIHIOBAHHS BPa3JIMBOCTI
(CVSS) 3abesneuye cmoci6 001Ky OCHOBHUX XapaKTEPUCTUK BPa3IUBOCTEH Ta OTPUMAaHHS YUCIIOBOI OIIHKH, IO
300paxae i cipuiHATAUBICTE [ 1 1]. IMOBipHICT yCHINTHOT aTaK¥ MOYKHA PO3paxyBaTH HACTYITHUM YHHOM:

Acp=Av; = PR RE;

F= 3)

Elzy (Ao Avp PRy /RE)

Je, Ac mo3Havae CKIAJHICTh aTaku, ONMCYE YMOBH 11032 KOHTPOJIEM 3JIOBMUCHHKA, SIKI TIOBHHHI iCHYBaTH
JUTS TOTO, {00 BUKOPHCTOBYBATH BPa3/IHBICTh.

3HadyeHHS TOKa3HWKa € HaOLIBIIMM JUId HalMEHII CKJIAJHUX aTak. AV IMO3Ha4da€ BEKTOp AaTakW, BiH
300paxae KOHTEKCT, 3a JIOIIOMOTOI0 SIKOTO MOXKJIMBA EKCIITyaTallist Bpa3iuBocTi. Lle 3HaueHHs nmokasHuKa OyJe TUM
OiTpIIMM, YUM BiJIaJICHIIINM MOe OyTH 3JIOBMHCHUK, OO CKOPHCTATHCS BPas3NHUBICTIO. PR mo3Hadae HEOOXiaHi
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TIpHBiNEl, ONUCY€E PiBeHb MPUBLIEIB, SKUMH MMOBUHEH BOJIOIITH 3JI0BMHUCHHUK, TIEPII HIXK YCHIIIHO BUKOPUCTOBYBATH
Bpa3nuBicTh. llefi mokasHUK HaWOimbmmiA, sSKmo He NOTpiOHI mpuBimei. RE mTo3Ha4Yae pPIiBEHb BiJHOBICHHS.
IMOBipHICTH yCHINTHOT aTaKW BPa3JIMBOCTI BU3HAYAETHCS HE JUIICe (pyHIaMEHTAIbHAMH XapaKTePUCTHKaMHU CaMoi
YPa3IUBOCTI, e i IMOBIpHICTIO 11 [Kepea Bpa3IHBOCTI.

KinpkicTh Ta IMOBIPHICTH YCITIIIHOI aTaky 11 BPa3JIMBHUX HKEPEI CIPHAIOThH YCIIIIHOCTI aTaKh BPa3IHBOCTI
uini. Anroput™ Pagerank - 1ie anropuT™ COpTyBaHHsI BeO-BaKJIMBOCTI, HOro OCHOBHA iJiest OJIATA€E B TOMY, 110 BeO-
caiiTh 3 OUIBII BaXJIMBUMH MOCWIAHHAMH BaJuBiln 3a iHmn [9]. BaxmuBicTh BeO-CTOpPIHOKM IOB's3aHa 3
KUTBKICTIO Ta SKICTIO MOB'I3aHUX BeO-CTOpiHOK. Ha OCHOBI 3acTocyBaHHS anroputmy pagerank, HMOBIpHICTH
YCHIITHUX aTaK MOXHA OLIHUTH 32 hopMmyJioro (4):

- Pyl Prin)
P'i. - P" +A{m+ ”I+Lm¢r'.ﬂ:':] (4)

e P — HMOBIPHICTb ycniniHoi aTaku BpasnuBocTi j; Py (). B (), ... By(m) e fimMoBipHicTIO yemiMmHOT aTaku
BHUXITHUX BPa3JIMBOCTEH, SIKi MOB'sI3aHi 3 ypasmuBiCTIO j. Lyy: (M) — KiMBKiCTh MOCHIAHE i3 BPa3IMBOCTI IKepena 7,
n — 3arajbHa KiJbKICTh BPa3JMBHX MICIlb, A — peryirowunii GpakTop, KUl BHKOPHCTOBYETHCS IS PETYIIOBAHHS
e(eKTy Bpa3IUBOCTI Kepena.

Obuucnennsn 3nauennsa naugy amaxu. B KiGepQi3MyHHX cHCTEMax ONEpaTopy KOHTPOJIOIOTH CTaH
pobOTH cHCTeMHU 3a JIOTIOMOTOI0 CHTHAJiB MOHITOpPA Ta 3MIHIOIOTH aITOPUTMH Ta NapaMeTpU KepyBaHHS uepe3
BiJyIajicHi curHand. Y Gi3uuHili 00JacTi KOHTPOJIbHI KOMIOHEHTH OTPUMYIOTh CEHCOPHI CHTHAIU Ta MOCHIIAIOTH
KepyIoUi CHTHAJIM Ha OCHOBI BiJ/TaJICHUX CHTHAJIIB, sIKi Oe3MmocepeIHhO BIUTMBAIOTH HA KEPOBAaHHUI TIPOIIEC.

VYnpaBiuiHHA Ta CHTHAJNW Tepenadi (CEHCOPHI CUTHANW, CHTHAJIHM YIPABIIHHSA, CHUTHAIA MOHITOpa Ta
BiJIaJICcHI CHTHANM) TIPAIIOIOTh pa3oM, MI00 3a0e3nednTH 3araibHi (PYHKIIOHAJIBHI MOXKIMBOCTI cHCTeMH. Pi3Hi
aTaKy MPHU3BOIATH IO Pi3HOTO POy HACIHIAKIB.

Jesiki pe3ysibTaTH NPH3BOIATH JO 3JOBXHBaHb JOCTYIIOM, SKi 3aBa)KalOTh OINEPaTOpaM KOHTPOJIOBATH
npuctpoi. Jeski 3 HUX MPU3BOAATE J0 NOPYLICHHS LiTICHOCTI, HAPHUKIIA] 3MiHa JaHUX 3 JaBayiB, 1[0 EPEAAIOTHCS
B IIEHTP yIpaBiiHHA. [HII MOB'A3aHi 31 37I0BXKHMBAaHHAM KOH(IIEHIIHHICTIO, HAPUKIIA]] 3 PO3TOJIOMICHHIM HapoJis
kopuctyBada. Kideparaku mpotit CPS MoxHa KacH(iKyBaTH Ha YOTHPH THIIH:

1. Kibeparaku, cripsMoBaHi Ha HasBHICTh (Di3MYHUX KOMIIOHEHTIB.

2. KibepaTaku, HalliJieHI Ha HasIBHI KOMIIOHCHTH CUCTCMH.

3. Kibeparaku, cpsiMOBaHi Ha MOPYILEHHS LITICHOCTI NEpelaHUX B CUCTEMI TaHUX

4. Kibeparaku, HaliJieHi Ha KOH(DIACHIIHHICTh KOMIOHEHTIB.

[Tin BrMBOM aTaky BBakaTMMeMO 3HadeHHs Big 1 mo 10, sike Bkasye Ha BIUIMB YCIIIIHOI aTak# Ha
cHCTeMy. 3arajoM, TpH aTpuOyTH MapaMeTpiB, IO AOMOMAraroTh BU3HAYUTH aTaKy-BIUIHB: HMOBIPHICTb YCIIIIHOTO
BUSIBJICHHS, THIT PEXKUMY BHKOPHCTAHHS 1 BAPTICTh aKTUBY. ATaKa-BIUIMB MOYKHA OOYMCIIMTH TaK:

Li=(1—p;)-Valus; - &

Je ¥ € YCHIHOK MWMOBIpHICTIO BHsBIeHHs. Valug; — BapTiCTh aKTHBIB XOCTIB, SKUM HAJIEKUThH
BUKOPHCTOBYBaHa ypa3lIUBICTh. § — Bara pi3HUX PEXMMiB BUKOPHUCTAHHS.

Ha Binminy Big IT-cucrem, innunentu Oesneku CPS MOXyTh CHIPHYMHUTH KEPTBH a00 3aBAATH IIKOJH
HaBKOJIMIIHBOMY cepenoBuiny [8]. Tum yacoMm MOLIKOMXKEHI MPHCTPOi MOTPeOYIOTh BEIHMKOI KIJIBKOCTI pobouoi
CUIIM Ta MaTepiajbHuX pecypciB. ToMy, KpiM BpaxyBaHHS €KOHOMIYHHX BTpPaT, KUIbKICHA OLIIHKA BapTOCTi aKTUBIB
MOBUHHA BPaXOBYBATH TAaKOX KEPTBHU, EKOJIOTT4HI 30MTKU Ta BUTPATH Ha PEMOHT.

Excnepumenmu. 3 MeTO0 OLIHKM 3/JaTHOCTI OLHKM pPH3MKIB aTak OyJo TPOBEACHO pAf
SKCIICPUMEHTAIBHUAX JOCTIKEeHb. 3 I[i€l0 METO Oyino 3amydeHo cucremy TtectiB [11]. TectoBe cepemoBwiie
BKITIOYAJIO B ce0e KOMITOHCHTH: TPH IiIMepeKi, MAKIIIOYeHI 10 Mepexi [HTepHeT, cepep Ta Opanamayep. Cucremu
MOXYTh OTPHMATH IOCTYII JIUIIE IO cepBepa 0a3 maHWX y mimMmepexi 1 Ta mo ¢aimoBoro cepBepa B migMepexi 3.
Kepytoumnii koMIoHeHT 1 y miaMepexki 2 MoXKe OTpUMATH IOCTYI J0 (ailiIoBOTro cepeepa B MiaMepeKi 3.

XoctH Ti€l K maMepeki MOXKYTh OLIHIOBATH OJUH OTHOTO. [H(opMaIlist Ipo Bpas3IHBICTh B CHCTEMI MOXE
OyTn oTpHMaHa 3a JIOTIOMOTOI0 IHCTPYMEHTIB CKaHEpa Bpa3JIMBOCTi, a B3a€MO3AJEXKHI 3B’S3KM MK HHMH
BU3HAYAIOTHCS BiJIIOBITHO /10 IOCBILy €KCIIEPTIB.

I'pad 3amexxHOCTI Bpa3IMBOCTI MOXKe OyTH CTBOPEHMII HA OCHOBI BUIIEBKA3aHOI iMiTariitHOi Mepexi. Bin
Ma€ JeB'ATh BY3IMiB i ABaHAIIATH pebep. Buxopucrasmm hopMyiry oGUncIIeHHSI IMOBIPHOCTI YCHINIHOI aTaku OyIo
OoIepKAHO pe3ynbTaTd, mojaHi B Tabmuismx | Ta 2. B skocTi MeTHM aTakd B I MOJETHOBAHOI Mepexi
nependadaeThCsl BUKOPUCTOBYBaTH ypasznuBocti 3187, 3886 1 4032 6asu [11-14]. Takum 4uHOM, iCHY€E NECATH
MOXJIMBHX NUISAXIB aTakW. Y peanbHill CUTyalii KOKeH KpOK aTaKd Mae€ CBOIO IiHy. TakuM YHMHOM, aTaka
HPUIMHUTHCS, SIKIIO KPOK IMEPEeBHIHUTh NEBHE YUCIO0. B eKCrepUMEHTaNbHUX MOCIIPKEHHSAX OyJI0 BH3HAYEHO
LUIXM 3iMCHEHHS aTaku. B pe3ynbTaTi MOMXIJIMBUM € 3I1MCHEHHS aTakW IIICThOMA LUIIXaMH. PHM3MK musixy Ta
PH3HK OJJMHUYHOTO IUIIXY MOXHA 00unciInuTH 3a popmyinamu (1)-(4), a pe3yapraTu nokasasi B Tadamii 2.

Pe3ynpraT ekcriepUMEHTIB IPOJEMOHCTPYBAIM, 110 HAWOIJIBII IMOBIPHOIO Ta YCIIIIHOIO aTaKOK MOXe
OyTu aTaka eKCIJIONTOM, III0 BUKOPHUCTOBYE BpPa3MBICTh 4173, a TakoX aTakd, 10 IPYHTYIOTHCSI Ha 3aCTOCYBaHHI
BpasnuBoctel 3271 ta 3187 B IP2.
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Tabmmms 1.
PiBenb BILIMBY aTaku Ha Ki0epdizuuny cucremy Ta iMoBipHicTH 3ailicHeHHS
ycmilHoi ATAKH HA OCHOBI 3aCTOCYBaHHS BPa3JIHMBOCTEM

. PiBeHb BIIIMBY aTaku 9 L . . .
Bpa3J’IMB1CTB . . I/IMOBlpHICTL 3AIMCHECHHS YCIIIIHOI aTakKu
Ha Kibep(i3uuHy cucTeMy
1299 8 0,54
3271 9 0,43
5409 5 0,32
4173 9 0,69
2231 4 0,34
3187 10 0,33
1219 6 0,22
Tabmur 2.
PiBenb BIUIMBY aTaku Ha Ki0ep@diznuny cucremy Ta iMOBipHicTh 3ilicHeHHs
YCHilIHOI ATAKM HA OCHOBI 3aCTOCYBaHHS Bpa3JIMBoOCTell
HoMmep nmusixy aTaku Ha OCHOBI . . . .
. INocnioBHICT 3aCTOCYBAaHHS BPa3IUBOCTEN O1liHKa pU3MKY aTaku
3aCTOCYBaHHs BPa3JIMBOCTEH
1 1299->3271->4173->1219 0,54
2 1299->3271->3187->1219 0,43
3 1299->4173->2231->1219 0,32
4 1299->5409->4173->2231 0,69
5 1299->3271->5409->1219 0,34
6 1299->5409->4173->3187 0,33
7 1299->4173->2231->3187 0,22

BucnoBok. OmiHKa pH3HKy — rapaHTis 3a0e3medcHHs Oe3rmedHoi Ta MOCTiiHOI pobotu kibepdizmaHOi
cucreMu. B poGoTi npezicTaBiieHO HOBUI METOJ] OL[IHKM PU3UKY aTak Ha Kibep(i3udyHi CUCTEMH, SIKMH YMOMKITUBIIOE
KiJbKiCHE BH3HAa4YeHHs pu3uKiB. KpiM Toro, iHAeKC iMOBIPHOCTI YCHIIIHOI aTaku OOYHMCIIOETHCS 3 ypaxXyBaHHIM
B32€EMO3JISIKHOTO B3a€MO3B'A3KY MIDK BPa3IMBOCTSAMH, a IHJEKC BIUIUBY aTakd BPaxoOBY€ BIUIMB Ha (i3W4HY
o0JacTh, 10 BUHUKAE B pe3yJIbTaTi KibepaTak.

3anpornoHOBaHMI METO J03BOJISIE PO3PaxyBaTH IMOTEHUIHHUN PU3UK CUCTEMH Ta BU3HAYUTH ONTHMAIbHY
Mmery artaku. Kpim Toro, BiH Moxke OyTW pO3LIMpPEHWH 1 1O aHamizy iHBecTHHid B Oesmeky. s monmanibiimx
JOCTIKCHb BIAKPUTI Kimbka HampsMkiB. OnTHManbHAa cXeMma MOCHICHHS Oyle 3alponoHOBaHA Ha OCHOBI
BU3HAUYCHHS KIIOYOBOT ypa3IHBOCTI.
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