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Theoretical optimization models assume the presence of a single criterion. Therefore, the solution of the problem by the
method of vector (multi-criteria) optimization is of particular interest in the problems of cybersecurity and information security.
Especially when it is necessary to evaluate the correctness of the made decisions (CMD). In the paper this problem is solved so that
it can be asserted that the decision was made correctly in this particular case when solving a problem while ensuring the
information security of a particular object. The problems of developing and using means of protection against "weapons of mass
destruction" - information weapons, which are widely used in modern conditions, are becoming relevant, Understanding and
analyzing the negative consequences associated with the vulnerability of computer equipment and various information technologies,
the problem arises of the need to carry out work to ensure information and cyber security. It is necessary to conduct research and
work in many areas - from the development of the theoretical foundations of the information content of computer systems to the
development of domestic programs and hardware for technical protection. The solution of these problems may have specific
features for individual computer equipment, for automated systems, for local and distributed computing networks, and especially
for the Internet. The implementation of models is possible only in the form of a complex of software and hardware based on
computer technology with the obligatory use of digital maps of the area. It is necessary to take into account the usefulness of the
decisfons made. The decision-making problem often encounters a situation, and in our case it is very often when there are several
criteria for evaluating a decision. This is due to the multipurpose nature of the situation.
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BAATOKPUTEPIAJIbHA OHIHKA ITPABAJIBHOCTI NPUMAHSATHUX PIIIEHD ¥
SAJAYAX IHOOPMANINHOI BE3IIEKH

TeoperuyqHi Moges onTumizadii MpuycKkaroTe HasiBHICTb EAUHOr0 KPUTEDItO. TOMy pPO3BS3aHHS 3a4aqvl METOJOM BEKTOPHOI
(6aratokpuTepia/ibHoI) OnTUMI3aLli CTAHOBUTBL OCOBTIMBUY IHTEPEC ¥ 3aAaqax Kibepoesrneku 1a iH@opmaLiviHoi 6esnexn. Ocobmso,
KO/ HEOBXIAHO OLIIHUTY MPaBU/IbHICTb MPMUHATUX piteHs (TITP). Y poboTi gaHa 3agadva po3BS3aHa TakuM YMHOM, IO MOXHAE
CTBEDAXYBATH, LYO B AAHOMY KOHKPETHOMY BUMAAKY 6Y/10 MPUIHSTO MPaBu/IbHE DILLIEHHS Py PO3BA3aHHI 3a4a4i rpy 3a6e3reyeHH|
IHGOPMALIIVIHOI 6e3r1eKkN KOHKPETHOrO OB'€KTA. AKTYasIbHUMU CTEOTH IIPOGEMU PO3POBKU Ta BUKOPUCTAHHS 3ac06iB 3axucTy B4
«36pOi MacoBOro ypaxeHHs» — IHQOPMaLiViHOI 36poi, SKa LUMPOKO BUKODUCTOBYETLCS B CyYacHuX yMoOBax. PosyMitouy T1a
aHa3yOYM HEratuBHi Hacgky, MoBA3aHi 3 ypas/mBICTIO KOMITIOTEPHOI TEXHIKU Ta PI3HUX IHPOPMALIIVIHUX TEXHO/IONY, MOCTae
pobriemMa HEOBXIAHOCTI MPOBEAEHHS POBIT [3 3a6E3MEYEHHS IHGOPMALIVIHOI Ta KIGEDHETUYHOI 6e3reKkn. HeobXiaHO npoBoanTv1
AOCIKEHHS | payroBaty 3a 6aratbMa HarpsMKamu - Bif pPO3POOKH TEOPETUYHUX OCHOB I[HOOPMALIVIHOrO HAMOBHEHHS
KOMITIOTEDHUX CUCTEM [O PO3POOKU BITYUIHSIHUX MPOrPaMHO-anaparHnx 3aco6iB TEXHIYHOIO 3axucTy. PILIEHHST LUMX 33BAAHb MOXeE
mMarmv  0cob/mMBOCTI 151 [HAMBIAYAIbHOrO  KOMITIOTEPHOrO O6/1aAHAHHS, A1 aBTOMAaTtU30BaHnx CUCTEM, AJ1S JIOKa/IbHUX |
PO3II0LINEHNX OBYUCTIIOBASIBHUX MEPEX | 0COBIMBO 4715 IHTEPHETY. Pearizalis Moeser MOX/mBE JIMLIE Y BUITISAI KOMITIEKCY
1IPOrPaMHO-TEXHIYHNX 33C00IB Ha 6a3i KOMITIOTEPHOI TEXHIKM 3 0O0BA3KOBUM BUKODUCTAHHIM UNGPOBUX KapT MICLEBOCTI,
HeobxiaHOo BPaxoByBaT KOPHUCHICTb MPMVIHATUX PiLleHb. [pobriema rnpmiHSTTS PILIEHHS YaCTO CTUKAETLCS 3 CUTYALIEND, @ B HALLIOMY
BUNaAKY AyXKe 4acto, KO/ € Kifibka KpUTEDIIB OLIIHKM PILLEHHS. L{e noB'S3aH0o 3 6aratoLli/ibOB1M XapakTepom cuTyadi.

KI1t040Bi C/10Ba: MPaBWIbHICTE MPMAHSTTS PILLEHb, 6araTOKpUTEDIa/IbHA OLiHKaE, IH@OpMaLliiHa 6e3neka.

Introduction

Information has become an important strategic resource that is necessary for the successful operation of the
state, society and man. At the same time, the information society implies not only the development of the
technological component, but also the appropriate level of knowledge development, the highest level of education,
the rapid pace of development of science and high technologies.

Now the problems of developing and using means of protection against "weapons of mass destruction" -
information weapons, which are widely used in modern conditions, are becoming relevant.

Already now, understanding and analyzing the negative consequences associated with the vulnerability of
computer equipment and various information technologies, the problem arises of the need to carry out work to
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ensure information and cyber security. In general, these problems are multifaceted. It is necessary to conduct
research and work in many areas - from the development of the theoretical foundations of the information content of
computer systems to the development of domestic programs and hardware for technical protection.

It should be noted that the solution of these problems may have specific features for individual computer
equipment, for automated systems, for local and distributed computing networks, and especially for the Internet.

Therefore, a rather important problem that needs to be solved is to determine the list of necessary measures
for cybersecurity and technical protection of information in each specific case, determining the list of threats. Such a
definition is possible based on the analysis of threat models and protection tools.

A modern approach to solving these problems requires that these models to be modern and combined. The
main difference between these models is that they must be dynamic in nature, i.e. so that, along with static
information of a general nature, they would allow situational modeling of defense processes using specific means,
taking into account existing means of reconnaissance and attack, with reference to a specific object of protection. In
this case, it becomes possible to obtain a specific threat model for each specific object in which information needs to
be protected, based on the use of technical threat models and object protection. Of course, the implementation of
models is possible only in the form of a complex of software and hardware based on computer technology with the
obligatory use of digital maps of the area. And at the same time, it is necessary to take into account the usefulness of
the decisions made. It should also be taken into account that when developing models, the decision-making problem
often encounters a situation, and in our case it is very often when there are several criteria for evaluating a decision.
This is due to the multipurpose nature of the situation. At the same time, theoretical optimization models assume the
presence of a single criterion. Therefore, the solution of the problem by the method of vector (multi-criteria)
optimization is of particular interest in the problems of cybersecurity and information security, especially when it is
necessary to evaluate the correctness of the made decisions (CMD).

Related works

The whole set of vector optimization methods, despite their diversity, can be classified as follows:

1) methods of multi-criteria CMD functions, characterized by the synthesis of a single generalized criterion
based on a given set of local criteria [1,2];

2) algorithmic methods that regulate a certain sequence of solving specially formulated optimization problems
[3.4].

The advantage of methods belonging to the first class is the numerical evaluation of the optimal solution, as
well as its numerical comparison with other solutions of interest and with the "ideal” (if it is known).

The theoretical basis for constructing the SPR function was laid down in [5], where a system of rational
behavior axioms was formulated, on the basis of which the existence and uniqueness of an individual (local) CMD
function was proved. These axioms have the following meaning.

Axiom 1. Comparability of objects of evaluation and transitivity of preferences.

For each pair o1, ®2 only one of the relations is satisfied @12, ®1—®2, ®1~®2. Moreover, from w1y,
W23, it follows m1<—m3.

Axiom 2. If m1«—w2«—w3, then there is such a parameter re[0,1], that wa~[r w1 +(1- r) ws].

Axiom 3. Validity of commutative and distributive laws:

[rw; + (1 —M)]~[(1 - rw, +ro,];

{rlgw; + (1 — Qw,} + (1 = N }~[pw; + (1 = pw,], (p =rq).

When axioms 1-3 are satisfied, there is a CMD function that maps the set of evaluation objects to real
numbers. For it u(w;) < u(w,) if ®1—wy;

u(w,) = u(w,) if m~m,. @
This expression transforms into the next form:
u(w) = ufr(eo;) + (1 —rw,] = [ru(w,) + (1 — ru(wy)]. (@)

The CMD expression u is unique up to a positive linear transformation, i.e. for any other expression u
satisfying these axioms,

u(w) = au(w) + B, a > 0. 3)

In [6] and other works, the parameter r in (2) was interpreted as the value of the probability in a lottery with
two outcomes (w1, ®2). However, the theory of fuzzy sets [7] allows to propose a different interpretation: if
w1—o—wy, then the parameter r € [0,1] is the degree of belonging of the object w: to the fuzzy set of CMD, for
which the highest degree of membership belongs to the object w1, the lowest - object 2. Then r(w) is a
membership function of w in the same fuzzy set.
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Let there be a set of local evaluation criteria N=(1,2,3,...,n). Then the vector estimation problem includes
two stages:

1) the stage of assessing the object w for each i-th local criterion x; = u;(w), x; € X;;

2) the stage of assessing the object xy = (x4, %5, X3, ..., X,) € Xy, Where X, - Cartesian product of
measuring scales of local criteria Xy = X; * X, * X5 * .. x X,,.

Let introduce the assumption that axioms 1-3 are valid not only for objects ®, but also for vectors of
estimates x, € X, , which means that there is a mapping

U: Xy - R @)

This is a very strong assumption, and the most likely objections to it are: X, objects are non-transitive. The
answer to the first objection is that X, objects are a reflection of various ways to achieve the goal, each of which is
characterized by its degree of achievement. Therefore, they are just from the point of view of this purpose.
Therefore, objects that are not related to this goal will be incomparable from this point of view. The case of
incomparability is the absence of a goal, but here there is no need to determine the CMD in relation to objects. It is
difficult to give a categorical answer to the second objection. However, experiments show that the made decisions
are usually transitive [8][9].

Main part
To obtain the form of the multicriteria CMD function, we formulate two additional axioms.
Axiom 4. Symmetry. Changing the designations of local criteria does not change the nature of preferences:

(%1, X wees Xy wees Xy ooy X )~ (X1, Xy o0y Xy vy Xy ey X))

This axiom is somewhat analogous to the commutative law from Axiom 3, which implies that no restriction
is imposed on the method of numbering local criteria. In what follows, based on Axiom 4, we will use the following
notation: xy- is the vector of ratings by all local criteria, xp- is the vector of ratings by local criteria from the non-
empty set P c N, xn- is the vector of ratings by local criteria from set that is the difference N\P. Then xy =

P
(xpxw\i), if P- is @ one-element set, xy = (x;xp\;)-

Axiom 5. Monotony of group preferences. Any improvement in the rating vector for one or more local
criteria, with the level of ratings for the rest unchanged, leads to the fact that the new rating vector will be at least no
worse than the original one, i.e., from x;, « x; it follows (xpxy\p )~ (22N p)-

Suppose, for the values of each i-th local criterion, a range is given

X=X~y ()

Then, based on Axioms 2 and 5, for any value of x,,; we have

(i) ~[ i (x xwye) + (1 = ) (xfxm\i)], (0 € N) . (6)

In accordance with (2), the CMD function of the i-th local criterion, taking into account the influence of
Xn\i ON x;, has the form

U(xixN\L-) = Ai(xl-lxN\i)U(xi"xN\i) + [1 - Ai(xilxN\i)]U(x{xN\i), (7)

where 2;(x;lxyy;) € [0,1] — conditional membership function of the vector (x;lxy;) to the fuzzy set of
CMD defined by the boundaries (x{xyy;) and(x{xy\;). The term "conditional" here is understood in the same way

as in probability theory in relation to distribution functions. If the i-th criterion does not depend on the others in
terms of correctness, then expression (7) is simplified:

U(oxixny) = 2:(e)U(xf ) + [1 = 2,(x)]U (x{xg).

Function (7) is indeed a function of the CMD of a local criterion, despite the use of the designation of the
multi-criteria correctness function U. This is obvious if, using property (3), we denoteU (x{xy\;) = 1, U(x{xp;) =
0, whence it follows U (x;x5;) = 4; (x;23;)-

Proceeding from these provisions, we will prove the main property of the function of multi-criteria
decision-making correctness.
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Theorem. There is an analytical expression for the multi-criteria CMD function from the set of CMD
functions of local criteria.

Proof. First consider the two-dimensional case xy = (x;x,), and then extend the result to any N.

Let us write expression (7) for the correctness function of the second criterion, provided that the evaluation
of the first x;

U(x1x3) = A (lx) U (xx7) + [1 = A, (22121 U (x4 x3). (8)

n

Similarly, we write expressions for the CMD function of the first criterion for x3, x3:

U(x1x7) = 21 (%1 162)U (x1'x7) + [1 = 24 Cea lx2)JU (g 7)) 9)
U(x122) = A4 (e lxz)U Qe x2) + [1 = 44 (o1 1x2)]U (21 x3). (10)

Using Axiom 3, substituting (9) and (10) into (8). Thus, we supplement the preference characteristic
according to the second criterion (8) with the corresponding characteristics according to the first criterion (9) and
(10). As a result, we obtain the CMD function of the object (x1x2) according to two local criteria:

UQxyxz) = A4 (e 1x3) A5 (212 )U (xf, x3) +
+[1 = A4 (g 125)] A2 (e 2 ) U (x1 x3) +
+A4 (1 1x3)[1 = A5 (22 1%,) U (7, x3) + (11)
+[1 — 2, (eg1x2)][1 — 2, (2 1) JU (x4 x3).

Based on Axioms 2 and 5, we express U(x;x3) and U (x{, x3) in terms of boundary values:
U(x1x3) = A1) (1)U (e x3) + [1 = A2y Ceix) U (1 x3); (12)
U(x{23) = Aazy (e 23)U (' xz) + [1 = Ay (67 23) | U (x163). (13)
Using Axiom 3, we substitute (12) and (13) into (4). As a result, we get
U(x1x3) = Az (1 x) U (x7x5) + [1 = Aaz) (xlxz)]U(x{xz’). (14)

where A2y (x2) = {1 = [1 = A3 (g e [T — A4, Cep 1) 3, (z1x0) + +244 (g lx2) A1y (27 22) [1 —
A2 (x21%1)], A2y (x4 x2) € [0,1]. (15)

Therefore, the resulting function (14) implements U: (X;X,) — R®. This means that the set of the first and
second local criteria can be replaced by a new scalar criterion xz), for which x(;,)~x(12)~%,). Then similar
reasoning for criteria x(12), x3 will lead to the CMD function of three criteria x(23). After performing this procedure
(n-1) times, we obtain the correctness function for N local criteria:

Uxn) = Ay (en)UGxey) + [1 = Ay () ]U (), (16)
where xy = (/' x7x3 ... xp), x1x5 = (x1x5 ... X5,)-
When implementing the mapping p: Ay; (xyi) = Ay (xpii1%;); the valuedy (xy) is determined similarly to (15)
by the recursive formula

() = {1 = [1 = Api Cepgloe DT — A Cepx DA (i) +
+ A5 el ) A Gepx D1 — 23 (gl )], A1 (xp) € [0,1). (7

In this formula I = (1,2,3, ...,1), Ili = (1,2,3,...,i — 1).

The CMD function (16) is the only one up to a positive linear transformation (3), which is obvious from
U(xy) = AyCep)[U(xy) — U(xpy)] + U(xy). This means that the choice of the beginning and end of the scale of the
correctness of decision-making is not fundamental, only the function A, (xy), which is determined by the set of N
CMD functions of local criteria according to the rule (17). The theorem has been proven.

Using a similar technique, it is easy to show that for (x;xy;;) = a;U(xixn;) + Bi , a; > 0 there is V(xy) =
ayU(xy) + By, Where ay, By are determined by recursive formulas

ay = aya;, B = Pria; + B

The proved theorem fundamentally solves the question of the uniqueness of the multicriteria CMD
function. However, the resulting expression (17) is inconvenient for analysis in real problems. In [10], it is shown
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that the fulfillment of Axiom 5 generates three goal-forming principles in multicriteria problems. For each of the
principles, its own multi-criteria correctness function is synthesized, which is a special case of (17), which is
constructive.

Conclusions
It should be noted that, in contrast to [9], the term “correctness independence” of the i-th criterion means
that the utility function of the SPR is unchanged for any value of the evaluation vector x,;, i.e. the condition (18) is
met
A (eilxn) = (). (18)

This is a less stringent condition than the equivalence of various combinations of vector objects [11].
Therefore, in this setting, independence does not mean the additivity of local estimates.

To check the possibility of fulfilling condition (18), we write the CMD function of i-th local criterion (7) in
the form:

_ UGpen)=U(xjxn)

Ai(xilxi) = U xi)-U(x{xn1)" (19)
Differentiating (19) in the direction determined by the vector x,;, and equating the numerator to zero,

we obtain the required condition

AU (x;x
LN 1 ) — U et
Haxzvu‘
U(xi xnii) [U (i) — U Q)] 0
oxNi
_oulx'xni) [U(x"xn11) = Uxpxyi)] = 0.
oxn;

For each goal-forming principle [10], condition (20) is satisfied if the change in the correctness of the
vector xy with a change in only one i-th component can be described by a function only from this component
U(xixn;) = a;(xx)U Oceyi) + Bi(x;xi). That is, the correctness of decision-making allows us to assert that the
decision was made correctly in this particular case when solving a problem while ensuring the information security
of a particular object.
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