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INFORMATION TECHNOLOGY PLATFORM FOR ARMS TRADE

Based on the postulate that the arms trade is generally a complex, specific and multifaceted field of activity, which
includes the production, distribution, sale and use of various types of weapons and military equipment. In this context, the authors
of the article proposed the development of an innovative information technology platform for accounting and analysis of arms trade
processes, which takes into account the peculiarities of domestic legislation.

It was noted that the use of blockchain technology on the information and technological platform of weapons sales is
aimed at increasing security and tracking the full set of transactions, reducing risks and ensuring maximum transparency of
processes. It is assumed that each stage of the life cycle of weapons, starting from design, production and ending with sale, will be
recorded by blockchain methods and means. Information about the manufacturer, the date of manufacture, transportation,
purchase and acceptance of the weapon by the customer will be recorded in the blocks. With the use of an information technology
platform, the validity of licenses will be checked with each transaction, ensuring the legality of the sale and taking into account the
unique characteristics of each weapon unit. The information technology platform will store information about transactions, including
price, date and participants, smart contracts, etc.

Development of an information technology platform that is conveniently integrated into the system of international
standards and regulators, as well as meets numerous specific requirements and restrictions on arms trade.

The authors of the article claim that the use of cryptography in blockchain technology provides reliable encryption and
protection of confidential information, which is critical in a sensitive subject area such as the arms trade, and also contributes to a
significant increase in the level of security, transparency and trust among participants in this specific industry.

The conducted analysis confirms the expediency of using the potential of blockchain technology to optimize and increase
the efficiency of the accounting of arms trade processes, as well as to ensure the reliability and safety of the functioning of the
innovative information technology platform.
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Opiii APUMOBUY, Haranis KYHAHELD

Harionanbunii yaiBepcuteT «JIbBiBCbKa MOMITEXHIKa»

THO®OPMAIIMHO-TEXHOJIOTTYHA IINIAT®OPMA TOPT'IBJII 3BPOE€IO

bazyrounce Ha MoCTynat, Lo TOpriB/isg 30pPOE0 — € 3arasioM CKAaAHOK, CrEUN@IYHO | 6aratorpaHHow cpeporo
AIS/IbHOCT, SKa BK/IOYAE BUPOOHULITBO, PO3OAIT, NPOAAX T8 BUKOPUCTAHHS PIBHOMAaHITHUX BUAIB 36pOi Ta BiicbkoBOI TexHiku. Y
LbOMY KOHTEKCTI aBTopamul CTaTTi 3arporoHOBAEHO PO3POBSIEHHS IHHOBALIIMIHOI IHGOPMALIIVIHO-TEXHO/IOMYHOI niaTopmu o6/1iKy Ta
aHarsisy rnpoueciB Topris/ii 36POEt0, SIKa BPaxoBye 0CO6/IMBOCTI BITYU3HSIHOMO 3aKOHOAABCTBA.

Bif3HAYEHO, 14O BUKOPUCTAHHS TEXHOJIOMNI G/IOKYENH Ha I[HOOPMALIVIHO-TEXHOIOMYHIM nraTgopmi npogaxy 36poi
CrpSIMOBaHe Ha MigBUILEHHS GE3rIEKM Ta BIACTEXYBAHHS OBHOI MHOXWUHY TPaH3aKUV, 3MEHLUEHHS DU3VKIB Ta 336€311e4YEHHS
MaKCUMa/IbHOI BIAKDPUTOCTI IpoLeciB. 1epeabaqyacTbCs, O KOXEH ETar XUTTEBOro UMKy 30pOi, MOYHaoq Bif IPOEKTYBAHHS,
BUPOBHMLTBA Ta 3aKiHYytOuM pOAaxeM, 3a@iKcyBaTMETbCS METogamy Ta 3acobamut GrIokYeiHi. Y 6r10kax ikcyBaTMMETsCs
IH@OpMAaLIS PO  BUPOGHUKE, AATYy BUIOTOBJIEHHS, TPAHCIIOPTYBAaHHS, puAGaHHs Ta MPMIHATTS 36poi 3amMoBHuKoM. 3
BUKOPUCTAHHSIM  IHQOPMALIIVIHO-TEXHO/IOMYHOI  1171aTOPMU  NEPEBIPATUMETECS  YUHHICT  JIILEH3I  MPpU  KOXHIV  TDaH3aKUii,
3a6e311eYyroun  JIErasibHICTb  IPOAAXY Ta BPaxOoBYOYM YHIKA/IbHI XapakTEPUCTUKN KOXHOI oanHuLi 36poi.  IH@opMaLiviHO-
TEXHO/IONYHA I1aTeopMa 36EpiraTumMe iHBOPMALIto PO TPaH3aKUI, BKIIOYAI0YM LiHy, AATY Ta y4acHUKIB, CMaPT-KOHTPAKTY Ta iH.

Po3po6rieHHs IHBOPMALIIVIHO-TEXHOIOMYHOI IATHOPMU, KA 3PYHHO IHTEMPYETLCS B CUCTEMY MIKHAPOAHUX CTaHAAPTIB Ta
PErysIsiTopiB, a TaKoX BiAINOBIAAE YNCE/TLHUM CELNQDIYHUM BUMOram 7a OOMEXEHHSIM HA TOPIiB/IH0 36POEI0.

ABTOpU CTaTTi CTBEDLXKYIOTb, LUO BUKOPUCTaHHS KPUITOrPagii B TEXHO/IONT 6/I0KYENH 3a6E3re4ye HaaiiHe LWwngpyBaHHs
78 3aXUCT KOH@IAEHUIMHOI IHGOpMALI], 1O € KDUTUYHOSHAYUMUM B YyT/IMBIY MPEAMETHIV rasy3i, SKOK € TOpriB/is 36POEr0, a TaKOX
CrIpUSIE 3HAYHOMY IMIABULLEHHIO PiBHSI GE3IIEKM, MPO30POCTI Ta AOBIpH B CEPEAOBULYI yHACHUKIB LIIET CIeLNPIYHOI rasya3i.

[IpoBEAEHMY aHari3 MATBEDIKYE AOUIbHICTE BUKOPUCTAHHS [OTEHLIA/y TEXHOIONT G/IOKYENH 4719 OnTumizauli 1a
MTiABULLEHHS EQEKTUBHOCTI 06TIKY MPOLIECIB TOPIiB/I 36POEID, @ TAKOX /15 330E3MNEYEHHS HALIMHOCTI Ta 6E3rIEKU QDYHKLIIOHYBAaHHS
[HHOBALIIVIHOI IH@OPMALIiVIHO-TEXHO/IOMYHOI r/1aTghopMH.

Ki1to40Bi ¢/108a: 6710K4EVH, IHGHOPMALIVIHO-TEXHO/IOMNYHA /IaTPOPMa, TOPIiB/IS 36POEND, CMaPT-KOHTDAKTH.

Introduction

Arms trade is a complex and multifaceted field of activity, which includes the production, distribution, sale
and use of various types of weapons and military equipment. This field has its own characteristics, which are
determined by its social, political and ethical context. Regulation of the arms trade is one of its most important
features. In most countries of the world arms trade is regulated by legislation that establishes rules and restrictions
on the production, export, import and circulation of arms. This regulation is aimed at ensuring public safety and
preventing illegal arms trade. Competitiveness of the arms trade is its another important feature. The arms market is
quite competitive, and there are various companies that offer a wide range of products and services. This
competition causes development of innovations and lowering of weapons prices. Arms are a potentially dangerous
commodity; arms trade may be linked to illegal activities such as smuggling or terrorism financing. Therefore, the
development of an information technology platform for accounting for the circulation of weapons in the legal field
of Ukraine is an important and urgent task.
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State of the issue research

A number of studies are devoted to the issue of arms trade. V. S. Arus notes that the revolutionary changes
that are currently taking place in the technique of warfare can significantly affect the nature of arms trade. In the
opinion of the researcher, among the new important technologies, information systems, including modern sensors,
communication and data processing, advanced modeling methods should be singled out. This approach will change
the international arms trade. Although specialized defense machinery will remain, dual-purpose equipment will
become increasingly important to the effectiveness of advanced military forces. As a result, it will become more
difficult to track arms trade processes by only analyzing the transfer of major types of weapons [1].

A study by Wang, X.-Y., Chen, B. and Song, Y. proposed using a temporal exponential random graph
model to analyze the effect of endogenous network structure and attributes of 47 major arms trading countries from
2015 to 2020.

The results of the study demonstrate that the international arms trade market is unevenly distributed and
there are significant differences in military technology. There is a fixed hierarchical structure in the arms trade.
International relations concerning the arms trade are dominated by economic, political, security and strategic factors.
Therefore, countries strive to improve their economic power and military technology. In addition, the countries seek
to increase mutual trust and gain a foothold in the industrial chain of weapons production [2].

Elias Yousif and William Marshall note that new technological solutions will contribute to the ability to
meet the growing global demand for weapons, and to ensure the control of arms circulation. According to the
researcher, the application of distributed ledger technology to regulate commercial ecosystems will contribute to
helping governments, industry and other interested parties to ensure the security, to arrange international arms
transfers and to increase their transparency, reducing the burden of responsibility and mitigating the risks of loss or
diversion of arms.

Distributed ledger technology will facilitate the optimization of data exchange and authentication between
interested parties. All participants will be able to share this register, which will simplify information flows and will
shorten administrative processes. All participants agree to share information according to specific guidelines
adopted by the group consensus, while each participant or group keeps ownership of its own data [3-5].

The purpose of this study is to analyze the requirements for an information technology platform for the
arms trade procedure accounting.

The object of the study is the processes of accounting for arms trade procedures.

The subject of the study is the methods and means of accounting for arms trade procedures.

Challenges in the current system of control over the sale of arms

Modern arms sales systems are complex systems that are constantly increasing and becoming more
complicated due to the impact of changes that are taking place in world trade and require strengthening of measures
to control processes and procedures in chains of arms supply and information exchange.

Arms transfer procedures generate a huge amount of data that, due to commercial necessity and compliance
with regulatory requirements, needs to be protected. Data includes confidential information that may contain trade
secrets, normative information, or information concerning national security. This information is extremely important
to the evaluation and implementation of procedures necessary for the sale of arms in compliance with the
requirements of legislation. Considering the volume and specifics of the necessary information, which requires
analysis, systematization and ensuring access to it without compromising security, it is necessary to create an
information technology platform for the use of big data processing technologies. At the same time, there must be
confidence that the data remains error-free and protected from tampering or improper use.

Methods of Developing an Information Technology Platform for Arms Trading

Today, there is no doubt about the necessity of developing an information technology platform for arms
trading. The functioning of the information technology platform is aimed at making trading more transparent by
providing access to information about transactions, participants, and assets. The platform should automate and
optimize trading processes to make it more economical and minimize risks associated with trading, such as fraud,
money laundering, and unauthorized access to weapons.

For the development of the information technology platform, it is advisable to use a range of technologies,
including:

 Blockchain.

* Internet of Things.

* Artificial intelligence methods.

\Blockchain Technology
Blockchain will be used to ensure transparency, immutability, and security of data. Blockchain technology
is a distributed database consisting of blocks, each of which contains a list of transactions and a link to the previous
block. It first appeared as the core technology behind the cryptocurrency Bitcoin, but has since found a large number
of applications outside of finance [5-8].
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Fig. 1. Conceptual scheme of Bitcoin transactions registration

Decentralized networks facilitate transparency and openness, as each participant has the ability to verify the
state of the system and transactions. It can also help democratize network decisions. Decentralization can make the
network more resistant to different types of attacks, since it is distributed among different nodes, and a successful
attack would have to affect a larger number of nodes.

A mathematical model for describing information stored in a distributed ledger (blockchain) can be the
expression:

li=f(B1,B2,....Bn)

where:

li - information stored in a distributed ledger;

B1, B2, ..., Bn - blocks in a distributed ledger;

f - the function of combining (composing) blocks.

This formula indicates that the information in the distributed ledger is presented as the result of a function
that combines (composes) data from all network blocks. Each block Bi contains a certain amount of information,
and the function f is responsible for how this data is combined together.

Undoubtedly, at this stage, it is advisable to choose a blockchain platform. Among the main options to
consider are:

* Ethereum platform with a large ecosystem of smart contracts.

* Hyperledger Fabric, a private platform suitable for consortia with high confidentiality requirements.

* R3 Corda, a platform developed for financial institutions with an emphasis on confidentiality and
regulatory compliance. During the research, a detailed analysis of each of them will be conducted to choose the best
one for developing the information technology platform for arms sales.

To ensure data security, data encryption technologies will be used to protect against unauthorized access,
access control to restrict access based on roles and permissions, and security audit to regularly check for
vulnerabilities. Such an approach will contribute to secure arms trading, and the use of blockchain technology will
ensure transaction security.

Among the advantages of using blockchain, the following should be highlighted:

* Transparency. All transactions on the platform will be publicly available, allowing for tracking the origin of
weapons and preventing illegal trading.

* Security. Data on the blockchain is protected by cryptography, making it resistant to hacking and falsification. ¢
Efficiency. Blockchain can automate many processes related to arms trading.

Possible uses of blockchain:
 Weapon registry creation. All units of weapons can be registered on the blockchain, allowing their movement to
be tracked and preventing illegal circulation.
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« Buyer verification. Blockchain can be used to verify the identity and purchasing rights of weapon buyers. ¢ Supply
chain management: Blockchain can be used to track the movement of weapons from manufacturer to end user.
» Smart contract creation. Smart contracts can be used to automate processes related to weapon trading, such as
payment and delivery.

Challenges of using blockchain:
* Regulation. Governments may not allow the use of blockchain for weapon trading.
» Technical complexities. Developing and implementing a blockchain platform for weapon trading can be a
challenging task.
 Adoption. Sellers and buyers of weapons may not be ready to use a blockchain platform.

Using smart contracts to automatize sales processes

Shall we consider an example of using blockchain technology to track each stage of a weapon's life cycle.
Each arm unit produced is given a unique serial number and characteristics such as model, type and technical
specifications. This data is recorded in a new block in the block chain.

B1=Specifications and a serial number of an arm produced

Each transaction concerning the transportation and storage of weapons is also recorded in new blocks. This
may include information about departure date, route, vehicle and destination.

B2= Information on transportation and storage

When accepting a weapon to an official armory or store, a new block with data on the acceptance is
recorded, as well as data on verification of licenses of purchasers or departments of responsible authorities.

B3= Information on acceptance and verification of licenses

When arm is sold, a new block with transaction details including the date of sale, the purchaser, quantity
and other details is created. This information is also confirmed by the purchaser's license.

B4= Sales information

Thus, a blockchain for arms accounting might look like this:

Blockchain={B1, B2, B3, B4,...}

Each block contains information about a specific stage of the arm's life cycle, and these are gradually added
to the block chain, allowing for a secure and traceable life cycle of each arm unit. This approach allows for
transparency, traceability and security in the entire process of production and circulation of arms.

/

‘ Agreement ‘ Agreement } ‘ Payment ’
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( Customer ’ ‘ Transfer J
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Payment
Fig. 2. Scheme of transactions with the help of blockchain in the information technology platform of arms trade

The diagram shows the three main participants in the process: the customer, the seller and the order
encrypted in the blockchain.

The customer creates an application for the purchase of weapons, in which he indicates the type of
weapons, quantity, price and other necessary information. The application is registered in the blockchain.

The seller accepts the request and creates a deal. The agreement contains information about the customer,
seller, type of weapon, quantity, price and other necessary information. The agreement is also recorded in the
blockchain.

Blockchain stores application, transaction and payment data. This ensures transparency and immutability
of data.

Once the deal is done, the payment is made via the blockchain. This ensures the security and reliability of
the payment.

The weapon is handed over to the customer. This process can be recorded on the blockchain to ensure
transparency and accountability.
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The technology works by encoding transactional data into a "hash" that is combined with other ones to
form "blocks" of encrypted data that are constantly copied across the network of participants. This constant
replication ensures the immutability of the blockchain signature and, combined with the algorithmic encryption of
each hash, ensures that all entries are only available for addition, giving participants complete information about the
history of each transaction. Thus, blockchain technology provides greater consistency and control of data across the
entire ecosystem or network of participants. This is especially useful for the permit registration process, which
requires real-time access to information for multiple users, and efficient data management [10].
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Fig. 3. Transactional Data Encoding

Functional capabilities of smart contracts:

. Buyer identity verification

. Payment tracking

. Delivery control

. Confirmation of weapon receipt

Internet of Things (1oT) Technologies

The Internet of Things will facilitate asset tracking and process automation. In the development of the
firearm sales information technology platform, loT technologies are envisaged to be used for:
Warehouse monitoring and security. 10T sensors can be installed in firearm warehouses to automatically track the
quantity of available firearms and other equipment. This will accurately determine available resources for sale and
promptly detect unauthorized access, losses, or theft.
Transportation monitoring of firearms. Embedded sensors in transportation vehicles can track firearm transportation
routes, movement speed, and transportation conditions. This will allow monitoring the safety of delivery and timely
response to any hazardous situations.
Automatic replenishment of supplies. Through I0T connectivity, the platform can automatically order new firearms
or spare parts when a certain level of inventory depletion is reached. This will avoid supply delays and ensure a
constant availability of necessary resources.
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Remote control and management. With the 10T platform, operators can remotely monitor and manage various
aspects of the firearm sales system. This may include remote locking or unlocking access to the information
technology platform, firearms, setting appropriate access rights for different users, and so on.

Data analysis and forecasting. Collected data from IoT sensors can be used for analysis and forecasting of demand
for specific types of firearms, inventory optimization, trend detection in usage, and more. The use of 10T can
improve efficiency, security, and control in the firearm sales system.

Artificial Intelligence Methods

Artificial intelligence methods will provide data analytics, fraud detection, and demand forecasting. The
use of artificial intelligence in developing the firearm sales information technology platform will promote:

Analysis of historical data. Developers analyze historical data on firearm sales, including types of firearms,
sales volumes, prices, locations, and times of sales.

Demand forecasting. Using artificial intelligence, developers create a demand forecasting model for
firearms based on the analysis of historical data and external factors such as the political situation, social trends, and
S0 on.

Personalized marketing. Artificial intelligence analyzes user data, their profiles, and previous interactions
with the platform to create personalized marketing offers and recommendations.

Price optimization. Artificial intelligence analyzes market conditions, competitive prices, demand
dynamics, and other factors to optimize pricing strategies, considering profit maximization and competitiveness.

Fraud and abuse detection. Artificial intelligence analyzes transaction data and detects anomalous patterns
that may indicate fraud or illegal activities, helping to prevent violations and ensure transaction security.

Logistics and supply chain optimization. Artificial intelligence analyzes data on logistic operations,
considering traffic, road conditions, weather conditions, and other factors to optimize delivery routes and supply
planning. Inventory forecasting and management.

Acrtificial intelligence uses forecasting algorithms to optimize inventory levels, avoiding shortages and
excess inventory, which helps maintain an optimal level of inventory.

Requirements for the information technology platform for arms sales

Before formulating requirements for the information technology platform, let's analyze the peculiarities of
arms trading procedures.The study of arms trade procedures involves the analysis of a number of components:

Security component. Arms trade interacts with issues of national and international security.

Geopolitical relations. The policy of arms sales affects the geopolitical landscape, relations between
countries and the level of global stability.

Ethics and morality. In the arms trade, there are ethical factors related to how the arms can be used. Ethical
questions arise in determining who is allowed to be supplied with weapons and under what conditions.

Economy and industry. The arms trade has a significant impact on the economy, as it is an important part of
the military-industrial complex. Jobs are created to implement sales procedures, but there are also some problems
concerning the economy's dependence on weapons production.

Legal and regulatory aspects. Arms trade is accompanied by a large number of legal and regulatory acts.
Control over the production, transportation and sale of weapons is regulated by national and international
legislation.

Innovations and technologies. The arms trade requires constant innovation and the use of advanced
technologies in production. This may include the development of new types of weapons, security systems and
electronic technologies.

International relations and cooperation. Many countries refrain from trading arms with certain regions or
countries for political or ethical reasons. At the same time, there are international agreements and forums for
cooperation and control over the arms trade.

Research in this subject area requires an integrated approach and consideration of various factors that affect
this sector. To account for arms trade processes, it is advisable to develop an information technology platform with a
powerful protection system built on the basis of Blockchain technology, internet of Things and artificial
Intelligence.

The functional capabilities of the platform include:

« Participant registration. The platform should have a participant registry with identity verification and
access to participant profiles.

« Asset catalog formation. The platform should form an asset catalog with detailed information about
assets, search capabilities, and filtering options.

+ Transaction system creation. The platform should provide a transaction system supporting various
payment and delivery methods.

» Implementation of smart contract system. The platform should utilize smart contracts to automate
agreement execution and ensure transaction security using blockchain.
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« Generation of analytical reports. The platform should generate analytics for monitoring activities and
obtaining business insights.

Every stage of a weapon's life cycle, from production to sale, can be recorded on the blockchain.
Information about the manufacturer, the date of manufacture, transportation and acceptance of the weapon can be
recorded in the blocks. Information about licenses and permits for weapons can be entered into the blockchain. The
system can automatically check the validity of licenses with each transaction, ensuring the legality of the sale. The
unique characteristics of each arm unit (such as the serial number) can be entered into the blockchain. This allows
the purchaser to check the authenticity of the product and detect possible counterfeits. Transaction information,
including price, date and participants, can be displayed on the blockchain. This ensures the transparency and allows
automatic tracking of arm ownership. Blockchain records simplify auditing transactions and verifying compliance
with regulations and requirements in the arms sales area.

We will formulate the requirements for the information technology platform for accounting for arms trade
processes. The information technology platform for accounting of arms, in contrast to the information and search
system [9], trade processes must meet the following requirements:

e transparency and openness of the trade processes. The platform should provide access to information on all
aspects of the arms trade, including information on contracts parties, types of weapons, prices, delivery
conditions, etc. This will allow monitoring compliance with international arms trade norms and preventing
illegal arms circulation.

e compliance with international norms and rules. The platform should be developed considering the
requirements of international treaties and conventions regulating arms trade. This will ensure compliance of
trade processes with international norms and prevent the illegal use of weapons.

e security and confidentiality of information. When developing the platform, it is necessary to consider the
requirements of security and confidentiality of information. This will protect information on parties of
contracts, types of weapons, prices, etc. from unauthorized access.

Shall we formulate the requirements for the information technology platform for accounting the processes
of arms trade, which should contain:

A register of all participants in trade processes. The register must include information on name, address,
contact details, and information on licenses and permits required for the arms trade.

A register of all arms trade contracts. The register should include information about the type of weapon,
quantity, price, delivery conditions, etc.

The creation of an information technology platform for the accounting of arms trade processes requires
considering important aspects of security, accuracy and efficiency. Following are the main requirements for such
platform:

Security and privacy. Ensuring a high level of data security, including cryptographic protection of
identification information and transactions. Implementation of access control and authentication mechanisms to
ensure limited access and protection of confidential information.

Effective accounting and monitoring. Implementation of a system for effective accounting of arms quantity,
including production, transportation, storage and sale. Ensuring the possibility of monitoring the movement of
weapons in real time to support the procedure of operational decision-making.

Integration with other systems. Ensuring compatibility and integration of the platform with other systems of
security, control of the military industry and government databases. Possibility of data exchange with other national
and international accounting systems.

Traceability and identification. Provision of unique identifiers for each arm unit for unique identification
and traceability. The ability to track all changes in the status and location of arms.

Reporting and compliance. Development of report generation module for submission of registration
documents on weapons, their condition and trade transactions. Ensuring compliance of the platform with normative
requirements and international standards in the field of arms trade.

Flexibility and extensibility. Developing a flexible system that can adapt to legislative amendments and
technological improvements. The possibility of easy functionality extension of the information technology platform
to consider various needs of users.

Auditing and tracking changes. Implementation of an audit and change tracking system to record all users’
actions for further analysis and detection of possible security breaches.

The use of blockchain technology in the development of an information technology platform requires
considering the specifics of this technology and its potential to ensure security and reliability. The key requirements
for such approach are provided:

Distributed database. Application of blockchain technology to create a distributed database that will ensure
reliability and invulnerability to changes for all participants in the arms trade.

Smart contracts. Implementation of smart contracts for automatization and self-execution of operations
such as weapons registration, transactions and reporting.

Data encryption. Using cryptography to ensure the encryption and privacy of data stored on the blockchain.

MDKHAPO/IHUI HAYKOBUI JKYPHAJL . 05
«KOMIT’KOTEPHI CUCTEMMU TA IHOOPMAIINHI TEXHOJIOTI II», 2024, Ne 1



INTERNATIONAL SCIENTIFIC JOURNAL ISSN 2710-0766
«COMPUTER SYSTEMS AND INFORMATION TECHNOLOGIES»

Identification and authentication. Ensuring identification and authentication of system participants using
cryptographic keys to ensure transaction security.

Traceability and tracking. The use of blockchain technology to create a traceability system that allows to
track the routes of movement of arms and their condition at each stage.

Decentralized access control. Implementation of blockchain-based access control mechanisms, which will
ensure decentralized and secure access to information.

Backup and restore. Development of a backup system to ensure data security and recovery in case of loss
or damage.

These requirements are aimed at creating a reliable and secure information technology platform that
effectively supports the management and accounting of arms trade processes.

When developing an information technology platform for accounting of arms trade processes, there should
be observed traceability technology as the property of object tracking or reproducibility in space and time. In the
accounting processes of the logistics of supply of weapons as goods, there is a need to track the routes, condition
and movement of goods or cargo from the beginning to the end of the logistics chain. It is advisable to use barcodes,
RFID (radio-frequency identification) or other identification systems.

During the operation of the information technology platform for accounting for the processes of arms trade,
it is necessary to constantly observe traceability technology to track challenges, errors, and changes in the software
code during its development and operation.

Traceability technology helps to track the origin, movement and use of weapons or equipment for their
production.

The implementation of an information technology platform for accounting of arms trade processes will
increase the transparency and openness of trade processes, ensure compliance with international norms and rules,
and protect the information about the parties of contracts and the conditions of arms trade [11-12].

Conceptual Model of the Firearm Sales Information Technology Platform

The result of the conducted research is the formation of a conceptual model of the firearm sales information
technology platform. The main actors of the firearm sales information technology platform are:

Seller - an individual or organization selling firearms.

Buyer - an individual or organization purchasing firearms.

Platform - an online platform facilitating firearm trading based on blockchain.

Regulator - a governmental agency regulating firearm trading.

The operation algorithm of the information technology platform can be outlined as follows:

Step 1. Registration. Both the seller and the buyer register on the platform.

Step 2. Listing Creation. The seller creates a firearm sales listing, which is recorded on the blockchain.

Step 3. Listing Viewing. The buyer can view firearm sales listings available on the blockchain.

Step 4. Purchase Initiation. The buyer places an order for a firearm, which is recorded on the blockchain.
Step

5. Data Verification. The platform verifies the firearm purchase order and the buyer's eligibility using smart
contracts on the blockchain.

Step 6. Payment. The buyer pays for the firearm using cryptocurrency, and the transaction is recorded on
the blockchain.

Step 7. Delivery. The seller delivers the firearm to the buyer.

Step 8. Delivery Confirmation. The buyer confirms receipt of the firearm, which is recorded on the
blockchain.

Step 9. Regulation. The regulator monitors and regulates firearm trading processes using data from the
blockchain.

Additional terms of use for the information technology platform include:

Both the seller and the buyer must be registered on the platform.

Firearm sales listings must contain all necessary information.

The buyer must have the right to purchase firearms.

The seller must have the right to sell firearms.

Firearms must be safely delivered to the buyer.

The regulator may impose sanctions for violations of firearm trading rules.
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Fig.4. Information technology platform cooperation diagram

Conclusions

It has been determined that blockchain technology is a key component of the information technology
platform for accounting for arms trade processes. Its decentralized and immutable nature guarantees a high level of
security, reliability and traceability.

The use of smart contracts in the blockchain system has been found to automatize important operations
such as arm registration, transactions and reporting, ensuring efficiency and accuracy.

The use of cryptography in blockchain technology has been found to provide reliable encryption and
protection of private information, which is critically important in the sensitive arms trade area.

It is noted that the use of blockchain technology allows to achieve a high level of traceability, ensuring the
tracking of routes, condition and movement of arms in real time.

It has been determined that decentralized access control mechanisms ensure security and limit access to
information stored in the blockchain to only authorized users.

There has been elaborated an information technology platform that easily integrates with international
standards and regulators, and meets the requirements and restrictions of the arms trade.

The use of blockchain technology will contribute to a significant increase in the level of security,
transparency and trust among the area participants.

The conducted analysis confirms the expediency of using the potential of blockchain technology to
optimize and increase the efficiency of the accounting of arms trade processes, and to ensure the reliability and
security of the information technology platform.
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