INTERNATIONAL SCIENTIFIC JOURNAL ISSN 2710-0766
«COMPUTER SYSTEMS AND INFORMATION TECHNOLOGIES»

https://doi.org/10.31891/csit-2023-4-1

UDC 004.93

Maksym CHORNOBUK, Valeriy DUBROVIN, Larysa DEINEHA

National University «Zaporizhzhia Polytechnic»

CYBERSECURITY: RESEARCH ON METHODS FOR DETECTING DDOS ATTACKS

This article describes the problem of DDoS attacks, analyzing their nature and consequences. The paper covers common
DDoS attack types, such as SYN flood, ICMP flood, UDP flood. Existing methods for detecting attacks from literature are reviewed,
including machine learning approaches, including artificial neural networks, support vector machines and decision trees. The paper
introduces a decision tree-based machine learning model for the detection of DDoS attacks. The model is trained and tested on a
publicly available dataset. The dataset consists of 1,04,345 rows of data, where every row includes 23 features, such as source IP,
destination IP, port number, number of bytes transferred from the switch port, etc. A similar set of characteristics can be obtained
on a real network hardware using simple calculations, which makes it possible to approximate the model evaluation to real operating
conditions. SYN flood, ICMP flood and UDP flood attack types are present in the data, as well as legitimate traffic. To avoid overfitting,
only some columns were used, and columns such as IP addresses were discarded. The field “label” in each row of the dataset contains
either 0 or 1 where 0 corresponds to legitimate traffic and 1 to malicious one. The problem of DDoS attack detection is therefore
formally reduced to the task of binary classification of each row from the dataset. The constructed model achieves an average
classification accuracy of 0.94 with a standard deviation at the level of 0.06 in detecting the above mentioned types of attacks. To
objectively assess the effectiveness of the model and avoid distortion of the results, stratified 5-fold cross-validation was used. The
developed model can be applied in the real world network hardware to filter malicious packets or as a tool for warning the administrator
about an attack. This research advances cybersecurity by enhancing DDoS attack detection.
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HarionansHuii yHiBepcuTeT «3anopizbka HOJITeXHIKa»

KIBEPBE3IIEKA: JOCJII)KEHHA METOAIB BUSIBJIEHHS DDOS-ATAK

Y yivi cratti posrnsgaetsca npobrema DDoS-atak, aHani3yeTses ix npupoda 1a Hacuigku. CraTTs OXOM/IOE MOWMPEHI TUIv
DDoS-arak, taki sik SYN-flood, ICMP-flood, UDP-flood. Po3r/iisaarotecs icHyro4i METOAM BUSB/IEHHS aTaKk 3 JIITEDATYPH, BKIIIOHAIOYN
METOAN MALLMHHOIO HaBYaHHS, TaKi SK LUTYYHI HEVPOHHI MEPEX], METO OMOPHUX BEKTOPIB Ta AEPEBa MPHIHSTTS DilleHb. Y cTaTTi
MPEACTAB/ICHO MOAE/b MALMHHOIO HaBYaHHS Ha OCHOBI AEDEBA MPMUHATTS PILLIEHb [/IS aBTOMAaTUYHOIrO BUSB/IEHHS DDOS-atak.
Mouernib HaB4eHa Ta npoTecToBaHa Ha 3arasibHoAOCTYITHOMY Habopi AaHmx. Hablp gaHnx ckiagactecs 3 104345 pagkis gaHnx, A€
KOXeH psaok Mictute 23 noss, 1aki gk IP-agpeca Axepena, IP-afpeca rnpusHadYeHHs, HOMEP ropTy, KiflbKiCTb 6auTiB, nepegamHmx i3
110pTy KOMyTaTopa ToLo. [T04IGHMI HAGIP XapaKTEPUCTUK MOXHAE OTDUMATU Ha PEasibHOMY MEPEXEBOMY O6/IaAHAaHHI 33 AOITOMOIror0
TIPOCTUX PO3PAaxyHKIB, IO AGE MOXI/MBICTb HAOIN3NTH OLIIHKY MOAE/TI A0 PEabHuX yMOB MOX/IMBOI eKcriiyaradii. Turiv arak SYN-
flood, ICMP-flood, UDP-flood npucyTHi B AaHux, @ TakoX HassHmi seritumHmi tpagik. LLo6 yHuKHyTH e@heKTy nepeHaByaHHs,
BUKOPUCTOBYBA/INCS JMLLIE AESKI 110715, @ Taki noss, [k IP-agpecy, 6ysm BiakuHyTi. [lone «label» B KOXHOMY psAKY Habopy AaHnx
mictute 0 abo 1, ge 0 BiArnosiaae aeritiMHoMy 1pagiky, a 1 — 3/108MucHomy. Tomy ripobriema susis/ieHHs1 DDoS-ataku ¢popmasibHo
3BOANTBCA [0 34IMCHEHHS GIHaPHOI Knacugikalii KOXXHOro psaka 3 Habopy Aanux. [1o6ygoBaHa MOJEb JOCArae CEPEAHBOI TOYHOCTI
knacnpikauii 0,94 3i cTaHAapTHUM BIAXWIEHHSAM Ha piBHI 0,06 ripy BUSBIEHHI 3a3HaqYeHux tirig arak. LLjo6 o6'ekTmBHO ouiHNTH
EQPEKTUBHICTE MOAENT Ta YHUKHYTU CIIOTBOPEHHS PE3y/IbTatiB, Oysia BUKOPUCTaHa CTpatugikosaHa 5-fold kpocc-sanigauis.
Po3pobrieHa mogesib Moxe OyTv 3aCTOCOBAHa B PEa/ibHOMY MEPEXEBOMY 00/1aAHAHHI A1 @ibTPaUIi WKL MBUX 1GKETIB abo K
IHCTPYMEHT A/15 MONMEPELKEHHS aAMIHICTPATOPa rpo ataxy. Lle A0C/iKeHHS MOKpaLyye cihepy KIbepbe3rnexku, po3LLMproY1 METOAN
BusiBneHHs1 DDoS-artax.

Knto4yosi cnoBa. MalwmHHe HaByaHHs, DDOS, AepeBo pilleHb, Kacn@ikallis.

Introduction

Every year, the importance of information and network technologies in human life, as well as in the
economies of the countries of the world, is growing.

Along with the growing influence of information technologies, the risks associated with information security
are also growing. One of the most important threats associated with information and network technologies are
Distributed Denial of Service (DDoS) attacks. The essence of such attacks is the usage of huge arrays of resources in
the network to generate malicious traffic against targeted network services. Such attacks have been popular for
decades. A particular difficulty in the fight against them is their indistinguishability from legitimate traffic. In addition,
there are a huge number of different types of attacks, which makes it even more difficult to detect them among
legitimate traffic [1].

Yearly, the complexity and magnitude of DDoS attacks show consistent growth. Notably, in 2018, a single
attack reached a terabit-per-second traffic size. A concurrent trend is the expansion of economic impact. According
to [3], the average damage inflicted by attacks was below $10,000 in 2017, whereas in 2018, it increased significantly,
averaging between $10,000 and $100,000.

A sufficiently large number of various methods for detecting DDoS attacks have been developed. Some
methods are based on data about individual packets, while others signal an attack based on the capacity of packets
arriving at the server over certain periods of time. However, DDoS attacks do not share specific distinguishing
features, so no systems have yet been created that can accurately detect an attack of any unusual type.
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Over time, an array of different methodologies have been developed to detect DDoS attacks. Certain
strategies use features of individual network packets, while others base their detection on the volumetric properties of
packets arriving on servers within specific temporal windows. However, DDoS attacks do not share specific
distinguishing features, so no systems have yet been created that can accurately detect an attack of any unusual
type [2].

In the ever-changing world of cyber threats, understanding DDoS attacks and creating better ways to spot
them are really important to protect digital systems.

Related Works

One of the most common types of DDoS attacks is the SYN flood. This attack is based on some principles
of the TCP protocol, which is a transport layer protocol and one of the main protocols of the Internet protocol suite.

TCP is a connection-oriented protocol, therefore it requires the connection between two nodes to be
established before the actual data transfer can take place. One of these nodes is called “server” and the second one —
“client”. While the server is listening for incoming connections, clients can establish such a connection by sending
the SYN packet to the server. When the server receives a SYN packer, it starts a handshake procedure which consists
in sending a SYN-ACK packet back to the client. Because computer RAM is finite, any server can only process a
limited number of handshakes at a time.

SYN flood attack happens when malicious clients send SYN packets to the server without finalizing the
handshake procedure. When server’s connection wait slots are exhausted, denial of service is happening, because
legitimate clients are unable to establish new TCP connections to the server [2, 4].

Another well-known type of DDoS attack is the ICMP flood. It is based on the exploitation of Internet Control
Message Protocol (ICMP), which is the network layer protocol that is used to send service messages between hosts
on the Internet. ICMP includes the specification of the so-called “echo request”, which is a method normally used to
determine the latency between two hosts. When a machine receives an echo request it’s obligated to send back the
correct response.

Similar to the previous type of attack, one or more malicious hosts send legitimate echo request messages in
such numbers that the attacked machine's resources run out. When legitimate users can no longer access the host, the
denial of service is happening [2, 5].

UDP flood is another popular type of DDoS attack. As its name implies, it uses an important transport layer
protocol called UDP. User Datagram Protocol (UDP) basically is a stateless protocol, so it does not require a
connection to be established between hosts to send messages, nor does it check whether messages were successfully
delivered.

Using such protocol features, attackers send random UDP messages to the target host. Processing such
messages, the host spends resources, which are eventually exhausted. [2, 6].

Given the variety of types of DDoS attacks, as well as their extreme similarity to legitimate traffic, their
detection is not a trivial task. All existing methods are somehow related to statistical analysis or machine learning.

The simplest methods are based on the analysis of some numerical characteristics of incoming traffic per unit
of time. An example of such a method is [7], which describes the construction of a fuzzy estimator based on one value
— mean packet inter arrival times. Nevertheless, despite the simplicity of the model, on certain types of attacks it has
an efficiency of more than 80%.

More sophisticated detection techniques utilize popular machine learning techniques for classification
problems, including artificial neural networks, support vector machines and decision trees [1].

An example of a more complex system based on machine learning technologies, in particular artificial neural
networks, is [8]. The paper describes the model based on the particular artificial neural networks which classifies
network packets into one of 4 types: DNS DDoS attack, CharGen DDoS attack, UDP DDoS attack and legitimate
traffic. The classification is based on four packet parameters, which are packet arrival time, source IP address,
destination IP address, used protocol and packet length. To test the model, public datasets were used, on which the
model demonstrated an overall accuracy of 95.6%. However, the model has shown lower accuracy (82.1%) in the
classification of UDP DDoS attacks.

Another example of a successful model based on neural networks is [9]. It is aimed to detect DDoS attacks
in real time .The model was implemented in the Apache Spark cluster and tested on a public dataset. The average
detection rate of the model is over 94%.

Proposed technique

Given the growing damage that DDoS attacks inflict on the network infrastructure, and subsequently the
economy every year, it was decided to develop a model, which is able to detect such attacks. Taking into account the
experience of well-known systems, as well as the variety of types of DDoS attacks, it was decided to use machine
learning algorithms as the basis for the developed model.

The dataset used is publicly available [10]. An important feature of the dataset is the fact that it includes
examples of the most common types of attacks: SYN flood attack, UDP flood attack, ICMP flood attack. It consists
of 1,04,345 rows of data, where every row includes 23 features. There are extracted features such as source IP,
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destination IP, port number, number of bytes transferred from the switch port, etc. And there are calculated features
such as the number of packets sent per second. A similar set of characteristics can be obtained on a real network
hardware using simple calculations, which makes it possible to approximate the model evaluation to real operating
conditions. All fields were converted to numerical values for the correct operation of the model. In particular, the
Protocol field, which stored string values, was converted to integer values, where each protocol corresponds to a
separate integer. All missing values were replaced with zeros. Source IP, destination IP and date and time fields were
not used in order not to create information noise during training of the model.

The field “label” in each row contains either 0 or 1 where 0 corresponds to legitimate traffic and 1 to malicious
one. The problem of DDoS attack detection is therefore formally reduced to the task of binary classification of each
row from the dataset, that is, to building such a model that can precisely predict the value of the label based on other
fields from the same row.

Decision trees were chosen as the basis for the developed model. A decision tree is a tree-like structure,
where each internal node represents a test on an attribute, each branch represents an outcome of the test, and each leaf
node belongs to one of the classes. Each sample starts from the root and, being subjected to tests, eventually comes to
one of the leafs, which corresponds to the result of the classification of this sample.

Decision tree models have a long history of use in the field of classification problems. Over the decades,
many algorithms have been developed to build such models: ID3, C4.5, and the latest — CART. All these algorithms
are based on the "greedy" principle of building trees from top to bottom, but differ in details [11].

Popular Python library Scikit-learn [12] and its implementation of the CART algorithm was used to load and
preprocess the dataset, to train the model and to evaluate it.

To objectively assess the accuracy of the constructed model the Scikit-learn [12] implementation of the
stratified 5-fold cross-validation was used. This technique is used to effectively eliminate random information noise
that can occur when splitting a learning dataset into training and test subsets.

Finally, the model was tested, the results of which are shown in Fig. for each of the folds.

Cross-validation of the model
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Fig. 1. The accuracy of the model during the 5-fold cross-validation

According to the test results, the average accuracy of the model was about 0.94, and the standard deviation
was at the level of 0.06.

Test results point to high accuracy levels on the most popular types of attacks. It can be applied in the real
world to filter malicious packets on network equipment, thereby significantly reducing the processing time for
malicious packets and increasing the stability of the host during attacks by saving its resources. When used on critical
infrastructure, where the accuracy of the model is insufficient, it can be used as a tool for detecting attacks for
subsequent manual response to them by the administrators of the infrastructure.
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Conclusions

In this paper, modern prospects for DDoS attacks and their economic impact were considered. The ever-
increasing need to search for methods to protect against them, in particular their detection, was emphasized.

The main types of DDoS attacks, their nature and mechanisms are described. It is indicated that DDoS attacks
are very similar to legitimate traffic, which complicates the task of detecting them.

Popular methods for detecting DDoS attacks from the literature, including methods based on machine
learning algorithms, are considered.

A machine learning model based on decision trees has been developed that can effectively detect DDoS
attacks. The model has been tested using a publicly available dataset [10]. The test results show a significant level of
accuracy of the model, about 94%.

The constructed model is characterized by simplicity and high accuracy on the most popular types of attacks.
It can be applied in the real world to filter malicious packets on network equipment. When used on critical
infrastructure, where the accuracy of the model is insufficient, it can be used as a tool for detecting attacks for
subsequent manual response to them.
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