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Integration of cyber-physical surveillance systems (CPSS) into the Internet of Vehicles (IoV) paradigm represents a
transformative approach to enhancing transportation safety and efficiency. This article discusses the design, implementation, and
application of CPSS as part of IoV ecosystems. Leveraging advancements in sensor technologies, communication protocols, and
data analytics, CPSS within IoV enables real-time monitoring, analysis, and response to road conditions, incidents, and
emergencies. Our research explores the architecture and functional capabilities of CPSS, including sensor deployment, data fusion,
anomaly detection, and decision support mechanisms. We investigate the synergistic interaction between CPSS and IoV platforms,
facilitating seamless data exchange, collaboration, and compatibility between automotive and infrastructural domains. Additionally,
we discuss potential applications of CPSS in traffic management, law enforcement, emergency response, and urban planning,
emphasizing its role in enhancing transportation safety, optimizing resource allocation, and preventing congestion and accidents.
Through empirical evaluations and thematic studies, we demonstrate the effectiveness, scalability, and societal impact of integrating
CPSS into IoV ecosystems. This research contributes to the development of intelligent transportation systems and underscores the
transformative potential of CPSS within the IoV context.

This article explores the potential of Cyber-Physical Systems (CPS) in the realm of the Internet of Vehicles (IoV),
particularly within the context of surveillance systems in the IoV network. It proposes an approach to designing CPS, examining
existing technical and systemic solutions for their creation. The article delves into the network architecture, the system’s time cost
model, and the possible positioning of CPS within vehicles.

The aim of this article is to investigate the possibilities of utilizing CPS in the IoV sphere and to initiate a discussion on
their implementation and potential benefits for the development of transportation infrastructure and road safety. It opens up new
perspectives for improving transportation systems and creating effective monitoring and control mechanisms, thereby promoting
safer and more efficient transportation usage.
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Muxura BOUKO, Bacuns S1KIB

XMeNbHUIBKUH HalliOHAIBHUH YHIBEPCUTET

CUCTEMA KIBEP-®I3UYHOI'O CITIOCTEPEKEHHSA AK YACTUHA IHTEPHETY
TPAHCIIOPTHHUX 3ACOBIB

IHTerpauis Kibep@iznyHmnx cucrtem crioctepexxeqHss (KOCC) y napagmrmy IHTEDHETY TpaHCropTHux 3acobis (IoV)
MPEACTAB/ISE TPAHCHOPMALIVIHIA MTIAXIA A0 MABALIEHHS GE3MEKU Ta €QEKTUBHOCTI TPAHCIIOPTYBAaHHS. Y UiV CTaTTi pO3r/isAaeTca
AU3a4iH, BPOBa/KEHHS Ta 3acTocyBaHHs K®CC sk 4actuHy exocuctem IoV. BUKODHUCTOBYIOYM [OCSIHEHHS B CEHCODHMX
TEXHOJIONSIX, IPOTOKO/IaX 3B 93Ky Ta aHanituui garnx, KOCC B pamkax 1oV [03BO/ISE 34IWICHIOBATH MOHITOPUHI, aHasi3 | pearyBarHs
Ha LOPOXHI yMOBM, IHUMAEHTU Ta HAEA3BUYaUHI cuTyauii B peanbHOMy Yaci, Hawe [JOC/KEHHS BUBYAE apXiTeKTypy Ta
@yHKLIOHABHI MOXMBOCTI KOCC, BKIIOYAIOYM PO3ropTaHHS AATHYMKIB, OO EAHAHHS AAHUX, BUSBIIEHHS aHOMA/IIVI Ta MEXaHI3MU
TATPUMKY  PWIHATTS  PillieHb. My JOCIIMKYEMO CUHEPIETUYHY B3aEMOZi0 MK riatgopmamu KOCC T1a IoV, cripuswoum
6e3r1epebiviHOMy 06MIHY AaHNUMY, CIIBIPAaLI Ta CyMICHOCTI MK aBTOMOBITbHUMM Ta IH@PaCTPYKTypHUMY gJomeHamu. KpiM Toro, mu
OBroBOPIOEMO  OTEHUIVIHI 3acTOCYBaHHS KOCC B yrpas/iiHHI L[OPOXHIM pyXoM, [PaBOOXOPOHHIM AiS/IbHOCT], pearyBaHHi Ha
HaA3BUYaUHI cTyaUii T8 MICbKOMY I/IaHyBaHHI, MIGKPEC/IOYM HOro posib ¥ MiABULLYEHHI BE3MEKN TPaHCIOPTYBaHHS, ONTUMIZaLii
PO3104i7Ty PECYPCIB i 3ar106IraHHI0 3aTopiB | aBapi.

3a A0roMororo emripnyHux OLIHOK | TEMATUYHUX JOC/TIKEHD MU AEMOHCTDYEMO €QPEKTUBHICTL, MacLLITaO0BAaHICTL | BB
Ha CycrifibeTBo iHTerpauii KOCC B ekocucremu IoV. Lle AOCigKeHHS pobuTs BHECOK Y PO3BUTOK IHTEIEKTYAIbHUX TPAHCITODTHUX
CUCTEM | MIGKPECITIOE TPaHCPHOopMaLiviHmi noteruian KOCC B koHTekcTi IoV.

Y Uyivi cTaTTi JOCHIKYETbCA MOTEHLIA/ KIGEPDIBMUHNX crucTeM (KDC) y caepi IHTEPHETY TPAHCIIOPTHUX 33C06IB, 30KPEMA
B KOHTEKCTI CUCTEM CrIOCTEPEXEHHS. 3arpOroHOBaHO MiAxi4 A0 MPOoekTyBaHHs K®C, pO3r/iIsHYTO ICHYHOYi TEXHIYHI Ta CUCTEMHI
PILLIEHHS] A/19 IX CTBOPEHHS. Y CTatTi pO3r/ISAAETLCS apXiTEKTypa MEPEXi, MOLESb YacoBUX BUTPAT CUCTEMU Ta MOX/MBE
po3miiyerHss KOC B TPaHCIOPTHUX 3aco0ax.

Mera uiei cTaTTi - OCHanT MOXIIMBOCTI BUKOpUCTarHs KOC y cpepi IHTEDHETY TPaHCopTHuX 3acobiB T1a IHiYiloBat
ANCKYCItO LYOAO X BrPOBa/KEHHS Ta MOTEHUIVIHNX NEPEBAr /151 PO3BUTKY TDAHCIIOPTHOI IHPPaCTpyKTypu 1@ 6€3rneku JOPOXHEOMO
pyxy. Lle BIAKpUBAE HOBI EDCIEKTUBU [J15 BLOCKOHA/IEHHS TPAHCIIOPTHUX CUCTEM | CTBOPEHHS EQDEKTUBHUX MEXaHI3MIB
MOHITOPUHIY T@ KOHTPOJIIO, LYO CrpUsTUME BE3IEYHILLIOMY Ta ePEKTUBHILLIOMY BUKOPUCTAHHIO TPAHCITOPTY.

Kimoyosi  cr10Ba:  KIbEp@I3NYHa CUCTEMA, IHTEPHET TPAHCIIOPTHUX 3ac06iB, IHTENEKTYasIbHI TPAHCIOPTHI CUCTEMY,
nepUBEPIVIHI 06YNCTIEHHS.

Introduction
Internet of Vehicles (IoV) is a system of loosely connected heterogeneous or homogeneous devices capable
of receiving, transmitting, and processing information among each other. Mostly discussed alongside the use of
Intelligent Transportation Systems (ITS) to create safe and reliable automated vehicle control technology [1]. This
technology is equipped with embedded sensors based on automotive devices while simultaneously connected to
environments, people, and systems [2]. The development of new vehicles is already being done with consideration
for loV and ITS technologies, which are integrated at the design and assembly stages of the vehicle. The future will
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be defined by the interactions between entities, sensors, smartphones, and vehicles, which are not exceptions in this
context. Thus, considering potential methods of creating cyber-physical systems in the Internet of Things (loT)
network becomes crucial.

Figure 1 illustrates the general conceptual scheme of CPSS in the loV network, which can ensure driver
safety through a cyber security service center and utilize its monitoring devices to gather useful information and
disseminate it within or even beyond the loV. Computers play a significant role in this system, as many smart
vehicles have become intelligent due to advancements in technology and computational power of devices. Currently,
smart cars have added stability control, optimal mileage, fuel injection, navigation, and theft prevention [3].
However, there is almost no discussion or development in the field of individual portable cyber-physical systems
that can be involved in loV usage, not only for safe vehicle control but also for collecting and disseminating useful
information such as road traffic accidents, road conditions, or monitoring fuel prices at gas stations. Similar to the
technological use of smartphones, a portable cyber-physical system (CPSS) for vehicles can add a lot of
functionality based on the data it can accumulate and analyze.
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Fig.1. Concept of a secure Internet of vehicles [1]

In this article, we present an approach to designing the proposed CPSS model as part of loV. We will
consider available technical and system solutions for creating such a system. We will develop the network
architecture and build a time cost model of the system. In the final section, we will discuss possible positioning of
CPSS in the vehicle and the components it should consist of, describing them as a mathematical model.

Related works

In the Internet of Things (loV), computational capabilities and storage of video surveillance fall under edge
computing. Although the capacity of surveillance systems is strengthened by edge computing, there are still some
challenges that arise, namely: time costs, task offloading, and confidentiality preservation in edge computing are
being investigated according to recent research.

Task offloading aims at proper distribution of computational tasks and their efficient allocation to
neighboring computing devices. From the perspective of task offloading, an effective real-time video system with an
efficient resource provisioning strategy and low latency video cluster scheduler has been developed in [4]. The
architecture of collaborative video processing to balance the limited network bandwidth and task offloading has
been investigated in [5]. Both approaches effectively address the issue of limited resources. However, it is also
important to consider the efficiency of task offloading.

In [6], the author proposed an algorithm using hypergraph segmentation to minimize network load of
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systems with an optimal way of considering the non-obligatory case. Taking into account the offloading capacity, a
new network offloading scheme has been developed in [7] to enhance the power of edge computing by maximizing
constant productivity while ensuring energy expenditure with constant constraints. A task offloading model has been
proposed in [8] to enhance long-term utility based on a powerful distributed offloading model during various
wireless connections.

Additionally, in terms of time costs, a distributed smart surveillance system has been introduced in [9],
which offloads computational burdens to alleviate high communication overheads and provides low-latency video
analysis solutions using deep learning algorithms. A strategy of collective video processing has been proposed in
[10] to achieve multimedia tasks with time-sensitive reactions and improve human detection accuracy through edge
computing.

However, none of these approaches take security aspects into account. Peripheral nodes in video
surveillance face challenges in confidentiality preservation. A paradigm supporting secure communication and
preserving confidentiality has been presented in [11]. A new protocol has been developed in [12] to provide desired
security features. Strategies for optimizing task offloading and data confidentiality protection are presented in [13]
and [14].

However, current research on task offloading in edge computing mainly focuses on the efficiency of
implementing computational tasks, neglecting the drawbacks of unbalanced service placement. In this article, we
will consider the placement of the peripheral device system by moving them from the surrounding environment to
vehicles.

System Model
In this section, the network architecture and time cost model for our CPS are developed and presented. The
main system notations are provided in Table 1.

Table 1
Notations and Definitions
Notations Definitions
N Number of vehicles with a cyber-physical system
S Set of peripheral systems, where S = {s1, s2, ... sN}
L Number of virtual machines in SN
J Number of executed tasks
VN Set of virtual machines in SN, where VN ={vn, 1, v, 2, ... vn, L}
T Set of executed tasks, where T = {t1, t2, ... tJ}
Ttotal Total time spent on tasks

In this article, we utilize edge computing technology in the video surveillance system. As shown in Figure
2, an architecture of video surveillance with edge computing is proposed, where observation terminals are installed
in vehicles, and generated video data is offloaded directly to the base station using LTE communication. Peripheral
nodes with powerful computational capabilities (vehicles with CPS) take on computational tasks. Then, the
computation results are sent from peripheral nodes to the cloud environment via base stations. In this scenario, along
the road, there are N vehicles, each equipped with CPS for video surveillance, denoted as S = {s/, s2, ... sN}. The
CPS device set consists of two components: peripheral nodes and access points. Let T = {¢1, 2, ... tJ} denote a set
of J computational tasks generated from nodes. Peripheral nodes have powerful computational capabilities and
preprocessing capacity, consisting of virtual machines (VM). There are L virtual machines in sw, defined as VN =
vn, 1, vn, 2, ... vn, L}.
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Fig. 2. Architecture of video surveillance with edge computing located in vehicles

The next time cost model will be developed based on the work type [15], in which the authors also
developed a time cost model, load balance model, and entropy model for the offloading system based on static
objects for monitoring vehicle traffic.

Time costs consist of computation time at the respective peripheral node and offloading time. Time costs
are an important parameter that determines the quality of real-time service on monitoring devices. When video tasks
are sent to the image processing device, the CPS should provide virtual machines for computation. The
computational capacity of peripheral nodes is associated with the number of available virtual machines. Thus, the
number of available virtual machines in sn is denoted as xn, and the operational capacity of each virtual machine is
denoted as ¢. Suppose the video task with duration Fj is processed in sn, and the computation time of sn is
expressed as (1):

N F;

h’f = Zn=1kf.nx_.] (1)

n'e

, where kj,n = 1 if the data tj arrived at sn, otherwise 0.
Once the video processing in sn is completed, the computed result is offloaded from the peripheral devices
to the cloud center. The offloading time of the computation result tj with weight fj,output can be calculated as (2):

N fjoutput |, [joutput
0= ) o (Lot Loy @

n=1

where 7 represents the transmission speed between peripheral nodes and base stations, and 4 denotes the
transmission speed between base stations and the cloud data processing center.

With the calculated two components, the total time costs for task execution can be determined by the
following formula (3):

Teotat = -, (hj +0)) ©)
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Fig. 3. Topology of the automotive network [16]

Before developing the CPS, it is necessary to determine which part of the automotive network our system
belongs to. According to [17], the automobile topology can be divided into four parts, each with its own diagnostic
gateways: telematics, powertrain, body/comfort, and chassis. In this topology, telematics is best suited for
integrating our CPS, as it combines telecommunications, automotive technologies, electrical engineering, and
informatics of the vehicle, and it utilizes the Media Oriented Systems Transport (MOST) communication protocol.

Let's define the subsystems of this system and describe them in the form of a mathematical model:

1. Communication module (S). At the initial stages, a smartphone can be used as an access point

providing communication between the system and a remote server via the Internet.

Parameters: communication state (Sstate), data transmission speed (Sspeed), network access time
(Saccess_time).

2. GPS module (G). Determines the location of our system (vehicle) and provides coordinates that can be

used for various purposes such as navigation or location determination.

Parameters: Coordinates (X, y), location determination accuracy (Gaccuracy), update time (Gupdate_time).

3. Surveillance camera (C). Designed to gather information about events on the road.

Parameters: Resolution (Cresolution), frame rate (Cframe_rate), processing delay time (Cprocessing_time).

4. Power source (P). Provides power supply for the entire peripheral system.

Parameters: Voltage (Pvoltage), Power (Ppower).

5. Single-board computer (R). Responsible for image processing, interaction with the GPS module, and

data transmission to the remote server.

Parameters: Memory size (Rmemory), processor speed (Rprocessor_speed), load level (Rload).

Thus, the our CPSS can be described as the following set (4):

CPSS ={S,G,C,P,R} (4)

The mentioned subsystems represent the key components of our CPS in loV for surveillance, each
responsible for specific functionality and having its own parameters that determine their efficiency and productivity.
Developing a mathematical model of the system has allowed for a better understanding of its operation and
component interaction, which is crucial for the successful implementation and optimization of the system's
functioning in real operating conditions.

Conclusion
This article explores the potential of Cyber-Physical Systems (CPS) in the realm of the Internet of Vehicles
(loV), particularly within the context of surveillance systems in the loV network. It proposes an approach to
designing CPS, examining existing technical and systemic solutions for their creation. The article delves into the
network architecture, the system's time cost model, and the possible positioning of CPS within vehicles.
The aim of this article is to investigate the possibilities of utilizing CPS in the loV sphere and to initiate a
discussion on their implementation and potential benefits for the development of transportation infrastructure and
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road safety. It opens up new perspectives for improving transportation systems and creating effective monitoring
and control mechanisms, thereby promoting safer and more efficient transportation usage.
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