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Methods of processing information transmitted through wireless networks with software development are investigated in
the work. Innovative methods of data transmission such as optical technologies, quantum data transmission and wireless data
transmission technologies are disclosed. It is noted that in the modern understanding, the concept of distributed computing defines
the process of convergence (convergence) of distributed processing methods, such as GRID, cloud and fog computing, with the
combination of virtual cluster systems (grid clusters, cloud clusters and fog clusters) into a single information communication and
computing system . It is emphasized that, unlike cellular modems, ZigBee technology nodes have microcontrollers with a pre-
installed operating system and flash memory, which allows solving simple computational tasks in real time before sending data. It is
advisable to solve such tasks within the framework of a multi-agent approach, which will increase the efficiency of the use of sensor
nodes and the entire sensor network. The advantages of the multi-agent technology of fog computing based on sensor nodes of the
wireless network of the ZigBee standard are revealed. The method of multi-agent processing of sensory information and its main
components are described. The architecture of the system of distributed sensor data processing is outlined, which includes 4
hardware and software levels: Terminal sensor nodes and controllers of measuring devices and automation devices that implement
fuzzy calculations; Coordinators, sensor segment routers and cellular modems that collect, protect and transmit sensor data to the
processing center; A data processing center that includes a cluster of servers for GRID calculations and a cloud data storage server;
Client devices to access cloud storage, computing cluster servers, and distributed fog computing terminals. It is emphasized that
indicators and forecast results can be stored on distributed sensor nodes or transmitted for accumulation in cloud storage for
further extraction and intelligent processing in the GRID cluster of the data center.
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Onexcaunp CAU, Kupuno KPACHIKOB
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HEYITKA MOJEJIb YIIPABJIIHHA EJIEKTPOEHEPT'TEIO 3 OBPOBKOIO
BE3/IPOTOBOI IH®OPMAILII HA GPU

Y po6ori gocnimkeHo mMeTogun 06pobku IHGOpMaLii NEpeEqaHoi Yepe3 6e34poToBI MEPEXI (3 PO3POOKOK MpPOrpamMHOro
3a6e3reyerHs. PO3KPUTO [HHOBAaLWIHI METogu repegayi Aannx, Taki K OfTWYHI TEXHOJION, KBaHTOBY repegavy AaHux Ta
6e34poTosi TEXHO/IOr nepegayi Aannx. 3a3HaqvacTbCs, WO Y Cy4acHOMy PO3YMIHHI KOHLEMLIS PO3roAIIeHNX 06YNCTIEHb BUIHAYAE
npoyec 36/mmkeHHs (KOHBEPreHLli) crnocobiB po3nogineHoi 06pobkv, Takux sk GRID, XMapHi 1@ TYMaHHI 06YNCIIEHHS, 3 [TOEAHAHHIM
BIPTYasIbHUX KIGCTEDHUX CUCTEM (grid-KiacTepiB, XMapHuX KAaCTEPIB Ta TyMaHHUX K/IACTEDIB) B EAUHY IHBOKOMYHIKaLWiHy Ta
06YNCITIOBATIBHY CUCTEMY. Haro/IolWyeTsCs], WO Ha BIAMIHY BI4 MOAEMIB CTIIbHUKOBOIO 3BS13Ky BY3/ TEXHOJOr ZigBee marots
MIKPOKOHTDO/IEDH 3 NOMEPELHBO BCTAHOB/IEHOK ONEPALIVIHO CUCTEMOKO Ta QrieL-amaTTiO, O AO3BOJISE BUPILLYBATH HECK/IBAHI
06YUCTII0BA/IbHI 3aBAAHHS B PEXVMI PEATIHOIO Yacy NneEPE] BIANMPaBKo AaHnX. BUPILIEHHS Takux 3aBAaHb AOLIIbHO BUKOHYBATHU B
PaMKax MyJibTUAreHTHOrO I1AX04Y, K JO3BO/UTB MABALUNTY €PEKTUBHICTE BUKODUCTAHHS CEHCOPHUX BY3/1iB Ta BCIEI CEHCOPHOI
MEPEXT. PO3KPUTO reEpPEeBarv MyJsibTUAreHTHOI TEXHOJIONI TYMaHHUX 004YnC/IeHs Ha 6a3i CEHCOpHMX BY3/1iB 6E34pOTOBOI MEPEXI
cTaHgapty ZigBee. OrmcaHo METO4 MyJibTUAreHTHOI 06POBKU CEeHCOPHOI IHEGOPMALIi Ta OCHOBHI HOro ck/i1a40Bl. OKpecieHo
apXITEKTYPY CHUCTEMM PO3IT0[INIEHOI 06POOKYM CEHCOPHUX AaHMX, 5IKa BK/IIOYAE 4 MPOrpamMHO-anapatHux piBHs: TepMiHaibHi CEHCOPHI
BY3/M Ta KOHTPOJIEDH BUMIPIOBA/IbHNX MPWIAAIB Ta NPpWIadis asToMaTvky, Lo pPeasii3yroTb TyMaHHI o64YncieHHs; KoopamHaTopy,
MapLIPYTU3ETOPH CEHCOPHNX CErMEHTIB Ta MOAEMU CTiIbHUKOBOIO 3B'S3KY, LYO 3AWICHIOIOTL 306D, 3aXUCT Ta repesaydy CeHCOPHUX
A3HNX [0 LEHTPY 06pobku, LleHTp 06pobku fAaHmx, 1O BKITIOYAE K/IACTEP CEPBEPIB A/15 064ncneHbs GRID | cepBepa XmMapHOro
36epiraHHs gaHnx; KIieHTCbKI MpuCTpoi 4715 AOCTYITy 4O XMapHOIro CXOBMLYE, CEPBEDIB 0OHYUCIIIOBA/ILHOIO K1acTepa 1a TEPMIHAsIB
PO3II0[INTEHNX TYMAHHUX 00YNCTIEHD. [TIAKPECTIEHO, LYO MOKA3HNKM Ta PE3Y/IbTATU MPOrHO3Y MOXYTb 30EDIratics Ha po3rogineHnx
CEHCOPHMX By3/1ax abo NepEAaBaTCs A/151 HAKOIMMYEHHS B XM3PHOMY CXOBMILLI 3 METOKO 104a/TbLLIOMO BU/IYYEHHS Ta IHTE/IEKTYa/IbHOI
06po6ky y GRID Knactepi UeHTpy 06pobKu AaHuX.

Kto4oBi c/10Ba. HeqiTka MO4E/ b, 06pobKa iH@OopMaLlii, 6e34p0ToBa MEPEXA, ITPOrPaMHe 3a0E3I1eYEHHS.

Introduction
The emergence of a huge number of sensors and measuring devices in complex technical systems has led to
an exponential increase in the amount of data that needs to be processed and analyzed in real time. According to
Cisco, a system such as a jet engine can generate 10 terabytes of data about its activity and condition within half an
hour. Sensors installed in a modern car generate up to two petabytes of data per year. Transferring this data to GRID
server computing clusters or cloud service systems in real time and then transmitting the results to users imposes too
high a demand on network bandwidth, which is almost impossible to provide, resulting in significant delays.

Literature review
The formulation of scientific thought in the area of high-quality processing of information transmitted via
wireless networks is heterogeneous and extensive. In the modern scientific field, there are works devoted to the
study of modern methods and algorithms for their implementation in intelligent systems for the stable operation of
the latter.
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In [1], the principles of forming a stable data transmission channel on the Internet are studied. Models,
methods, and algorithms for implementing data transmission on the Internet are revealed. The principles of forming
a data transmission network are described. It is emphasized that such a parameter as the speed of data packet
transmission on the Internet is controlled by the data flow and, at the same time, by indirect measurements.

In [2], a combined method of processing and grouping training data was obtained that ensures the accuracy
of object recognition without increasing the amount of training data. The authors investigate the impact of similar
redundant information in different categories of objects on recognition accuracy.

ZigBee technology and its standards are discussed and described in [3]. Possible network topologies are
shown.

Among foreign authors, it is worth noting the works of such scientists as: Jijie Zheng, Xinjian Xiang [4],
Sreelekshmi K., Pranitha J., Unimaya K, Vijita S. [5], Wu Jia-Lun, Lu Tsung-Tao, Li Ching-Tan, Sun Zo-Shun, Lin
Xin-Piao, Hwang Yu-Shiang, Sun Wen-Cai [6], Hussein Noon, Nlabaci Armstrong [7], Kiran Huma, Sekhar Amna,
Khan Maskan [8] and others.

Regarding fuzzy logic there is research [9], in which corresponding rules are applied to the smart home
system. The approach allows automatic controlling of electric devices in the house. In the paper [10] authors
propose prediction model of peak electricity consumption, which is useful in energy-limited situations for electric
system to be ready.

However, despite the scale of scientific research, the issue of high-quality processing of information
transmitted via wireless networks is relevant and requires further research. The aim of the work is to study the
methods of processing information transmitted over wireless networks with the development of fuzzy model.

Methodology

In today's environment, information transmission is a relevant area of development. Innovative methods of
data transmission include optical technologies, quantum data transmission and wireless data transmission
technologies.

Optical networks use light signals to transmit data through cables. The advantages of optical data
transmission include high transmission speeds, high bandwidth, and no electromagnetic interference. However,
limitations include the high cost of installing and maintaining fiber optic cables, as well as their vulnerability to
damage.

Quantum information transmission utilizes the quantum properties of particles, such as quantum state and
superposition, to transmit data. The basic principle of quantum transmission is the use of quantum bits, which can be
in a state of 0, 1, or a superposition of both states at the same time. Prospects for the use of quantum information
transmission include the creation of quantum networks with a high degree of protection against hacking and
eavesdropping.

The development of mobile networks, such as 5G and Wi-Fi 6, opens up new opportunities for wireless
data transmission with high speed and reliability. However, it also brings challenges, such as frequency spectrum
congestion, low immunity to interference, and limited coverage. Despite this, wireless technologies still have great
potential for use in various information networks.

The evolutionary development of information, telecommunication and Internet technologies is moving
towards the transition to Ubiquitous Networks and Internet of Things networks with the ability to transmit
information according to the 4A principle (Anytime, Anywhere, Anything, Anybody). The concept of Internet of
Things is taking shape today, thanks to the development of the technological base of pervasive wireless sensor
networks and models of distributed computing. There are three basic models of distributed computing: parallel
computing (GRID computing), cloud computing, and fog computing. The latter model is often identified with cloud
computing [4]. GRID computing is based on the architecture of traditional computer networks or multiprocessor
systems and is the organization of a parallel computing process when parts of a task are distributed over currently
available resources and allow solving tasks that are difficult for a single node.

Cloud computing effectively defines a model for providing ubiquitous network access to a shared pool of
configurable resources. It should be noted that the cloud computing model emerged as a development of the GRID
computing model, and currently cloud computing is defined as a distributed computing technology in which
information is stored in the cloud storage but cached on the client side for analytical processing. Fog computing is a
development of GRID computing technology, when the process of data processing and storage is shifted to the
lower level of the computing process organization directly to terminal devices with limited computing and energy
resources.

Thus, in the modern sense, the concept of distributed computing defines the process of convergence of
distributed processing methods, such as GRID, cloud and fog computing, with the combination of virtual cluster
systems (grid clusters, cloud clusters and fog clusters) into single information, communication and computing
system.

The creation of new generation SCADA systems for the automation of new generation energy supply
processes involves the implementation of the fog computing model within the concept of the Internet of Things.
This means decentralizing the processes of collecting and processing sensor data, with the transfer of a part of the
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computational process of analytical data processing from the center's servers to sensor modules and/or
programmable logic controllers of automation devices.

Modern sensor nodes are powerful enough computing devices to be effectively used only for data
collection and transmission operations. Unlike cellular modems, ZigBee nodes have microcontrollers with a
preinstalled operating system and flash memory, which allows them to solve simple computing tasks in real time
before sending data. It is advisable to solve such tasks within the framework of a multi-agent approach, which will
increase the efficiency of using sensor nodes and the entire sensor network.

The main advantages of the multi-agent fog computing technology based on sensor nodes of the ZigBee
wireless network are:

— use of a wireless sensor network operating in the license-free 2.4 GHz band;

— financial and operational independence from cellular providers when organizing a transport environment
for data transmission from remote energy monitoring facilities;

— addressing information security issues in the transport environment without involving third-party
organizations;

— reducing server cluster load and reduction of communication channel congestion;

— reducing the amount of data in the cloud storage;

— increasing the efficiency of sensor data processing and obtaining results directly from the monitored
objects in real time;

— reduced response time to emergency situations.

The primary processing of sensor data from sensors, metering devices, and measuring instruments is to
calculate aggregate energy indicators and to forecast their dynamics in the short term based on retrospective data in
software agents.

Agents are installed on sensor nodes:

— at the stage of firmware of the sensor node (prohibition of the migration process);

— during system operation using portable equipment;

— by remote downloading through the communication channels of the sensor network.

The model of distributed multi-agent data processing based on a wireless sensor network can be
represented as a hypergraph with two subsets of vertices and edges and extended properties.

The development of the method determines the creation of next-generation information and
telecommunication technologies, when sensor nodes, industrial controllers, and mobile devices will be able to
communicate independently in the Internet of self-organizing things to solve analytical problems and exchange data.
The multi-agent concept of fog data processing is based on the system-synergistic principle of managing
information processes in complex open systems. The convergence of multi-agent technologies, distributed
computing and data storage models determines the achievement of a synergistic effect on increasing the efficiency
of processing large sensor data in a network environment and allows identifying new emergent properties of the
distributed information and communication environment.

The architecture of the distributed sensor data processing system includes 4 software and hardware levels:

1) Terminal sensor nodes and controllers of measuring and automation devices that implement fog
computing.

2) Coordinators, routers of sensor segments and cellular modems that collect, protect and transmit sensor
data to the processing center.

3) Data center, including a cluster of servers for GRID computing and cloud storage servers.

4) Client devices for accessing cloud storage, servers of the computing cluster, and distributed fog
computing terminals.

For the interaction of fog computing software agents with the GRID computing cluster, a broker
mechanism is implemented. The broker implements the functions of accumulating data and the results of primary
processing, encrypting them, managing keys, routing, and transmitting them. Brokers are installed on the
coordinators of sensor segments and routers of the sensor network. To support the work of brokers, it is advisable to
use the MQTT (Message Query Telemetry Transport) protocol, which is a messaging protocol designed for use in
networks with a minimum of energy and computing resources. The central coordinator of the sensor network acts as
a gateway connecting the sensor environment with the data center computing cluster.

For effective regulation in the control system for remote monitoring of electricity consumption in a room, it
is proposed to use a fuzzy controller. The regulator built on this principle has characteristic features, which is
associated with the peculiarity of solving problems using fuzzy logic methods.

Input parameters of the model are:

— (Voltage, T={Low, Medium, High}, X=[210 .. 240])

— (Current, T={Low, Nominal, Excessive}, X=[0 ... 4])

Output parameters are:

— (Energy consumed, T={Low, Normal, High}, X=[0 .. 1])

— (Power factor, T={Small, Medium, Large}, X=[0 ... 1])

The diagram of the fuzzy model of the device is shown in Fig. 1.
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| Hanpyra W K oediui eHT NoTYXHOCTI

[2) Cuna Toka <> BMTPa4eHa eHEpria

Fig. 1. Scheme of the fuzzy model of the electricity consumption in the room

Define the membership function and its arguments. For voltage parameter (Fig. 2):
1) puLow = trimf (195,210,225)

2) puMiddle = trimf (210,225,240)

3) uHigh = trimf (225,240,255)

1.2-

‘I_

Membership degree

209.9 214.9 219.9 224.9 225.9 234.9 239.9
Fig. 2. Membership functions of the Voltage

For the parameter Electric current functions are (Fig. 3):
1) uLow = trimf (-2,0,2)
2) puNominal = trimf (0,2,4)
3) uExcessive = trimf (2,4,6)
12+

‘I_

Membership degroa

0.0 1.0 20 3.0 40
Fig. 3. Membership functions of the Voltage

For the consumed energy (Fig. 4): uLow = trimf (-0.5,0,0.5); uNormal = trimf (0,0.5,1); uToomuch = trimf
(0.5,1,1.5)
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Membership degree

-~ - - —
Fig. 4. Membership functions for the Consumed energy

Power factor membership functions (Fig. 5):
1) puSmall = trimf (-0.5,0,0.5)

2) uMedium = trimf (0,0.5,1)

3) pLarge = trimf (0.5,1,1.5)

Membership degree

0.0 0.2 0.4 0.6 0.8 1.0
Fig. 5. Membership functions for the Power factor

The following fuzzy rules are defined for the fuzzy model:
IF Voltage is Low AND the Current is Low THEN Energy Consumed is Low
IF Voltage is Medium AND Current is Low THEN Power Factor is Small
IF Voltage is Medium AND Current is Nominal THEN Energy Consumed is Normal
IF Voltage is High AND Current is Excessive THEN Energy Consumed is High
IF Voltage is High AND Current is Excessive THEN Power Factor is High

A front panel has been developed on which the program controls are located, allowing you to enter the data
of the part and the bar blank using the mouse and keyboard, select the discrete and analog 1/0 outputs of the
microcontroller involved in the program, and set up a serial communication channel between the computer and the
Arduino. A flowchart is essentially a program that graphically illustrates the algorithm of actions of a future virtual
device. This part is created using the G language, where all commands, loop statements, and comparisons are
represented as separate graphical icons (Fig. 6).

grwnPE

) MUY fs - Fuzzy System Designer - X
File Operate Help

Variables | Rules  Test System

put variable membership functions T

/ Cepeann2

~ | Afesrad

N

i
E 7 1 125 150
Range

DICID)

Fig. 6. Membership functions for inputs

48 MDKHAPO/IHUI HAYKOBUI XKYPHAJL .
«KOMIT’FOTEPHI CUCTEMHU TA IHOOPMALIUHI TEXHOJIOI'TI», 2024, Ne 3



INTERNATIONAL SCIENTIFIC JOURNAL ISSN 2710-0766
«COMPUTER SYSTEMS AND INFORMATION TECHNOLOGIES»

Obijects placed on the front panel appear as terminals on the flowchart. All elements of the program are
interconnected by links through which data is transferred. Thus, in the process of developing the source code of a
virtual tool, the concept of "data flow" (DataFlow) is used. This approach in LabVIEW allows you to create
programs of any orientation and complexity, where you can take measurements, analyze signals and control
actuators in real time (Fig. 7).

File Operate Help

Variables = Rules = Test System

Input variable(s) Input value(s) Output variable(s) Output value(s) Input/Output relationship
[inputr | [126604 |5 [output | [0177543

input2 0,246689 11|

Plot Variables
Input variable 1 Output variable
xasis [input! ~ zais [output ~

L 0,3504

25 50 75 100 125 150 03

Input variable 2
yaxis [input2

\v q 025

(] 02 Number of input 1 samples Number of input 2 samples

-
000675 02 04222 01505 ENNE] EIE]

Fig. 7. Testing the system control algorithm embedded in a fuzzy controller

Let’s use GPU to process wireless information about electricity availability in the city. The map image of
overall electricity availability can be constructed from wireless information about houses which have electricity.
Each house is represented by single pixel (dot) on the image with size of 1024x640 (size is adjustable), which allows
representing even big cities (dozens kilometers wide with millions of people). On such a large map a single house is
almost invisible but its light contribution must be taken into account. So the proposed algorithm includes putting all
houses, where electricity is available, gathering wireless information. Then GPU applies Laplacian operator to get
image that represents large scale map. In the result one sees regions, where electricity is available (Fig. 8). The
software is developed in Visual Studio 2019 using DirectCompute technology to access GPU computing

capabilities.

Fig. 8. GPU-processed information (left) and original (right) data of electricity availability

Conclusions

The developed controller based on fuzzy logic interacts with an electronic control system for monitoring
electricity consumption. It allows the consumer to monitor the use of electricity and use it economically. Application
of GPU processing of wireless information allows real-time updating of electricity availability on the large area of
territory with thousands of households (thanks to massively parallel architecture of GPU). This approach can be
applied to other similar problems too.

The paper investigates methods of processing information transmitted via wireless networks with the
development of software. The principles of information transmission are determined, it is noted that the primary
processing of sensor data from sensors, metering devices and measuring instruments consists in calculating
aggregate energy indicators and short-term forecasting the dynamics of their change based on retrospective data in
software agents. Indicators and forecast results can be stored on distributed sensor nodes or transferred for
accumulation in cloud storage for further extraction and intelligent processing in a GRID cluster of a data center.

Further research is based on the development of software aimed at collecting data on electricity
consumption and performing calculations for its optimization.
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