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EVOLUTION OF ARCHITECTURAL SOLUTIONS FOR INTELLIGENT HOMES

The overarching task to create the intelligent environment for human existence becomes the hot area of application of
recent developments in information technology. The large number of articles dedicated to ambient intelligence creates the need for
analysis and reflection on different aspects of this. The article aims to provide comparison and insights into the evolution of
architectural solutions for intelligent homes. It starts with the definition of main terms, provides the requirements for smart home
systems. The analysis of recent surveys in intelligent homes allowed to build the concept map of the area. Next, different
architectural solutions proposed in literature are discussed using multi-layer model. The recent developments in the security and
access rights management for intelligent homes were also analyzed. The article explores the evolution of architectural solutions for
intelligent homes that ensure comfort, security, and energy efficiency in residential spaces. By analyzing historical trends, modern
innovations, and promising technologies, key stages of development in architectural solutions for smart homes are identified. The
focus is on integrating Internet of Things (IoT) technologies, automation systems, energy-efficient technologies, and their impact
on architectural planning and residential design. The article covers aspects such as the adaptability of architectural solutions to
technological changes, the integration of smart systems into building structures, the provision of convenient management and
monitoring of home systems, and the enhancement of energy efficiency and environmental sustainability of residential buildings.
Issues of security and privacy in the context of smart technologies are also addressed. Research methods include literature analysis,
comparison of existing architectural approaches and technological solutions, and expert evaluation. The results of the study
demonstrate how architectural solutions have evolved from traditional approaches to modern integrated systems that ensure high
levels of comfort, security, and efficient resource use. The scientific novelty of the study lies in the comprehensive analysis of the
evolution of architectural solutions for intelligent homes, focusing on technological innovations and their impact on the residential
environment. The article offers practical recommendations for architects, designers, and developers of smart systems, contributing
to the creation of comfortable, secure, and environmentally sustainable living spaces.
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IOpiii X)KOBHIP, €8ren BYPOB

HarioHanbHuil yHiBepcuTeT «JIbBIBChKA MOITEXHIKa

EBOJIIONIA APXITEKTYPHUX PINEHD JJ1S1 PO3YMHUX BYIUHKIB

OcHoBHE 3aBAaKHHs CTBOPEHHS [HTEIEKTYa/IbHOr0 CEPEAOBMIYA [U1S ICHYBAHHSA JIIOAWHU CTAE apsyor c@eporo
3aCTOCYBaHHS OCTaHHIX JOCAHEHb IHGOPMALIVIHUX TEXHO/IOMU. Be/mKka KiflbKiCTb CTaTed, MPUCBSHEHNX [HTENEKTY HABKO/MMLLIHBONO
cepegosuLya, CTBOPIOE MOTPEDyY B aHasli3i 1a po3ayMax Haa pi3HUMU acriektamu Lboro. MeToro CTarTi € rOpIBHAHHSA Ta PO3YMIHHS
EeBO/MOLIT apXITEKTYPHUX DILLIEHb A/1 THTEEKTYaIbHUX OYANHKIB. [TOYNHAETLCH 3 BU3HAYEHHS OCHOBHUX TEDMIHIB, HAaBOANTHCS
BUMOIrVI [0 CUCTEM PO3YMHOIro OYAMHKY. AHazni3 OCTaHHIX AOCIIKEHb B IHTENEKTYasIbHUX OyAMHKaX A03BO/MB 106yayBatn
KOHLENTYa/IbHy KapTy TEPUTOPII. [lasi 06roBOproroTECS PI3HI PXITEKTYPHI PilleHHS], 3aMIPOrMOHOBaHI B JITEpaTypl, 3 BUKOPUCTAHHSIM
bararolaposoi Mogesni. Takox 6y/m IpoaHani3oBaHi OCTaHHI po3pobku B ciepi 6e3reku 1a yrpas/iiHHs rpaBamm AOCTYy A/75
IHTENIEKTYasIbHNX OYANHKIB. Y CTatTi AOC/TIKYETLCS EBOJIIOLIS aPXITEKTYPHUX DILLEHb A/1S PO3YMHUX AOMIB, YO 330e3re4qyroTs
KOM@opT, 6E3IEKY Ta EHEPrOEDEKTUBHICTD XUTIOBUX MPUMILYEHD. Ha OCHOBI aHa/IBy ICTOPUYHNX TEHAEHLIV, CyYacHuX iHHOBaLIW
7@ IEPCIIEKTUBHUX TEXHOJIONY, BUHAYEHO KITIOHOBI €Tar PO3BUTKY aPXITEKTYPHUX PilleHb A/1S IHTE/IEKTYanbHux ByanHKIB. YBary
npuaineHo iHTerpauli TexHosorivi IntepHety peyvesi (IoT), cuctem aBToMatuzallli, eHEProe@heKTUBHUX TEXHOIOMV Ta iX BI/MBY Ha
APXITEKTYPHE 1/18HYBAHHS | AN3aUH XUT/IOBUX puMiLYeHb. CTaTTS OXOM/IOE Taki acriekTH, SK aAaTUBHICTb apXITEKTYPHUX DillieHb
A0 TEXHOJIOMYHNX 3MiH, [HTErpaLis pO3YMHUX CUCTEM y OyAiBE/IbHI KOHCTDYKUI, 330€3MeHYEHHS 3PYYHOro yrpassiHHS T1a
MOHITOPUHIY JOMALLHIX CUCTEM, a TaKOX ITIABULIEHHS EHEPrOEPEKTUBHOCTI Ta EKONIONYHOI CTIKOCTI XUT/IoBUX ByANHKIB. OKDEMO
PO3ITISHYTO MMUTaHHS 6E3I1eKN Ta KOH@IAEHLIMHOCTI B KOHTEKCTI BUKOPUCTAHHS PO3YMHUX TEXHOJIOMU. MeToan AOC/IKEHHS
BKJIIOYaKOTh aHasl3 JIITEPATYpy, OPIBHIHHS [CHYOYUX GpXITEKTYDHUX 1IAX04IB T8 TEXHOOMNYHUX pIlEHb, & TaKOX EKCIIEPTHE
OLYiHIOBaHHS. Pe3ysibTatv AOC/IIKEHHS AEMOHCTPYIOTE, K aPXITEKTYPHI DILIEHHS E€BOJIIOLIOHYBaM Bif TPaanUiiHuX rigxoais 40
CyHacHuxX IHTEMPOBaHNX CUCTEM, LLO 3a6E3eYyoTb BUCOKMI piBEHb KOM@BOPTY, 6E3reKkn Ta eQheKTUBHOIO BUKOPUCTaHHS PECYPCIB.
HayxkoBa HOBU3HA AOCKEHHS TTOJISIFAE Y KOMI/IEKCHOMY aHa/1i3i €BOJIIOLII aPXITEKTYPHUX PILLIEHD A/151 PO3YMHUX OMIB 3 aKLJEHTOM
Ha TEXHO/IOrYHI [HHOBaLli 1a iX BB Ha Xutriose cepegosuiye. CTatTsd MpPOroHYE NpakTuyHi peKoMeHAauli 41 apXitekTopis,
AM33HHEPIB Ta PO3POBHUKIB PO3YMHUX CHUCTEM, LUO CrIPUSIIOTH CTBOPEHHIO KOMGOPTHUX, BE3NEYHNX T3 EKOSIOMYHO CTa/NX KUTIOBUX
TIPUMILLEHD.

KntoqoBi  crioBa:  €BOJOLIS  apXITEKTYDHUX PDIlIEHb PO3YMHI  ByAnHKY, [HTEDHET peyqey|, CuCTeMu aBToMaTu3aLli,
EHEProeeKTUBHICTL, 6E3MEKA XNTIIE, KOMPBODT KUT/IOBUX MPUMILLEHS, [HTEMDOBAaHI CUCTEMM, TEXHOJIONYHI IHHOBALI], apXiTEKTYpHE
11/1aHyBaHHS, YIIPaB/IiHHS JOMALUHIMU CUCTEMAMM, KOHQDIAEHLIVIHICTD.

Introduction
The development of computer hardware and information technology, resulting in the growth of computing
power and the reduction of the cost of computations is reflected in the evolution of the usage architectures [1]. Thus,
in the early stages of the computer era, users were taking turns in working with large computers (mainframes) or
programs were processed in batches from multiple users. Next, when time-sharing systems appeared, users could
work simultaneously, while the processing unit was switching its processing power between the processes of users.
The advent of personal computers allowed us to supply each user with a dedicated computer. With the appearance of
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the Internet and mobile devices, the number of computers used by a single user has increased even more. According
to statistics, the average number of devices and connections per capita globally was projected to grow from 2.4 in
2018 to 3.6 by 2023. This includes various forms of devices, such as smartphones, tablets, and 10T devices [2]. In
regions like North America, the average number of devices per person is significantly higher. For example, by 2023,
it was estimated that individuals in North America would have around 13.4 devices each, while in Western Europe,
the average was expected to reach 9.4 devices per person [3]. In the United States, the average number of connected
devices per household reached 17 by 2023 [4]. In parallel with the growth of the use of computing technology by
humans, with the development of Internet of Things (IoT) we observe the substantial growth of M2M (machine to
machine) information exchanges. Internet of Things (IoT) has become a system in which people, processes, data,
and things connect to the Internet and each other. It is projected that M2M connections will grow 2.4-fold, from 6.1
billion in 2018 to 14.7 billion by 2023 (Fig 1). According to estimates there will be 1.8 M2M connections for each
member of the global population by 2023 [2]. The proliferation of devices connected with 10T networks and the
recent advances in Artificial Intelligence (Al) creates the possibility to implement the old idea of making the
intelligent ambience for humans which would support and provide for fulfilled life. This survey is organized as
follows. In the first part we provide the definitions of most important terms in ambient intelligence. We also discuss
the requirements and purpose of ambient intelligence as a foundational constraint along with basic function
decomposition for such systems. In the second part we review the recent surveys in the area of intelligent homes,
their methodology and build the concept map of terms and relationships. The third part is dedicated to the review
and analysis of the evolution of architectural solutions in the area of smart homes using the multi-level model. In the
last part we briefly discuss the recent developments and trends in security and access rights management of smart
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Fig. 1. The rate of M2M connections growth

Vision and requirements for intelligent home system Terms and definitions

The evolution of intelligent ambience follows the Galls law stating that every complex system evolves from
simple systems [5]. In development, it is important to start with minimal viable product, adding complex features
iteratively.

Thus, the implementation of the idea of ambient intelligence started with the development of simple home
automation systems, including smart home appliances monitored via a central controller. Typically, home
automation uses the Internet of Things (1oT) network. There are following definitions of home automation:

. “A home automation system is a network comprising various home sensors, devices, and
appliances (such as lighting, fans, air conditioners, entertainment systems, surveillance cameras, electronic doors,
and alarm systems) designed to monitor and manage the home environment without human intervention”. [6]

. Home automation systems “typically consist of a central controller that manages appliances like
power outlets, temperature sensors, lights, and security systems. They enable users to control and monitor home
appliances remotely through devices such as smartphones, laptops, tablets, and desktops, offering benefits like
energy savings, ease of use, and improved quality of life” [7]

. [8] uses the term Domotics to designate the research and development field dedicated to intelligent
homes.

The definition of smart home stresses the usage of simple intelligence:

. A smart home is a residence equipped with technologies that include sensors, wired and wireless
networks, actuators, and intelligent systems [9]

The next stage of development of ambient intelligent systems in homes used the term intelligent home
with such properties:

) Intelligent homes are defined as environments that integrate 10T devices and cloud services to
optimize various aspects of home management, including energy use, security, and comfort. These systems enable
real-time data collection and analysis to provide adaptive and personalized services [10].

. Intelligent homes utilize data mining and machine learning techniques to create models that
recognize and respond to residents' activities. This approach aims to improve the automation of routine tasks and
enhance overall home efficiency [11].
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. Another perspective describes intelligent homes as knowledge-driven environments where data
from various sensors and devices is used to understand and predict user behaviors, thereby facilitating proactive
assistance and improved user experience [12].

. Emphasizing user-centric design, intelligent homes aim to provide seamless and intuitive
interactions, enhancing the quality of life by making daily activities easier and more efficient. These systems are
designed to adapt to the specific needs and preferences of the users [13].

The availability of large numbers of interconnected devices as a basis for various kinds of applied systems
is implied in the concepts of pervasive and ubiquitous computing. Pervasive computing studies the provision of
distributed computational services which are context-aware and travel with the user seamlessly across different
environments [14]. Ubiquitous computing is more broadly associated with Human Computer Interaction whilst
pervasive computing as a stronger emphasis on devices, their networking and the processing of the data they
produce.

In the context of applications in ambient intelligence, artificial intelligence (Al) describes the ability of
device to perceives its environment and take actions that maximize its chance of successfully achieving its goals The
ideal state of artificial intelligence is thinking humanly, thinking rationally, acting humanly, and acting rationally.
[15].

The shift from the intelligent home to the larger notion of intelligent ambience is reflected in the terms of
smart, intelligent environments and ambient intelligence.

Smart environment is an environment enriched with sensing devices, some of them with capability to
store and process data locally [14]

An intelligent environment is one in which the actions of numerous networked controllers (controlling
different aspects of an environment) is orchestrated by self-programming pre-emptive processes (e.g., intelligent
software agents) in such a way as to create an interactive holistic functionality that enhances user experiences.
Intelligent environments build on all the previous concepts and aims at creating systems which integrate a Smart
Environment with Ambient Intelligence and is based in the pervasive/ubiquitous availability of services. [14]

Ambient intelligence is

. A developing technology that will increasingly make our everyday environment sensitive and
responsive to our presence [1]

. The presence of a digital environment that is sensitive, adaptive, and responsive to the presence of
people [1]

o A digital environment that supports people in their daily lives in a nonintrusive way [1]

. refers to the intelligent software that supports people in their daily lives by assisting them in a

sensible way [14]

Summarizing, from technological perspective ambient intelligence is based on the large number of sensors
and connected and interacting computing devices, using the artificial intelligence algorithms to provide services to
people in the adaptive and inobtrusive way.

Foundational features and principles of ambient intelligence systems

When thinking about the ambience intelligence we should align our effort with the ultimate goal, the
mission of it. The vision of intelligent environments helping humans to live fulfilled lives is a recurrent theme in
literature on smart homes and ambient intelligence.

However, there are different understandings of the notion of human well-being. [16] mentions that
two approaches for promoting well-being of users emerged. Hedonic approach focuses on supporting positive affect
and emaotions, happiness, removing hurdles and struggles from life. Eudamonic approach argues for the meaningful
life, values self-realization, viewing well-being as an effort to fully reveal the person’s potential, including necessary
and beneficial struggles. The common understanding today is [16] that these approaches are complimentary, and
well-being is a multi-dimensional construct.

Ambient intelligence systems follow the principles of Human-centered design, which can be summarized as
follows.

1. User-Centric Approach. Design process begins with understanding the users, their needs, preferences,
and daily routines. This involves extensive user research, including interviews, observations, and surveys to gather
insights about the users' lifestyle and challenges [17]

2. Accessibility and Inclusivity. Intelligent homes should be accessible to all users, including the elderly
and people with disabilities. This involves designing interfaces that are easy to use and providing multiple modes of
interaction (e.g., voice, touch, gesture). [18]

3. Adaptability and Personalization. The system should adapt to the changing needs and preferences of
the users. Personalization features can be learned from user behavior and adjust settings accordingly, such as
adjusting lighting, temperature, and security settings based on the time of day and user habits [19]

4. Seamless Integration. The technology should integrate seamlessly into the home environment,
minimizing obtrusiveness and ensuring that the user’s interaction with the system feels natural. This includes
integrating with existing devices and infrastructure. [20]

76 MDKHAPO/IHUI HAYKOBUI XKYPHAJL .
«KOMIT’FOTEPHI CUCTEMHU TA IHOOPMALIUHI TEXHOJIOI'TI», 2024, Ne 3



INTERNATIONAL SCIENTIFIC JOURNAL ISSN 2710-0766
«COMPUTER SYSTEMS AND INFORMATION TECHNOLOGIES»

5. Privacy and Security. Ensuring the privacy and security of user data is paramount. Users should have
control over their data and be informed about how it is being used. Security measures should protect against
unauthorized access and breaches [21].

Human-Centered in Intelligent Homes implement such features.

1. User-Friendly Interfaces. Interfaces should be intuitive and easy to navigate. This can include voice-
activated systems, touchscreens, and mobile applications that allow users to control various aspects of their home
effortlessly.

2. Being context aware. Intelligent homes use sensors and Al to understand the context of the
environment and the user’s activities. This allows the system to provide relevant responses and automate tasks
without explicit user commands.

3. Using feedback to learn and improve themselves. Systems should provide feedback to users about
their interactions and the state of the system. This can include visual, auditory, or haptic feedback that helps users
understand the system’s actions.

4. Proactive Assistance. Intelligent homes can anticipate user needs and provide assistance proactively.
For example, a smart refrigerator can notify users when they are running low on groceries and suggest items to
order.

5. Energy Efficiency and Sustainability. Designing for energy efficiency not only helps the environment
but also reduces costs for users. Smart homes can optimize energy usage by controlling lighting, heating, and
appliances based on occupancy and usage patterns.

Ideally, the system with ambient intelligence should become so natural for end user that it will require no
cognitive effort to deal with. The problem in the implementation of such highly tailored to personal needs system
lies in the variety and volatility of human needs and preferences. This requires that every implementation of
intelligent home to be unique, which is not commercially viable. This problem could be solved by building
adaptable and self-learning home automation systems, using artificial intelligence.

The functions of Intelligent home system

The article [16] proposes to base the functions of intelligent home on the World Health Organization
International Classification of Functioning, Disability and Health (ICF) which lists all human functions and
activities. In the ICF, the concept of "functioning" encompasses all aspects of body functions, activities, and
participation. Conversely, “disability" is a broad term that includes impairments, limitations in activities, and
restrictions in participation. Fig 2 shows the relationships between groups of factors from ICF model used as a basis
for conceptualization of intelligent home.

Health condition

N
! ! 12

Body functions
and structures

1 1
! 1)

Enwvironmental
factors Personal factors

e —— Activities - Participation

Fig. 2. Using ICF model for conceptualization of intelligent home

The authors [14] emphasize the need for intelligent home to recognize the situations where it can help and
is allowed to offer its services. Those services should be delivered according to needs and preferences of users.
Intelligent system should not demand the technical knowledge from its users. Privacy and safety should be
prioritized. User should be in command of system, not system commanding user. The article [1] proposes to
consider Intelligent home in functional areas of Sensing, Reasoning, Modeling, Acting and Security. It also
highlights the importance of the implementation of Decision making and Preemptive reasoning in such homes. The
article [22] explores the concept of the Social Internet of Things (SIoT), which combines social networks with 10T
devices to develop environments capable of intelligent interaction with users. It examines how these environments
can facilitate social interactions, enhance quality of life, and deliver personalized services tailored to user
preferences and behaviors. Slot is used all interconnected things all over the world to create a social network based
on common interests and motivation to provide better services to end-users. Another intelligent home functional
decomposition [23] considers smart home through application areas: Energy management, Security, Health,
Entertainment, Environment.

Trends in ambient intelligence development — the review of surveys

Given the popularity and intense development of intelligent ambience systems, the abundance of works

both in scientific and technical sides of the problem, there’s many surveys [1, 23-26] aiming to summarize and find
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trends in the progress of this area. The review of these works helps to understand the dynamics and structure of
tasks/problems in the intelligence ambience development.

For the overall understanding of concepts and relationships in the area of intelligent homes it is useful to
consider a concept map derived for this area from corresponding sources (Fig. 3)

Fig. 3. The concept map of terms and relationships in the area of intelligent homes

This map groups concepts under intelligent homes application areas, reflecting the current trends and
dependencies perceived in literature on this topic. Let’s consider intelligent home and smart technologies area
surveys in more detail. The article [24] provides in-depth analysis of smart homes technologies and development
areas, stating that smart homes apply previously developed solutions for voice and face recognition, image
processing; virtual and augmented reality and robotics. The connectivity is provided typically by 10T networks.
Authors split the keywords describing the area in groups corresponding to Science, Technology, Development,
Social aspects of smart home development. They specify the prevailing problems resolved by smart home
technologies, such as Healthcare and quality of life, security and data management, optimal sustainable energy
management. The authors of [24] also analyze the distribution of publications in ambience intelligence and smart
homes by publishers, publication types, geographical areas, popular aspects, and scientific methods used looking for
development trends. However, [24] focuses mostly on technological, social and bibliographic aspects of smart home
development, missing for example the analysis of architectural solutions, scientific problems or use of artificial
intelligence as a central point of intelligent ambience. The work [25] uses the main path analysis method to track the
threads of development in the intelligent home area based on analysis of research articles citations. The articles were
reviewed taking in consideration the g- and h- indexes of publishing authors in the following application areas:
healthcare, recognition sensors, energy management, 10T, augmented reality systems, monitoring technologies. In
all areas the growth dynamics in the year range 2000-2016 was plotted. However, being purely bibliographical, the
research [25] doesn’t provide insights related to the typical solutions or existing problems in intelligent home
development. In [23] paper provides a comprehensive explanation of the concept of smart home, its elements,
application areas and services, review of related works, challenges and future direction. The unique perspective of
this article is that it considers the smart home as the development and application of technologies, stemming from
the Internet of Things. The application areas of smart home, according to authors are Healthcare, Environment,
Energy Management, Entertainment, Security and Safety.

The article [26] focuses on the uses of Artificial Intelligence in intelligent homes. Similarly to [24,25]
authors are providing extensive literature and product analysis. The authors extracted the six functions of products
with Al in smart homes: energy management, entertainment system, healthcare, personal robot, intelligent
interaction, and security. Next, they grouped the Al functions in smart homes into six clusters, such as activity
recognition, data processing, decision-making, image recognition, prediction-making, and voice recognition. Data
processing included data mining, semantic analysis, and rule-based technologies. In [26] two patterns of interaction
between users and smart home implementations of Al are found. The first one includes the end user giving
commands and controlling each smart device separately. Second one has a central intelligent controller managing
smart devices. The end user interacts with this controller unit. In the first approach the intelligence is distributed
between the smart devices, in second — they are intelligently coordinated by controller. The study [26] found that
intelligent interaction and coordination of functions is becoming more and more important both in literature and
products, so the smart homes in future will be based on the interaction between people and the intelligent
environment to make buildings more sustainable and personalized.

An article [1] analyses the notion of ambient intelligence (Aml) and existing technologies contributing to
its the development. As a result of literature analysis, it was found that Aml features include being Sensitive,
Responsive, Adaptive, Transparent, Ubiquitous, and Intelligent. The main contributing technologies and functions
of Aml are intelligent sensors, reasoning and modeling, making actions, interaction with end users via adaptable
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interfaces, providing security and privacy. The reasoning function is further divided into modeling, activity
prediction and recognition, decision-making, spatial and temporal reasoning (Fig 4) [1]. Human interaction with
ambient intelligence should be context-aware, using natural and seamless interfaces. The analysis of surveys shows
that ambient intelligence is built on the top of multiple technologies, each one being the area of independent and
active development. Some of them provide low-level services such as connectivity and communication (loT),
getting information from environment (sensors). Other, such as Security and Privacy, relate more to the general
issues of all kinds of information systems, not specifically to the intelligent homes. The most important part of
ambient intelligence, in our opinion, is artificial intelligence, which encompasses not only reasoning and modeling,
but also intelligent perception (sensors) and intelligent actions. The solutions of artificial intelligence are reflected in
the architecture of intelligent homes.

Security Intelligent
and privacy SENsSoOrs m— Modeling

\ / ———— Activity prediction
and recognition

Aml contributing Rea:r?:mg

technologies modeling

Decision
making
Spatial and
—_— temporal

reasoning

Interactions with Making actions
users

Fig. 4. Technologies, contributing to ambient intelligence

The analysis of architectural solutions for intelligent home
The architecture of an information system refers to its structure and components and how they work
together [27]. It encompasses:
1. Hardware: Physical devices like computers, network equipment, and peripherals.
2. Software: Programs and data that instruct the hardware.
3. Network Communications: Connections to other systems and devices.
4. Data: Raw facts processed by the system.

| Agent | / \
X J | Agent |
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/ \
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/ i \ VRN
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Figure 5. The network topologies of smart home networks:
a) centralized network; b) mesh topology; c: hybrid cluster network; d) alternative hybrid network
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5. People: Users who input, output, and use the data.

6. Processes: Rules and procedures defining how the system operates.

The analysis of the evolution of intelligent home architectures illustrates the challenges standing in
intelligent home implementation and proposed solutions.

The early works on home automation systems [28] presented the vision of such a system. It focused mainly
on providing data communication within a home network which can be used by all products as a general-purpose
data highway supporting information transfer and control. The article [28] discusses the need for diverse network
options in home systems due to varying data rates and cost considerations, emphasizing the importance of multiple
network choices for different applications. First home automation devices performed specific functions (such as
doorbell, or surveillance camera), implemented in local device agent. They were not integrated with other home-
automation devices and were devoid of intelligence. In the next stage, when other devices appeared, they were
linked via a common hub, forming a centralized network. Later, more sophisticated topologies emerged, such as
mesh, hybrid cluster networks [29] featuring multiple hubs, or direct communication between agents (Fig. 5.) The
architectures of intelligent home today typically follow the multi-layered model. In its simplest form it is presented
in [30]. In the lowest level is physical layer, including sensors and actuators. The purpose of this layer is to gather
data from the environment and perform actions. Intermediate layer provides data processing capabilities, including
intelligence. The application layer consists of applications which are using smart home system. Not every kind of
smart home system relies on complex data processing. For example, in [31] is described a simple, smartphone and
chat-bot based system, which interacts with home devices via the Internet. In general, the evolution of smart home
architectures is going in the direction of increasing intelligence, gathering and analyzing more data and proposing
more functions. In some way intelligent home architectures are mirroring and reusing the important solutions
developed in other areas of information technology. Thus, in [8] an architecture for a smart home is presented, based
on service-oriented architecture with dynamic service compositions generated by Al (Fig.6). As a result, the
convenience and security for end-users is enhanced. The intelligent home architecture proposed in [8] has typical
sensor (perception) and application layers, but the proposed solution resides in the middle layer. The author
highlights the problem of large variety of users, the changing situations and the volatility of intelligent home
environment and states that this problem could not be solved in traditional service-oriented systems. The authors
propose to use rule-based artificial intelligence system to select the relevant composition of services based on the
current context.

Application layer

@ I Rule engine |

Y

~ Domain Context -
— description ) S
Service awareness
Repository Ccomposition
2
— s
. H
Flan

Discowvery

| Orchestration |

Pervasive layer
Fig. 6. The architecture of intelligent home based on service composition

Authors in [32] focus on the implementation of intelligent agent control system taking in consideration the
hierarchy of goals, proposed by Hamilton [33-34] (Fig. 7). In this hierarchy the high-level goal could be
decomposed into tasks, immediate intention, immediate goal, actions and movements. In the proposed architecture
each task and goal are performed using the models of environments including relevant elements and their
relationships. In each level of model, the changes in the models are planned using the environments and on the last
level translated into the sequence of actions (Fig 8). The work [35] focuses on building smart appliances. The
intelligent home architecture is based on Model-Based Systems Engineering (MBSE) and a Multi-Agent-System
(MAS) approach. These systems exhibit intelligent, self-optimizing behavior at the individual appliance level, which
is then scaled up to achieve a global optimum by connecting appliances and negotiating for available energy.
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For each smart appliance there are three-layered architecture. In the bottom layer is non-cognitive
regulation (simple controller), with different configuration presets. In the middle, reflective layer is implemented the
monitoring of current state, detecting emergency situations. The highest, cognitive operator level uses simulation
models to provide self-optimization, depending on current state or situation detected. However, the article [35]
provides only a conceptual model of architecture, not specifying how it could be implemented.
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Fig. 8 . An architecture based on hierarchical goals model
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The article [36] is centered around the activity discovery in intelligent homes. Various sensors are
continuously generating large streams of data. An efficient algorithm needs to be implemented that can identify new
types of activities, that can later be used for recognition using unsupervised learning methods to discover patterns in
data. Activity recognition and prediction enables the intelligent environment to react to what the user is doing. The
processing of large amounts of data requires computational power not available in local settings. Therefore, authors
[36] propose intelligent home architecture with cloud, edge or fog computing used to offload computations from
local system. Similarly, the [37] presents a secure and efficient smart home architecture that integrates blockchain
and cloud computing technologies. It utilizes the decentralized nature of blockchain technology to provide
processing services and ensure the security of collected user data from smart homes. The proposed model employs
multivariate correlation analysis technique to analyze network traffic and enhance the security of the smart home
network. Through evaluation using parameters like throughput, the study demonstrates that blockchain serves as an
efficient security solution for the future Internet of things network.

Data collection layer

-—
.' Devices Sensors Actuators

Data management layer

Data Data Listening and -—
acquisition storage monitoring
Context formulation layer
Context operations
. -
- agaregation
- transformation ‘
- interpretation Data
- filtering storage
- splitting
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Contextual Context Formulated
reasonimng acquisition context
Service - BAcocess
Context inference - control f—
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Fig. 9. Intelligent home architecture with context awareness
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The article [30] proposes smart home architecture implementing context awareness. The system consists of
five layers (Fig. 9). Data collection layer (DCL) is responsible for collecting data from various user devices,
sensors, actuators and databases. Data management layer (DML) provides required data to the Context
Formulation Layer (CFL) through the Data Acquisition component. All data collected in the DCL is sent to the
central server (Data Storage). It will be used for analysis, visualization, and presentation. Context formulation
layer (CFL) aggregates data from multiple sensors in order to fully understand the situation. CFL layer additionally
provides aggregation, transformation, interpretation, filtering and splitting functions for data processing. The
Service Inference Layer’s (SIL) infers appropriate context services which are related to the formulated context
given by CFL layer and/or any acquired/reasoned context. The inference process is based on Access Control for
security reasons.

Service Management Layer (SML) implements the management of all components included in the
system.

The summary of architectures analyzed is presented in table 1. We classified the articles on their focus on
the main architectural parts of intelligent home and on their implementation of Al functions, analyzing users’
intentions and context.

Table 1.
The summary of architectures analyzed
Article, Physical layer Middleware, Application Al functions Context Analyzing and
implementation computation, data | layer predicting user
management goals
Fanshawe, Providing efficient - -
1990 connectivity.
Donode, 2021 | + in agent’s Chat-bot on
software smartphone
Kaldeli, 2013 | + Service-oriented + Rule-based Context Goals are
solutions engine to select awareness represented by
service provided by explicit commands
composition Al, selecting
the available
services,
according to
context.
Yang, 2016 + + + Goal modeling - User intention
decomposition
Michael, + - + Self-optimization | Acting -
2016 of smart according to
appliance situation
Mocrii, 2018 + Computations are | + - -
in the cloud
Singh, 2019 + Blockchain and +
cloud for security
and computations

+ means that topic is implied but not considered in detail, — not considered.

Security and access rights management in intelligent homes

Current trends in access control and rights management solutions for intelligent homes are increasingly
leveraging advanced technologies such as blockchain, artificial intelligence, and the Internet of Things (10T). The
current trend in access control and rights management solutions for smart homes involves integrating blockchain
technology, specifically utilizing the Hyperledger Fabric platform. This approach addresses limitations like limited
distribution, security issues, and privacy concerns found in traditional 10T access control systems. The proposed
solution in the paper includes a trust management center and multiple smart contracts, such as identity, trust, and
access control contracts. These contracts facilitate device registration, record access behavior, evaluate device
trustworthiness, and make logical access judgments. The experiment conducted validates the effectiveness of the
trust management algorithm, ensuring applicability in smart home environments [38]. In [39] paper, an intelligent
face recognition access control system based on OpenMV, Arduino, RC522, Esp8266 WiFi module and Ali Cloud
Internet of Things is presented. The current trend in access control and rights management solutions for smart homes
involves the development and evaluation of advanced access control policies like Extended Generalized Role-Based
Access Control (EGRBAC). This new variant aims to address the complex user-device-context interactions in smart
home environments. Researchers [40] are focusing on analyzing administrative EGRBAC policies by simplifying
them to the security analysis of administrative RBAC policies. This approach ensures that only authorized users
have access to home devices, emphasizing security requirements such as availability and privilege escalation in
realistic smart home scenarios. In [40] the authors demonstrate that the task of analyzing administrative EGRBAC
policies for security can be performed by reducing it to the security analysis of administrative RBAC policies, and
they also conduct a case study on a realistic smart home to prove the viability of their approach with respect of
security requirements such as availability and privilege escalation. The current trend in access control for intelligent
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homes involves utilizing artificial intelligence, specifically deep neural networks, for efficient image recognition.
This technology allows for accurate identification of objects such as pets and human faces with high precision even
with limited data. The proposed system in the paper [41] demonstrates the feasibility of integrating Al into home
access control systems, showcasing a promising trend towards more advanced and intelligent solutions for managing
access rights in smart homes. Furthermore, the integration of communication and monitoring technologies in
intelligent houses is a significant trend, with a focus on applications such as recognition sensors, energy
management, and activity recognition systems, reflecting the broader adoption of 10T in enhancing the functionality
and security of smart homes [25]. These advancements collectively indicate a move towards more secure, flexible,
and intelligent access control solutions in the realm of smart home technology. Summarizing, blockchain
technology, particularly platforms like Hyperledger Fabric, is being used to enhance security and privacy in access
control systems. These systems incorporate smart contracts for device registration, trust management, and access
control, ensuring secure and efficient management of access rights in smart home environments [38].

Additionally, intelligent face recognition systems are gaining traction, utilizing components like OpenMV,
Arduino, and Esp8266 WiFi modules to provide multiple access methods, including face recognition, NFC
recognition, and app-based controls, thereby offering users flexibility and convenience [39]. The development of
sophisticated access control policies, such as Extended Generalized Role-Based Access Control (EGRBAC),
addresses the complex interactions between users, devices, and contexts in smart homes, enhancing security by
preventing unauthorized access and privilege escalation [40]. Artificial intelligence, particularly deep learning, is
also being applied to improve image recognition capabilities in access control systems, enabling accurate
identification of both human faces and pets with minimal data, which is crucial for efficient and secure home access
management [41].

Conclusions and discussion

This article analyzes the evolution of architectural solutions for smart homes that ensure comfort, security,
and energy efficiency in residential spaces. The study revealed that with the development of Internet of Things
technologies, automation, and energy-efficient solutions, architectural approaches have significantly changed,
leading to the creation of more integrated and adaptive systems for managing residential buildings. Modern
architectural solutions for smart homes are based on deep integration of loT, automation, and energy-efficient
technologies, enabling the creation of living spaces that are not only convenient and safe but also efficiently use
resources. Contemporary homes must be adaptable to rapidly changing technologies and user needs. This requires
flexible architectural solutions that can be easily updated and modified without significant costs. The application of
energy-efficient technologies not only reduces operational costs but also contributes to environmental sustainability,
which is an important aspect of modern construction. Smart homes must ensure a high level of security and privacy
for residents' data, necessitating the development of reliable systems to protect against cyber threats. Intelligent
management systems should be intuitive and easy to use, providing a high level of comfort for residents.

As a result of the research, practical recommendations have been provided for architects, designers, and
developers of smart systems on optimal solutions for creating comfortable, safe, and energy-efficient residential
spaces. Further research may focus on studying the latest technologies and their impact on architectural planning, as
well as developing new standards and protocols for integrating smart systems into residential buildings. The review
of intelligent homes architectures trends shows that current developments are organized as solutions proposed for
the clusters of problems, existing in different layers of system, using existing technologies. Thus, on the physical
layer we observe the development of intelligent sensors and devices. On application level the solutions are centered
in health and well-being support, energy efficiency, smart interfaces, security and access rights management. The
middle layer provides the intelligent services to applications. However, there’s no unifying architecture for smart
homes; different works promote the architectures based on smart services or intelligent agents or central intelligent
orchestration.
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