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In the complex structure of global society, crime remains a persistent problem. It significantly threatens community
foundations and hinders social and economic progress. Today, artificial intelligence (AI) technologies are actively being developed
to predict possible offenses and detect and analyze criminal network structures through criminal data analysis. The article presents
a new approach to studying social connections in criminal networks using GPT-4 tools. A methodology for visualizing criminal data
in graphs has been developed to identify criminal group structures. Visual models of criminal co-offender networks were created
using data from 2,113 criminal proceedings involving vehicle theft, robberies, and armed robberies committed in the Ternopil region
between 2013 and 2024. Using the GPT-4 multimodal model, data processing was performed and graphs were constructed that
reflect the structure of social connections between criminals. The analysis revealed significant differences in the structure of criminal
interactions for different types of crimes: vehicle theft shows complex interconnected networks with a high degree of centralization
and the presence of key coordinator figures; robberies are dominated by small stable groups of 2-3 people, which is explained by
the specifics of executing these crimes; armed robberies are characterized by the formation of larger (4-6 people) and structured
criminal groups with defined role distribution, due to the need for violence and ensuring control over victims. The proposed
methodology effectively allows law enforcement agencies to counter organized crime in modern conditions. The obtained results
have practical value for law enforcement agencies in making operational and strategic decisions, as they allow for the identification
of key participants in criminal networks and the prediction of their potential criminal activities.
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Oxera KOBAJIBYYK

3axigHOYKpaTHChKUI HAIIOHATIBHUI YHIBEPCHTET

YAT GPT JIsA AHAJII3Y MEPEXKI CIIIBYYACHMUKIB 3JI0YUHIB

Y cxknagHivi cTpykTypl 17106a/1bHOrO CyCrifIbCTBA 3/I0YMHHICT 33/MLLIAETHLCS CTIVIKOIO IPO6/IeMOr0. BOHa CyTTEBO 3arpOoXye
HaLioHa/IbHI 6e3reli Ta MEPELLKOAKAE COLIa/IbHOMY ¥ EKOHOMIYHOMY rporpecy. CbOrogHi akTUBHO pPO3BUBAKOTLCS TEXHOJIONTT
LUTYYHOro IHTENEKTy (LLI) 419 pOrHO3yBarHHs MOXI/IMBUX MPaBONOPYLLIEHD T3 AOCTIIKEHHS CTPYKTYD KPUMIHA/IBHUX MEDEX LLIISIXOM
GHanBy KpUMIHaIbHUX Aarux. Y CTarTTi NpeqcTaBieHo HOBW Miaxia A0 BUBYEHHS COLa/IbHUX 3B S3KIB Y 3/I0YUHHUX MEDEXEX 3a
AO0MOMOroro HCTpyMeHTIB GPT-4. Po3pob/ieHo METOLO/IOrIO BI3ya/ni3aLlii KpUMIHA/IbHUX AGHUX 3a JOIOMOro rpagis A/151 BUSB/IEHHS
CTPYKTYD 3/104uHHUX 1Pyrl. CTBOPEHO BI3yasibHi MOAETI MEDEX CrIBYHYACHUKIB 3/I0YUHIB 3 BUKOPUCTAHHAM faHux 2 113
KPUMIHE/TEHUX ITDOBAKEHB OO HE3GKOHHOIO 3aBOJIORIHHS TDAHCITOPTHUMU 33C06aMy, rpabexiB Ta PO36IVIHUX HAraaiB, CKOEHNX Y
TepHoninbebkivi obracti nporsrom 2013-2024 pokis. 3a [OMOMOroo MysibTUMOAa bHOI Mogeni GPT-4 6y/10 npoBegeHo o6pobky
A3HnX T3 M06YAOBaHO rpagy, O BiOGPaXaroTs CTPYKTYDY COLId/IbHUX 3BS3KIB MDK 3/I0YMHLSMU. AHas3 BUSBUB CYTTEBI
BIAMIHHOCTI y CTPYKTYDI KDUMIHA/IbHUX B3AEMOAIWI [U151 PISHUX BUAIB 3/TOYMHIB: BUKDPAAECHHS TPAHCIOPDTHUX 3ac06iB JEMOHCTDYE
CK/1aHI B3aEMOIIOB S3aHI MEDEXI 3 BUCOKUM CTYIEHEM LIEHTPA/NZaLII T@ HAsIBHICTIO K/THOYOBUX Qiryp-KooOpanHaTopis, y rpabexax
JOMIHYIOTs  Masii CTiiKi rpynm 3 2-3 0Ci6, YO [TOSICHIOETbCS CIIEUNQIKOIO BUKOHAHHS LMX 3/I0YMHIB;,  pPO36GIMIHI  Hanaam
XapaKTEPU3YIOTECH QOPMYBaHHIM GifibLLnx (4-6 OCiB) Ta CTDYKTYPOBAHUX 3/I0YUHHUX TPYIT 3 BUIHAYEHUM PO3IOAIIOM POJIEY, L0
O6YMOB/IEHO HEOBXIAHICTIO 3aCTOCYBAHHS HACWILCTBA Ta 3a0E€3reYeHHsI KOHTPOIIO Hal XepTeamu. 3arporioHoBaHa METOHO/IONS
MOXe HaJat [paBoOXOPOHHUM OpraHaM [H@ODPMAaLHy MATOUMKY A1 e@EKTUBHOI NpoTugii OpraHi30BaHivi 3/104UHHOCTI Y
cydacHux ymoBax. OTpUMAEHI pe3y/ibTaTv MaroTb MPaKTUYHY LIHHICT /1S MPWIHSTTS ONepatMBHUX Ta CTPATErTYHUX DillieHb
1PaBOOXOPOHHUMU OpraHamu, OCKiSIbKU A03BOJISIOTL [AEHTUQIKYBATU KITIOHOBUX YYACHUKIB 3/IOYMHHUX MEPEX Ta IPOrHo3ysat
IXHIO ITOTEHLIVIHY 3/I0YUHHY JISUTBHICTS.

KmoyoBi cr1oBa: rmigTpuMKa rPpMAHSTTS PilleHb, MALUMHHE HaBYaHHS, KDUMIHA/IBHE MpPOQIioBaHHs], KiacTtepusalis k-
CEPESHIX, peLnanBiaM, IHBOPMALIIIHO-aHaNITNYHE 336E3MeYEHHS

Introduction

Crime as a global threat is becoming an increasingly urgent problem for the world community. The sharp
deterioration of economic conditions and political instability, amplified by armed conflicts in various parts of the
world, creates a favorable environment for the growth of crime. Wars not only destroy the established social order
but also lead to the emergence of new forms of criminal activity. Organized criminal groups often form in conflict
zones, spreading their influence to neighboring regions, and creating transnational criminal networks. Such
economic and social upheavals become powerful catalysts for the criminal environment.

The impact of criminal activity permeates all levels of society - from individual to national. Victims face
not only material losses but also psychological trauma and loss of security. At the local community level, it is
property devaluation, increased anxiety, and general deterioration of living conditions. On a society-wide scale,
crime destroys social bonds and undermines citizens' trust in state institutions. The nature of this phenomenon is
extremely diverse - it manifests in numerous forms: from minor offenses to serious crimes, including violent acts
and activities of organized criminal groups.

In 2024, there was an observed increase in the global crime rate. According to global statistics, over the
past two years, one in twenty people experienced a violent crime [1]. Analysts predict a further annual increase in
crime by 4% until 2026, caused by deepening social inequality and general destabilization of social structures. In
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regions with political instability and war zones, such as Ukraine, the level of violent crime is expected to remain
high [2].

Crime is a multifaceted social problem that significantly impacts individual lives and communities and
society's functioning. To develop effective methods of prevention and response, it is necessary to employ effective
mechanisms of counteraction and prevention. One such mechanism is detecting and analyzing social connections
and networks formed in the criminal environment.

Criminal Network Analysis is an effective tool for understanding the structure and dynamics of organized
crime. Modern artificial intelligence technologies open new possibilities for detecting hidden connections and
patterns in large volumes of criminal data. Al systems can process huge amounts of unstructured data from various
sources — from police reports to phone records and social networks. They can detect hidden connections between
crime accomplices, even when these connections are not obvious in traditional investigations. Al tools effectively
predict potential criminal conspiracies, identify key players in criminal networks, etc. They are used to create visual
representations of criminal networks that help investigators better understand the structure of criminal organizations.
Graph Neural Networks are used to analyze complex relationships between members of criminal groups. These
models can detect non-obvious patterns in the structure of criminal networks and predict potential new connections.
Developing effective methods for analyzing criminal networks requires an interdisciplinary approach that combines
the expertise of law enforcement and data analysts. Only such a comprehensive approach will allow for the creation
of truly effective tools for detecting and counteracting organized crime in the modern world.

This article proposes an innovative approach to analyzing social connections between participants in group
crimes, based on using GPTChart for modeling criminal networks.

Related works

Al can detect patterns and templates in large datasets that are difficult to identify through manual
processing [3]. Artificial Intelligence has become an essential element of forensic investigations [4-5]. Scientists use
this capability to study heterogeneous datasets about criminals [6—7], particularly for criminal network analysis [8].
E. Cekic examined how Al is used in creating psychological profiles of offenders, specifically looking at its
capabilities to reveal intricate patterns of criminal conduct and underlying motivations [9]. J. Adkins et al. developed
a digital forensics approach combining multiple Natural Language Processing tools to generate a list of potential
suspects based on text analysis. Their proposed technique functions to narrow down suspects, reducing a large pool
of individuals to a smaller set of candidates who show stronger connections to the crime under investigation [10]. N.
Shoeibi et al. used various Al methods to detect crimes on Twitter. They applied Graph network analysis to visualize
relationships between users [11]. H.V. Ribeiro et al. investigated how graph convolutional networks could be
utilized to identify patterns between connected criminals and forecast different characteristics of criminal networks
[12]. Salcedo et al. studied the capabilities of Machine Learning Models when applied to Criminal Networks,
examining both the potential and challenges of implementing advanced Al methods in Criminal Network Analysis
[13].

Despite the existence of individual works, scientific research on using Al methods to study criminal
networks is rare. This paper presents an innovative approach to analyzing networks of crime accomplices, based on
the application of graph theory and Chart GPT tools.

Research Methodology

The research employed a comprehensive methodological framework that integrated multiple approaches,
including literature overview, critical analysis, and case study, along with the proposed application of Graph
Network Analysis and ChatGPT tools for detecting and analyzing social connections in networks of criminals who
committed crimes.

Organized crime consists of groups that operate secretly and unlawfully, with the potential to impact both
social and economic systems [14] severely. Criminal relationships can be analyzed using network theory principles,
where they are classified as covert or dark networks [15]. These networks, including those of terrorists and
criminals, can be expressed mathematically as graphs. The graph theoretical framework enables us to examine the
structure of covert networks and draw conclusions about criminal group behavior [16].

Proposed Crime Data Model
Criminal data can be represented as a finite attributed bipartite hypergraph G containing X and U, which
represent the vertices and edges of G. The vertex set X is divided into two mutually exclusive sets, O = {01, 02, ...,
0p}, E = {e1, ey, ..., e}, reflecting offenders and events referring to crime incidents of a certain type.
The set U consists of hyperedges such that each e u € U is a subset of vertices {us, Uy, ..., ur} < U with | u
N E | =1 (each edge is connected to exactly one incident) and with |u O | > 1 (at least one offender).
Forany u,u” e UwithunE =u’ nE it follows that u = u’. It means that every edge u of G identifies a

subset of offenders o, o,,, S with any crime event e € E, that is u = {ek, 0¢,) Oc,) ...,oej} . An example is
shown in Fig. 1.
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Hypergraph G

offenders

crime incidents
e u= {e;,0,,0,}

Fig. 1. Crime data model hyperedge

The proposed model does not take into account the number of repeat crimes committed by the same pair of
accomplices. Under martial law conditions, criminal connections are extremely unstable. Our goal is to establish the
existence of social connections between perpetrators and identify the scale of criminal groups.

Chat GPT for Graph Network Analysis

GPT-4 has built-in capabilities for creating and visualizing graphic elements, including the construction of
graphs of varying complexity. The system can generate structured graph representations where nodes, edges, and
their attributes can be defined. An important feature is the ability to customize the visual appearance of graph
elements - their size, color, shape, and connecting line styles.

When working with graphs, GPT-4 allows the creation of both simple tree structures and complex network
diagrams with different types of connections between nodes. The system supports various visualization formats,
including directed and undirected graphs, weighted graphs, and hierarchical structures. Additionally, you can
customize element placement, and add labels and legends for a better understanding of the presented data. These
capabilities make GPT-4 a powerful tool for visualizing complex relationships in various domains, from social
network analysis to representing organizational structures and business processes.

We used GPT-4 tools to visualize complex network structures to simplify the analysis of criminal groups.
Our task was to generate structured graph representations with the following elements:

e nodes (or vertices) represent individual participants in criminal activity;

o edges (or links) of a graph (or network) show connections between the offenders (nodes).

Proposed Approach
This study presents a novel methodology for detecting and analyzing criminal networks using Graph
Network Analysis by the ChatGPT tool (Fig. 2).

. Crime dat . - .
Crime [—% rime a 2 Visualization Interpretation
Data Preparation

Fig. 2. Flow chart of the proposed approach for analysis of social connections within criminal co-offenders

Our data set is generated from crime data by natural language generation using GPT-4 [17]. Using this Al
tool, based on facts of criminal cases, a new table was created containing relevant information for constructing the
criminal network graph: data about persons who committed crimes; data about types of crimes committed; and
information about accomplices [18].

We used the large multimodal model GPT-4 to construct a graph that is a visual representation of social
connections between criminals who participated in joint crimes [19].

Data selection and description

To detect and analyze criminal networks, we used information about actual crimes committed between
2013 and 2024 in the Ternopil region of Ukraine. Using ChatGPT-4, we generated Data Sets from 2,113 criminal
proceedings involving lllegal appropriation of a vehicle, thefts, and robbery. The datasets include information about
offenders and their criminal incidents for these types of offenses. Based on the formed Data Sets, we created graphs
representing the structures of social connections in criminal networks, using GPT-4. The graph's edges represent
connections between criminals who committed crimes as part of the same group. The graph edges represent
connections between offenders who committed crimes together. The stages of generating Data Sets and creating a
graph network are shown in Fig. 3.
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Generating Data Sets Creating Graph Network

o
;;n;e ) with ChatGPT with ChatGPT

Fig. 3. Generating data sets and creating graph network process

Fig. 4 illustrates the workflow beginning with raw crime data, the formation of a new data table containing
the necessary attributes for a graphical representation of the criminal network, and the creation of a co-offender
graph. Its vertices represent criminals from the dataset; edges visualize social connections between them (indicating
the presence of crimes committed jointly by the corresponding pair of offenders).

Results and Discussion

Visualization can facilitate the analysis of social connections in criminal networks. It can enable the
detection of patterns in interactions between offenders, identification of criminal groups, identification of offenders
who are crime organizers, and their roles, as well as recognition of communication patterns between offenders
[20-21]. The process of visualization of social connections in offender networks goes beyond simple image
generation. It creates opportunities for deeper study and analysis of criminal connections.

Based on information from real data of 2,113 criminal proceedings, which includes details about
perpetrators and their committed crimes, graphs of criminal accomplice networks were constructed using ChartGPT
tools. We created visual models separately for three types of crimes (illegal appropriation of a vehicle, thefts, and
robbery) committed in the Ternopil region, Ukraine, between 2013 and 2024. Using the multimodal GPT-4 model,
based on input data containing detailed information about committed crimes, a data table was created that included
attributes necessary for further visualization of social relationships between criminals [18]. The newly created data
were used as a basis for creating graphs representing a visual model of criminal interactions in the network of
criminals by GPT-4 [19].

Fig. 4 presents a graph that is a visual representation of interactions in the network of criminals who
committed illegal appropriation of a vehicle. The vertices of the graph represent criminals, while the edges reflect
the complicity of the respective pair of criminals in crimes. We aimed to identify the structure of interactions in the
criminal network. When constructing the graph, the fact of complicity itself was taken into account, while the
number of repeated crimes within the same group was not considered. The visual model of co-offenders for illegal
appropriation of a vehicle demonstrates the presence of multiple interconnections between criminals. The instability
of criminal groups is evident, as indicated by the presence of many criminal interactions between different
participants in the criminal network.
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Fig. 4. Visual model of co-offenders of illegal appropriation of a vehicle

Of particular note are nodes with high centrality, indicating the presence of key figures in the network who
have numerous connections with other participants. Such individuals could potentially be organizers or coordinators
of criminal activity. There are also clusters of more densely connected criminals, which may indicate the existence
of established criminal groups specializing in vehicle theft. This result can be explained by the fact that most
professional car thefts are carried out by organized criminal groups of 2-3 to 5-6 people, where each person
performs a specialized role (thief, driver, reseller, etc.). This is due to modern vehicles having complex security
systems, and the need for logistics for quick concealment of stolen vehicles [22].

Criminals who committed illegal appropriation of a vehicle alone are represented by isolated vertices on
the graph. Such cases more commonly occur in spontaneous thefts (for example, when the owner left keys in the
ignition); theft of older models with simple security systems; or joy-riding (“car rides”). The large number of
isolated vertices indicates many criminals who steal vehicles without co-offenders. This fact can be explained by our
study's Data Set covering 3 years of martial law in Ukraine. During this time, the structural composition of crime
has changed significantly, with many connections being lost. Social vulnerability and mass population displacement
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have also become significant factors. At the same time, the created visual model of social interactions between
participants in the illegal appropriation of a vehicle indicates the presence of large-scale criminal networks of
vehicle thieves. However, accurate statistics on the ratio of group versus solo vehicle thefts are difficult to establish,
as many crimes remain unsolved.

Fig. 5 shows a visual model of criminal interactions between participants in thefts. The number of criminals
who committed crimes of this type is significantly lower than in the case of illegal appropriation of a vehicle.
Robberies are carried out by groups of 2-3 people in cases of attacks on pedestrians at night, robberies in public
places, attacks on cash collectors or banks, and store robberies. This is because in a group attack, it is easier to
control the situation and the victim, there is a better chance of overcoming resistance, and there is an opportunity to
divide roles (one threatens, the other takes valuables) [23]. Such groups are relatively stable since successful
robberies require coordinated actions of participants, mutual trust, and a clear understanding of each accomplice's
role. Analysis of the graph shows that a significant proportion of vertices are connected by edges into stable
components of 2-3 vertices, which confirms the tendency to form small but stable criminal groups when carrying
out robberies.

Single robberies more frequently occur during attacks on elderly people, spontaneous unplanned robberies,
robberies under the influence of alcohol or drugs, and minor street robberies (snatching bags, and phones). The
presence of a large number of isolated vertices in the graph representing interactions between theft participants
indicates a significant proportion of situational, unorganized crimes in the overall structure of robberies. This may
indicate that a significant portion of such crimes occur spontaneously, without prior planning, and are not connected
to the activities of organized criminal groups.

Fig. 5. Visual model of co-offenders of thefts

Fig. 6 presents a visual model of criminal interactions between offenders who committed robbery. The
graph representing the visual model of co-offenders of this type of crime shows clearly defined criminal groups.
However, compared to thefts, these groups are more numerous. This is explained by the fact that robberies are most
often committed by groups, which is related to the nature of the crime itself. Group robberies predominate in attacks
on private residences, robberies of businesses or stores, attacks on cash collectors, and highway robberies. The
reasons for the dominance of group robberies include the need to use violence or threats of violence, the need to
control multiple people simultaneously, a higher likelihood of overcoming resistance, and the necessity to quickly
ensure escape and transportation of stolen goods.

Fig. 6. Visual model of co-offenders of robbery

In the graph presented in Fig. 6, a significant number of vertices are isolated. These vertices represent
offenders who committed single robberies. Such cases occur during attacks on lone pedestrians, spontaneous
unplanned crimes, attacks in sparsely populated places, and robberies committed by repeat offenders.

Unlike thefts, robberies show more clearly structured criminal groups and a higher intensity of criminal
connections between co-offenders [24-25]. The visual model demonstrates the presence of both large organized
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groups and a significant number of individual criminals. Under martial law, the structure of robbery crime has
undergone substantial changes: there is an increase in the number of armed robberies, especially with weapons
removed from the combat zone. There is also a trend toward an increase in the number of robberies targeting homes
of internally displaced persons and temporarily abandoned houses in areas close to the combat zone. The formation
of criminal groups involving former military personnel who use skills and knowledge gained during service has
become characteristic.

The analysis of visual models of criminal networks for three types of crimes (illegal appropriation of
vehicles, thefts, and robberies) demonstrates significant differences in the structure of criminal interactions and
patterns of criminal group formation. The visual representation of network data made it possible to identify
characteristic patterns of criminal activity organization: from complex interconnected networks in vehicle theft to
more structured group formations in robberies. Of particular value is the ability to identify key figures and stable
criminal groups, which is critically important for law enforcement agencies. Martial law has significantly impacted
the structure of crime, which is reflected in a significant number of isolated subjects and the emergence of new
forms of group criminal activity. Quality visualization and interpretation of the obtained data create a bridge
between theoretical analysis of criminal networks and practical law enforcement activities, providing them with an
effective tool for understanding and countering organized crime in modern conditions.

Conclusions

The article proposes an innovative approach to analyzing social connections in criminal networks using
GPT-4 tools for data visualization and interpretation. A methodology was developed for representing criminal data
as a finite attributive bipartite hypergraph and creating visual models of criminal interactions based on it. Based on
information from 2,113 criminal proceedings regarding illegal appropriation of vehicles, thefts, and robberies
committed in the Ternopil region during 2013-2024, graphs of co-offender networks for these types of crimes were
created and analyzed. Using the GPT-4 multimodal model, unstructured data from criminal proceedings was
processed and a structured table with attributes necessary for visualization was created. Based on this data, using
ChartGPT tools, graphs were constructed that reflect the structure of social connections between criminals, where
vertices represent individual offenders and edges represent instances of their criminal cooperation.

The conducted research demonstrates the effectiveness of using GPT-4 tools for analyzing and visualizing
social connections in criminal networks. Applying the proposed methodology to analyze real crime data revealed
significant differences in the structure of criminal interactions across different types of crimes.

Visual models showed that vehicle theft is characterized by complex interconnected networks and key
figures with a high degree of centralization. Robberies involve more compact, established groups of 2-3 people,
while armed robberies are marked by the formation of larger and more structured criminal groups. Of particular note
is the significant number of isolated subjects across all types of crimes, which may be related to the destabilization
of the criminal environment under martial law conditions.

Visual representation of network data can provide investigators with new insights into the structural
characteristics of criminal groups, particularly under martial law conditions. The proposed methodology, which
combines GPT-4's capabilities for data processing and visualization, creates a powerful tool for analyzing criminal
networks. Quality visualization and detailed interpretation of the obtained results help bridge the gap between
theoretical analysis and practical law enforcement activities, providing them with effective means for understanding
and countering organized crime in modern conditions. Future research will focus on improving algorithms for
detecting hidden connections and predicting potential criminal conspiracies using more sophisticated methods of
graph analysis and machine learning. In particular, the problem of repeat offenses by established criminal groups
will be examined.
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