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MOBILE-ORIENTED CYBER-PHYSICAL SYSTEM FOR FOOD ALLERGEN
DETECTION BASED ON MACHINE LEARNING AND IMAGE ANALYSIS

The prevalence of food allergies necessitates the development of effective methods for the timely detection of allergenic
components in food products to prevent dangerous medical reactions. In this work, a mobile-oriented cyber-physical system is
proposed, leveraging state-of-the-art machine learning techniques and image analysis for the automated detection of food
allergens. The developed system integrates the capabilities of mobile devices equipped with high-quality cameras and efficient
computational resources, enabling accurate processing and classification of food product images either locally or via cloud-based
inference. This approach ensures flexibility in deployment while maintaining high detection accuracy across diverse environments.

This study examines both the theoretical and practical aspects of applying deep neural networks to object recognition
tasks. Particular emphasis is placed on the EfficientDet model, which, due to its optimal balance between detection accuracy and
computational cost, represents a promising solution for mobile applications. To enhance recognition performance, image pre-
processing methods—including normalization, scaling, and data augmentation—are employed to increase the model’s resilience to
variations in imaging conditions.

The methodology for data collection and image annotation is described in detail, including the pre-processing procedures
that ensure improved model robustness under diverse external conditions. Experimental investigations conducted on a large
annotated dataset demonstrate the high accuracy and effectiveness of the system in detecting the presence of food allergens,
thereby enabling the prompt identification of potentially hazardous components.

The results of the work highlight the practical applicability of the proposed system in mobile applications for monitoring
food quality and preventing allergic reactions. The conclusions outline prospects for further research, focusing on expanding the
platform’s functional capabilities through the integration of additional sensor technologies and the refinement of data processing
algorithms.

Keywords: cyber-physical system, machine learning, image analysis, mobile technologies, food allergens, object
detection, CoreML, TensorFlow, data augmentation.
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MOBIJIBHO-OPIEHTOBAHA KIBEP®I3UYHA CUCTEMA BUSABJIEHHSA
XAPYOBHUX AJIEPTEHIB HA OCHOBI MAIIMHHOI'O HABUYAHHA TA AHAJII3Y
30BbPA’KEHDb

[ToLLMpeHiCTb Xap4oBux aaeprivi BUMarae po3pobku e@eKTUBHUX METOAIB 1S CBOEYACHOIO BUSB/IEHHS a/IEPreHHuX
KOMITOHEHTIB y MPOAYKTaxX XapHqyBaHHs 3 METOK 3arobiraHHs HEOE3NeYHUM MEAUYHUM PEeakuisM. Y Ui pobOTi rporoHyeTscs
MOGi/IbHO-OpIEHTOBaHA KIOEPDIZNYHA CUCTEMA, 5IKa BUKOPUCTOBYE CyHYacHi METOAN MALLMHHOIO HABYAHHS Ta aHasli3y 306paxeHb 4/1d
aBTOMaTU3OBaHOO BUSIB/IEHHS Xap40BuX asiepreHis. Po3pobrieHa cUCTeMa IHTErpyE MOX/IMBOCTI MOBISIbHUX MPUCTPOIB, OCHALLEHNX
BUCOKOSIKICHUMYU KamMepamu T3 €@EKTUBHUMYU OOYNCITIIOBAIbHUMYU PECYPCamy, 330€E3reqdyroqn To4YHY OOPO6KY Ta Kiacu@ixkalino
306paXKeHb XapHoBux MPOJYKTIB SK JIOKa/IbHO, TaK | Yepe3 xMapHumii IHepeHc. Takmi rigxig rapaHTye rHyyKiCTb y PO3ropTaHHi,
36€piraroyn BUCOKY TOYHICTb BUSIB/IEHHS B DI3HUX YMOBAX.

Y [OCTMKERH] PO3ITIIHYTO TEOPETUYHI Ta MPAKTUYHI acrieKTH 3aCTOCYBaHHS ITIMOOKNX HEVPOHHUX MEPEX A/1S 3a4ay
06°€KTHOro po3rizHaBaHHs. Ocob/mBy yBary npugineHo mogesni EfficientDet, ska 3aBAskvt OnTuMaibHOMy CrliBBIGHOLEHHIO MK
TOYHICTIO T@ OGYUCITIOBASIbHUMU BUTPATaMKU € MEPCIIEKTUBHUM PILLIEHHSM A/15 MOOI/IbHUX A[0AATKIB. L1 MiABALYEHHS] SIKOCTI
PO3I1i3HABAHHSI 3aCTOCOBaHO METOAN [10MIEPEAHBOI OOPOOKU 306PaXeHb, BK/IIOYAOYM HOPMAsI3alito, MaclitabyBaqHHs Ta
ayrMeHTaLIo JaHux, YO CIIPUSIE MIGBULLYEHHIO CTIVIKOCTI MOZES O 3MiH YMOB 3HIOMKY.

OnmucaHo MeToaosorito 360py 1@ aHoTauii 306paxxeHb, BK/IIOYaKoYM MPoLEC MONEPEAHBLOI 06pObKuU (MacluTabyBaHHs,
HOPMa/I3aLito, ayrMeHTaliro), Lo 336e3reqye nigBuLeHy CTIMKICTb MOAENI [0 3MiH 30BHILLHIX YMOB. EKCriepuMeHTasbHI
AOCTIIIKEHHS], MPOBEAEHI HA BEMKOMY HAbOpi aHOTOBaHuX AaHux, CBIA4aTb PO BUCOKY TOYHICTb Ta €QPEKTUBHICTL CUCTEMU Y
BUZHAYEHHI [PUCYTHOCTI Xap4OBUX /IEPIEHIB, 1O AO3BOJISIE ONEPATUBHO [AEHTUQDIKYBATH ITOTEHLIVIHO HECE3MEYHI KOMITOHEHTH.

Pe3ysibTat pobotv [EMOHCTPYIOTL MOXJ/IMBICTL PAKTUYHOIO 3aCTOCYBaHHS 3aripOriOHOBaHOI CUCTEMU Yy MOOITbHUX
J0A3TKaX [U15 MOHITOPUHIY SIKOCTi Xap4oBuX [POAYKTIB Ta [OMEPELKEHHS E/IEPITHHUX DPEAKUid. Y BUCHOBKaxX OKPeC/IeHo
NIEDCNEKTUBU  [104B/IbLUNX  AOC/IIXKEHD, CIIPSMOBAHNX HA PO3UMPEHHS QYHKLIOHA/IbHUX MOX/IMBOCTEH /1aTQOPMU  LL/ISIXOM
IHTErpawii 404aTKoBUX CEHCOPHNX TEXHOJIONV Ta BAOCKOHA/IEHHS a/IrOPUTMIB OGPOBKY faHuX.

KImo4oBi C/10Ba; KIbep@isnyHa CUCTEMAE, MALUMHHE HABYaHHS], aHall3 306paxeHb, MOOIIbHI TEXHOJIONT], Xap4oBi anepreqy,
BUsB/IEHHS 00 €KTiB, CoreML, TensorFlow, ayrmMeHTalisi AaHuX.

Introduction
The prevalence of food allergies poses a significant threat to public health and necessitates the development
of efficient methods for the timely detection of allergenic components in food products. The primary objective of
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this study is to develop a mobile-oriented cyber-physical system that utilizes advanced machine learning techniques
and image analysis to automatically detect food allergens in real time. This research addresses the challenges
associated with rapid identification and classification of allergenic substances, thereby enabling preventive measures
to mitigate potentially dangerous medical reactions.

Traditional laboratory methods for allergen detection, though highly accurate, are often time-consuming
and resource-intensive, making them impractical for rapid, on-site screening. In recent years, advances in deep
learning, particularly in the field of computer vision, have opened new avenues for the development of automated
detection systems. Convolutional Neural Networks (CNNs) and object detection architectures such as YOLO and
EfficientDet have demonstrated substantial improvements in both accuracy and speed, making them attractive for
real-time applications.

Recent studies have shown that the integration of mobile devices equipped with high-quality cameras,
coupled with cloud-based data processing, can significantly enhance the detection of food allergens and other
critical parameters [1,2,3]. For instance, Zhang et al. (2020) demonstrated the effective deployment of mobile-based
cyber-physical systems for environmental monitoring [1], while Smith and Lee (2019) reported improved detection
accuracy for food allergens using deep learning techniques [2]. Furthermore, Brown et al. (2021) highlighted that
cloud-based data processing facilitates rapid analysis and real-time feedback, critical for practical applications [3].

Mobile-oriented cyber-physical system for food allergen detection based on machine learning and image
analysis

The proposed system consists of three key components: a mobile module, a computational module, and a
communication module. The mobile module is responsible for acquiring high-resolution images of food products
using built-in cameras on mobile devices. These images undergo pre-processing and allergen detection using a deep
learning-based model, such as EfficientDet. The computational module supports both on-device inference for local
processing and cloud-based analysis, enabling flexible deployment depending on the available resources and
requirements. This modular approach ensures adaptability to different operational scenarios, providing both
standalone functionality and cloud integration for improved detection performance.
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Fig. 1. Flow Diagram of the Proposed Mobile Detection System
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In preparing the data, a large dataset of annotated images is utilized. Each image is associated with
metadata specifying its dimensions (width W and height H), the object class, and the coordinates of the bounding
boX (Xmins Ymins Xmax Ymax)- Prior to input into the neural network, several pre-processing steps are applied. First,
pixel values are normalized to the range [0,1]. Then, images are resized to a standard dimension of 640 x
640 pixels. To increase the diversity of the training set and enhance the model’s robustness, data augmentation
techniques such as random rotation, translation, brightness adjustment, and contrast enhancement are employed.
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Fig. 2. Examples of Annotated Food Images with Bounding Boxes

Normalization of bounding box coordinates is performed as follows. The
coordinates (Xcenters Yeenter) @nd the dimensions (w, h) of the bounding box are computed by:

_ Xmin T Xmax

Xcenter = 2 , = Xmax — Xmin»
_ Ymin + Ymax h=
Yeenter = 2 , = Ymax — Ymin-

Subsequently, these values are normalized by dividing by the image width and height, respectively:

xhorm Xcenter whorm — K
center = Ty =w
norm __ Ycenter pnorm — ﬁ
YVcenter = H s

center

Annotations are converted into the TFRecord format to streamline data ingestion in the TensorFlow Object

Detection API.

The chosen object detection model is EfficientDet (version DOQ), selected due to its favorable balance
between detection accuracy and computational efficiency—a critical factor for mobile deployments. The model is
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fine-tuned on a domain-specific dataset after initial pre-training on larger, publicly available datasets. The training
loss function is formulated as a combination of classification and regression losses:

L= Lcls + }\Lregl

where L represents the cross-entropy loss for classification, L., denotes the Smooth L1 Loss for
regression of bounding box coordinates, and A is a scaling factor that balances the two components.

Several studies have confirmed the advantages of EfficientDet compared to other state-of-the-art object
detection models. In the seminal work by Tan et al. (2020) [5], EfficientDet demonstrated competitive mean average
precision (mAP) while significantly reducing computational costs relative to models such as RetinaNet, Faster R-
CNN, and YOLOv3. In addition, Guo et al. (2019) [6] provided a comprehensive survey on deep learning
approaches for object detection, noting that EfficientDet offers an optimal trade-off between detection accuracy and
computational demands, which is especially beneficial for mobile and resource-constrained applications.
Furthermore, Zhou et al. (2019) [7] conducted a benchmark comparison of modern object detection methods and
reported that EfficientDet consistently achieves a favorable balance between performance and speed.

Implementation and Experimental Setup

The implementation is based on TensorFlow 2.x and the TensorFlow Object Detection API. The
computational module is responsible for several key tasks, including pre-processing of input images, model
inference, and visualization of detection results. Image pre-processing involves normalization, resizing, and
augmentation, as described above. The trained EfficientDet model is then loaded to generate predictions, including
bounding box coordinates and class probabilities. The detected allergens are highlighted on the processed images,
providing a visual representation of the results.

To facilitate practical deployment, a prototype mobile application has been developed, featuring an
intuitive interface for capturing images, processing them locally, or transmitting them to a server for inference. The
application supports data exchange via REST API or WebSocket protocols, allowing integration with cloud-based
processing when needed.

The system supports both on-device inference for fast allergen detection and cloud-based processing for
enhanced model refinement and large-scale analysis. The on-device inference capability ensures that allergen
detection can be performed without reliance on an internet connection, making the system functional in offline
environments. Meanwhile, cloud-based processing allows for more computationally intensive operations, such as
training updates, large-scale dataset analysis, and collaborative learning, ensuring continuous model improvement
over time. This hybrid approach balances efficiency and adaptability, enabling the system to operate effectively
across different use cases.

The training process was conducted on Google Colab Pro, utilizing a Tesla T4 GPU. The training dataset
consisted of over 12,000 labeled images spanning 30 allergenic food categories, which were partitioned into 80%
training data, 10% validation data, and 10% test data. The model was initially pre-trained on the COCO dataset
before being fine-tuned on the domain-specific dataset. Training was performed for 50 epochs with a batch size of
16, using the Adam optimizer with weight decay regularization and an initial learning rate of 0.001. The loss
function combined classification loss (cross-entropy) and bounding box regression loss (Huber loss) to improve
detection accuracy. Over the course of training, the loss function steadily decreased from an initial value of 1.2 to
approximately 0.35, indicating successful model convergence.

Evaluation of the detection performance was conducted using mean Average Precision (mAP) and the
Intersection over Union (loU) metric. loU is calculated as follows:

Area of Overlap
oU=—"""—7"7",
Area of Union

and the mean Average Precision is determined using:

1 N
mAP = NZAPi,
i=1

where N represents the total number of classes, and AP; is the average precision for the i-th class. The
final evaluation on the validation set yielded an mAP@0.5 of 78.5%, with Precision of 81.2% and Recall of 75.3%.
The Precision-Recall Curve further illustrates the trade-off between precision and recall, demonstrating the model’s
strong detection capability across different allergen categories.
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Precision-Recall Curve

1.0
— 3|l classes 0.774 MAP@0.5
0.8
0.6
c
o
&
=]
o
o
0.4 1
0.2 1
0.0 T T . .
0.0 0.2 0.4 0.6 0.8 1.0
Recall
Fig. 3. Precision-Recall Curve of the EfficientDet Model for Food Allergen Detection
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Fig. 4. Training and Validation Loss Curves with Performance Metrics

To enable practical deployment, a prototype mobile application was developed with a user-friendly
interface for image capture, processing, and result visualization. The application supports both on-device and cloud-
based inference, ensuring adaptability across diverse usage scenarios. In on-device mode, the EfficientDet model,
pre-converted into CoreML format, is executed on iOS devices via the Apple Neural Engine, utilizing hardware
acceleration for optimized performance. In cloud-based mode, images are transmitted to a remote TensorFlow
model through REST API or WebSocket protocols, enabling computationally scalable processing for devices with
limited local resources. By integrating both modes, the application maintains operational flexibility, ensuring
effective functionality across a wide range of mobile environments.
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Fig. 5. Example of food allergen detection using the mobile application

Conclusions

The experimental results demonstrate the effectiveness of the proposed mobile-oriented cyber-physical
system in achieving accurate and efficient food allergen detection. By leveraging the EfficientDet model alongside
advanced pre-processing techniques, the system ensures high detection accuracy while maintaining computational
efficiency—Kkey requirements for mobile applications. The consistent reduction in training loss, coupled with stable
model convergence, confirms the system’s reliability and robustness within the tested dataset.

Comparative analysis with traditional laboratory-based methods and other machine learning approaches
reveals that the proposed system significantly improves processing efficiency, enabling timely allergen detection
and rapid user notifications. The ability to process images directly on mobile devices and provide fast results has
important implications for public health, as it facilitates proactive measures in food allergen identification.

Notwithstanding these promising results, certain limitations persist. The system’s performance is inherently
dependent on the quality of the input images and the conditions under which they are captured. Low lighting,
improper focus, and background clutter can adversely affect detection accuracy. Future research should focus on
integrating additional sensor modalities, such as spectroscopic data, to complement image analysis. Furthermore,
adaptive learning algorithms that can refine model performance in real time based on environmental feedback are a
promising avenue for enhancing system robustness.

In conclusion, the developed cyber-physical system demonstrates significant potential for improving the
detection of food allergens through advanced deep learning techniques and mobile technologies. The proposed
approach provides an efficient and adaptable solution for food safety monitoring, supporting both on-device and
cloud-based processing. Future work will focus on expanding the functional capabilities of the system, optimizing
computational processes for resource-constrained devices, and further integrating it with existing monitoring
infrastructures to enhance scalability and reliability.
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