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ARTIFICIAL INTELLIGENCE APPROACH TO IDENTIFYING PROPAGANDA 

TECHNIQUES AND OBJECTS, TAKING INTO ACCOUNT ETHICAL AND LEGAL 

ASPECTS  
 
The article explores the ethical and legal aspects of applying artificial intelligence (AI) technologies to detect propaganda 

techniques in textual content. The study presents a multi-level approach to identifying signs of propaganda in textual data, 
recognizing common rhetorical strategies of influence, and establishing semantic links between the detected techniques and their 
respective targets. The consistent use of neural network models is justified, as it ensures both classification accuracy and 
transparency of the obtained results through the application of local interpretability methods. The paper presents experimental 
results based on a corpus of Ukrainian-language news texts and informational messages from social media platforms. The proposed 
approach demonstrated alignment between the model's predictions and independent expert assessments, confirming its potential 
applicability in conditions with limited human oversight. 

Special attention is given to the compliance of the proposed system with existing regulatory frameworks, including 
constraints on automated decision-making, the user's right to explanation, and the prevention of discriminatory effects resulting 
from biased training data. The study addresses risks associated with misclassification, potential impacts on freedom of expression, 
and the accountability of developers in cases where the system is applied in automated content moderation scenarios. 

The integration of interpretability tools into neural network analysis is proposed as a core design principle to ensure 
adherence to ethical AI standards. Based on the obtained findings, the study concludes that the development of such systems 
requires the simultaneous consideration of technical effectiveness, legal compliance, and social responsibility, which are essential 
conditions for their safe implementation in the practice of analyzing public communications. 

Keywords: artificial intelligence, ethical aspects, legal regulation, propaganda detection, natural language processing, 
neural network models, model interpretability, automated decision-making, information security, content moderation. 
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ПІДХІД ВИКОРИСТАННЯ ЗАСОБІВ ШТУЧНОГО ІНТЕЛЕКТУ ДО 

ІДЕНТИФІКАЦІЇ ПРИЙОМІВ ТА ОБ’ЄКТІВ ПРОПАГАНДИ З ВРАХУВАННЯМ 

ЕТИЧНИХ ТА ПРАВОВИХ АСПЕКТІВ 
 
Стаття присвячена дослідженню етичних та правових аспектів застосування технологій штучного інтелекту (ШІ) 

для виявлення пропагандистських прийомів у текстовому контенті. У роботі розглядається багаторівневий підхід до 
виявлення у текстових даних ознак пропаганди, визначення типових риторичних технік впливу та встановлення зв’язків між 
ідентифікованими прийомами й об’єктами впливу.  

Обґрунтовано послідовне застосування нейромережевих моделей, яке забезпечує як точність класифікації, так і 
прозорість отриманих результатів за рахунок використання локальної інтерпретації результатів. Наведені результати 
експериментального дослідження на корпусі україномовних новинних повідомлень та інформаційних повідомлень з 
соціальних платформ. Запропонований підхід продемонстрував відповідність результатів передбачення оцінкам незалежних 
експертів, що підтверджує можливість його застосування в умовах обмеженого людського контролю.  

Особливу увагу приділено відповідність функціонування запропонованого підходу чинному нормативному 
регулюванню, включаючи вимоги щодо обмеження автоматизованого прийняття рішень, права користувача на пояснення, а 
також запобігання дискримінаційним ефектам на основі упереджених даних навчання. Розглянуто ризики, пов’язані з 
хибною класифікацією, потенційним впливом на свободу вираження поглядів, а також відповідальністю розробника у разі 
використання системи в автоматизованих рішеннях, що стосуються контентної модерації.  

Запропоновано інтеграції засобів пояснюваності як складової при нейромережевому аналізі, що дозволяє 
забезпечити дотримання принципів етичного ШІ. На основі отриманих результатів зроблено висновок, що розробка таких 
систем потребує одночасного врахування технічної ефективності, нормативно-правового супроводу та соціальної 
відповідальності, що є необхідною умовою їх безпечного впровадження у практику аналізу публічних комунікацій. 

Ключові слова: штучний інтелект, етичні аспекти, правове регулювання, виявлення пропаганди, обробка 
природної мови, нейромережеві моделі, пояснюваність моделей, автоматизоване прийняття рішень, інформаційна безпека, 
контентна модерація. 

 

Introduction 

In today’s digital environment, the spread of propaganda via text messages on social networks and news 

platforms poses a serious threat to information security and societal stability. Thanks to their ability to process large 

amounts of data and detect hidden patterns, artificial intelligence systems have become an effective tool for 

automatically detecting propaganda techniques in natural language texts. However, the implementation of such 
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systems raises a number of ethical and legal issues related to the transparency of algorithms, model bias, respect for 

human rights and regulatory requirements. 

As stated in the requirements of the General Data Protection Regulation (GDPR) [1], an individual is 

guaranteed the right not to be subject to a decision based solely on automated processing if it significantly affects his 

or her rights and freedoms (Article 22). The EU AI Act [2] states that systems used to assess or influence public 

sentiment may be classified as high-risk systems. Such systems must meet the requirements of transparency, 

explainability, non-discrimination, and provide for the possibility of auditing and appealing automated decisions. 

Also, ethical frameworks are defined in documents such as: OECD AI Principles [3], UNESCO 

Recommendation on the Ethics of Artificial Intelligence [4], Human Centric AI: A Comment on the IEEE’s 

Ethically Aligned Design [5]. 

In the legislation of Ukraine, there is a lack of a clearly formulated regulatory framework for the use of AI 

in the field of information security, which creates challenges in adapting European standards to Ukrainian realities. 

However, at the level of state initiatives, in particular within the framework of the Government Action Plan for 2024 

[6], the need to strengthen the capacity to counter information threats has been emphasized. 

Thus, modern technical solutions in the detection of propaganda, although they demonstrate high potential, 

require support by regulatory and ethical mechanisms that ensure a balance between accuracy, transparency and user 

rights. 

The main contribution of the paper is the proposed approach to ensuring transparency and explainability of 

deep learning model decisions, methods for minimizing algorithmic bias, as well as compliance with legal norms 

regarding the processing of personal data and automated decision-making. Particular attention is paid to the 

development of system architecture that combines the effectiveness of propaganda detection with compliance of 

ethical principles and legal requirements. 

Further, the structure of the paper is as follows: the section «Literature review» provides an overview of the 

current state of the scientific direction of responsible and explained artificial intelligence in terms of solving the 

problem of detecting propaganda influences; the section «Proposed approach» provides an approach to 

implementing multi-level processing of text content to detect propaganda techniques and corresponding objects of 

influence; the section «Results and discussion» presents the results of an experimental study of the effectiveness of 

the developed approach on Ukrainian-language text corpora, including metrics of classification accuracy, 

interpretation quality and compliance of conclusions with experts' expectations, and also discusses the feasibility of 

practical application of the system in conditions of increased ethical requirements; The final section «Conclusions» 

summarizes the main scientific provisions of the study, outlines the potential of the proposed approach for further 

research in the field of responsible artificial intelligence and its use in the field of information security. 

 

Literature review 

Much of the current research on propaganda detection in natural language texts is based on the application 

of deep learning methods and transformative architecture models, such as BERT, RoBERTa, and DeBERTa. In 

particular, within the framework of the SemEval-2020 Task 11, it was proposed to classify 14 propaganda 

techniques in news content, which became the basis for many subsequent approaches to the automated detection of 

manipulative techniques. In [7] and [8], it is noted that deep models demonstrate high accuracy, but are limited in 

the explainability of their decisions. The authors of [9] investigate the vulnerability of pre-trained language models, 

such as BERT, to attacks using deliberate text modification aimed at manipulating the results of propaganda 

detection. The main attention is paid to the use of explainable artificial intelligence (xAI) tools, in particular SHAP 

and LIME, to identify keywords in texts that most affect the model’s decisions. A similar study was also conducted 

by the authors [10], however, coalitional game theory approaches were used here, which allowed us to analyze the 

contribution of each linguistic characteristic to the final evaluation of the text, as well as to derive a general 

linguistic profile of propaganda in the American media. Unlike the previous study, which investigated how 

vulnerable the models are to changes in critical words identified by xAI methods in order to assess their resistance to 

deliberate attacks, here the focus is on explaining the model's decisions through the interpretation of linguistic 

features that shape the propaganda message. 

The authors of [11] emphasize that although modern artificial intelligence algorithms, in particular deep 

and machine learning methods, demonstrate high performance in many applied tasks, their opacity and tendency to 

biased decisions create serious ethical and practical challenges. These algorithms often operate as "black boxes", 

which makes it difficult to interpret the results, especially in the context of complex and sensitive tasks related to 

social discourse analysis. In this context, the potential of XAI is explored, which provides new tools for interpreting 

and explaining the decisions of machine learning models. The authors analyze XAI as a promising approach to 

increase the transparency of systems that detect destructive online content, in particular hate speech and 

disinformation. 

In our own previous studies [12], we point out the importance of marker-oriented approaches, where the 

use of semantic features allows us to link certain linguistic structures with specific propaganda techniques. In such 

approaches, visual analytics plays an active role, which improves the interpretability of the results [13]. 
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Despite the rapid development of artificial intelligence tools, the use of deep language models to detect 

propaganda is accompanied by a number of significant limitations. These include insufficient transparency of 

decisions, the risk of algorithmic bias, and the inconsistency of individual technical solutions with modern ethical 

and legal requirements. Existing approaches focus mainly on increasing the accuracy of classification or on studying 

the vulnerabilities of models to manipulative attacks, but they do not pay attention to the issue of ensuring the 

interpretability of the results in the context of compliance with the principles of digital justice, user rights protection, 

and regulatory soundness. 

Therefore, based on the above analysis of existing solutions, the purpose of research is to substantiate the 

conceptual foundations and principles of implementing the multi-level approach to identifying propaganda 

techniques and objects of influence in text content, taking into account the requirements for transparency, 

explainability and responsibility of decision-making. 

To achieve the set goal, the following research tasks must be performed: 

1. To substantiate the architectural and conceptual principles of a multi-level approach to identifying 

propaganda techniques and objects of influence in text content, taking into account the principles of transparency, 

explainability and ethical responsibility. 

2. To implement a model of primary classification of texts by the presence of signs of propaganda, using 

neural network technologies and a probability scale for differentiating messages by the degree of severity of 

manipulative influence. 

3. To develop a methodology for identifying propaganda techniques at the level of semantic interpretation, 

using marker-oriented analysis and built-in means of visual interpretation of results. 

4. To propose the approach to identifying objects of propaganda influence, which involves semantic 

grouping and establishing logical connections between rhetorical techniques and target concepts mentioned in the 

text. 

5. To ensure transparency and explainability of model solutions by integrating local interpretation tools, as 

well as verify their effectiveness by comparing them with expert assessments. 

6. To assess the effectiveness of the proposed system in real-world applications, in particular in the field of 

information security, to increase user trust and compliance with legal and ethical standards. 

 

Proposed approach 

The research proposes approach that implements multi-level processing of text content to identify 

propaganda techniques and corresponding objects of influence. The approach (Fig. 1) consists in decomposing the 

initial task of detecting a text containing propaganda, taking into account the requirements for transparency, 

explainability and responsibility of the decisions made, into successive tasks: 

(1) initial classification of the text for the presence or absence of signs of propaganda; 

(2) semantic interpretation of the techniques, with the identification of specific rhetorical or psychological 

techniques inherent in the propaganda discourse; 

(3) detection of objects of influence aimed at identifying the goals of propaganda influence and establishing 

their connection with the corresponding techniques. 

 

 
Fig. 1. General scheme of the approach to identifying propaganda techniques and objects 

 

The input data of proposed approach is a text message. 

Next, using pre-trained deep learning models, for the first task, using a binary classifier with a probable 

result, it is determined whether the text contains signs of propaganda, classifying messages by the level of 

probability into one of the categories: “non-propaganda”, “suspicious” or “propaganda”. If the probability of 

influence is detected, then we proceed to the second task. 

The second task is responsible for detecting propaganda techniques and their visual interpretation. It is used 

only for texts classified as «propaganda text». The input text is fed in turn to 17 trained neural network models to 

analyze the presence of 17 propaganda techniques [14, 15, 16]: 

1. «Appeal to fear-prejudice». 

2. «Causal Oversimplification». 

3. «Doubt». 

4. «Exaggeration». 

5. «Flag-Waving». 

6. «Labeling». 

7. «Loaded Language». 
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8. «Minimisation». 

9. «Name Calling». 

10. «Repetition». 

11. «Appeal to Authority». 

12. «Black and White Fallacy». 

13. «Reductio ad hitlerum». 

14. «Red Herring». 

15. «Slogans». 

16. «Thought terminating Cliches». 

17. «Whataboutism». 

Accordingly, the output data will be an assessment of the presence of propaganda techniques by markers 

[17] and a visual interpretation of the results [18]. 

The third task is responsible for detecting propaganda objects and their visual interpretation. It uses the 

results obtained during the implementation of previous methods. It transforms the input data into a set of thematic 

propaganda objects with the relationships of the detected objects with propaganda techniques. 

Thus, the proposed approach not only ensures the detection of propaganda, but also meets the requirements 

for ethical responsibility: in particular, the transparency of models, the user's right to explain the results and the 

verifiability of the connections between influence techniques and the objects of their application. 

 

Results and discussion 

For the proposed approach, an experimental research was conducted to assess the effectiveness of 

propaganda detection, classification of its techniques, and identification of influence objects, with an emphasis on 

transparency and interpretation of the obtained solutions. 

Text classification by propaganda content, using a hybrid model based on BiLSTM [19] with an additional 

level of attention, showed on test datasets an F1-measure value of 0.91 when classifying Ukrainian-language texts 

included in the corpus of news and social messages. The value of the Recall metric (0.93) confirmed the model's 

ability to identify even weakly expressed forms of manipulative influence. 

Recognition of propaganda techniques, using a model based on markers and the BERT architecture [20], 

showed effective differentiation between 17 classes of rhetorical techniques. F1-measure values in the range of 

0.82–0.88 were obtained for the main categories («Appeal to Fear», «Loaded Language», “»Name Calling»), which 

confirms the ability of the system to detect stable patterns even in stylistically heterogeneous texts. 

When identifying objects of influence, the results confirmed the feasibility of combining the NER model 

[21] with semantic grouping mechanisms. Objects marked not only as named entities, but also through contextual 

associations (for example, mentions through pronouns, descriptive names, generalizations), were successfully 

associated with the corresponding propaganda techniques. This approach allowed us to avoid fragmentary analysis 

and provide a holistic picture of the connections between objects and rhetorical strategies. 

Particular attention was paid to explaining the decisions made. The implemented LIME tools [22] provided 

an opportunity to illustrate which text fragments were key in determining the technique or object. An example of 

using local interpretation is shown in Fig. 2. 

 

Fig.2. Using of local text interpretation 

 

For example, in cases where the «Flag-Waving» technique was detected, tokens with high emotional 

modality and references to patriotic symbols gained the greatest weight, which was confirmed in LIME 

visualizations. 

Expert evaluation of the explanations accompanying the automatic conclusions showed a high correlation 

between the interpretation of the model and the human perception of the influence structure. The consistency of the 
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results obtained automatically with the assessments of experts (Inter-Annotator Agreement at the level of 0.87) 

indicates the quality of not only the technical implementation, but also the ethical justification. An example of 

comparing the assessment of an expert with the developed software is shown in Fig.3. 

 
Fig. 3. An example of comparing objects and techniques of propaganda  

 

The use of the «Charged Language» technique is used in the text to describe conflicts and violence, for 

example, «сильно побив», «замерз на вулиці», «застрелився з табельної зброї». This corresponds to the purpose 

of discrediting the Armed Forces and portraying them in a negative light, which corresponds to the expert’s 

conclusion. 

The use of the «Repetition» technique is used in the form of repeating information about the death of 

servicemen and violent actions. Repetition helps to enhance the negative impact and strengthen the negative 

impression. This corresponds to the purpose of persuading citizens not to join the ranks of the army, and active 

servicemen to resign. 

According to the expert’s conclusion (Fig.4), the theses about the alleged abuse of the Ukrainian military 

and the demoralization of servicemen were intended to: discredit the Armed Forces, the National Guard and other 

military formations in the eyes of Ukrainian citizens; convince Ukrainian citizens not to join the ranks of the 

Ukrainian army, and active servicemen to resign from its ranks. 

 

 
Fig. 4. Analysis of a text containing propaganda («Center of Strategic Communications» [23]) 

 

Overall, the experimental results confirm that the combination of neural network technologies with built-in 

transparency mechanisms allows for the creation of systems that can be used not only as an analysis tool, but also as 
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an object of public trust. The application of the system in real conditions – in particular, in the activities of cyber 

police units and public organizations – revealed its practical value both in terms of efficiency and ethical 

responsibility. 

 

Conclusions 

The conducted research shows that the combination of neural network technologies with methods of 

explainable artificial intelligent text processing allows creating an effective and at the same time ethically balanced 

system for detecting propaganda techniques in natural language messages. The proposed architecture provides not 

only high accuracy of propaganda content classification, but also demonstrates the ability to identify objects of 

influence and establish semantic connections between rhetorical strategies and target concepts. 

The results of local interpretation and comparison with expert assessments have demonstrated the relevance 

and reliability of the system in the context of ethical responsibility. At the same time, the explainability of decisions, 

visualization of influential text fragments and transparency of computational procedures have become the basis for 

increasing trust in such technologies both from the user and from regulatory authorities. 

In summary, it can be argued that the combination of technical efficiency with legal and ethical guarantees 

forms a new paradigm of responsible artificial intelligence, capable not only of detecting information threats, but 

also of functioning within the framework of socially acceptable and legally correct practices. 
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