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TEXT MESSAGES

The research presents the results of the creation of an intellectualized information technology for predictive analysis of
the reliability of text information messages, formed on the basis of concepts and tools of fuzzy logic. The use of the fuzzy set
apparatus makes it possible to take into account the semantic ambiguity inherent in a natural language, as well as to formalize
qualitative expert assessments by using linguistic variables, fuzzy term-sets and a rule base of the "if-then” type. This provides the
possibility of creating adaptive decision-making models in conditions of incompleteness, inconsistency and subjectivity of input
information.

The developed technology includes fuzzification of input characteristics of texts, aggregation of expert judgments,
construction of a system of fuzzy rules for assessing the reliability level and defuzzification of the obtained results. A concept is
implemented that allows for a predictive assessment of the veracity of data even before their potential appearance in the
information space. Within the framework of the proposed approach, a structured information database is formed, which establishes
a relationship between the input variables, their linguistic nature, permissible ranges of values of the universal term-set, as well as
clearly defined linguistic terms used for qualitative interpretation of parameters. Based on the performed structuring of linguistic
variables of the studied process, a method of logical inference is developed, which represents a multi-level hierarchy of relationships
between database components and determines the algorithm for calculating the message reliability indicator. The method is based
on a knowledge matrix, leading to the construction of fuzzy logical equations, which provide the calculation of normalized values of
membership functions of linguistic variables at the division points of the universal set. The result is the defuzzification of the fuzzy
set "the indicator of the reliability level of text information messages” and the calculation of its value using the centre of mass
formula, taking into account the input data. As a result of the study, a structural model of the information technology component of
assessing the veracity of news content is developed.

Keywords: reliability of text messages, linguistic variable, logical inference method, knowledge matrix, membership
function, fuzzy logic equations, information technology.

AHJIPIIB Poman

Binoxpemiienuii cTpyKkTypHuii miapo3ain «bepexancekuii haxopuit konemx HYBIIl Ykpainn»

CEHBKIBCHEKUI Beeposon

Harionanbunii yaiBepcureT «JIbBiBCbKa MOMITEXHIKa»

THO®OPMAIIMHA TEXHOJIOT'IS ITIPOTHO3YBAHHSA PIBHSI JOCTOBIPHOCTI
TEKCTOBHUX ITIOBIZIOMJIEHb

Y Mexax [OCfKEHHS MPEACTaB/IeHO pPE3Y/IbTaTu CTBOPEHHS  IHQOPMALIViIHOI  TEXHO/OrT MPOrHO3HOro aHasmisy
AOCTOBIPHOCTI TEKCTOBUX IHGOPMALIVIHNX ITOBIOMIIEHD, 106YA0BAHOI Ha OCHOBI KOHLIENLV | 3aC06i8 HEYITKOI /I0rkH. 3acTOCyBaHHS
anapary HeqiTkux MHOXUH Aano 3MOry BpaxoByBaTv CEMAaHTUYHY HEOAHO3HAYHICTB, [PUTaMaHHy MPUPOAHI MOB[, a@ TakoxX
@opmarnizyBaTv SIKICHI eKCIEPTHI OLIIHKH LL/ISIXOM BUKOPUCTAHHS JTIHIBICTUYHUX 3MIHHUX, HEYITKUX TEPM-MHOXWH | 6334 pasus Tury
«FKLO-TO». Lle 3abe3reyye MOX/MBICTL 106yA0BU 3AAMTTUBHUX MOLETEN MPMITHSITTS PILLEHb B YMOBAX HEMOBHOTH, CYNEPEY/IMBOCTI
7@ Cy6 €EKTUBHOCTI BXi4HOI IHGOpMaLlii.

Po3pobrieHa TexHO/I0risi BKIIIOYAE Gasn@ikauito BXIAHUX XaPaKTEPUCTUK TEKCTIB, arperyBaHHs EKCIIEPTHUX CYAXKeEHs,
106y A0BY CHCTEMU HEYITKUX IPaBNJ/I1 A/151 OLIHIOBaHHS PIBHS AOCTOBIDHOCTI Ta Ae@asunikalito OTpUMaHuX pe3y/ibTartis. PeasizoBaHo
KOHLIENLIt0, SKa AO3BOJISE 34IWICHIOBATYU IPOrHO3HY OLIHKY PaBANBOCTI AGHUX LUE A0 IX MOTEHLIVHOI rMosBu B iH@OpMaLiiHOMy
fPOCTOpPI. Y MexXax 3anporioHOBaHOro MiAxo4y COpMOBaHO CTPYKTYPOBAHY iH@OpmaLiviHy 6a3y AaHuX, sika BCTaHOBJIIOE 3B 530K
MDK BXIAHUMY 3MIHHUMY, IXHBOIO JTIHIBICTUYHOKO PUPOLOR0, AOMYCTUMUMU [Iara30HaMu 3HAYEHb YHIBEPCA/IbHOI TEPM-MHOXWUHY, 3
TaKOX YiTKO BUIHAYEHUMU JIIHIBICTUYHUMYU TEPMAaMy, IO 38CTOCOBYIOTLCS VIS SKICHOI IHTEPrpETaLlii rnapamerpis. Ha ocHosi
BUKOHAHOIO CTPYKTYPYBAHHS JIHIBICTUSHUX 3MIHHUX AOC/TIAKYBAHOIO poLUECcy PO3POBNIEHO METO4 JIOrYHOro BUBEAEHHS, LYO
BIATBOPIOE 6araTopiBHEBY [EPAPXIt0 3BA3KIB MK KOMIIOHEHTaMu 6as3n AaHnX Ta BU3HAYAE AJIrOPUTM pPO3PaxyHKy OKa3HUKa
AOCTOBIDHOCTI 110BIAOM/IEHb. B OCHOBI METOLY NIEXUTb MATPULST 3HAaHB, LYO OBYMOBM/IA OBYAOBY HEYITKUX JIOMYHNX PIBHSIHB, SKI
3a6e3reynsiv Po3paxyHOK HOPMA/T30BaHUX 3HAYEHE QYHKLIV HA/IEXHOCTI JIIHIBICTUYHUX 3MIHHUX Y TOYKax po3roginy yHIBEPCA/IbHOI
MHOXWHW. Hac/iigkoM CTana Ae@asngikalis HEYITKOI MHOXUHN <TOKa3HWK PIBHS LAOCTOBIDHOCTI TEKCTOBUX IH@OPMAaLiiHNX
[10BIAOM/IEHb» Ta PO3PAXYHOK 33 QOPMYJION0 LIEHTPA MAC ViOr0 3HAYEHHS 3 ypaxyBaHHIM BBEAEHUX BXIgHUX [aHuX. Y ri[cyMKy
AOCTTIKEHHSI  PO3POBIIEHO CTPYKTYPHY MOAETL KOMITOHEHTH [H@OPMALINHOI TEXHO/ION OLIHIOBAHHS IPaBANBOCTI HOBUHHOMO
KOHTEHTY.

KIto4oBi ¢/10Ba.; AOCTOBIPHICTE TEKCTOBUX [10BIJOMJIEHB, JIHIBICTUYHA 3MIHHE, METOA JIOMYHOrO BUBEAEHHS, MATpULS
3HaHb, QYHKLIS HASIEXHOCT], HEYITKI JIOITYHI PIBHSHHS, IH@OPMALIVIHA TEXHO/IONS.

Introduction
In the modern information environment, the problem of assessing the reliability of text messages is
becoming particularly relevant due to the high level of information noise, the spread of manipulative content and
fake messages. The process of determining the reliability level is characterized by a significant number of subjective
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factors that are difficult to formalize by traditional methods. In this context, there is a need to develop flexible and
adaptive solutions that can take into account the uncertainty and ambiguity inherent in a natural language.

For this purpose, the study proposes an information technology for predictive assessment of the reliability
of text information messages, based on the use of fuzzy logic. This approach allows one to model linguistic
variables, formalize expert judgments and implement the decision-making process in conditions of vaguely defined
input parameters. The proposed technology is universal in the sense that it can be adapted to various thematic
domains, types of information and sources, which provides wide possibilities for practical application — from
automated monitoring of news streams to assessing the reliability in social networks.

An important component of the study is a review of publications related to the declared topic, which will
determine the relevance and reliability of the results obtained.

The development of automated fake news detection methods is a key area of modern research in the field of
information security. The works [1-4] present a wide range of approaches, covering probabilistic models, structural
text analysis, graph convolutional networks and intelligent frameworks for data analysis in social networks. These
solutions are aimed at identifying unreliable information using formalized characteristics that indicate potential
distortion of facts or manipulativeness. Algorithmic methods, in particular machine learning, are increasingly used
as an alternative to traditional manual fact-checking [5], but remain dependent on the quality and completeness of
training samples. In this context, there is growing interest in models that take into account not only the content, but
also the behavioural aspects of users of the information environment [6], and are also aimed at developing the digital
literacy of future media professionals [7]. Of particular scientific value are approaches that integrate fuzzy logic
tools into the process of automated message reliability analysis [8—9]. Such solutions allow creating adaptive
systems that can work effectively in conditions of incomplete or fuzzy data, in particular in library information
environments. The use of hybrid models that combine fuzzy logic with deep learning methods significantly
improves the accuracy and reliability of fake news detection [9], especially in conditions of increased sensitivity to
data security, for example, in IoT environments [10]. In this case, decision-making algorithms based on extended
fuzzy logical inference are implemented, which takes into account the complexity and dynamics of information
flows. The works [11-12] substantiate the advantages of using intelligent control systems using fuzzy logic to
increase the reliability of decision-making in complex information environments. By using membership functions
and fuzzy rules, such systems are able to effectively respond to multifactorial influences and ensure stability in
situations of information uncertainty. Fake news is increasingly being considered as a tool for targeted
disinformation activities [13], which requires a comprehensive analysis taking into account both technical and social
factors of content distribution. For a wide range of users, it is advisable to apply reliability assessment criteria that
do not require special training, but allow one to recognize signs of unreliability, in particular emotionality,
sensationalism and lack of accuracy [14]. In the media analytical context, a balance between facts and value
judgments is important, which ensures the completeness and objectivity of the information presented [15].

The analysis of scientific sources allows one to conclude that despite the significant number of modern
approaches to detecting fake news, the application of the reliability fuzzy logic apparatus remains limited. In this
regard, it is urgent to create unified information models and information technologies based on the fuzzy set theory,
which will provide a predictive assessment of the reliability of information messages.

Formation of an indicator for assessing the reliability of text information messages
Taking into consideration the complexity and multi-factor nature of the process of assessing the reliability
of text information messages, this study substantiates, as noted above, the feasibility of using the fuzzy logic
apparatus. Within the framework of the study, a structured information database is formed that establishes the
relationship between input variables, their linguistic nature, permissible ranges of values of the universal term-set, as
well as clearly defined linguistic terms used for qualitative interpretation of parameters.
The linguistic variable of the reliability of text messages is presented as a function:

Q=Fy(B,T,L), M

the arguments of which are linguistic variables (LV) of the second level B,T,L . At this level, the linguistic
variable B is oriented towards factors of organizational orientation (b, — a source of information, b, — fact checking,
b, — multiple publication); 7" defines a procedure-function related to the author and the context of the message (¢, —
professionalism of the author, f, — objectivity of the author, f, — informativeness of the message context); L
characterizes the share of the indicator assessed by the attitude of users towards the received news (/, — refutation
and criticism, /, — social trust)

Let one form a table of term-sets of linguistic variables, including the description of LV and a database of
values [17].
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Table 1
Term-sets of values of linguistic variable
Linguistic descripti f . Linguistic terms
LV INEUISLC desceription o Universal base of values U st
the variable (term-set H)
) A source of information ) . .
: (reliability) (1-5)c.u Low, medium, high
b, Fact checking (1-5)c.u. Infrequent, frequent, constant
b Multiple publication ) .
5 (quantity) (1-5)c.u. Small, medium, large
A Professionalism of the author (1-5)c.u. Low, medium, high
ly Objectivity of the author (1-5)c.u. Low, medium, high
|8 Informativeness of the message context (1-5)c.u. Low, medium, high
A Refutation and criticism (1-5)c.u. Small, medium, significant
(frequency)
lz Social trust (1-5) c.u. Low, medium, high

Based on the structuring of linguistic variables in the predictive assessment process of the reliability of text
information messages, a method of logical inference is developed that reproduces a multi-level hierarchy of
relationships between database components and determines the algorithm for calculating the RTIM indicator.

b; — A source of

t3 — Intormativeness
of the context

information \
b, —Fact B =Fy(b.b,,b,)
checking = Organizational
component of the
RTIM indicator
bs — Multiple /
publication
t— Pf:ofessio alism
of the anthor \9
=F (B,T,L
T =F,(,,t,,t;) 0=Fy(BT.L)
— 5 > Integral
2= ObJSSHI‘SEY o Author’s predictive RTIM
/ component of the indicator

I; — Refutation and _
criticism L= FL ({1’12)
User’s
component of the
RTIM indicator
I, — Social trust

Fig. 1. Structural model of the logical inference method — formation of the indicator of the reliability of text information messages
Taking into account the above, the linguistic term “the indicator of reliability of text messages™ is displayed

as a fuzzy set [16]:
) () (o) o
ul b u2 2%y u b

0

n

where: QU ; u, (u,) is a membership function (MF) of the element %, €U  to the set 0.

For each LV and its corresponding three linguistic term-sets p, square inversely symmetric matrices
A=a; (a; =1, / r; ; 1,j=1,..,5) are constructed, the elements of which are formed by comparing ranks with each

other. Fuzzy logical inference for the highest level has the following formalized form [17]:
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IF ( B =low) AND ( B =medium) AND ( B = high)
AND ( 77 =low) AND ( 77 = medium) AND ( 7~ = high)
AND ( L =low) AND ( L =medium) AND ( L = high),
THEN (0 = low) AND (0= medium) AND (0 = high).
The formulated logical inference determines the development of the corresponding knowledge matrix in the

form of Table 2.
Table 2
Knowledge matrix for the linguistic variable (
Organizational component of Integral RTIM indicator
RTIM BB Author’s component of RTIM 7~ User’s component of RTIM o)
low low low low
low medium low
medium low medium medium
medium medium high
high high medium high
high high high

Based on the knowledge matrix in Table 2, fuzzy logical equations are constructed that provide the
calculation of the values of membership functions.

Hipy (Q) = Higy, (B) A Higy, (T) A gy (L) V Hig,, (B) N By (T) N Ui, (L) .

:umed[um (Q) = lumedium (B) A lulow (T) A lumedium (L) 4 Iumedium (B) A lumedium (T) A luhigh (L)

The specified approach is applied to LV of the following levels B ,T and L.
The linguistic term Q "the indicator of reliability of text information messages" is presented in the form of

a fuzzy set [16]:

/llow (Q) lumedium (Q)

Hhigh (Q)

Hiigh (Q) = Hiigh (B ) A Hiigh (T) A Heepeons (L) V Hyigh (B ) N Hyigh (T ) A Hiyigh (L) .

3)

B, T,L)= , ,
Q( ) { a4 q, a3 }

where ¢,,9,,q, determine the quantitative values of the linguistic variable 0 in relation to the above-

mentioned terms at the division points of the universal set.

Experiments

At the final stage of theoretical research, after determining the main linguistic variables and constructing
the corresponding membership functions, these variables are formalized in the form of table structures. For this
purpose, tables with normalized values of membership functions at five characteristic division points of the
universal set are formed for each of the selected linguistic variables. This approach allows ensuring the consistency
and correctness of further calculations within the fuzzy logic system.

An example of constructing the corresponding table for a linguistic variable is presented below, which at
the same time serves as the basis for moving to the experimental stage of research, where the constructed model is
tested on the basis of real or simulated input data.

Table 3
Membership functions of the term-set /1 (bl) (a source of information — reliability)
U, cU. 1 2 3 4 5
L (12,) 1 0,86 0,54 034 0,11
Lo (14;) 0.12 0.66 1 0.56 0,12
Py (1) 0.11 033 0,56 0,78 1

The next step is to select the points of the universal set ., and their corresponding values of the
membership functions. Let the following input data be selected for the linguistic variables:

b=5b=3b=4t=41t=3t=21=31=4
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and their corresponding values of the membership functions.
By substituting the given values into fuzzy logical equations, the values of the membership functions for
linguistic variables B,T,L are obtained:

lulaw (B) = 0911 5 lumedium (B) = 0’12 5 luhigh (B) = 09 40 5
’ulow (T) = 0’30 5 Iumedium (T) = 07509 luh[gh (T) = 0912 5

luluw (L> = 07 227 lumedium (L) = 0730 5 luhigh (L) = 0’50 .
The membership functions of the highest-level linguistic variable are calculated:

H, (Q)= 0115 1,4, (0) = 0,125 11,,,(Q) = 0,12
The process of determining the quantitative indicator of the reliability level of text information messages is
implemented by using the centre of mass method, which is one of the most common defuzzification methods within
fuzzy logic. This method allows one to move from linguistic assessments, presented in the form of fuzzy sets, to a
specific numerical value that characterizes the predictive level of information reliability.

The indicator of predictive reliability of information messages P is calculated using the following formula [17]:
m . 0-0
S0
i=1 m—1
P = m ’ (9)
Zl: #,(0)

where: 0,0 mean the minimum and maximum values of the message reliability indicator; 72 is a

number of fuzzy terms of the linguistic variable Q. For calculations, the following initial values are set: m = 3;

H (Q) =, (Q), My (Q) =L iim (Q), J7A (Q) = Uyigh (Q) Lower and upper limits of values for the linguistic

variable Q are presented as a percentage: 0=1%; O =100%.

The calculations are performed at three points of the specified interval: ¢, =1; ¢, =50; ¢, =100 . Finally,
according to formula (9), the following value of the message reliability level indicator is obtained: P =51,74%.
The indicator calculated at the given input values of linguistic variables indicates the average reliability level of the
information message.

Taking into account the theoretical and experimental components of the study, a key component of
information technology will be designed for predictive assessment of text message reliability.

PREDICTING THE RELIABILITY OF TEXT
INFORMATION MESSAGES

FUZZIFICATION |

Formation of linguistic variables by
functional components

Method of logical inference. Universal
set of values of LV

|

Fuzzy sets of linguistic variables for
RTIM assessment

MF of LV and linguistic term
reliability level of messages

|

Fuzzy knowledge base and fuzzy logic
equations of the second level LV

Quality indicators of functional
components of linguistic variables

DEFUZZIFICATION|

Construction of an analytical expression of
the result in the form of a fuzzy set

Formation of a database of RTIM
assessment process

[

Calculation of the integral indicator of
the reliability level of messages

Defuzzification of the fuzzy set "RTIM
level indicator"

Fig. 2. Structural model of the information technology component of predictive assessment of the text message reliability
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The developed structural model of the key component of the information technology for predictive
assessment of the text message reliability provides a holistic view of the interaction of the main subsystems focused
on processing, analysis and interpretation of text data, taking into account multi-factor influence. The central
element of the model is the method of fuzzy logical inference, which integrates the results of preliminary linguistic
and semantic processing, reliability parameters, as well as contextual characteristics of messages. The architecture
of the model provides for adaptive tuning based on expert knowledge, weight coefficients of influence factors and
membership functions, which allows forming a generalized indicator of the reliability level, taking into account
incompleteness, inconsistency or unstructuredness of information. The model can be effectively integrated into
application systems for monitoring the information environment, increasing the accuracy of detecting fake news and
contributing to making informed decisions in the field of information security.

Conclusions

As a result of the research, a key component of intellectualized information technology for predictive
assessment of the reliability of text messages, based on fuzzy logic tools, is developed. The proposed approach
allows to effectively formalize subjective expert judgments and adapt the analysis process to the conditions of
semantic uncertainty characteristic of a natural language. The basis of the implemented technology is a system of
fuzzification, aggregation, logical inference and defuzzification, which provides multi-level processing of text
information taking into account linguistic variables and their values in the term-space.

An information database is designed that establishes relationships between input parameters, their linguistic
representation and permissible ranges of values. A method of fuzzy logical inference is developed, which is based
on a knowledge matrix and a hierarchy of the process of forming a message reliability indicator and allows
calculating the reliability level using a system of logical equations. The target indicator value is determined using
the center of mass method, which provides an integrated quantitative assessment of the message reliability.

As a result, a structural model of a key component of information technology is formed, which can be used
to assess the veracity of news content at the stage of its appearance or distribution in the information space, which
opens up prospects for its integration into information monitoring systems and countering disinformation. This
approach allows not only to carry out multifactor analysis of messages, but also to effectively generalize
assessments from different sources. The proposed technology is characterized by a high degree of versatility, since
its architecture allows the adaptation to different subject areas, genre features of texts and the specificity of
information sources. This creates broad prerequisites for practical implementation — in particular, in the tasks of
automated monitoring of news flows, verification of information in social media, as well as in the field of
information security.
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