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Amid rapid advances in satellite observations and increasing risks associated with high-resolution multispectral data
downloads, stronger satellite image encryption techniques are becoming increasingly important. To address these challenges, the
paper proposes a new cryptographic methodology based on entropy and nonlinear methods. This approach offers high resistance
against brute-force attacks, generates a high-entropy key, and employs a dynamic non-linear transformation in multi-layered
encryption, which is AES-256-bit encrypted. This comprehensive approach is designed to safeguard the security of satellite data in
transit from modern cryptanalysis as it traverses communication networks. The approach begins with entropy-based initializations,
fteratively expands the key space, and applies adaptive transformations to render the encrypted data highly unpredictable.
Experiments with satellite images of various resolutions demonstrate that this approach is resistant to cryptanalysis. The evaluation
included measuring entropy, analysing the correlation between nejghbouring pixels, and testing resistance to statistical and
frequency-based attacks. The encrypted images achieved entropy values close to the theoretical maximum and showed almost no
correlation between adjacent pixels, demonstrating the strength and uniformity of the encryption process. Performance tests on
systems with multiple threads and processors revealed clear links between execution time, data size, and the level of parallelization.
Moderate parallelism provided the best speed improvements, and the method remained scalable for large datasets, making it
suitable for high-throughput environments. This approach ensures strong satellite-image robustness in image size, content, or
spectral characteristics. The flexible structure and good performance make it a promising candidate for future telecom networks and
secure satellite data distribution systems.
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KAIITAH Bita, THATYIIEHKO Bosnogumup

HarionansHUi TeXHIYHUN yHIBepcHTET «/IHINPOBChKA MOJIITEXHIKa»

EHTPOIIAHO-KPUIITOI PA®TUYHU HIAXIA IIEPEJAYI CYITYTHUKOBHUX
JAHHUX B TEJIEKOMYHIKAINIMHUX MEPEKAX

3 ormiagy Ha WBMAKe 3POCTaHHS CUCTEM CyITyTHUKOBOIO MOHITOPUHIY Ta [ABULYEHHS PU3NKIB 114 4Yac repegadi
6aratocriekTpasbH1X CyryTHUKOBUX AaHNX, TUTAHHS CTBOPEHHST Cy4acHnX KpUTorpagidHmnx 3acobis 3aXuCTy CyryTHUKOBUX 3HIMKIB
CTAE HaA3BUYANIHO Bax/mBuM. Y CTatTi MpeacTaB/ieHo HOBMWYH [TAXIA A0 3aXUCTy CYITyTHUKOBUX AaHUX, SKuvi 6asyeTscd Ha
BUKOPHCTAaHHI EHTPOIII Ta HEJTIHIHMX METOAIB. 3arporioHOBaHmi B po6OTI Migxia MOEAHYE MEHEPALIIO KITHOYIB 3 BUCOKOK EHTPOITIEI,
CKIAHI ANHAMIYHI 1IEPETBOPEHHS] Ta afantuBHe OaratopiBHEBE Ln@pPyBaHHs, AOrNoBHEHE eTarnoMm AES-256. Llle possonse
336€e3r1eYnTy HaIVHI 3aXVICT, KOH@IAEHLIIHICTB | LIITTICHICTD CYITyTHUKOBMX 306paXeHs [1i4 Yac MEPEAAYI Yepe3 Te/IeKOMyHIKaLIiviHi
Mepexi, @ TaKoX CTIVKICTb A0 CyYacHUX KDUIMTTOaHANTUYHNX aTak. EQEKTUBHICTb METOZY NMIATBEDAKEHA EKCIIEDUMEHTAMU 3 DIZHUMMU
TURnamMu 306paxeHsb. 6y/10 NMPOBEAEHO OLIIHKY EHTPOIMI 3aLun@ppoBaHnX AaHnx, aHasi3 Kopesuyii Mix CyCiaHIMu IKCessmm, NeEPEBIPKY
CTIVIKOCTI 4O CTaTUCTUYHUX [ YACTOTHUX aTak, a TaKOX TECTyBaHHS MPOAYKTUBHOCTI Ha 6aratoroToKOBUX cucTemax. Pesysibtat
10Ka3a/m, 11O 3aLLNPPOBAHI 306PaXEHHS MAtOTb EHTPOII, 6/IU3bKY A0 MaKCUMA/IbHOI, | MAVDKe HyJIbOBY KOPEALIIO MK CYCIAHIMMU
TTIKCENAMY, 1O CBIAYATL [P0 BUCOKY OQHOPIAHICTL | HAZIMHICTE 3axuCTy. [OCTIAKEHHS Yacy BUKOHAHHS Onepauivi WngpyBarHHs
BUSIBU/IO, L0 OMTUMA/ILHE [PUCKOPEHHST AOCSIaETbCs PpU BUKOPUCTAHHI A0 YOTUPbOX [MOTOKIB, @ A/I51 BE/MKNX OOCAriB AaHUX
MPOAYKTUBHICTb 3a/IMILAETLCS CTABIIbHOK. 3ara/iomM, 3arporioHOBaHMIA MiAXi 3a6E3reqye HafiiHmi 3axXuCT CyrlyTHUKOBUX 3HIMKIB
HE3aNIEXHO Bif IX PO3MIPY YW CIIEKTPA/IbHUX XaPaKTEPUCTUK, O POBUTL MOro MEPCEKTUBHUM /IS BIPOBAMKEHHS Y CYYacHi
TEIEKOMYHIKALIIVIHI CUCTEMA.
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Introduction

Satellite systems play a key role in the digital transformation of telecommunication networks. They not
only deliver essential civilian services, such as broadcasting, navigation, and internet access to remote areas, but also
provide crucial data transmission channels for government and defence. These channels are fundamental for
information security and strategic management [1]. Under the conditions of full-scale military operations, when
terrestrial communication infrastructure is exposed to destruction or cyberattacks, satellite systems remain the
primary reliable channel for exchanging intelligence, navigation, and geospatial information. Leading corporations,
such as SpaceX, Amazon, and OneWeb, among others, are actively developing next-generation satellite networks
integrated with 6G architectures, underscoring the strategic importance of space-based communications for the
secure functioning of future telecommunication systems [2—5]. Alongside the growing volume of transmitted data
and the increasing complexity of network structures, the number of threats related to unauthorized access to satellite
communication channels is also on the rise. Of particular importance are satellite images, which are crucial for
geospatial analytics, emergency monitoring, intelligence operations, and environmental observation. Their loss or
distortion may lead to significant consequences for national security and international stability.
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Many modern satellite systems still use outdated or limited encryption methods that aren’t designed for the
unique features of multichannel image streams. It makes them more vulnerable to cyberattacks, as recent research
has shown [6, 7]. As a result, developing adaptive encryption models that can protect the confidentiality and
integrity of satellite data, even in the face of complex external threats, is a significant challenge for today’s
cryptography. The most considerable risk for satellite communication remains the potential leakage of geospatial
data due to inadequate cryptographic protection.

Related works

Studies by the authors [8], [9] demonstrate that satellite data transmission systems face significant threats to
the confidentiality, integrity, and availability of information. Critical threats include spoofing (GNSS spoofing [10]),
manipulation of satellite imagery, and availability attacks such as jamming and denial-of-service (DoS/DDoS).
Recent research has focused particularly on chaotic pseudorandom number generators, notably the three-
dimensional generalized Hénon map [11], which is characterized by aperiodic dynamics and high sensitivity to
initial conditions. Lyapunov exponents facilitate the identification of chaotic and hyperchaotic system regimes,
while hardware implementations on field-programmable gate arrays (FPGAs) [12] confirm their resistance to
hardware attacks and their applicability in secure systems, such as blockchain systems. Existing countermeasures
focus on channel and network layers and include standard encryption algorithms, authentication, intrusion detection
systems, and the integration of SDN and 5G technologies [13]. However, most current approaches do not account
for the specifics of key initialization and spectral channel structure, resulting in the loss of inter-channel correlation
and a reduction in cryptographic robustness [11, 14].

Therefore, there is a need to develop a new approach for the cryptographic transmission of satellite data
that ensures comprehensive resistance to modern attacks.

Purpose

The study aims to develop an approach for nonlinear cryptographic transmission of satellite data based on
entropy-determined key-space initialization and adaptive multilevel encryption. The proposed approach ensures
enhanced resistance to attacks while also preserving data integrity and confidentiality during transmission through
telecommunication networks. To achieve this aim, the following tasks are defined:

— to develop a mechanism for key-space generation that combines system entropy (noise, timing, delay)
with parameters of deterministic nonlinear dynamics for the formation of cryptographic keys;

— to develop an adaptive multilevel encryption algorithm that accounts for inter-channel correlation of
satellite images and the distribution of information across pixels depending on the number of spectral bands;

— to apply AES-256 Post Encryption as an additional encryption layer to improve resistance to
cryptanalytic attacks and minimize the risk of information leakage;

— to develop a format for the output data packet that includes both the encrypted satellite image and all
necessary encryption details, making sure the information can be sent reliably over telecommunication networks.

Proposed technique

The structure of the proposed approach is presented in Figure 1 and consists of input data formation, key-
space initialization, adaptive multilevel encryption, and output packet generation. The first stage involves loading
the satellite image, which may be single-channel or multi-channel.

The second stage of the approach focuses on forming the entropy-based key space, which serves as the
foundation of the model’s cryptographic robustness. The generation of key parameters is determined by three main
factors: the cryptographic password, the entropy E;, which includes environmental parameters (such as timing
delays, noise, and latency), and the nonlinear dynamic parameters that define the behavior of a deterministic
dynamic system with a non-periodic trajectory. The combination of entropy, the cryptographic password, and
dynamic parameters forms the initial system state Sy, which is used to initialize the pseudorandom number
generator. To provide a dynamic description of the combined initialization process, a system of nonlinear
differential equations is proposed, representing the evolution of the system state S(z):

as .
(52 = 1S (1 = S) + 1aS, + B sin(S; + E5),
das,

;=_51+520(a_532)+P' (1)
\ ddi: = 518, — BS3 + E,

where §=/5,,55,8;] is the vector of dynamic states that reflects the variation of the system’s internal

parameters; L is a parameter that controls the intensity of the system’s nonlinear dynamic variations; ya is the

asymmetry coefficient of the dynamic system, which determines its sensitivity to initial conditions; f is a

characteristic describing the rate of dynamic transformations of the system under conditions of its nonlinear

behavior.
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Fig.1. Proposed cryptographic satellite data transmission flowchart
The initial state So=S(to) is used to form a set of key metadata:
{K,IV,key_id seed meta}, (2)

where K is the primary cryptographic key, /V is the initialization vector, key id is the key identifier, and
seed_meta represents the entropy metadata required to reproduce the key-generation process during decryption.

The third stage involves adaptive multilevel encryption of the satellite image, considering its number of
channels. Let the input image be defined as 7 with C bands. For a single-channel image (C=1), encryption is applied
directly to the pixel matrix /. For a multi-channel image (C>1), the data are separated into individual spectral bands:
{Crand1,-..,Crandn}. Each channel is subjected to a two-step cryptographic transformation that includes a pixel
permutation controlled by the output data of the key generator {K, IV, key _id, seed_meta}.

The pixel permutation for band /. is performed as:

19 =631, 50,1,), 3)

Adaptive selection of m. and n. enables the determination of the degree of encryption based on the number
of channels and inter-channel correlation.
AES-256 post-encryption is applied to ensure standardized cryptographic robustness [15]:

AES - 256(I%, K, 1v), )

where Ic(enc) is the final encrypted channel.
The output data are formed as a packet:

{Il(e’“), o 1M (B Ly 1V, keyid}}, (5)

where E is the encryption type, Lq is the data block size, n is the number of iterations, and IV and key id are
responsible for reproducing the key space. The packet P is ready for secure transmission through telecommunication
networks, considering transport-layer protocols.

Results
RGB Sentinel-2 images were used (Fig. 2), with sizes of 348 x 519 pixels (180,612 pixels) and 1334 x
2000 pixels (2,668,000 pixels). After encryption, the image completely loses all structural and visual characteristics
of the original (Fig. 2b), taking on the appearance of white noise, which indicates the loss of structural order
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achieved through adaptive nonlinear transformation and AES-256 post-encryption. Decryption fully restores the
original image without visible distortions.

1. Input satellite image 2. Encrypted satellite image 3. Decrypted satellite image

200

b) <)
Fig. 2. Satellite image from the Sentinel-2 spacecraft with a resolution of 348x519 pixels: a) original multispectral; b) encrypted image;
¢) decrypted image

Figure 3 shows pixel intensity histograms for evaluating the statistical robustness of the proposed
encryption method. For the original image, the histogram demonstrates a non-uniform distribution of intensities with
pronounced peaks corresponding to dominant brightness values in the image (green fields in satellite imagery),
which is typical for natural images. After encryption, the histograms of all three channels (R, G, and B) achieve an
almost perfectly uniform distribution within the range of 0-255. Such a distribution indicates the attainment of
maximum Shannon entropy (8.0 bits), corresponding to optimal information dispersion.

The quantitative metric values obtained to assess the cryptographic quality of the proposed method are
presented in Table 1. These metrics enable the evaluation of the degree of entropic saturation in encrypted images
and the level of absence of correlations between neighbouring pixels. The results in Table 1 demonstrate that the
encrypted images exhibit properties of white noise with nearly “ideal” entropy, indicating maximal information
dispersion and a high level of “diffusion.” Correlation values are close to zero, confirming the absence of statistical
dependencies between neighboring pixels and a high resistance to statistical analysis and cryptanalytic attacks. High
entropy values and the lack of correlation are observed regardless of the satellite image size, indicating the
universality and effectiveness of the proposed approach.

To evaluate the efficiency of satellite image encryption (for sizes 348 x 519 pixels and 1334 x 2000 pixels),
multithreaded data processing was applied (Tables 2 and 3). The reference execution time for single-thread
encryption was T (for threads) = 0.0120 s, representing the minimum computational time for this data volume
without parallel processing. In parallel, baseline performance was evaluated at the process level, where the
encryption time on a single process was T (for processes) = 5.3957 s.
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Fig. 3. Pixel intensity histograms
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Table 1
Values of metrics for the proposed satellite data encryption approach
Metric | Value (encrypted.) | Best value
Satellite image 348 x 519 pixels
Entropy ~7.9990
Bands entropy R G B 8.0
7.9989 7.9990 7.9989
Correlation ~0.0019
Bands correlation R G B ~0.0
0.0048 0.0026 0.0005
Satellite image 1334 x 2000 pixels
Entropy ~7.9990
Bands entropy R G B 8.0
7.9999 7.9999 7.9999
Correlation ~0.0004
Bands correlation R G B ~0.0
0.0011 0.0002 0.0003

Analysis of Table 2 shows a consistent dependence of execution time on the number of threads. Increasing
the number of threads up to four reduces the computation time from 0.0120 s to 0.0040 s, corresponding to a
threefold speedup and 75% efficiency. It indicates effective utilization of multithreading in the early stages of
parallel processing. Further increasing the number of threads (beyond four) gradually decreases efficiency, from
44.5% for six threads to 30.0% for eight threads. The reduced parallel encryption efficiency is due to additional
computational overhead associated with thread management, synchronization, and load balancing. Another
important factor is the latency caused by transmitting encrypted data blocks through communication channels,
which increases the exchange time between threads and slightly reduces the overall system performance. Maximum
speedup is achieved with four threads, providing an optimal balance between processing speed, resource efficiency,
and result stability. Therefore, the proposed method is effective under moderate parallelism, and scaling to larger
data volumes can enhance the overall performance of the encryption system.

Table 2
Performance analysis of the satellite data encryption approach (348 x 519 pixels)
Number of threads Execution time (s) Speedup Efficiency (%)
1 0.0120 1.00 100.0
2 0.0070 1.71 85.5
3 0.0055 2.18 72.7
4 0.0040 3.00 75.0
6 0.0045 2.67 44.5
8 0.0050 2.40 30.0
Table 3
Performance analysis of the satellite data encryption approach (1334 x 2000 pixels)
Number of threads Execution time (s) Speedup EdextuBHicts (%)
1 5.3957 1.00 100.0
2 2.8398 1.90 95.0
3 1.9621 2.75 91.7
4 1.5416 3.50 87.5
6 1.1990 4.50 75.0
8 0.9810 5.50 68.8

The data in Table 3 demonstrate that encryption time decreases from 5.3957 s for single-thread execution to
0.9810 s using eight threads, corresponding to a speedup from 1.0 to 5.5 and an efficiency of 68.8%. It indicates that
for large data volumes, the overhead of thread management, synchronization, and load balancing has a minor effect
on the overall processing time. Increasing the number of threads significantly reduces execution time, demonstrating
the high scalability of the approach. The gradual decrease in efficiency, from 100% to 68.8%, is attributed to
coordination overhead and latency arising during the transmission of data blocks between threads via
communication channels.

Conclusions
This study proposed an approach for cryptographic transmission of multichannel satellite data in
telecommunication networks, combining key-space generation based on system entropy and nonlinear dynamic
parameters, adaptive multilevel encryption, and AES-256 post-encryption. The proposed method ensures a high
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level of data protection and resistance to attacks by utilizing keys with optimal entropy, thereby providing uniform
information distribution and complicating the recovery of the original data. Experimental studies showed that
encrypted images exhibit maximum entropy (=7.9-8.0 bits), indicating optimal information dispersion. Correlation
analysis revealed no statistical dependence between neighbouring pixels, confirming high resistance to frequency
and statistical attacks. Decryption fully restores original images without visible distortions, confirming the reliability
and reproducibility of the method. Performance analysis revealed that parallel processing efficiency is influenced by
the data volume and computational overhead associated with thread management, synchronization, and data block
transmission. For large datasets, increasing the number of threads significantly reduces encryption time,
demonstrating the high scalability of the approach.

Future research directions include optimizing multilevel encryption algorithms for large satellite images,
considering hardware and network limitations, developing adaptive transformation strategies based on the spectral
structure of images, and integrating the proposed approach into real telecommunication systems to ensure secure
transmission of critically important satellite data.
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