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ENERGY-AWARE MODELLING OF 10T
NETWORK LIFE-CYCLE UNDER INDUCED
FALSE-EVENT FLOWS

An energy-aware analytical model of the IoT network life-cycle
under induced false-event traffic is proposed. The study considers event-
driven clustered IoT networks operating under external influences that
generate false event messages and thereby cause unnecessary sensing,
transmission, reception, and forwarding operations. Unlike conventional
approaches that usually treat traffic behaviour, communication energy
consumption, and network geometry separately, the proposed model
Integrates these components within a unified formal framework. Within this
framework, the energy cost of a single false event is formalised and linked
to the network-level energy balance, false-event arrival parameters, and
node mobility. On this basis, closed-form analytical expressions are derived
for the temporal evolution of residual energy and for the duration of the
network life-cycle under fixed spatial topology. The model thus establishes
an explicit relationship between induced false-event intensity and the
depletion of network resources. The analysis shows that the intensity and
regularity of false-event arrivals significantly affect the degradation
trajectory. In particular, more regular induced traffic changes the early-
stage depletion pattern, whereas at high intensities different traffic regimes
converge. The model is validated by simulation for a LEACH-based
clustered IoT network. The simulation results confirm the analytical
dependencies over the investigated range 1 < A f < 10 and show that the
proposed formulation remains in close agreement with the simulation
reference. In the comparative analysis, the prediction error of the proposed
model remains within about 0%-2%, whereas the traffic-only baseline
reaches about 10.2% and the classical LEACH baseline about 20.4%. These
results demonstrate that the proposed model provides a more adequate
estimate of network life-cycle because it explicitly incorporates induced-
loss effects ignored or oversimplified in conventional approaches.

Keywords: IoT networks, false—event traffic; energy-aware
modelling; network life—cycle,; probabilistic traffic; clustered IoT systems.

Introduction

The rapid expansion of Internet of Things (IoT)
infrastructures has intensified the importance of energy efficiency
and long—term operability of large—scale sensor networks. In
many practical deployments [1-3], IoT nodes operate under strict
energy constraints and are expected to function autonomously
over extended periods without maintenance or energy
replenishment. Under these conditions, external induced
influences, such as false—event traffic, can significantly accelerate
energy depletion even in the absence of classical cyber—attacks or
protocol violations.

Conventional approaches to IoT security and reliability
primarily focus on detecting and mitigating explicit cyber
intrusions, while the impact of induced false—event flows on the
energy life—cycle of the network remains insufficiently quantified
[4, 5]. Induced false—event flows are understood in this study as
artificially generated streams of event messages triggered by
external influences that do not correspond to real physical events
in the monitored environment. Such influences may include
jamming-induced repeated sensing, fabricated message injection,
spoofed sensor readings, malicious activation of compromised
nodes, or other adversarial actions that stimulate normal reporting
procedures without violating the communication protocol. As a
result, the network processes such messages as legitimate events,
which causes additional communication activity and accelerates
energy depletion. Existing models often treat traffic behaviour,
communication energy consumption, and network geometry as
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largely independent factors, which limits their ability to capture the cumulative effect of induced events on network
degradation.

This creates a scientific and practical challenge of developing energy—aware modelling tools capable of
linking probabilistic characteristics of induced traffic with communication energy costs and spatial network
organisation. Addressing this challenge is essential for predicting the operational lifetime of loT networks, supporting
capacity planning, and designing resilient sensing systems for smart environments, industrial monitoring, and large—
scale cyber—physical applications.

The problem statement and review of recent research

Existing analytical approaches to modelling IoT and wireless sensor networks have predominantly focused
on energy consumption under legitimate operational conditions. Classical energy models [6—8] accurately describe
per-packet transmission, reception, and aggregation costs and are widely applied to estimate network lifetime in
clustered architectures such as LEACH. However, these models implicitly assume that traffic is either stationary or
fully controlled, and they do not explicitly account for externally induced false—event flows that activate normal
communication procedures while remaining indistinguishable from legitimate events. As a result, the cumulative
energetic impact of such induced influences is underestimated.

Probabilistic traffic models [9, 10] represent another important class of approaches. Poisson processes and
their deterministic counterparts are commonly employed to characterise event arrivals in IoT systems. While these
models capture the statistical properties of traffic streams, they are typically decoupled from detailed energy depletion
dynamics. Event arrival rates are often introduced only as average load parameters, without analysing how arrival
regularity, inter-arrival variability, or sustained triggering affect long-term energy degradation. Consequently, existing
probabilistic models fail to quantify the life-cycle reduction caused by continuous false-event activation.

Security-oriented studies [11, 12] largely address explicit attacks, including denial-of-service, jamming, and
protocol-level exploitation. These approaches focus on detection, mitigation, or filtering of abnormal traffic patterns
and assume observable deviations from legitimate behaviour. Induced false—event traffic does not violate protocol
rules and therefore remains outside the scope of most intrusion-detection frameworks. Although such traffic may
persist over long periods, its effect on energy depletion is rarely modelled explicitly, leaving a gap between security
analysis and energy-aware lifetime assessment.

Geometric and coverage-based models [13—15] provide valuable insights into sensing probability,
connectivity, and transmission distances. Nevertheless, these models usually treat geometry as a static background
parameter and do not integrate it with probabilistic traffic dynamics or energy consumption mechanisms. As a
consequence, they cannot capture how induced false—event flows propagate through spatially distributed networks
and translate into system-level energy loss over time.

In summary, existing approaches tend to address energy consumption, traffic behaviour, security, and
network geometry in isolation. They lack a unified analytical framework capable of linking probabilistic
characteristics of induced false—event flows with communication-energy expenditure and spatial organisation of the
network. This fragmentation prevents quantitative assessment of [oT network life-cycle under induced influences and
motivates the development of an integrated energetic—probabilistic—geometric model, as presented in this study.

Formulation of the article's objectives

The goal of this study is to develop an energy—aware analytical model of the IoT network life—cycle under
induced false—event flows, which integrates probabilistic traffic characteristics, communication—energy consumption,
and network geometry into a unified modelling framework.

To achieve this goal, the following objectives are addressed:

1. To formalise the per—event energy cost of induced false events in a clustered loT network, accounting for
transmission, reception, and aggregation at node and cluster—head levels.

2. To derive a network—wide energy balance model that separates baseline consumption under legitimate
operation from additional depletion induced by false—event traffic.

3. To integrate false—event arrival characteristics and node mobility into a continuous formulation linking
micro—scale energy expenditure with macro—scale life—cycle degradation.

4. To establish an explicit analytical relationship between induced false—event flow parameters and the IoT
network life—cycle under fixed spatial topology.

5. To assess the impact of arrival regularity by comparing Poisson and deterministic false—event streams and
to validate the resulting life—cycle model through LEACH-based simulation.

Presentation of the main material
This section explores the quantitative dependence between induced false—event flows and the life-cycle of

an IoT network. The focus is on evaluating how the arrival rate of false events /1/‘» and node mobility v jointly

determine the depletion rate of the network’s collective energy budget. The life—cycle L is defined as the number of
operational rounds prior to the exhaustion of the last node’s energy. Each round includes five one—second iterations,
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during which the cluster—head CH set rotates according to the LEACH protocol. Nodes are homogeneous, initialised
with £, =2 J, and communicate using the standard first-order radio model [86, 105], with £_ =50 nJ/bit and

E =100 pl/(bit-m?). The sink is centrally positioned ina 200x 200 m field, and 5 % of nodes act as CHs per

amp
round.

The analytical reasoning begins with the energy expenditure of a single false event, which represents the
atomic process driving subsequent depletion. When a sensor detects a false stimulus, two transmissions occur: (i) from
a member node to its CH and (ii) from the CH to the sink. These transmissions each incur electronic and amplifier
losses; the reception at the CH adds an additional receive cost. Summing these yields the per—event energy
expenditure:

E,(v)= 1[(E +E,,d. )+ E, +(E, +E dz)] (1

evt amp™” mc amp™” cs

where [ is the packet size (bits), d e 1s the mean member—CH distance, and dcs the mean CH-sink distance.

Equation (1) thus formalises the micro—scale energy dynamics of a single reporting cycle; it provides the
base from which aggregate consumption for the entire network will be derived.

At the macro—scale, network—wide power loss arises from the collective activity of all N nodes. Since a

fraction p of them act as CHs each round, the number of heads is N, = pN . The mean baseline power F),

ase

therefore includes both CH transmissions and member transmissions associated with legitimate (non—false) traffic:

P

base

:NchEeC;:I +(N_Nch)Eer:l:m (2)

Equation (2) represents the stationary background load of a healthy IoT network without interference. It is
crucial for differentiating natural energy consumption from induced losses. Equation (2) can be further specified by

for ordinary member nodes and E cH

. . mem
decomposing the mean per—event energy into two components: E ot evt

4

cluster heads. The former represents the transmission energy of a node sending an [ —bit packet to its cluster head at

a mean distance d_, expressed as E" men =1 (E +E d? ) The latter accounts for the dual role of the cluster

mc amp ™" mc

head — receiving packets from an average of #,, members and forwarding the aggregated data to the sink at distance

d,:E) CH =nlE_+1 (E +E d’ ) . Substituting these into (2) yields the generalised network—wide expression

amp ™ cs

P

base

= pN|niE, +1(E, +E,,d’) |+(1- p) NI (E, +E,,d. ).

amp ™ cs amp ™ mc

which analytically links the LEACH clustering parameters with the baseline energy consumption of the IoT
network.
When false events are introduced, the network experiences stochastic energy perturbations proportional to

the event rate /1/‘- and the mean per—event cost F ’ (v) . To integrate this external influence into the power balance,

the total induced drain (P_{loss}) is defined as

,m(ﬂ, ") ME (V). E;(v)=aE,,(v), G)

where @ = 0.1 denotes the average proportion of nodes reacting to each false stimulus. This coupling of
ﬂ with Eew( ) establishes a direct functional dependency between the intrusion process and network energy
depletion. Equation (3) thus transitions the analysis from per—event to continuous—flow energy dynamics. A refined

analytical expression for £

vt ( ) can be derived by linking the per—event energy from (1) to the cumulative energy

dynamics in (3). In this formulation, Eew (v) represents the average energy expended by the network in response to
a single false event, incorporating mobility-related overheads. Analytically, it may be written as
E,, (v) =K, (0)(1+ ﬂvz), where [ = 107 s2/m? quantifies additional reclustering and re-routing costs

induced by node motion. Substituting this relation into (2) and (3) yields the instantaneous power loss term
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P

loss

(ﬂ,f , V) = ﬂfaE (V) . This analytical coupling transforms the model from discrete per—event accounting to a

evt

continuous—flow representation, directly associating the false—event arrival process lf and node mobility v with the

overall rate of network energy depletion.
The network’s cumulative energy over time (t) is subsequently described by a conservation equation
combining baseline and induced drains:

By (1) = By (0)=t| By + By (2,7) ] 4)

Here E, (0) = NE, is the total initial energy, and the linear subtraction term represents the progressive

loss due to communication activity. Equation (4) integrates (2) and (3), translating local stochastic events into a
deterministic macroscopic trajectory for network degradation. Its derivative with respect to time provides the
instantaneous power loss rate, enabling predictive control of node longevity.

The network lifetime is then derived as the time interval until the energy reservoir is fully depleted, which

(after normalisation to round duration At ) gives

L= E;(0)
| P+ B (A7) | A2 5)

Equation (5) provides the analytical bridge between traffic parameters and survivability. It encapsulates how

increases in /1/, (denser false—event flows) or in v (greater mobility and re—clustering) shorten the operational

lifetime by elevating the denominator in proportion to cumulative energy drain. The structure of (5) directly underpins
subsequent simulation results.

o dL o
<0 for all positive rates and —— —> 0 as /1f —> 00, indicating a
A 7
saturation of energy losses at high intrusion intensities. This transition from steep decline to steady—state behaviour is
crucial for identifying the threshold beyond which further increases in false traffic no longer yield proportionate
degradation.

Differentiating (5) yields

Experimental Studies
The proposed analytical model was further examined through computational experiments aimed at evaluating
the impact of induced false—event flows on the energy life—cycle of an event—driven wireless sensor network. The
experimental study focuses on analysing how the intensity of induced false events influences the network lifetime
predicted by the derived analytical expressions. For this purpose, a numerical simulation framework was implemented
to reproduce the behaviour of the model under different intrusion intensities and mobility conditions. The experiments

were designed to illustrate the dependence L (ﬁ f) predicted by the theoretical model and to analyse the sensitivity

of the network lifetime to variations in the rate of induced false events. The obtained results provide a quantitative
illustration of the analytical relationships derived in the previous section and serve as a basis for interpreting the
behaviour of the system under increasing levels of induced false traffic.

Before Figure 1, we state the computational set—up and notation used in its construction. The curves are

generated in MATLAB by evaluating (5) over /”Lf € [1,10] eventsss(*{—1}) for three speeds v € {2,5,10} . For

each v, E,, (v) is obtained from (1) with the mobility correction above; dmc and dcs are the mean intra—cluster

and CH—sink distances for a LEACH topology ona 200x 200 m field with a 5% head—set. Baseline P,

base 18 fixed

by the legitimate load (same radio model and packet size [ as for false events), whereas F,

Joss Scales linearly in A,

via (3). Axes are: False—event rate /1/‘- and Network life-cycle L ; legend indicates node speed V.
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Fig. 1. IoT network life—cycle versus induced false—event rate for different node speeds
The family of decreasing curves exhibits a pronounced initial drop: raising /1]- from 1 to 2 more than halves

L . This non-linear sensitivity is predicted by (5) because F,

1oss €nters the denominator additively; at low rates, small

—0

increments in A4 .+ produce a large relative increase in total drain. As A , exceeds ~ 4 | the slope flattens:
;
, signalling a saturation regime in which nodes transmit almost continuously and further intensification yields

diminishing degradation. Mobility shifts all curves downward, with the largest separation visible at small A - faster
motion v =10 increases re—clustering frequency and amplifier usage, effectively inflating E,, (V) through the

ﬁvz term. At high A, the network is load—saturated regardless of Vv, so speed becomes a secondary factor. The

match between these tendencies and (1)—(5) supports the adequacy of the analytical scaffold for capacity—planning
and resilience studies.

Prior to Figure 2, we clarify its aim and computation. The intent is to isolate the effect of arrival regularity
on survivability by comparing Poisson versus deterministic false—event streams at the same mean rate and speed.

Using the same parameters as above and fixing v = 2, we evaluate (5) with identical P, . For the Poisson stream,

base *

inter—arrival variability induces idle gaps; for the deterministic stream, arrivals are evenly spaced, eliminating micro—

idle opportunities. In the analytical proxy, this difference is captured by the effective utilisation of P over each

loss
round: Poisson variability yields slightly lower effective utilisation at small /1/‘- , Whereas deterministic timing drives

near—constant activation.

— Analytical Poisson model
10l L) —— Analytical Deterministic model
@ LEACH simulation (Poisson)

i ® LEACH simulation (Deterministic)
&
c 120t
3
e
~ 100f
L
v
n .
7 80t
b
g
o 60f
2
[7]
z

a0

20¢

False-event rate, A; (events:s~1)

Fig. 2. Comparison of Poisson and deterministic induced false—event streams
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At low intensities (ﬂf < 2), the deterministic curve lies below the Poisson curve, implying a shorter life—

cycle. The reason is structural: evenly spaced triggers keep radios active with fewer idle micro—intervals, so B, is

more fully realised within each round. Poisson arrivals, by contrast, introduce random inter—arrival gaps that permit
short sleep episodes or reduced contention, slightly extending L . As ﬂf > 4, both curves converge (consistent with

ﬁ — 0) because operation enters a steady regime dominated by continuous reporting where arrival regularity no
f

longer changes the energy balance. This convergence aligns with prior traffic self—similarity observations in data
networks [81, 85, 106] and with sensor—network energy studies [88, 89, 107], though our model explicitly accounts
for mobility—induced re—clustering overhead.

In addition to the analytical trends, the LEACH simulation points included in Figure 2 empirically confirm
the theoretical relationships. The discrete values follow the same trajectory as the analytical curves, with minor
stochastic deviations attributable to random cluster—head rotation and dynamic channel contention. The agreement

between the simulated and analytical results validates the correctness of the proposed energy model £, (v) and its
applicability to real clustered IoT topologies. Consequently, the combined depiction demonstrates not only the
theoretical dependence of L (ﬁ f ) but also its physical observability within operational LEACH-based networks.

The final stage of the experimental analysis transfers the comparison from a purely descriptive level to a
direct methodological contrast with reduced baseline schemes. This comparison is necessary because the analytical
contribution of the proposed formulation consists not only in showing that induced false-event traffic degrades the
network life-cycle, but also in providing a quantitatively more adequate estimate of this degradation. For that reason,

the next figure presents the dependence L(/l f) not only for the proposed model, but also for two conventional

approximations. The first approximation corresponds to the classical LEACH-style energy accounting and neglects
the induced-loss term associated with false-event activation. The second approximation retains the traffic-rate effect,
but treats it only as an average additional load and therefore does not reproduce the full coupling embedded in (3)—
(5). Such a construction makes it possible to compare not only the direction of the trend, but also the closeness of each
estimate to the LEACH simulation reference.

16000 1 == Proposed model
Classical LEACH baseline
14000 - == Traffic-only baseline
—_ ® LEACH simulation
g
S 12000 -
(=
-
. 10000 -
o
|
>
o 8000 -
=
o
o 6000 4
=
-+~
z
4000 A
2000 A

2 4 6 8 10
False-event rate, A_f (events-s—?)
Fig. 3. Comparative network life-cycle estimates for the proposed model and reduced baselines
Figure 3 shows that all three analytical curves reproduce the same monotone decline of network life-cycle as
the false-event rate increases, yet they differ substantially in quantitative adequacy. The most important divergence is
observed already at the lower boundary of the interval. At ﬂf =1, the proposed estimate is close to 1.30x10*

rounds and practically coincides with the simulation value, whereas the traffic-only and classical LEACH baselines

overestimate the life-cycle at about 1.43x10* and 1.56x10* rounds, respectively. The same ranking is preserved

64 MDKHAPOJIHUI HAYKOBUI JXYPHAJ
«COMPUTER SYSTEMS AND INFORMATION TECHNOLOGIES», 2026, Ne 1



INTERNATIONAL SCIENTIFIC JOURNAL ISSN 2710-0766
«COMPUTER SYSTEMS AND INFORMATION TECHNOLOGIES»

in the middle of the interval: at A ; =35, the proposed model gives approximately 3.55x 10’ rounds against about

3.60x10’ in simulation, while the traffic-only and classical LEACH baselines remain noticeably higher, at about

3.84x10° and 4.12x10° rounds. Even at the upper boundary, /1f =10, the proposed estimate stays close to the

simulation reference, about 1.86x10° versus 1.88x10° rounds, whereas the two reduced schemes still
overestimate the network life-cycle. Thus, Figure 3 demonstrates not only the general degradation trend, but also the
stable quantitative advantage of the proposed formulation over the entire investigated range.

A visual comparison of lifetime curves, however, is still insufficient if the objective is to justify the claim of
improved estimation accuracy in explicit quantitative terms. For this reason, the final figure reformulates the same
comparison in error coordinates with respect to the LEACH simulation reference. The relative prediction error is used
here because it directly measures the deviation between each analytical estimate and the corresponding simulation-
based value. In the present context, this representation is methodologically stronger than a second qualitative

comparison of L (ﬂ, Y ) , since it makes the rank ordering of the competing approaches numerically explicit and shows

whether the gain of the proposed formulation is stable across the whole interval of induced false-event rates.

0.200
0.175 A
0.150 A

0.125

= Proposed model
Classical LEACH baseline

m Traffic-only baseline

N

0.100 A

0.075

Relative prediction error, €

0.050 A

0.025 4
0,000 | W
2 4 6 8 10

False-event rate, A_f (events-s-?)

Fig. 4. Relative prediction error of the proposed model and reduced baselines with respect to LEACH simulation

Figure 4 confirms the result obtained in Figure 3 at a stricter quantitative level. The proposed model maintains

the smallest prediction error throughout the full /1/‘- range and remains within approximately 0%—2%. This is most
clearly seen at three representative points. At if =1, the error is about 2.0% for the proposed model, compared with

approximately 10.2% for the traffic-only baseline and 20.4% for the classical LEACH baseline. At ﬁf =35, the

proposed formulation still remains near 2.0%, whereas the traffic-only and classical LEACH baselines yield about
5.9% and 15.7%, respectively. At /1]. =10, the proposed model preserves its advantage, with an error of about 1.0%,

compared with about 6.9% for the traffic-only baseline and 16.8% for the classical LEACH baseline. These values
show that the gain of the proposed model is systematic rather than local: compared with the traffic-only approximation,
the prediction error is reduced several-fold, and compared with the classical LEACH baseline, by roughly an order of
magnitude at the most sensitive points of the interval. Therefore, the revised comparison supports the claim that
explicit incorporation of induced false-event losses provides a substantially more adequate estimate of network life-
cycle.

Conclusions
This study has proposed an energy—aware analytical framework for modelling the life—cycle of an IoT
network under induced false—event flows by integrating probabilistic traffic characteristics, communication—energy
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consumption, and network geometry. The obtained model establishes an explicit relationship between false—event
arrival parameters and the temporal evolution of the network’s energy resources.

It has been shown that the energy cost of a single false event acts as the fundamental mechanism driving
large—scale network degradation. Extending this micro—level description to a network—wide energy balance yields a
closed—form life—cycle expression that quantifies the impact of false—event arrival rate and node mobility on
operational duration. A comparative analysis of Poisson and deterministic induced traffic demonstrates that arrival
regularity significantly affects early—stage energy depletion, while both regimes converge to a saturation behaviour at
high intensities.

Simulation results for a LEACH-based clustered IoT network confirm the analytical predictions and
demonstrate that the proposed formulation provides a more accurate estimate of network life—cycle than reduced
baseline approaches that consider only stationary energy consumption or average traffic load. In particular, the
comparative analysis presented in the experimental section shows that the proposed model remains closest to the
simulation reference across the entire range of induced false—event rates.

Future research may extend the framework to heterogeneous node energies, adaptive clustering, and time—
varying false—event intensities, providing a basis for subsequent survivability— and availability—oriented analyses
under induced influences.

ADDITIONAL INFORMATION

AUTHOR CONTRIBUTIONS

Conceptualization C.Y.; methodology C.Y.; validation C.Y.; formal analysis, V.K.; investigation, C.Y.; writing -
original draft preparation, V.K.; writing - review and editing, C.Y"; visualization, C.Y., V.K_; project administration,
VK.

DECLARATION ON THE USE OF GENERATIVE ARTIFICIAL INTELLIGENCE TOOLS
In preparing this work, the author used Grammarly for: grammar and spelling checks. After using this tool/service,
author reviewed and edited the content and take full responsibility for the content of this publication.

REFERENCES

1. Z. Almudayni, B. Soh, H. Samra, 2024, https://doi.org/10.1016/j.i10t.2024.101306
and A. Li, “Energy Inefficiency in IoT Networks: 6. I. Das, R. N. Shaw, and S. Das,
Causes, Impact, and a Strategic Framework for “Analysis of Energy Consumption of Energy Models
Sustainable Optimisation,” Electronics, vol. 14, no. 1, in Wireless Sensor Networks,” Lecture Notes in

159, Jan. 2025, Electrical Engineering. Springer Singapore, pp. 755—
https //doi.org/10.3390/electronics14010159 764, Jul. 26, 2020. https://doi.org/10.1007/978-981-
2. S. O. Muhanji, A. E. Flint, and A. M. 15-4692-1_57

Farid, “The Development of IoT Within Energy
Infrastructure,”  eloT.  Springer  International

Publishing, pp- 27-90, 2019.
https://doi.org/10.1007/978-3-030-10427-6 3
3. Y. Huang, M. F. Antwi-Afari, B.

Sun, and J. Liu, “Critical success factors for
implementing self-powered wearable internet of
things sensors in construction: A systematic literature
review and conceptual framework,” Applied Energy,
vol. 401, p- 126836, Dec. 2025,
https://doi.org/10.1016/j.apenergy.2025.126836

4, O. Popoola, M. Rodrigues, .
Marchang, A. Shenfield, A. Ikpehai, and J. Popoola,
“A critical literature review of security and privacy in
smart home healthcare schemes adopting IoT &
blockchain: Problems, challenges and solutions,”
Blockchain: Research and Applications, vol. 5, no. 2,

p. 100178, Jun. 2024,
https://doi.org/10.1016/j.bcra.2023.100178
5. V. Merlino and D. Allegra, “Energy-

based approach for attack detection in IoT devices: A
survey,” Internet of Things, vol. 27, p. 101306, Oct.

7. C. Portillo, J. Martinez-Bauset, V.
Pla, and V. Casares-Giner, “Energy Consumption
Modeling for Heterogeneous Internet of Things
Wireless Sensor Network Devices: Entire Modes and
Operation Cycles Considerations,” Telecom, vol. 5,
no. 3, pp- 723-746, Aug. 2024,
https://doi.org/10.3390/telecom5030036

8. E. A. Evangelakos, D. Kandris, D.
Rountos, G. Tselikis, and E. Anastasiadis, “Energy
Sustainability in Wireless Sensor Networks: An
Analytical Survey,” JLPEA, vol. 12, no. 4, p. 65, Dec.
2022, https://doi.org/10.3390/jlpeal2040065

9. K. Boussaoud, A. En-Nouaary, and
M. Ayache, “Adaptive Congestion Detection and
Traffic Control in Software-Defined Networks via
Data-Driven Multi-Agent Reinforcement Learning,”
Computers, vol. 14, no. 6, p. 236, Jun. 2025,
https://doi.org/10.3390/computers 14060236

10. S. Reno and K. Roy, “Navigating the
Blockchain Trilemma: A Review of Recent Advances
and Emerging Solutions in Decentralization, Security,
and Scalability Optimization,” CMC, vol. 84, no. 2,

66 MDKHAPOJIHUI HAYKOBUI JXYPHAJ
«COMPUTER SYSTEMS AND INFORMATION TECHNOLOGIES», 2026, Ne 1


https://doi.org/10.3390/electronics14010159
https://doi.org/10.1007/978-3-030-10427-6_3
https://doi.org/10.1016/j.apenergy.2025.126836
https://doi.org/10.1016/j.bcra.2023.100178
https://doi.org/10.1016/j.iot.2024.101306
https://doi.org/10.1007/978-981-15-4692-1_57
https://doi.org/10.1007/978-981-15-4692-1_57
https://doi.org/10.3390/telecom5030036
https://doi.org/10.3390/jlpea12040065
https://doi.org/10.3390/computers14060236

INTERNATIONAL SCIENTIFIC JOURNAL

ISSN 2710-0766

«COMPUTER SYSTEMS AND INFORMATION TECHNOLOGIES»

pp. 2061-2119, 2025,
https://doi.org/10.32604/cmc.2025.066366
11. M. S. Nkambule, A. N. Hasan, and

T. Shongwe, “A review of intelligent control strategies
for energy management systems in microgrids,”
Energy Conversion and Management: X, vol. 28, p.

101323, Oct. 2025,
https://doi.org/10.1016/j.ecmx.2025.101323
12. M. Liyanage, A. Bracken, S.

Shahabuddin, and P. Ranaweera, “Open RAN
security: Challenges and opportunities,” Journal of

“Stochastic Geometry for Modeling and Analysis of
Sensing and Communications: A Survey,” IEEE
Commun. Surv. Tutorials, vol. 28, pp. 26912724,
2026, https://doi.org/10.1109/comst.2025.3594560

14. J. Akshya et al, “Geometric
Optimisation of Unmanned Aerial Vehicle
Trajectories in Uncertain Environments,” Vehicular
Communications, vol. 54, p. 100938, Aug. 2025,
https://doi.org/10.1016/j.vehcom.2025.100938

15. J. Chebil, H. Zormati, and J. B.
Taher, “Geometry-Based Channel Modelling for

Network and Computer Applications, vol. 214, p. Vehicle-to-Vehicle Communication: A Review,”

103621, May 2023, International Journal of Antennas and Propagation,
https://doi.org/10.1016/j.jnca.2023.103621 vol. 2021, pp- 1-10, Aug. 2021,
13. H. K. Armeniakos, P. S. Bithas, S. https://doi.org/10.1155/2021/4293266

A. Tegos, A. G. Kanatas, and G. K. Karagiannidis,

Yenp ION

BiHHUIBKHI HALIOHATBHUH TEXHIYHHN YHIBEPCUTET
I'yaHciiicpkuit arpapHuii mpodeciiiHo-TeXHIYHHI yHIBEpPCHTET

B’sauyecnas KOBTYH

BiHHHMLBKUIA HAI[IOHATIBHUM TEXHIYHUN YHIBEPCUTET

EHEPI'OOPIEHTOBAHE MOJE/IOBAHHSI JKUTTEBOT'O HUKJTY I0T-MEPEKI
3A YMOB IHAYKOBAHHUX ITOTOKIB XUBHUX ITOAIN

Y cTarTi 3arporioHOBaHO E€HEPrOOPIEHTOBAHY aHa/liTMYHy MOAESb XUTTEBOro LKy I0T-MEPEXIT 3a yMOB IHAYKOBaHOMo
10TOKY XVOHUX 04IN. Y AOCTIIIKEHHI PO3I/ISAAI0THCS MO4IEBO-OPIEHTOBAHI KIACTEPH30BaHI I0T-MEpEX, YO @yHKLIOHYIOTb 114 LIE0
30BHILLHIX B/IMBIB, SKI FEHEPYIOTL XMOHI MOBILOMIEHHS PO 04N Ta CIIPUYMHSIOTL 3auBi Onepauii CEHCUHIY, MEPEAaBaKHs,
npuiManHs ¥ peTpaHciauii Aarnx. Ha BiAMIHYy B TpaguuiiHux rjgxoais, ki 3a3Buyaii po3r/isgatoTe MOBEAIHKY TPagiky,
EHEProCrIOXUBAaHHS KOMYHIKaLi Ta reoMETDIH0 MEPEXT OKDEMO, 3aIPOITOHOBAHa MOJE b IHTEMPYE Lif KOMITOHEHTU B EANHIV QOpMasibHIv
CTPYKTYDI. ¥ MEXaX LiEi CTPYKTYpU EHEDrETUYHY BapTICTb O4HIEI XMOHOI 11o4ii pOpMasIi30BaHO Ta 0B S3aHO 3 EHEPreTUYHUM 6a/IaHCOM
MEDEXi, NMapamMeETPamMuU HaAXOLKEHHS XMOHNX 104iH | MOBIIbHICTIO By3/1iB. Ha Liti OCHOBI OTPUMAHO 38MKHEHI aHa/IITUYHI BUpa3n 4715
OnNCy YacoBOIi eBOJIIOLIT 3a/INLLKOBUX EHEPrETUYHUX PECYPCIB | TPMUBAIOCTI XUTTEBOrO LMKy MEPEXI 3@ (DIKCOBAHOI MpOCTOPOBOI
Tornosorii. Mogesb YCTaHOB/IOE SBHMH 3BS30K MK [HTEHCUBHICTIO IHAYKOBaHNX XUOHNX MOIM Ta BUCHAKEHHSIM EHEDIETUYHUX
pecypcis Mepexi, 10Ka3aHo, YO IHTEHCUBHICTL | PErY/ISPHICTL HAAXOMKEHHS XMOHMUX 04N [CTOTHO Br/IMBAKOTL Ha TPAEKTODIHO
eHepreTuyHoI gerpagauii Mepexi. 30KpeMa, pEry/IspHimi [HAYKOBaHm TPaQIK 3MIHIOE XapakTED BUCHAXEHHS PECYpCiB Ha
1104aTKOBUX €Tarnax QyHKLIOHYBAaHHS, TO4I K 3@ BUCOKVX IHTEHCUBHOCTEN Pi3HI PEXuMU Tpagiky 36iratoTbCsl 0 PEXUMY HACUYEHHS
CKOPOYEHHS JKUTTEBOIO LMKITY MEPEXT. MOAE/Tb NMEPEBIPEHO 33 AOIMTOMOIO0 MOAE/IIOBAHHS /151 KNIaCTEPU30BAaHOI 10 T-MEPEXT Ha OCHOBI
nporokosty LEACH. Pe3ysibTatv MOAEOBaHHS MIATBEDLXYIOTE aHA/IITUYHI 3a/IEXKHOCTI B JOCIAKYBAHOMY Aiana3oHi 1 < A f< 10 1a
AEMOHCTPYIOTL 6/IM3bKY BIAMOBIAHICTL 3ariporioHOBaHOI MOAENI A0 PE3y/IbTaTiB cumy/iauli. Y MOpIBHAIbLHOMY aHasmi3i rnoxvoka
1IPOrHO3yBaKHHs 3arporioHOBaHoi Mogesi He nepesuyye npmbmsHo 0%—-2%, To4i K 419 MOQesni i3 CEPEAHIM TpagikoBum
HaBaHTa)XEHHSM BOHa csrae 6/msbko 10,2%, a 15 kiacnyHoi ouiHkv LEACH — 6rimzbko 20,4%. OTpuMaHi pe3ysibTatvl CBia4arts, Lo
3anporioHoBaHa MoAe b 330€3MeHye GAEKBATHILLY OUIHKY XUTTEBOIO LMKy MEDEXI, OCKI/IbKU SIBHO BPAaxoByE BTPaTv EHEPIii,
IHAYKOBAHI XMOHMMM I04ISMY, SKI B TDAANLIVIHMX ITIAX048X IrHOPYIOTECS 60 CYTTEBO CrIPOLYYIOTHCS.

Kmoqosi crioBa: IoT-Mepexi; xvbHIi rogii; eHEeproopiEHTOBAHE MOAE/IOBAHHS, XUTTEBMI LMKIT MEDEXI, WMOBIPHICHMWI
TPaQiK; kiacrepusosaHi IoT-cucremu.
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