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RESEARCH ON THE AWS LAMBDA
PERFORMANCE FOR USER
AUTHENTICATION IN CROSS-PLATFORM
CLOUD APPLICATIONS

The paper is devoted to investigating the effectiveness of using
the serverless AWS Lambda architecture to implement a scalable user
authorization system in a cloud environment. The authorization function is
deployed as a cross-platform component that interacts with the managed
Amazon Aurora PostgreSQL relational database and uses the AWS Systems
Manager service to securely store configurations. The function's
performance depending on environment parameters (memory capacity,
cold/warm start) was investigated, as well as the JWT token generation
implementation for user identification. The results can be applied in the
development of cloud applications focused on high scalability, portability,
and secure database operations.

Keywords: AWS Lambda, user authorization, serverless
computing, Amazon Aurora PostgreSQL, JWT tokens, cloud function
performance, cross-platform applications.

Introduction

In modern conditions of digital technology rapid
development, ensuring secure and scalable user authorization in
cloud applications is becoming particularly important. With the
growth in the number of web and mobile clients, traditional server
solutions no longer meet the requirements for flexibility,
performance, and cost-effectiveness. In this regard, it is important
to implement architectural approaches that allow computing
resources to be scaled according to load, while ensuring high
availability and data security. One such solution is serverless
architecture, offered by Amazon Web Services (AWS) through
the AWS Lambda service.

Serverless computing allows software functions to be
performed without the need to manage infrastructure, which is
particularly important for cross-platform application developers.
In the authorization context, this enables the creation of modular,
independent, and easily scalable components that can be
integrated into mobile or web applications regardless of the
operating system or client environment. This provides reliable
access to the centralized databases, such as Amazon Aurora
PostgreSQL, which guarantees data security, transactional
integrity, and SQL standard support.

The use of AWS Lambda in combination with a managed
database and configuration management system (AWS Systems
Manager Parameter Store) opens up new opportunities for
implementing modern approaches to account management, secret
storage, and access token generation, including JWT. This system
allows you to flexibly process incoming requests, validate account
data, create cryptographically secure access tokens, and record
event logs — all without a constantly running server environment.

Unlike traditional server architectures, where request
handling depends on preconfigured instances, AWS Lambda
performs functions on demand. This not only reduces costs, but
also increases system elasticity, as it automatically adapts to load
changes. However, such flexibility requires careful analysis of
performance under different conditions, including cold and warm
starts, as well as different capacities of allocated memory.

Recent years have seen a rapid increase in interest in
serverless computing, which has led to numerous investigations
into Function-as-a-Service (FaaS) architectures. Works [1], [2]
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discuss the key advantages of serverless models, including automatic scaling, reduced infrastructure costs, adaptability
to uneven loads, and convenience for developers. Of particular importance is the support for event-driven architecture,
which allows the creation of reactive services, including on-demand authorization functions.

Deploying authorization mechanisms in a cloud environment requires integration with managed databases.
Papers [3] and [4] analyze the effectiveness of using Amazon Aurora as a scalable and PostgreSQL-compatible
solution for storing account data. The authors focus on its high availability, automatic backup, transaction support,
and integration with other AWS services. They highlight the importance of using managed configurations and secrets
through AWS Systems Manager Parameter Store [5], which lets you securely store passwords, keys, and other
sensitive parameters.

Modern user authorization methods described in [6], [7] are based on the use of access tokens, in particular
JWT (JSON Web Token), which support cross-platform interaction between the client and the server. This allows for
the implementation of stateless APIs, which is especially important for serverless functions that do not store user
sessions between calls. The works also note the need to adhere to the principles of secure authentication and restriction
of access rights to the database.

The problem of AWS Lambda performance is discussed in [8] and [9], where the authors investigate the
impact of cold starts, allocated memory capacity, and number of function calls on response latency. Special attentions
are paid to optimizing the execution time of tasks related to database access and token generation. The paper [10]
provides a comparative analysis of AWS Lambda with other FaaS solutions (Azure Functions, Google Cloud
Functions), which also confirms the AWS architecture's competitiveness in authorization tasks.

In the context of cross-platform compatibility, it is worth mentioning publications [11], [12], which focus on
the advantages of developing universal cloud backends capable of serving both mobile and web clients. Through the
use of RESTful API, authorization functions, and unified data formats (JSON), it is possible to create a single
microservice that adapts to the needs of different platforms.

Hence, a review of existing investigations demonstrates that the combination of AWS Lambda, Amazon
Aurora, and JWT technologies is a promising approach for building scalable, secure, and cross-platform authorization
systems. However, the question of accurate performance analysis and determination of optimal configurations for
such systems remains open, which explains the relevance of this paper.

The purpose of this work is to evaluate the AWS Lambda performance for implementing a scalable user
authorization system in terms of integration with a database and cross-platform clients. The paper analyzes the role of
managed services in improving the security, stability, and performance of such solutions. The results of this
investigation can be used as a basis for developing authorization modules in cloud applications focused on mobile
platforms, web interfaces, and multi-component systems.

Scalable user authorization cloud components
System architecture

Scalable authorization in the cloud environment requires coordinated interaction between computing
functions, databases, and secure configuration storage. Three main AWS platform components were used in the
investigation: AWS Lambda, Amazon Aurora PostgreSQL, and AWS Systems Manager Parameter Store (SSM).
Their functional role and technical integration within the authorization module are described.

The implemented authorization system architecture is based on a combination of serverless computing, a
managed database, and a centralized configuration store. The user sends account data via an HTTP request, which is
processed by API Gateway. The request invokes an AWS Lambda function, which retrieves parameters from AWS
Systems Manager Parameter Store, connects to the Amazon Aurora PostgreSQL database, performs account data
verification, and generates a JWT token. This token is returned to the client in the response. The entire system is built
on AWS, ensuring high availability, scalability, and security.

Figure 1 shows the user authorization system architecture in AWS. The client (mobile or web application)
sends a request via API Gateway to AWS Lambda. The Lambda function interacts with Amazon Aurora PostgreSQL
to check account data and stores the configuration in SSM Parameter Store. After successful verification, a JWT token
is returned.

Database

A managed relational database, Amazon Aurora PostgreSQL, which is compatible with PostgreSQL (a high-
performance database that provides automatic scaling, backup, and low latency), is used to store account data. In the
context of authorization, it performs username and password verification.

For secure password storage, the crypt() function from the pgcrypto module is used, which allows you to
store hashed passwords and verify them without decrypting them.

Secure configuration storage

Confidential information, such as database passwords or secrets for signing tokens, is stored in AWS SSM
Parameter Store. This avoids hard-coding secrets in the code and allows for centralized management of access to them.

The authorization system relies on serverless computing, centralized secret storage, and a managed database,
which together form a reliable, scalable, and secure architecture.

AWS Lambda: on-demand code execution
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AWS Lambda is a serverless service that allows you to run functions in response to events (such as an HTTP
request from a client) without the need to manage infrastructure. In this system, the Lambda function processes
authorization requests: it reads the account data, checks them against the database, and, if successful, generates a JWT
token. Figure 2 shows the authorization function flowchart.

> & — Response —l

AWS Lambda

I
e - —
- 111 0-------- ! — F=JWT token
g - ———

[}
5 '
Client | apy Gateway ¥ JWT token

Amazon
Aurora
PostgreSQL

Fig. 1. User authorization system architecture in AWS

The authorization function operates as an independent computing microservice that does not require constant
activity and automatically scales according to the load.
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Fig.2. Authorization function flowchart
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This section provides an overview of the leading AWS cloud platform, with a focus on its server computing
services and managed databases. AWS Lambda has demonstrated high flexibility and scalability for executing event-
driven code without the need to manage infrastructure. Particularly useful features include automatic scaling, support
for multiple programming languages, integration with other AWS services, support for private networks, and
containerization.

Amazon Aurora provides reliable, high-performance, and scalable data storage with automatic replication,
read load balancing, and high availability. Its compatibility with MySQL/PostgreSQL, support for serverless
configuration (Aurora Serverless v2), and separation of storage and compute capabilities make it easy to integrate into
complex, scalable systems.

Hence, the combination of AWS Lambda and Aurora provides you with a modern, efficient architecture for
creating productive and reliable applications, especially for authorization and data management tasks.

Experimental evaluation of AWS Lambda function performance for user authorization
The memory capacity's impact on the time and cost of executing a function using the Argon2 algorithm

The dependence of the AWS Lambda function performance, which performs password hashing
using the Argon2 algorithm, on the allocated memory capacity (the RAM capacity of the function) is considered.
Argon2 is a modern cryptographic algorithm recommended for secure password storage, which is used in the
authorization function to verify the correctness of account data.

To evaluate this, a set of experiments was conducted with different memory capacities, ranging from
128 MB to 2048 MB.

For each configuration, the following was measured:

1) function execution time in the case of a cold start (first environment load),
2) execution time in the case of a warm start (repeated call without reinitialization),
3) execution cost in both cases, calculated according to the official AWS Lambda pricing model.
Table 1
Function execution speed dependence on RAM capacity
RAM Cold start Warm start
Execution time, ms Cost, USD Execution time, ms Cost, USD
128 4064.47 8.5354E-06 3185.10 6.6887E-06
256 2074.28 8.7120E-06 1585.09 6.6574E-06
512 1026.10 8.5166E-06 756.31 6.2773E-06
1024 503.27 8.4047E-06 375.26 6.2668E-06
2048 260.35 8.6697E-06 183.46 6.1093E-06

Execution time analysis: cold start. Analysis of the results in Table 1 shows an exponential decrease in
function execution time with increasing RAM capacity. For Argon2, which is a resource-intensive algorithm, low
memory capacity (128 MB) results in unacceptably high latency — over 4 seconds. Increasing the capacity to 2048
MB reduces the time to 260 ms, which corresponds to a 15-fold acceleration.

Hence, using small memory capacities (<512 MB) for cryptographic functions significantly impairs
performance and is not recommended for real-time authorization services.

Execution time analysis: warm start. The data in Table 1 shows a similar trend for a warm start: when the
function is called again (warm start), the execution time decreases from 3185 ms to 183 ms. Although the gain is less
noticeable due to the reuse of the initialized environment, the effect remains significant —up to a 17-fold acceleration.

Conclusion: for consistently low latency during warm starts, it is recommended to use at least 1024 MB of
memory, with 2048 MB being optimal.

Interestingly, the cost of performing the function remains almost unchanged for all RAM levels. For a cold
start, the value ranges from 8.4 to 8.7 x 107® USD, despite the fact that the memory capacity increases 16 times. This
is because as the RAM capacity increases, the function runs much faster, so the time is reduced and the overall speed
remains unchanged.

Conclusion: increasing memory capacity has almost no impact on cost, but significantly improves
performance, so it is advisable even in budget scenarios.

AWS Lambda performance with SSM
The impact of allocated memory capacity on the AWS Lambda function's performance and cost when
accessing the AWS Systems Manager Parameter Store (SSM) service is considered. This component is used in the
authorization function to securely obtain configuration parameters (such as database passwords or secret keys). Unlike
computations within the function itself, accessing SSM requires an external request, access verification via IAM,
decryption of the value via KMS, and transmission of the result to Lambda, which significantly increases the overall
latency.
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Table 2
Function execution speed dependence on RAM capacity

RAM Cold start Warm start
Execution time, ms Cost, USD Execution time, ms Cost, USD
128 8036.04 16.8757E-06 3363.09 7.0625E-06
256 4007.14 16.8300E-06 1610.78 6.7653E-06
512 1967.15 16.3274E-06 822.84 6.8295E-06
1024 970.15 16.2015E-06 428.57 7.1571E-06
2048 540.81 18.0088E-06 233.53 7.7765E-06

Execution time analysis: cold start. Analysis of the results in Table 2 shows a typical exponential
dependence: at 128 MB, the function takes more than 8 seconds to execute, while at 2048 MB, it takes only 540 ms.
This is almost a 15-fold reduction in response time. However, the absolute delay values are higher than with Argon2
hashing because the SSM request involves network interaction, authorization, KMS decryption, and response
transmission.

Conclusion: SSM is one of the most “difficult” authorization stages. Reducing the delay is only possible by
increasing the memory capacity or pre-caching values in the function code.

Execution time analysis: warm start. As shown in Table 2, the time is significantly reduced during a warm
start: from 3363 ms (128 MB) to 233 ms (2048 MB). This indicates that even when restarting the function,
performance when accessing SSM significantly depends on the allocated memory, albeit to a lesser extent than when
initializing the environment.

Conclusion: even with a warm start, it is recommended to use at least 1024 MB of memory to ensure
acceptable latency in the authorization API.

Evaluation of the execution cost. The cost for calls to SSM is the highest among all stages investigated. On
average, it ranges from 16 to 18 x107° USD for a cold start (Table 2). This is due not only to the execution duration,
but also to the fact that calls to SSM activate auxiliary services, in particular KMS and IAM. Even with a warm start,
the cost decreases only slightly, for example, with 2048 MB, only from 18.0 to 7.7 x107¢ USD.

Conclusion: due to the high cost and delay in using SSM, it should be limited to only critically important
parameters, while others should be cached within the function or stored as encrypted layers (Lambda layers).

Aurora PostgreSQL database query performance

In the experiment, the AWS Lambda function connects to the Aurora PostgreSQL database and executes a
SELECT query to verify user account data. Aurora runs in Serverless v2 mode in a single availability zone. The
experiment aims to evaluate how changing the memory capacity affects connection time, query execution time, overall
latency, and function cost.

The graph in Figure 3 shows that as RAM increases, the function execution time is significantly reduced in
both scenarios. In the case of a cold start, the function runs slower, but even then, the increase in RAM reduces the
delay by 13 times (from ~8790 ms to ~659 ms). In a warm start, the reduction in execution time is even more effective
— from ~3623 ms to ~297 ms.

At the same time, the cost of the function execution remains almost stable (Fig. 4), fluctuating within the
same order of magnitude (approximately 8—9 x107¢ US dollars). This indicates the advisability of increasing memory
capacity, as it provides a significant improvement in performance without a proportional increase in costs.
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Fig. 3. Graph of function execution speed dependence on RAM capacity
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JWT token generation: performance and costs

Experiment essence: JSON Web Token (JWT) is used to transfer authorization information between the client
and server. After successfully verifying the account data, the Lambda function generates a signed token that stores the
user ID, role, creation time, and expiration time. Token generation involves cryptographic encryption (HMAC or
RSA), JSON serialization, and response return via API Gateway. The experiment aims to determine how the amount
of memory (RAM) allocated to the function affects the JWT generation time and its cost.

The results shown in Table 3 indicate that as RAM capacity increases, token generation time decreases
significantly in both cold and warm start scenarios. In a cold start, there is a decrease in time from ~9518 ms (128
MB) to ~710 ms (2048 MB), i.e., more than 13 times. In a warm start, from ~3520 ms to ~289 ms, which is almost a
12-fold improvement.

In addition, the function execution cost remains stable — it does not increase linearly with memory capacity,
but fluctuates within the same order of magnitude: approximately 7 to 10 x10°¢ USD. This demonstrates the
effectiveness of scaling: more RAM allows for significantly shorter execution times without a significant increase in
costs.

Hence, for JWT generation, it is most appropriate to use RAM in the range of 1024—2048 MB, which ensures
minimal delays with a negligible impact on the overall function cost. As a result, all four components (argon2, SSM,
DB, JWT) confirm that increasing memory significantly reduces execution time with almost no impact on warm start
cost.

Table 3
Function execution speed dependence on RAM capacity

RAM Cold start Warm start
Execution time, ms Cost, USD Execution time, ms Cost, USD
128 9518.49 19.9888E-06 3519.04 7.3900E-06
256 4778.19 20.0684E-06 1826.59 7.6717E-06
512 2295.47 19.0524E-06 926.12 7.6868E-06
1024 1168.74 19.5180E-06 492.66 8.2273E-06
2048 709.64 23.6310E-06 288.93 9.6212E-06

Below is a summary table comparing all four stages of Lambda authorization function execution by key
metrics: time (ms) and cost (USD), for both cold and warm starts, at maximum configuration (2048 MB).

Performance of Lambda function stages (2048 MB)

Table 4

Execution stage Cold start, ms Warm start, ms Cold start cost, USD Warm start cost, USD
Argon2 260.35 183.46 8.6697E-06 6.1093E-06
SSM 540.55 233.25 1.8003E-05 7.7688E-06
Database 658.18 312.14 2.1921E-05 1.0392E-05
JWT 709.47 289.62 2.3625E-05 9.6452E-06
Conclusions from the summary table:
1. Fastest component: Argon2 with a warm start — only 183 ms.
2. Slowest with a cold start: JWT — over 700 ms, due to cryptography initialization.
3. Most expensive component: JWT with a cold start — 23.6 x107¢ USD.
4. Least sensitive to RAM: SSM, because delays depend more on external calls.
5. Optimal strategy: for real production load, it is worth using pre-allocated instances or Lambda

containers with pre-initialized dependencies, while setting the memory to at least 1024-2048 MB.
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Results and Discussion

As a result of the experimental evaluation of the Lambda authorization function's performance, four key
stages were investigated: password hashing (argon2), SSM access, interaction with the PostgreSQL database, and
JWT generation. A comparison of execution time and cost was performed for cold and warm start scenarios with 2048
MB of memory.

The longest stage during a cold start was the JWT token generator (over 700 ms), which is related to the
cryptographic dependencies initialization. The fastest execution was observed for Argon2 during a warm start. Cost
analysis confirmed that the function with the selected configuration remains cost-effective and benefits significantly
from the use of “warm” instances.

Overall, the results indicate that AWS Lambda is a viable option for authorization tasks, especially when
combined with AWS managed services. The best performance is achieved when using a high memory configuration
(1024-2048 MB) and provisioned concurrency. This reduces latency, avoids unpredictable cold starts, and ensures
stable, scalable operation of the authorization service.

The paper explores the possibilities of using AWS Lambda serverless architecture in combination with
Amazon Aurora managed database to implement a scalable user authorization system. The analysis confirms that this
combination enables high performance, automatic scaling, flexible resource management, and reduced infrastructure
costs. With support for multiple programming languages and architectures, AWS Lambda integrates well with cross-
platform applications, including mobile, web, and IoT solutions. Aurora, in turn, provides a stable and scalable
relational database with high availability, which is critical for processing user requests and storing account data.

The investigation confirmed the performance of the serverless AWS Lambda architecture for implementing
modern user authorization in a cloud environment. The results of the experiments demonstrated that correctly selected
environment parameters, particularly the RAM capacity, significantly impact the function speed without significantly
increasing the execution cost. Integration with the Amazon Aurora managed database and secure configuration storage
in SSM ensures the reliability, flexibility, and scalability of the system.

The conclusions obtained can be used as a basis for developing productive, cost-effective, and cross-platform
authorization services in real production environments. This opens up prospects for further investigation into
automatic scaling, cost optimization, and improving the resilience of cloud architectures to next-generation workloads.

Introduction

Mental health is a growing issue today, as more and more people struggle with stress, anxiety, depression,
and insomnia. Lack of support, high levels of psychological distress, and limited access to effective treatments
exacerbate the problem. Addressing mental health issues may require a holistic approach that combines medical
treatment with more natural and accessible methods. One such method is music, which can improve mood and reduce
stress and tension. This research is directly related to several Sustainable Development Goals. In particular, the
research is fully relevant to SDG 3 Good Health, as finding new, effective, and accessible ways to support mental
health is an important challenge today. It is also relevant to SDG 4 Good Education, as knowledge about how music
affects mental health can inform educational programs and increase psychological literacy. The connection with SDG
10 Reducing Inequality is important, as music is accessible to almost everyone, regardless of age or social status, and
can serve as a universal means of emotional support. In addition, caring for the mental well-being of society helps to
build a more cohesive and resilient environment, which is in line with the principles of SDG 16 Peace and justice.

Available scientific data confirm that the regular use of music as a means of emotional self-regulation helps
reduce stress and anxiety, which defines it as one of the most accessible ways to strengthen mental health.

The impact of music is individual and depends on musical preferences, the tempo of the composition and the
emotional state of the person. In addition, the same music can affect different people differently due to individual
tastes and different psycho-emotional states, and regular listening to certain tracks can enhance the therapeutic effect.
That is why this emphasizes the personalized selection of recommendations. Therefore, technologies that can
automatically select musical recommendations according to a person’s psycho-emotional state are becoming relevant.

Available scientific data confirm that the regular use of music as a means of emotional self-regulation helps
reduce stress and anxiety, which defines it as one of the most accessible ways to improve mental health [1]. The study
[2] combines advances in music research from neuroscience, psychology, and psychiatry to connect the specific
foundations of music in human biology with its specific therapeutic applications.
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FOpiit 'YHUYEHKO, Anna KAMEHEBA, Mapuna €I11K

Opecbkuii HallioHanbHUK YHiBepcuTer imMeHi I.I. MeunnkoBa

JOCAIKEHHA MTPOAYKTABHOCTI AWS LAMBDA JIJISI ABTEHTU®IKAIII
KOPUCTYBAUYIB Y KPOC-IVNIAT®OPMHHUX JOJATKAX

Y poboTi JOCTIIMKEHO EPEKTUBHICTE BUKOPUCTaHHS 6e3CEPBEPHOI apxitexTypu AWS Lambda An1a peanizayii MaclutaboBaHoi
cUcTeMN aBTOPU3aLYi KOPUCTYBaYiB y XMapHoMy cepenosuLLl. @yHKLIS aBTOpU3aLli 3aCTOCOBYETLCS Y BUITISAI KPOCTIaThOPMHOIro
KOMITOHEHTY, SKW/ B33EMOLIE 3 KEPOBAHOKW PESLVIHOK 6a3010 AaHnx Amazon Aurora PostgreSQL i BukopuctoBye cepsic AWS
Systems Manager Ans 6€3r1e4YHOro 36epiraHHs KOH@Irypaui. Po3r/iISHyTO MpOAYKTUBHICTL @YHKUIT aBTopuzauii 3anexHo Big
napameTpis cepegosuiya (06csar namaT, XonogHwi/Terymi crapr). PeanizoBaHo reHepauio JWT-TOKeHIB A5 [AEHTUQIKALT
KOpUCTYBaYiB. Pe3ysibTatv AOC/IIKEHHS MOXYTb OyTU 3aCTOCOBAHI ripy pO3pPOo6LII XMapHUX AOAATKIB, OPIEHTOBAHUX HA BUCOKY
MacLTaboBaHICTb, NOPTATUBHICTL | 6E3EYHY POOOTY 3 633aMU [aHNX.

Kmoyvosi cnoBa: AWS Lambda, aBTopu3alis KopucTyBa4i, 6e3cepBepHi ob4yncieHHs, Amazon Aurora PostgreSQL, jwt
TOKEHM, IPOAYKTUBHICTL XMPHUX @YHKLIY, KPOCIIATGOPMHI 33CTOCYHKM.
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https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-parameter-store.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-parameter-store.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-parameter-store.html
https://tools.ietf.org/html/rfc7519

