INTERNATIONAL SCIENTIFIC JOURNAL

ISSN 2710-0766

«COMPUTER SYSTEMS AND INFORMATION TECHNOLOGIES»

https://doi.org/10.31891/csit-2026-1-8

Leonid CHEPEL

PhD Student, Department Computer
Engineering,

Taras Shevchenko National University of
Kyiv, Kyiv, Ukraine,

e-mail: leonid.chepel@knu.ua
https://orcid.org/0009-0008-4209-8102

Yuriy BOYKO

PhD, Associate Professor, Department of
Computer Engineering,

Taras Shevchenko National University of
Kyiv, Kyiv, Ukraine,

e-mail: yuriyboyko@knu.ua
https://orcid.org/0000-0003-1417-7424

Received: 03/12/2026
Accepted:20/02/2026
Published:26/03/2026

© Copyright
2026 by the author(s)

This is an Open Access article distributed
under the terms of the Creative Commons

CC-BY 4.0

UDC 004.72

MULTI-FACTOR HYBRID APPROACH FOR
BLOCKCHAIN-ENABLED IOT EDGE
COMPUTING

The integration of Internet of Things (IoT) devices with edge
computing supports applications in industry, healthcare, and smart cities.
Edge computing moves data processing closer to the data source, reducing
reliance on central cloud infrastructure. However, managing
heterogeneous and geographically distributed systems introduces
challenges in coordination, software distribution, and trust establishment.
Centralized approaches create single points of failure and limit scalability.
Blockchain  technology addresses trust and coordination issues.
Nonetheless, existing implementations lack on-chain coordination with real-
time resource metrics and do not support load-aware task assignments.

This work introduces a hybrid blockchain-IoT edge computing
platform. The platform integrates multi-factor node selection based on
node reputation and resource availability. The developed approach includes
timeout management, queue capacity control, thread-safe concurrent
transactions, and event-driven task orchestration with staleness detection.
Off-chain computation is separated from on-chain coordination. Node
selection uses a scoring function that combines success rate with real-time
resource metrics. Coordination logic is implemented through Ethereum-
based smart contracts, ensuring transparency and immutability. Validation
was conducted in a simulated Docker network environment.

Testing shows that nodes with higher scores are selected in all
observed cases. However, when multiple tasks are submitted within the
same inter-block period, node scores do not update as expected. Selecting
nodes based on the following block rather than the current one improves
selection reliability. The platform addresses gaps identified in existing
literature and can be used in industrial edge computing scenarios.

Keywords: edge computing, blockchain, internet of things,
computer systems, decentralized networks

Introduction

The integration of Internet of Things (IoT) devices with
edge computing enables efficient solutions in sectors such as
industry, healthcare, smart cities, and infrastructure. Edge
computing brings computation and data storage closer to the data
sources (e.g., [oT devices, local servers) rather than relying solely
on a central cloud. Nonetheless, this approach poses challenges in
managing devices, coordinating computations, distributing
software, and establishing trust among heterogeneous and
geographically dispersed systems. Centralized methods introduce
single points of failure, limit scalability, and create dependencies
on trusted intermediaries. These issues can be solved with the
decentralized principles by utilizing blockchain as main
coordinator [1].

Blockchain technology offers a practical approach to
trust and coordination issues because it uses immutability,
transparency, and decentralized consensus [2, 3]. Immutability
means that stored data cannot be changed without detection, while
decentralized consensus refers to agreement among distributed
nodes instead of a single authority. Recent large-scale systematic
reviews indicate growing interest in combining blockchain with
Internet of Things (IoT) edge systems to improve security in
distributed environments. In this context, blockchain's distributed
ledger supports tamper-resistant device registries, verifiable audit
logs, and coordination protocols that operate without central
control. These attributes are especially useful in multi-party IoT
settings where trust among participants cannot be assumed in
advance.

Edge computing systems require continuous monitoring
of metrics. These metrics include CPU wusage, memory
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consumption, and task queue status which are necessary due to different edge nodes capabilities [4]. Current
blockchain-based research implementations lack on-chain coordination with real-time resource metrics. Existing
systems also face challenges with multi-factor selection and load-aware automation. As a result, these systems do not
fully support self-balancing and require continuous human intervention to distribute workload efficiently [5, 6].

The aim of this study is to develop a hybrid blockchain-IoT edge computing platform that integrates multi-
factor node selection, combining node reputation with resource availability metrics. Additional system requirements
include achieving timeout management with queue capacity control, supporting thread-safe concurrent transactions
with resource monitoring, and implementing fully automated event-driven task orchestration with staleness detection.

The scientific novelty of the research lies in improving the node selection model, which differs from existing
approaches by employing a multi-factor score function that combines success rate with real-time CPU load, memory
usage, queue depth, metric freshness, and temporal guarantees. This enables simultaneous optimization for reliability
and resource availability, preventing task concentration on overloaded nodes.

The practical significance of this work lies in the creation of a lightweight hybrid platform that can be
effectively deployed for industrial edge computing scenarios requiring automatic load balancing. The developed
solution addresses gaps identified in systematic literature analysis and provides complete automation from task
submission through result verification with resource-aware node selection.

Related Works

Blockchain as a peer-to-peer system supports secure coordination in distributed IoT environments. It provides
an encrypted, tamper-resistant record that reduces fraud and unauthorized activities in device networks. The shared
ledger records transactions in a consistent way across multiple locations, with time-stamped entries that make data
flows and device actions traceable and accountable. In addition, smart contracts enable automated transactions and
enforce rules for IoT devices and data exchange, which improve operational efficiency. A consensus protocol is a rule
set that enables distributed nodes to agree on the current state of the ledger and governs how new blocks are proposed
and confirmed, even when some nodes fail or behave maliciously [2, 3].

Edge computing systems use a three-layer model that includes the Device Layer, Edge Layer, and Cloud
Layer. The Device Layer contains sensors and [oT devices. The Edge Layer processes data immediately through local
servers. The Cloud Layer manages long-term centralized storage. Decentralization changes this structure by removing
central authority. This approach enables peer-to-peer collaboration between nodes. Current research [5, 6] identifies
three architectural models that integrate blockchain with edge computing:

1. Blockchain-assisted edge computing systems. Blockchain is used to improve security,
trustworthiness, and data integrity in edge environments via immutability and decentralized consensus.

2. Edge-assisted blockchain systems where edge infrastructure is used to improve blockchain
performance and scalability.

3. Synergistic integration approaches merge elements of the preceding paradigms for targeted use cases
such as distributed energy trading, decentralized finance (DeF1i), and federated learning.

Research on blockchain-assisted systems focuses on three main areas. These include off-chain computation
offloading, secure node management, and resource optimization [7-13].

For instance, in [7] authors use blockchain for secure data storage and verification. Smart contracts handle
identity management, data submission, transaction verification. The architecture enables low-latency processing by
computing tasks at the edge while maintaining security through blockchain-based verification and immutable
transaction logging. However, the system has several limitations. It lacks real-time resource monitoring and queue
capacity management. Node selection does not consider device capabilities. The framework provides no guarantees
for task completion deadlines.

Authors from [8] propose a lightweight consensus framework for enhancing blockchain scalability in IoT
applications using Delegated Proof of Stake consensus protocol. The model demonstrates impressive performance
with low latency through elected delegates. However, delegate selection occurs at consensus layer rather than
application layer, and does not consider current resource utilization of selected nodes, potentially assigning tasks to
overloaded validators.

The study in [9] develops an Al-driven blockchain-enabled secure edge computing architecture with Layer-
2 optimizations. A sophisticated security framework is proposed, showing advantages in threat detection and response.
Nevertheless, the implementation lacks resource monitoring integration and queue capacity management, risking task
assignment to nodes with exhausted CPU or memory resources.

Research [10] targets blockchain-enabled computation offloading for IoT in mobile edge computing. The
authors propose task migration mechanisms between edge servers and cloud infrastructure. However, the absence of
real-time load metrics prevents dynamic load balancing, and the model cannot detect stale node information that may
lead to suboptimal assignments.

In[11], a decentralized lightweight blockchain-based authentication mechanism is proposed for [oT systems.
The application of hash-based verification reduces authentication overhead significantly. However, the model does
not address computational task orchestration, resource monitoring, or queue management for edge processing
workloads.
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Recent work [12] proposes secure firmware update mechanisms using blockchain for integrity verification.
Validated on embedded device deployments, it ensures update authenticity through cryptographic hashing. However,
it targets software distribution rather than computational task management and lacks the resource-aware selection
required for balanced edge computing.

Research [6] synthesizes contemporary advances in blockchain-edge integration, including consensus
mechanisms, data integrity, and resource management. The review highlights remaining challenges in multi-factor
node selection, real-time resource monitoring, queue capacity enforcement, and production-ready systems combining
multiple optimization factors.

Authors in [13] propose a blockchain-based edge computing system that uses node reputation for task
allocation. Reputation is calculated from the actual task execution time. Nodes with higher reputation values receive
task requests with greater probability. The reputation value is dynamically updated based on task completion
efficiency, where servers completing tasks faster than the originally assigned server receive higher reputation
increases. However, this approach has important limitations. Overloaded nodes may experience increased latency and
higher failure rates. As a result, these nodes may lose reputation despite their capability. The model does not use load-
aware metrics for node selection. A multi-factor node selection strategy could improve overall performance. In this
strategy, reputation would be one factor among several, such as load level and resource availability.

The paper [14] proposes deadline-aware task scheduling for edge-cloud computing. The method uses a
priority-based strategy. Tasks are ordered by deadline proximity. Tasks with tighter deadlines receive higher priority.
The method achieves over high deadline satisfaction in simulated environments. However, the approach has
limitations for blockchain environments. The system relies on a centralized authority called the Edge-Cloud
Management Platform. This contradicts blockchain's trustless model. The priority calculation accounts for node
resources. These include CPU, memory, and bandwidth through Comprehensive Execution Capability (CEC).
However, priority queue maintenance requires O(n log n) computational overhead. This remains unsuitable for on-
chain execution.

Authors in [15] develop an energy-aware task offloading framework using deep reinforcement learning
(DRL). The framework addresses deadline constraints. The approach is called DRL-E2D. It optimizes energy
consumption and deadline satisfaction. The method uses an actor-critic framework. It combines this with K-nearest
neighbor (K-NN) action representation. Results show that the agent converges to maximum reward. This convergence
occurs in approximately 150 training episodes. Article [16] uses similar DRL approach for 5G networks. The approach
balances device battery life with latency constraints. The solution outperforms baseline methods in dynamic
environments. However, the authors identify a key limitation. DRL algorithms create computational overhead on
resource-constrained IoT devices.

DRL-based task offloading approaches face several significant limitations for blockchain-based systems.
Neural network decisions lack interpretability, as the decision-making process operates as a black box and prevents
effective auditing. Environment changes require periodic retraining, making new training cycles necessary when
conditions change. Forward pass through neural networks creates computational overhead, which makes on-chain
execution unsuitable with gas costs proportional to features multiplied by layers. Different training runs produce
different policies, creating non-determinism that violates blockchain's deterministic execution requirements.

Summarizing approaches above, it can be concluded that existing solutions typically do not offer an
integrated architecture combining: multi-factor node selection with reputation and resource metrics; real-time CPU,
memory, and queue monitoring; staleness detection for outdated node information; queue capacity enforcement
preventing overload; and complete event-driven automation with load balancing

Methodology
The proposed approach employs a three-layer hybrid approach separating coordination from computation:
1. IoT Device Layer: task requesters submit computational tasks to the blockchain.
2. Blockchain Layer: Ethereum-based smart contracts manage device registration, task submission,

node selection, node metrics tracking, and result verification. All coordination logic executes on-chain ensuring
transparency and immutability. Blockchain layer fully handles authentication scenarios and provides additional
security layer.

3. Edge Node Layer: distributed worker nodes execute computational tasks off-chain. Each node
periodically reports resource metrics (CPU utilization, memory usage, queue depth) to the blockchain, enabling
resource-aware selection.

The system operates through event-driven automation where task submissions trigger node selection,
assignments trigger execution monitoring, and completions trigger node score updates—all coordinated through smart
contracts without centralized control.

The complete task lifecycle that follows proposed approach is presented on figure 1.
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Fig. 1. Blockchain-controlled edge computing task lifecycle

There are 2 main Smart Contracts: loTRegistry is responsible for node registration, node metrics storage,
score calculation, and node selection. ComputeManager is responsible for task registration, processing, and storing
task data — it delegates node selection to JoTRegistry when a task is submitted.

Each node reports performance metrics every minute. These reports demonstrate the node remains active.
The system uses these metrics to calculate node scores. Task distribution depends heavily on these scores. Nodes with
higher scores receive more tasks. The system penalizes nodes that fail to report metrics. When a node misses a metric
submission, its score decreases significantly. This mechanism ensures continuous node participation and reliable
network operation.

The classical reputation-based score for node selection can be represented as:

n, = argmax R(n), (1
nenN

where n,; — a selected node for pending task; R(n) — reputation of node n across N available nodes.

The proposed solution is to extend existing approach with multi-factor approach that combines independent
dimensions by using multiplicative composition:

ng = arg rﬁlgﬁi[R(n) : l:Cpu (M) - Fem(®) - Fqueue () * Firesn(m) - Ftime(n)], )

where Fcpu(n) — current CPU availability factor of node 7; Fnem(72)— memory availability factor; Foueue(2)—
task queue capacity factor; Fgesn() — metrics freshness factor; Fiime(72) — temporal guarantee factor, meaning tasks are
finalized in time; the value range of all F functions is [Fmin, 1] and Fp, is minimal positive non-zero value.

Multiplicative composition limits compensation - a critical property for resource-constrained systems. In
multi-criteria decision making (MCDM) articles approaches are categorized as compensatory, non-compensatory, and
partial compensatory based on whether poor performance in one criterion can be offset by high performance in
another. The multiplicative approach implemented here aligns with the Weighted Product Model (WPM) [17]. The
use of Fmin as a floor value represents a partial compensatory approach as even if all nodes are overloaded, there still
should be the best node n;. The design ensures that resource exhaustion in any dimension causes significant score
reduction.
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The selection of WPM is based on Table 1 and the constraints of on-chain smart contracts. Running high-
complexity computations within a smart contract increases gas usage and reduces performance. In some cases, such
computations may not be feasible due to on-chain limitations.

Table 1
Comparison of multi-factor approach methods
Method Complexity f?r n nodes and Description
k criteria

Weighted Product Model 0nK) Calculates a multiplicative product of criteria scores for each alternative. Poor

(WPM) performance in any single criterion highly reduces the overall score [17].
. Calculates a weighted sum of criteria scores for each alternative. Poor

Weighted Sum Model . . .
O(n'k) performance in one criterion can be fully offset by strong performance in others

(WSM) [17].

Derives priority weights via pairwise comparison matrices. Poor performance in
Analytic Hierarchy Okn?) one criterion is fully offset depending on expert-assigned weights [18]. The

Process (AHP) mathematical complexity of these operations results in high gas usage during on-
chain smart contract execution.

Technique for Order Ranks alternatives by Euclidean distance to ideal and anti-ideal solutions using
Preference by Similarity 0nk) vector normalization. Poor performance in one criterion can be compensated by
to Ideal Solution proximity to the ideal in others [19]. The mathematical complexity of these
(TOPSIS) operations results in high gas usage during on-chain smart contract execution.
Agents bid for resources based on individual utility functions. Incorporating

multiple criteria requires complex multi-attribute mechanism design. Multi-round

Game-theoretic  auction Each round: O(n'k)

models bidding introduces high network latency. It also increases gas costs, as each action
requires a separate state transition, requiring off-chain execution [20].

Deep Reinforcement Depends on architecture A neural network agent learns offloading policies through reward-driven training

Learning (DRL) episodes. Not compatible with on-chain computations [15] [16].

The node reputation score is used as initial basis for overall score calculation and can be presented as:

Ts(n)
R(n) = Ta(n) *Rax 3)
where Ty(n) — successfully completed tasks count for node n; Ti(n) — all tasks assigned to node 7; Rmax —
constant, indicating maximum reputation score.
Other dimensions heavily rely on node system resources and behavior factors including metrics freshness

and task execution time:
Fepu(n) = max (Fmin, 1= Lepu(n, At)) ,
Frnem(M) = max(Fmin, 1—Lpem(®, At)),
Fueue (M) = max (Fgmin, 1 = Lqueue(n,A8)),

. () = { 1 if metrics < t,, old
fresh (11) = Fin if metrics > t,, old’ )
Ttimeout
Frime () =max(F - ,min<1.7 :
time min Texpected (n)

Texpected ) = Tavg(n: At) - (1 + Lqueue (n, At))

where Lepu(1,Af), Linem(7,A), Lqueue(n,Af) - the time-weighted average of CPU, memory and tasks queue
capacity load of node n over a duration At; the value range of L-functions is [0,1]; Fgmin — minimal acceptable value
of Fqueue(r7) when tasks queue is full; Fnin — minimal positive non-zero value; tn — metrics refresh time in minutes;
Tiimeout — maximum allowed task execution time, provided by task requester; Tay — average task execution time of
node n over a duration At.

A proposed multi-factor approach assigns tasks to the most capable nodes with linear complexity. However,
when the node reaches its concurrent task limit and Fymin is not small enough to lower score among other nodes, the
system should select the next node with the next-highest score that can process the task immediately.

Implementation

The practical part includes the development of smart contracts and Python scripts. The Python scripts
represent an edge node and IoT device. System is based on Go-Ethereum project as it is production-tested and includes
lightweight clients, designed for computationally limited devices [3]. For tiny devices like IoT sensors a specialized
implementation of the web3 library can be used to connect to blockchain nodes [21]. For IoT environment it is
recommended to use Proof of Authority consensus protocol [22, 23]. Go Ethereum Clique was used in Docker network
with a partial mesh network topology to simulate real-world conditions.

Smart contracts data structures were defined as follows:
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interface IIoTRegistry ({
enum Role { NONE, ADMIN, DEVICE, COMPUTE NODE }
struct Device {

bool active;

string softwareVersion;
string downloadUrl;
bytes32 fileHash;
uint256 registeredAt;

}

struct ComputeNode {

bool active;

string endpoint;
uint256 computeScore;
uint256 lastUpdate;
uint256 tasksProcessed;
uint256 tasksFailed;
uint256 pendingTasks;
uint256 avgCpuload;
uint256 avgMemoryLoad;
uint256 avgQueuelLoad;
uint256 avgTaskTime;
uint256 taskTimeout;
uint256 lastMetricsWindow;

uint256 maxQueueCapacity;
}

}

interface IComputeManager {
enum TaskStatus { Pending, Processing, Completed, Failed }
struct Task {

address creator;
bytes32 taskType;
address assignedNode;
bytes resultData;
bytes32 resultHash;
TaskStatus status;
uint256 createdAt;
uint256 completedAt;

The administrator registers new devices and nodes in the system. [oT devices receive a DEVICE role, while
nodes receive a COMPUTE _NODE role. This approach separates responsibilities between different blockchain
accounts. [oT devices and nodes maintain separate blockchain accounts. All operations require a signature from the
respective account key. Therefore, devices and nodes operate independently using their own credentials.

Each smart contract generates specific events. When a device registers, the loTRegistry smart contract
produces a DeviceRegistered event. When a software update is required, the contract produces a
DeviceSoftwareUpdated event. Devices update their software by downloading from the URL provided in the event.
The URL requires authorization through a request header. This authorization uses a signature created with the device's
blockchain credentials.

Events are captured by nodes or devices through a polling mechanism. A full list of events is presented in
Table 2.

Table 2
Blockchain events emitted by the IoTRegistry and ComputeManager smart contracts
Event Name Description
loTRegistry
NodeRegistered Emitted when a compute node self-registers for the first time.
NodeMetricsUpdated Emitted after node metrics is updated.

DeviceRegistered

Emitted when an admin registers a new IoT device and assigns it the DEVICE role.

DeviceSoftwareUpdated

Emitted when admin pushes a firmware update record for a device.

ConfigUpdated Emitted for each scoring parameter changed by an admin

ComputeManager

TaskSubmitted Emitted when a device or admin successfully submits a task; includes the node selected by
invoking getBestNode() from IoTRegistry.

TaskStatusChanged Emitted on every status transition: Pending — Processing — Completed/Failed.

ResultSubmitted Emitted after a node submits a verified result (keccak256 check passed on-chain).

ScriptRegistered

Emitted when an admin registers or updates a computation script.

The node selection algorithm shown in Figure 2 is implemented in the getBestNode() method of the
IoTRegistry smart contract. The algorithm analyzes the metrics of all available nodes and calculates a score for each
one. Based on Formula 2, the node with the highest score is selected for the current task.
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Initialize: N nodes, Timeout FOR EACH node n IN Nj
eligible nodes < []

next NO

n.status = ACTIVE AND YES (Calculate Factors:
n.tasks_queue < MAX TASKS_SIZE? R, Fepuw Frmem: Fireshr Fqueue

Ttimeout Specified?
Calc Texpected: Ftime

S = (R, Fepu, Frem, ---)
Append (n, S) to list

eligible nodes empty?|

Select max(S)
RETURN node address)

RETURN NONE

NO

Fig. 2. Node selection algorithm

The Python node uses asynchronous event monitoring to poll for new events every five seconds. This non-
blocking approach ensures the system remains responsive during polling intervals. Task management is enforced
through a limit of ten parallel tasks running concurrently, preventing resource exhaustion under high load conditions.
Resource monitoring is performed in real time using the Python built-in psutil library, which tracks CPU and memory
usage. Blockchain nonce management relies on thread-safe mechanisms to handle concurrent transactions without
conflict. When a transaction failure occurs, the system automatically resets the nonce. This error recovery process
reduces manual intervention and improves overall reliability.

The taskType field of Task entity encodes computation script name that should be executed by the node. The

computation script must expose a single synchronous entry point:
function compute (input data: bytes) - dict
Input: raw task payload from blockchain (JSON-encoded)
Output: JSON-serialisable dict; on error {error: message}

params « decode (input data)
result « execute (params)
return result

The computation script must satisfy several behavioral constraints. It must complete within the number of
seconds specified by the task timeout parameter. Additionally, the function must return a JSON-serializable
dictionary in all cases, including error states.

Data integrity verification is based on keccak256 hash function. Both input and output data are verified by
hash.

Results

The test system consisted of a Docker network with ten Go-Ethereum Clique nodes and ten edge nodes.
Block time was set to three seconds, and the node polling interval was set to five seconds. Each node script was
configured to simulate real-world scenarios with different CPU and memory loads, so nodes reported different metrics.
Each task was configured to simulate consumption by 20% of CPU and 10% of memory in simulated metrics, while
the actual task was a script with a five-minute delay. Consequently, the reported metrics reflected this additional load,
resulting in a lower final score for each node.

A dedicated script was implemented to generate tasks for the test. It created 20 tasks in mini-batches of five
tasks each every minute. The script recorded task identifiers and monitored task start and completion events. After all
tasks finished, it retrieved metric history, scores, and node information from the blockchain for further analysis. Table
3 shows a system snapshot at a specific point during task assignment.

Table 3
Data captured prior to next task assignment
Node Reputation CPU, % Memory, % Tasks Assigned Score (0-1000)
1 1000 1 28 0 720
2 1000 25 40 1 450
3 1000 50 20 0 400
4 1000 34 90 0 66
5 1000 40 20 2 384
6 1000 55 45 0 248
7 1000 29 40 1 383
8 1000 30 43 1 359
9 1000 60 74 0 104
10 1000 12 95 0 44
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Testing revealed that when multiple tasks are submitted simultaneously within the same inter-block period,
the node score does not update as expected, which can cause node overload. Although score updates are triggered by
task submission and also occur automatically every minute, the actual score can change at most once per block. To
address this, delayed node assignments should be implemented: the system should select the best node based on the
next block rather than the current one. This adds a one-block delay before a task starts, but improves the reliability of
node selection.

The score was captured before each task submission. Figure 3 shows the distribution of selected node scores.

1.00 B Probability Density
' Normal Distribution

0.67

Density

0.33

0.00
0 200 400 600 800

n, score

Fig. 3. Selected node score distribution

The results indicate that nodes with higher scores are selected in most cases, which confirms the theoretical
approach. The next step is to conduct testing on real devices to cover cases that may not have been observed during
simulation testing.

Conclusions

This article addresses its stated objectives by developing and validating a hybrid blockchain-IoT edge
computing platform. The proposed platform successfully integrates a multi-factor node selection strategy in a
simulated Docker network using Go-Ethereum Clique. The implementation confirms that nodes with higher calculated
scores are selected for task allocation in all cases.

The main difference with existing blockchain-based edge implementations lies in the improved node
selection model. This process uses a multi-factor scoring function that mathematically combines node reputation with
real-time availability metrics, including CPU load, memory usage, queue depth, metrics freshness, and temporal
guarantees. The other difference is the hybrid approach that separates off-chain computation from on-chain
coordination, utilizing Ethereum-based smart contracts to manage all coordination logic and event-driven automation
in a secure and coordinated way.

Further research can optimize the platform's implementation. Specifically, the node selection reliability and
score update mechanisms can be improved. For instance, adopting a delayed node assignment strategy—selecting the
best node based on the next block rather than the current one—could prevent node overload during massive inter-
block task submissions. However, it adds a one-block delay before a task starts.

The next step could be to conduct testing on real devices to cover cases that may not have been observed
during simulation testing. Evaluating this hybrid platform in real-world industrial edge-computing scenarios that
require automatic load balancing will provide crucial data to validate the solution's effectiveness.
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Jleoniyx YEITEJIb, ¥Opiit BOMKO

KwuiBchkuit HanioHanbHui yHiBepcutet iMeHi Tapaca IlleBuenka

BATATO®AKTOPHUIA IBPUIHWIIA MIAXIJ 10 NEPUPEPIAHUX OBYHC/IEHD
3 BAKOPUCTAHHSIM TEXHOJIOT'Ti BJIOKYEITH

IHTerpauis npuctpois IHTepHeTy peyedi (IoT) 3 nepugepiviHmmm obuncrerHHsMu (edge computing) niaTPUMYE 3aCTOCYHKU
Y MPOMUCIIOBOCTI, OXOPOHI 340pOB’S Ta PO3YyMHUX MICTax. [1epugepiviHi 06YUCTIEHHS TEPEHOCATL OGPOBKY AaHux 6/IKYe 40 Axepena
A3HNX, 3MEHLLYIOYN 3aTIEXXHICTL Bifi LUEHTPA/IbHOI XMapHOI IH@pacTpykTypu. OAHAK YIpas/iiHHA rETEPOreHHNMU Ta reorpagpidyHo
PO3I0LINIEHNMU CUCTEMAMU CTBOPIOE BUKITMKU LLOAO KOOPAMHAELI, PO3IMOBCIOAKEHHS MPOrPaMHOro 3abe3rne4YerHHsl 7a BCTaHOB/IEHHS
AO0BIpy. LIeHTpasi30BaHI Migxoam CTBOPIOIOTH E4UHI TOYKYM BIAMOBU Ta 0BMEXYIOTb MACLLITAG0BAaHICTb. TEXHOJIOrS 6JI0KYEUH BUPILLYE
pobriemu [4OBIpu Ta KOopanHaLil. TuM HEe MEHLL, [CHYrOYMM pPEeasli3aliaM 6paKkye BHYTDILLIHbOMEDEXEBOI KoopanHaLii 3 METPUKaMU
PECYPCIB y peasibHOMy Haci, [ BOHU HE IMATPUMYIOTh MPUHAYEHHS 38434 3 YpaxyBaHHAM HaBaHTa)XEHHS.

HaHa poboTta npeqcTas/ise riGpugHy naargopmy 4ia IoT 1a nepugepiviHnx obuncieHs Ha 6asi 6/iokuesiHy. iargpopma
IHTErpye 6arato@akTopHui BUGIp By3/1iB Ha OCHOBI peryTauii By3/1a T1a AOCTYIHOCTI PecypciB. Po3pobrieHmi rigxig BKITIOYAE
VIIPaB/iHHS TanuMayTamMu, KOHTPOSb 3aBAHTAKEHOCTI YEPIV 3a4ayY, MOTOKOBESNEYHI apaesibHi TPaH3aKLii 7@ OPKECTPaLio 3aBAaHb
Ha OCHOBI OV I3 BUSB/IEHHSAM 3aCTaplinx Aarux. [1o3anaHurorosi (off-chain) 06Ync/ieHHs BIIOKPEM/IEH] Bif BHYTPILLIHEOIGHLIOrOBOI
(on-chain) 6:10k4esiH KoopanHaLii. BAGIp By3/1a BUKOPUCTOBYE QYHKLIIO OLIIHKY, SIKa ITOEAHYE DIBEHB YCITILIHOCTI 3 METPUKaMU PECYDCIB
Y peasibHoMy 4acl. Jlorika KoopamHaLUii peasizoBaHa 4epe3 CMapT-KOHTPakTh Ha 6asi Ethereum, 1o 3abesnedyye npo3opicte 1a
HE3MIHHICTb AaHuXx. lepesipka cuctemm 6y/1a MPOBEAEHA B CMYIbOBAHOMY cepenosuLi Docker.

TecTyBaHHS MOKa3ye, LYo BY3J/IM 3 BULUMU OLIIHKaMu BUOMPAEIOTLCS Y BCIX CIIOCTEPEXYBaHMX Burnasakax. OfHaK, Kosm Kiflbka
3aBAaHb HaAcuIaroTbCa B MEXaX O4HOr0 MiKO/IOKOBOIro IHTEPBA/Y, OUIHKU BY3J1iB HE OHOB/IIOIOTLCA. Ld rnpobriema BUpILLYETbCA
BUBOPOM BY3/1iB HA OCHOBI HACTYITHOro GJI0KY, @ HE MOTOYHOIO, Ta MOKPALLYE HaAWHICTL BUbOpPY. 1aTgopma ycyBae nporamHy,
BUSIBIIEHI B ICHYIOYIV JIITEPATYDI, | MOXE ByTH BUKOPUCTAHA Y CLUEHAPISX MPOMUCIIOBUX NEDUPEDIHNX OOYNC/IEHD.

KI1to40Bi ¢10Ba: NEPUPEDIVIHI OBYNCTIEHHS], BIIOKYENIH, IHTEPHET PEYEY], KOMITIOTEHI CUCTEMU, AELIEHTPAII30BaHI MEPEXT
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