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METHOD FOR COMPUTER NETWORK
TRAFFIC ANALYSIS BASED ON ENTROPY
CHARACTERISTICS AND MULTIVARIATE

MATHEMATICAL STATISTICS

Modern computer networks generate traffic whose behaviour
changes over time not only in volume but also in internal structure.
Because of this, anomaly detection cannot be reduced to fixed thresholds
on separate metrics; it must account for changes in address, port, and
protocol distributions together with the joint variation of interrelated traffic
descriptors.

This paper presents a method for computer network traffic
analysis based on entropy characteristics and multivariate mathematical
statistics. The method transforms packet or flow observations collected
within a time window into a state vector that combines entropy measures
of categorical traffic attributes with volumetric, dispersion, and flow
descriptors.

The proposed approach includes formalization of the traffic
analysis process, construction of an informative feature system, a
multivariate model of normal traffic states, and a structural model of the
detection procedure. Algorithmic implementation is organized as a
sequence of window formation, empirical distribution estimation, entropy
computation, standardization, principal component transformation,
multivariate statistical control, and interpretation of feature contributions.

The paper also outlines a methodology for evaluating the
developed method in terms of detection quality, robustness to parameter
settings, sensitivity to structural changes, and interpretability of monitoring
decisions. The resulting framework is intended for traffic monitoring tasks
in which payload-independent analysis and adaptation to non-stationary
network behaviour are required.

Keywords: computer networks, network traffic, traffic analysis,
entropy characteristics, multivariate mathematical statistics, anomaly
detection, PCA, Hotelling criterion, network monitoring.

Introduction

The growth of network services, distributed
infrastructures, cloud platforms, and cyber-physical systems has
made traffic behaviour more variable, heterogeneous, and
context-dependent. In such conditions, timely analysis of network
traffic is required not only for detecting obvious overloads but
also for identifying early deviations that affect reliability,
security, and quality of service. Traffic monitoring therefore
remains a key component of network supervision and
cybersecurity support in modern infrastructures [49-52].

Classical threshold-based monitoring remains useful for
simple overload situations, yet it reacts poorly to dynamic
baselines and often generates false alarms under ordinary
workload fluctuations. Signature-based detection is effective for
known malicious patterns, but it is less useful when deviations
arise from previously unseen attacks, complex behavioural
changes, or operational faults whose manifestations are
distributed across several traffic indicators [43, 49, 50].

The aim of this paper is to present a coherent method of
computer network traffic analysis based on entropy characteristics
and multivariate mathematical statistics, and to describe its
algorithmic implementation in a form suitable for further
experimental validation. The proposed approach combines
entropy-based representation of traffic structure with multivariate
statistical decision-making, which creates a stronger basis for
analysing abnormal states in non-stationary traffic environments
[50, 52, 55].
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Related works

Existing approaches to traffic anomaly detection can be grouped into signature-based, threshold-based,
forecasting, entropy-based, and multivariate statistical methods. Signature detectors are precise when the traffic
matches known patterns, but they cannot generalize to previously unseen threats [43]. Threshold and one-dimensional
statistical schemes are easy to implement, although they react poorly to ordinary workload fluctuations and often miss
low-intensity structural deviations [49, 50]. Forecasting methods are useful when the traffic exhibits a stable temporal
pattern, yet their reliability depends strongly on model assumptions and on the availability of representative historical
data [50, 53].

Entropy-based approaches are attractive because they operate on the structure of traffic rather than on
aggregate volume alone. Changes in source and destination addresses, ports, or protocol distributions can reveal
anomalies that remain weakly visible in pure volume metrics. At the same time, entropy taken in isolation is not
always sufficient, because some abnormal states appear as coordinated shifts across several descriptors rather than as
a large deviation of one distribution [49, 55].

Multivariate statistical methods, including covariance-based control, principal component analysis, and
Hotelling-type criteria, address this limitation by considering traffic as a vector of interdependent descriptors. Their
main advantage lies in the ability to detect coordinated deviations and to reduce the dependence of the final decision
on a single metric. In practice, this logic is also consistent with the evolution of modern monitoring platforms and
traffic analysis tools that combine flow inspection, behavioural analysis, and anomaly-oriented correlation
mechanisms [29, 31, 33, 40, 42-44, 50-52].

For a structured comparison of these approaches by advantages, disadvantages, and relevance to the present
study, their characteristics are summarized in Table 1.

Table 1.
Comparison of network traffic anomaly detection methods

Method

Advantages

Disadvantages

Relevance to this study

Signature-based methods

High accuracy for known attacks

Do not detect unknown threats

Useful only as a baseline

Threshold-based methods

Simple and fast

Poor adaptability, many false
alarms

Limited applicability

Entropy-based methods

Detect structural
traffic well

changes in

Weak as a standalone method for
complex anomalies

One of the core components

Multivariate statistical methods

Account for correlations between
features, reduce false positives

More complex to configure and
compute

One of the core components

Behavioral / ML methods

Adaptive, can detect unknown
anomalies

Harder to interpret, require more
data

Useful for comparison

Proposed integrated method

Combines structural sensitivity
and multidimensional analysis

Requires calibration and
experimental validation

Main method of the study

As follows from Table 1, the most promising direction is the integration of entropy-based traffic representation with
multivariate statistical analysis, since such a combination makes it possible to preserve structural sensitivity while
improving the reliability of anomaly detection in multidimensional feature space.

Method

The proposed method treats network traffic as a sequence of packet or flow observations collected at a given
observation point and aggregated over successive time windows. For a window W, the raw records are transformed
into a feature vector x, = @(W,), where ¢(-) maps the observed communications to a compact numerical
representation of network state. The basic notation used in the formal description is summarized in Table2.

The method is intentionally payload-independent. It uses only the information that can be derived from packet
headers or exported flow records, which makes it suitable for realistic monitoring environments. This choice is
consistent with practical monitoring tools that rely on flow metadata and protocol-level observations rather than on
deep payload inspection [42-44]. It also assumes that traffic is non-stationary; therefore, the model of normal
behaviour must allow for ordinary variation without losing sensitivity to genuine structural deviations.

The notation introduced in Table 1 is used consistently in the subsequent stages of the method. It links the
observation window, entropy descriptors, the traffic state vector, and the multivariate decision rule into a single formal
description.

Entropy-based descriptors are selected because they reflect the degree of concentration or dispersion in traffic
distributions. For monitoring purposes, the most informative attributes are usually source and destination addresses,
source and destination ports, and protocol identifiers. Together with statistical characteristics of intensity and packet
behaviour, they form the informative state vector summarized in Table 3 [49, 55].

In practical terms, entropy does not replace volume indicators; it complements them. For example, DDoS
behaviour can combine concentration on a small set of destinations with a sharp rise in packet rate, whereas scanning
can produce strong dispersion in destination ports even without a large increase in total traffic. For this reason, the
method combines entropy measures and auxiliary statistical descriptors within one feature space instead of relying on
a single indicator [49, 50, 55].
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Table 2.
Notation used in the method
Notation Meaning
w, Set of traffic records observed in time window t (packets or flows).
X; Vector of informative features describing the traffic state in window t.
A Categorical traffic attribute, for example srclP, dstIP, srcPort, dstPort, or protocol.
{c:} Counts of occurrences of attribute values in the current window.
{n:} Estimated empirical probabilities p; = %
H(A) Entropy characteristic of the empirical distribution of attribute A.
9(+) Decision rule used for state classification or anomaly detection.
T2 Hotelling statistic used for multivariate monitoring and deviation control.
Table 3.
Recommended informative features for the traffic state vector
Feature group Examples of concrete features Data type
Entropy-based H(srclP), H(dstIP), H(srcPort), H(dstPort), H(proto) Numeric
Generalized entropies (optional) H, (Rényi),S,(Tsallis) Numeric
Diversity descriptors Ngiseince (A) for selected attributes Integer
Volumetric descriptors Packets per window, bytes per window, mean packet size, packet rate Numeric
Flow descriptors Number of active flows, mean or quantile flow durations Numeric
Divergence((/);zgrrl]gle)descriptors KL or JSD distance for selected attributes Numeric

The state vector formed from these descriptors allows the traffic window to be interpreted as a point in a
multidimensional feature space. This representation makes it possible to analyse structural and volumetric deviations
jointly rather than evaluating each metric in isolation.

Observations Aggregation in W_t Feature Distributions
— —_—
(IPFIX / PSAMP) (time windows) (histograms / sketches)
[ Entropies, N_{distinct}, divergences 1

l

State vector x_t
+ PCA / EWMA

l

T*2 / threshold — Anomaly? — Explanation

Fig. 1. Structural model of the method

After the feature system is defined, the normal state of the network is modelled statistically. Let p denote the
mean vector of the baseline traffic and X the corresponding covariance structure. Deviation is then interpreted not as
a separate threshold violation of one coordinate but as a multivariate displacement of the current observation from the
learned region of normal behaviour. Such an interpretation corresponds to the general logic of multivariate abnormal-
state detection used in recent network-oriented studies [50-53].

The structural model of the method can be organized into six successive functional blocks: acquisition of
traffic observations, time aggregation, construction of empirical distributions, computation of entropy and auxiliary
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descriptors, formation of the multidimensional state vector with multivariate normalization, and statistical decision-
making. This organization is shown in Figure 1 and reflects the implementation logic of the proposed method.

At the level of time aggregation, the method supports both non-overlapping and sliding windows. The first
option is simpler and easier to interpret; the second reduces boundary effects and usually provides smoother temporal
trajectories of entropy and multivariate scores. The main choices of window width and shift, together with their
practical influence on detection behaviour, are summarized in Table 4.

Table 4.
Recommended windowing parameters and their influence
Parameter Variant What improves Typical risk or trade-off
Window width Smaller Higher tgmp_oral resolut_lon_ and better Unstable distribution and entropy estimates
sensitivity to short incidents. because of smaller samples.
- . More stable estimates and lower variance | Short anomalies are diluted and detection may
Window width Larger . P
of the monitored statistics. be delayed.
Step § 8= A (non- Simpler implementation and minimum Pronounced boundary effects and fragmented
P overlapping) repetition of records. temporal curves.
Smoother time series and fewer Higher computation cost and stronger
Step 8 8 <A (sliding) dlscontlnun\:veismtj)g:NV\;een adjacent correlation between neighbouring windows.

For each window, empirical distributions are built for the selected categorical attributes. The basic entropy
estimate is then obtained from the observed frequencies, optionally normalized to make values comparable across
windows with different numbers of unique states. If the method is extended to generalized entropy measures, the same
stage becomes the place where sensitivity to dominant or rare events can be adjusted [55].

Before multivariate decision-making, the feature space is standardized so that descriptors with different
scales do not dominate the control statistic. Principal component analysis may be used to reduce dimensional
redundancy and to separate the coordinated variation of normal traffic from residual deviations. The resulting sequence
of operations that leads to an anomaly decision is presented in Figure 2 and corresponds to the class of multivariate
statistical control procedures described in related studies [50-53].

T v N

Caiculation of H_A(t)

Anomania

Caiculation of the
state vector x_t

Creating histograms for
a set of categorical
features A

Normal condition

Calculation of
Z_t (EWMA)

Update the database
(if necessary)

&l

Fig. 2. Flowchart of anomaly detection
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Experiments

The experimental stage verifies the proposed detector at the level of the complete decision chain described
in Section 3. The goal is not only to confirm the fact of anomaly detection, but also to show how the selected feature
composition, the windowing scheme, the PCA model, and the final T2-Q decision rule behave on traffic that contains
both normal operation and controlled disturbances. For this reason, the evaluation protocol is linked directly to the
methodological components already introduced in the paper: the state vector follows Table 2, the temporal aggregation
follows Table 3, the processing structure corresponds to Figure 1, and the final decision logic corresponds to Figure
2 [48-50, 53].

The traffic trace is divided into a training subset and a testing subset. The training subset contains only normal
windows and is used to estimate the mean vector, standard deviations, covariance structure, and principal components
of the baseline profile. The testing subset contains both normal traffic and controlled anomaly blocks. Such a
separation is necessary because the inclusion of anomalous windows in the baseline sample would partially absorb
abnormal behaviour into the normal subspace and would therefore weaken the contrast between normal and abnormal
states. The main parameters of the computational experiment are summarized in Table 4 [21, 22, 48, 50].

In the article version of the experiment, traffic is aggregated into non-overlapping windows of At= 10 s, and
the same value is used as the shift. The training sample contains 900 normal windows, while the testing sample
contains 780 windows, including 500 normal and 280 anomalous windows. Each window is represented by the ten-
dimensional feature vector described in Table 2: five normalized entropy descriptors and five statistical descriptors
that characterize packet size, flow activity, and traffic intensity. After z-standardization, principal component analysis
retains eight principal components, which explain 95.71% of the variance of the normal traffic profile. This provides
a compact but still informative representation of coordinated traffic behaviour and creates the basis for subsequent
control by Hotelling's T2 statistic and the residual Q-statistic.

To test the method against qualitatively different disturbances, four anomaly scenarios are injected into the
test trace: DDoS, port scan, flash crowd, and link failure. The DDoS block produces concentration of traffic on one
destination together with an increase in intensity. The port-scan block keeps the aggregate rate close to the background
level, but sharply changes the diversity of destination ports and addresses. The flash-crowd block imitates a legitimate
demand surge with an increase in active flows and a shift of the service profile. The link-failure block causes a
coordinated decrease in traffic intensity and a simplification of the active communication structure. The temporal
response of one of the key structural descriptors, the normalized entropy of destination IP addresses, is shown in
Figure 3 [23-25, 49, 55].

For comparison, the proposed detector is evaluated together with two baseline schemes. The first baseline is
a fixed-threshold detector that marks a window as anomalous when the packet rate deviates from its normal mean by
more than three standard deviations. The second baseline is an entropy-only detector that triggers when at least two
entropy coordinates leave their normal ranges. Against these baselines, the proposed method uses the full chain of
state-vector formation, PCA projection, computation of T2 and Q, and final classification by multivariate control
limits. The aggregate quality indicators of the compared methods are presented in Table 5.

Table 6 shows that the combined entropy-statistical detector provides the best balance between sensitivity
and stability. The fixed-threshold baseline reacts mainly to large amplitude changes and therefore misses anomalies
whose main manifestation is structural rather than volumetric. The entropy-only detector is much stronger on such
anomalies, but it still evaluates the traffic state through separate descriptors and does not fully use the correlation
structure of the feature space. The proposed method reaches the highest recall and F1-score while maintaining a very
low false positive rate, which confirms the benefit of combining entropy descriptors with multivariate statistical
control.

The dynamics of Hotelling's T2 statistic for the test trace are shown in Figure 4. In the normal part of the
trace, the statistic fluctuates below the control threshold, whereas inside the anomalous blocks it rises sharply and
remains above the limit until the disturbance disappears. This behaviour is important from the practical point of view
because it demonstrates not only the fact of detection, but also the temporal stability of the alarm. When Figures 3 and
4 are interpreted jointly, it becomes clear that the detector reacts both to structural redistribution of traffic and to
coordinated changes in intensity, which is precisely the effect expected from the method developed in Sections 2 and
3 [22-25, 48-50].

Table 5.
Parameters of the computational experiment

Parameter Value
Window length At 10s
Window shift & 10 s (non-overlapping windows)
Training sample 900 normal windows
Test sample 780 windows: 500 normal + 280 anomalous
Feature vector dimension 10
Entropy descriptors hsrclP, hdstIP, hsrcPort, hdstPort, hproto
Retained principal components 8
Explained variance of the PCA model 95.71%
Decision rule T2>T20.999 or Q > Q0.999
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Fig. 3. Dynamics of the normalized entropy of destination IP addresses

Table 6.
Detection quality of compared methods
Method Accuracy, % Precision, % Recall, % F1-score, % False pO;;[ Ive rate,
Fixed threshold 76.54 100.00 34.64 51.46 0.00
Entropy only 97.31 100.00 92.50 96.10 0.00
Proposed combined 99.74 99.29 100.00 99.64 0.40
30001 — T
~-=- T2 threshold
2500 4
~ 2000 4
[
()]
£
79 1500 A
]
e
1000 A
500
0= T DDoS T~ Port scan” Flash crowd Link failure™ ™~ "

0 100 200 300 400 500 600 700 800
Window index

Fig. 4. Dynamics of Hotelling's T2 statistic on the test trace

Conclusions

The paper consolidates the methodological content of the developed traffic analysis approach into an article
format while preserving the core logic of the original work. The proposed method models network traffic through
time-windowed state vectors that combine entropy characteristics of categorical attributes with volumetric, diversity,
and flow descriptors. This makes it possible to describe anomalies not only through separate metric violations but
through coordinated changes in traffic structure and behaviour.

The algorithmic implementation of the method is organized as a consistent chain of window formation,
empirical distribution construction, entropy computation, feature standardization, multivariate statistical control, and
contribution-based interpretation. The article preserves the key implementation components of the developed
approach, including the notation of the method, the feature composition, the structural model, the main
parameterization choices, and the anomaly detection flow.

The developed framework is suitable for further experimental validation on labelled traffic traces and for
subsequent adaptation to practical monitoring systems. Its main value lies in combining payload-independent
structural descriptors with statistically interpretable multivariate decision rules, which creates a stronger basis for
analysing abnormal network states in modern, non-stationary traffic environments.
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XMebHUIBKUIT HALlIOHAIBHUHN YHIBEPCUTET

METOA AHAJII3Y TPA®IKY KOMII'IOTEPHUX MEPE’K HA OCHOBI
EHTPOIIIMHUX XAPAKTEPUCTHUK TA BATATOBUMIPHOI MATEMATHYHOI
CTATUCTUKH

CyyacHi KoM oTEPHI MEPEXT (POPMYIOT TpagiK, MOBELIHKE KOO 3MIHIOETLCA HE JIMLLIE 3@ 06CAIoM, a M 3a BHYTPILLHbOK
CTPYKTYpOto. TOMy BUSIBIIEHHS AHOMAJTIV HE MOXE 3BOANTUCS A0 QDIKCOBaHUX 10POriB [/15 OKPEMUX METPUK, BOHO MAE BpaxoByBaTh
3MIHU Y PO3I104iN1ax 34PEC, MOPTIB [ MPOTOKO/IIB PasomM 3i Crli/IbHOK BapiaLlielo B3GEMOINOB S3aHUX XapakTEPUCTUK TPA@IKY.

Y crartri 3arporoHoBaHo MeTod aHasizy TPagiky KOMIIOTEPHUX MEDEX, LUO IPYHTYETLCS H3 BUKOPUCTaHHI EHTPOMVIHUX
XapaKTEPUCTUK | 3ac06IB 6araToBUMIPHOI MATEMATUYHOI CTATUCTUKU. AKTYA/IbHICT POBOTU 3YMOB/IEHA TUM, LLO CYHYaCH MEPEXEBI
TDAQIK € HECTALIOHAPHUM. HOro MOBEAIHKA 3 YACOM 3MIHIOETLCS HE JIULLIE 3@ OOCSIoM, a ¥ 3@ BHYTPILIHBOKO CTPYKTYDOK. Y 3B 53Ky 3
UUM BUSB/ICHHS GHOMAJTIi HE MOXe 6a3yBaTuCs BUKIIOYHO Ha QIKCOBaHMX OPOrax OKDEMUX [MOKa3HMKIB, OCKiIbKku oTpebye
BpaxyBaHHs 3MIiH y pO3r104i/1ax a4pec, opTiB, MPOTOKO/IIB, @ TAKOX CITi/IbHOI BapiaLlii B3aEMOIOB S3aHX AECKDUITTOPIB TPAPIKY.

Po3pobriermi METOA NEPERBAYAE NEPETBOPEHHS CIIOCTEPEXXEHD 3a MAKETaMM ab0 rOTOKaMM, 3i6paHiMu B MEXAaX 3343HOM0
YacoBOro BikHA@, ¥ BEKTOpP CTaHy MEDEXEBOro Tpagiky. Takuyi BEKTOD OEAHYE EHTPOIMVIHI Mipu KaTeropia/ibHux atpubyTis i3
OG'€EMHUMY, ANCTIEDCIHIHIUMU Ta TOTOKOBUMU X3PAKTEPUCTUKAMU. 3aITPOMOHOBaHMI IMAXIJ OXOMJ/IIOE QOPMAE/I3aLIi0 Mpoyecy aHamizy
Tpagiky, nobyAoBy IHGHOPMATUBHOI CUCTEMU O3HAK, CTBOPEHHS O6araToBUMIPHOI MOAEIT HOPMA/IbHUX CTaHIB TPagiky Ta CTPyKTYpHOI
MOZAEST MTPOLERYPH BUABIIEHHS BIAXWIEHD.

A/lropuTMidHa pearnizalis MEeTody OpraHi3oBaHa SK MOC/TIAOBHICTE €TariB: (OpMyBaHHS YacoBuX BIKOH, OLIHIOBaHHS
EMITIPUYHMUX  PO3ITI0[INTIB, OOYNC/IEHHS EHTPOMI], CTaHAapTM3alis O3HaK, [EPETBOPEHHS METOLOM [O/I0BHUX KOMITOHEHT,
6aratoBUMIPHMA CTATUCTUYHIY KOHTPOSTb | 04A/IbLUE HTEPIPETALIS BHECKY OKDEMUX O3HAK Y BUSBIIEHI 3MiHW. Taka opraHizaLis
3a6e3r1eyye MOX/MBICTb HE JIMLLE QDIKCYBaTH GHOMA/IbHI CTaHM, 3 ¥ MOSICHIOBATY MPUYMHY IX MTOSIBY.

OKpeMO BUBHAYEHO METOAUKY OLIHIOBAHHS 3aITPOMOHOBAHOIO METOAY 3a [TOKa3HUKaMu SKOCTI BUSB/IEHHS], CTIMKOCTI 40
BUOOPY NaPaMETPIB, YyT/IMBOCTI O CTPYKTYPHUX 3MiH | PIBHS IHTEDPETOBAHOCTI PE3y/IbTaTIB MOHITOPUHTY. 3aIPOrOHOBaHMA rigxig
OpIEHTOBaHM Ha 3afadi MOHITOPUHIY MEPEXEBOro TpagiKy, y SKkux HEOOXGHW aHasiz 6e3 ypaxyBaHHS BMICTY KOPUCHOIMO
HaBaHTa)XEHHS Ta agantayis 40 3MiHHOI MOBEAIHKM KOMITIOTEPHUX MEPEX.

Kito4oBi c/ioBa. KOMIT10TEPHI MEDEXI, MEPEXEBMN TpagiKk, aHam3 TPaQiKy, EHTPOMIVIHI XapaKTepUCTIKY, 6aratoBUMIpHa
MaremMatuydHa CTaTuCTiKa, BUSB/IEHHS aHoMainiv, PCA, KpuTepivi XOTe/UTiHra, MOHITOPUHIm MEDEX.
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