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METHOD FOR COMPUTER NETWORK 

TRAFFIC ANALYSIS BASED ON ENTROPY 

CHARACTERISTICS AND MULTIVARIATE 

MATHEMATICAL STATISTICS 
 

Modern computer networks generate traffic whose behaviour 
changes over time not only in volume but also in internal structure. 
Because of this, anomaly detection cannot be reduced to fixed thresholds 
on separate metrics; it must account for changes in address, port, and 
protocol distributions together with the joint variation of interrelated traffic 
descriptors. 

This paper presents a method for computer network traffic 
analysis based on entropy characteristics and multivariate mathematical 
statistics. The method transforms packet or flow observations collected 
within a time window into a state vector that combines entropy measures 
of categorical traffic attributes with volumetric, dispersion, and flow 
descriptors. 

The proposed approach includes formalization of the traffic 
analysis process, construction of an informative feature system, a 
multivariate model of normal traffic states, and a structural model of the 
detection procedure. Algorithmic implementation is organized as a 
sequence of window formation, empirical distribution estimation, entropy 
computation, standardization, principal component transformation, 
multivariate statistical control, and interpretation of feature contributions. 

The paper also outlines a methodology for evaluating the 
developed method in terms of detection quality, robustness to parameter 
settings, sensitivity to structural changes, and interpretability of monitoring 
decisions. The resulting framework is intended for traffic monitoring tasks 
in which payload-independent analysis and adaptation to non-stationary 
network behaviour are required. 

Keywords: computer networks, network traffic, traffic analysis, 
entropy characteristics, multivariate mathematical statistics, anomaly 
detection, PCA, Hotelling criterion, network monitoring. 

 

Introduction 

The growth of network services, distributed 

infrastructures, cloud platforms, and cyber-physical systems has 

made traffic behaviour more variable, heterogeneous, and 

context-dependent. In such conditions, timely analysis of network 

traffic is required not only for detecting obvious overloads but 

also for identifying early deviations that affect reliability, 

security, and quality of service. Traffic monitoring therefore 

remains a key component of network supervision and 

cybersecurity support in modern infrastructures [49–52]. 

Classical threshold-based monitoring remains useful for 

simple overload situations, yet it reacts poorly to dynamic 

baselines and often generates false alarms under ordinary 

workload fluctuations. Signature-based detection is effective for 

known malicious patterns, but it is less useful when deviations 

arise from previously unseen attacks, complex behavioural 

changes, or operational faults whose manifestations are 

distributed across several traffic indicators [43, 49, 50]. 

The aim of this paper is to present a coherent method of 

computer network traffic analysis based on entropy characteristics 

and multivariate mathematical statistics, and to describe its 

algorithmic implementation in a form suitable for further 

experimental validation. The proposed approach combines 

entropy-based representation of traffic structure with multivariate 

statistical decision-making, which creates a stronger basis for 

analysing abnormal states in non-stationary traffic environments 

[50, 52, 55]. 
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Related works 

Existing approaches to traffic anomaly detection can be grouped into signature-based, threshold-based, 

forecasting, entropy-based, and multivariate statistical methods. Signature detectors are precise when the traffic 

matches known patterns, but they cannot generalize to previously unseen threats [43]. Threshold and one-dimensional 

statistical schemes are easy to implement, although they react poorly to ordinary workload fluctuations and often miss 

low-intensity structural deviations [49, 50]. Forecasting methods are useful when the traffic exhibits a stable temporal 

pattern, yet their reliability depends strongly on model assumptions and on the availability of representative historical 

data [50, 53]. 

Entropy-based approaches are attractive because they operate on the structure of traffic rather than on 

aggregate volume alone. Changes in source and destination addresses, ports, or protocol distributions can reveal 

anomalies that remain weakly visible in pure volume metrics. At the same time, entropy taken in isolation is not 

always sufficient, because some abnormal states appear as coordinated shifts across several descriptors rather than as 

a large deviation of one distribution [49, 55]. 

Multivariate statistical methods, including covariance-based control, principal component analysis, and 

Hotelling-type criteria, address this limitation by considering traffic as a vector of interdependent descriptors. Their 

main advantage lies in the ability to detect coordinated deviations and to reduce the dependence of the final decision 

on a single metric. In practice, this logic is also consistent with the evolution of modern monitoring platforms and 

traffic analysis tools that combine flow inspection, behavioural analysis, and anomaly-oriented correlation 

mechanisms [29, 31, 33, 40, 42–44, 50–52]. 

For a structured comparison of these approaches by advantages, disadvantages, and relevance to the present 

study, their characteristics are summarized in Table 1. 

 

Table 1. 

Comparison of network traffic anomaly detection methods 

 
Method Advantages Disadvantages Relevance to this study 

Signature-based methods High accuracy for known attacks Do not detect unknown threats Useful only as a baseline 

Threshold-based methods Simple and fast Poor adaptability, many false 
alarms 

Limited applicability 

Entropy-based methods Detect structural changes in 

traffic well 

Weak as a standalone method for 

complex anomalies 

One of the core components 

Multivariate statistical methods Account for correlations between 
features, reduce false positives 

More complex to configure and 
compute 

One of the core components 

Behavioral / ML methods Adaptive, can detect unknown 

anomalies 

Harder to interpret, require more 

data 

Useful for comparison 

Proposed integrated method Combines structural sensitivity 
and multidimensional analysis 

Requires calibration and 
experimental validation 

Main method of the study 

 

As follows from Table 1, the most promising direction is the integration of entropy-based traffic representation with 

multivariate statistical analysis, since such a combination makes it possible to preserve structural sensitivity while 

improving the reliability of anomaly detection in multidimensional feature space. 

 

Method 

The proposed method treats network traffic as a sequence of packet or flow observations collected at a given 

observation point and aggregated over successive time windows. For a window 𝑊𝑡, the raw records are transformed 

into a feature vector 𝑥𝑡  =  𝜑(𝑊𝑡), where φ(·) maps the observed communications to a compact numerical 

representation of network state. The basic notation used in the formal description is summarized in Table2. 

The method is intentionally payload-independent. It uses only the information that can be derived from packet 

headers or exported flow records, which makes it suitable for realistic monitoring environments. This choice is 

consistent with practical monitoring tools that rely on flow metadata and protocol-level observations rather than on 

deep payload inspection [42–44]. It also assumes that traffic is non-stationary; therefore, the model of normal 

behaviour must allow for ordinary variation without losing sensitivity to genuine structural deviations. 

The notation introduced in Table 1 is used consistently in the subsequent stages of the method. It links the 

observation window, entropy descriptors, the traffic state vector, and the multivariate decision rule into a single formal 

description. 

Entropy-based descriptors are selected because they reflect the degree of concentration or dispersion in traffic 

distributions. For monitoring purposes, the most informative attributes are usually source and destination addresses, 

source and destination ports, and protocol identifiers. Together with statistical characteristics of intensity and packet 

behaviour, they form the informative state vector summarized in Table 3 [49, 55]. 

In practical terms, entropy does not replace volume indicators; it complements them. For example, DDoS 

behaviour can combine concentration on a small set of destinations with a sharp rise in packet rate, whereas scanning 

can produce strong dispersion in destination ports even without a large increase in total traffic. For this reason, the 

method combines entropy measures and auxiliary statistical descriptors within one feature space instead of relying on 

a single indicator [49, 50, 55]. 
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Table 2. 

Notation used in the method 

Notation Meaning 

𝑊𝑡 Set of traffic records observed in time window t (packets or flows). 

𝑥𝑡 Vector of informative features describing the traffic state in window t. 

A Categorical traffic attribute, for example srcIP, dstIP, srcPort, dstPort, or protocol. 

{𝑐𝑖} Counts of occurrences of attribute values in the current window. 

{𝑝𝑖} Estimated empirical probabilities 𝑝𝑖 =
𝑐𝑖

𝛴𝑗𝑐𝑗
. 

H(A) Entropy characteristic of the empirical distribution of attribute A. 

g(·) Decision rule used for state classification or anomaly detection. 

T² Hotelling statistic used for multivariate monitoring and deviation control. 

 

Table 3. 

Recommended informative features for the traffic state vector 

Feature group Examples of concrete features Data type 

Entropy-based H(srcIP), H(dstIP), H(srcPort), H(dstPort), H(proto) Numeric 

Generalized entropies (optional) 𝐻𝛼 (𝑅é𝑛𝑦𝑖), 𝑆𝑞(𝑇𝑠𝑎𝑙𝑙𝑖𝑠) Numeric 

Diversity descriptors 𝑁𝑑𝑖𝑠𝑡𝑖𝑛𝑐𝑡(𝐴)  for selected attributes Integer 

Volumetric descriptors Packets per window, bytes per window, mean packet size, packet rate Numeric 

Flow descriptors Number of active flows, mean or quantile flow durations Numeric 

Divergence / change descriptors 
(optional) 

KL or JSD distance for selected attributes Numeric 

 

The state vector formed from these descriptors allows the traffic window to be interpreted as a point in a 

multidimensional feature space. This representation makes it possible to analyse structural and volumetric deviations 

jointly rather than evaluating each metric in isolation. 

 
Fig. 1. Structural model of the method 

 

After the feature system is defined, the normal state of the network is modelled statistically. Let μ denote the 

mean vector of the baseline traffic and Σ the corresponding covariance structure. Deviation is then interpreted not as 

a separate threshold violation of one coordinate but as a multivariate displacement of the current observation from the 

learned region of normal behaviour. Such an interpretation corresponds to the general logic of multivariate abnormal-

state detection used in recent network-oriented studies [50–53]. 

The structural model of the method can be organized into six successive functional blocks: acquisition of 

traffic observations, time aggregation, construction of empirical distributions, computation of entropy and auxiliary 
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descriptors, formation of the multidimensional state vector with multivariate normalization, and statistical decision-

making. This organization is shown in Figure 1 and reflects the implementation logic of the proposed method. 

At the level of time aggregation, the method supports both non-overlapping and sliding windows. The first 

option is simpler and easier to interpret; the second reduces boundary effects and usually provides smoother temporal 

trajectories of entropy and multivariate scores. The main choices of window width and shift, together with their 

practical influence on detection behaviour, are summarized in Table 4. 

 

Table 4. 

Recommended windowing parameters and their influence 

Parameter Variant What improves Typical risk or trade-off 

Window width Smaller 
Higher temporal resolution and better 

sensitivity to short incidents. 
Unstable distribution and entropy estimates 

because of smaller samples. 

Window width Larger 
More stable estimates and lower variance 

of the monitored statistics. 

Short anomalies are diluted and detection may 

be delayed. 

Step δ 
δ = Δ (non-

overlapping) 

Simpler implementation and minimum 

repetition of records. 

Pronounced boundary effects and fragmented 

temporal curves. 

Step δ δ < Δ (sliding) 

Smoother time series and fewer 

discontinuities between adjacent 

windows. 

Higher computation cost and stronger 
correlation between neighbouring windows. 

 

For each window, empirical distributions are built for the selected categorical attributes. The basic entropy 

estimate is then obtained from the observed frequencies, optionally normalized to make values comparable across 

windows with different numbers of unique states. If the method is extended to generalized entropy measures, the same 

stage becomes the place where sensitivity to dominant or rare events can be adjusted [55]. 

Before multivariate decision-making, the feature space is standardized so that descriptors with different 

scales do not dominate the control statistic. Principal component analysis may be used to reduce dimensional 

redundancy and to separate the coordinated variation of normal traffic from residual deviations. The resulting sequence 

of operations that leads to an anomaly decision is presented in Figure 2 and corresponds to the class of multivariate 

statistical control procedures described in related studies [50–53]. 

 
Fig. 2. Flowchart of anomaly detection 
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Experiments 

The experimental stage verifies the proposed detector at the level of the complete decision chain described 

in Section 3. The goal is not only to confirm the fact of anomaly detection, but also to show how the selected feature 

composition, the windowing scheme, the PCA model, and the final T²–Q decision rule behave on traffic that contains 

both normal operation and controlled disturbances. For this reason, the evaluation protocol is linked directly to the 

methodological components already introduced in the paper: the state vector follows Table 2, the temporal aggregation 

follows Table 3, the processing structure corresponds to Figure 1, and the final decision logic corresponds to Figure 

2 [48–50, 53]. 

The traffic trace is divided into a training subset and a testing subset. The training subset contains only normal 

windows and is used to estimate the mean vector, standard deviations, covariance structure, and principal components 

of the baseline profile. The testing subset contains both normal traffic and controlled anomaly blocks. Such a 

separation is necessary because the inclusion of anomalous windows in the baseline sample would partially absorb 

abnormal behaviour into the normal subspace and would therefore weaken the contrast between normal and abnormal 

states. The main parameters of the computational experiment are summarized in Table 4 [21, 22, 48, 50]. 

In the article version of the experiment, traffic is aggregated into non-overlapping windows of Δt = 10 s, and 

the same value is used as the shift. The training sample contains 900 normal windows, while the testing sample 

contains 780 windows, including 500 normal and 280 anomalous windows. Each window is represented by the ten-

dimensional feature vector described in Table 2: five normalized entropy descriptors and five statistical descriptors 

that characterize packet size, flow activity, and traffic intensity. After z-standardization, principal component analysis 

retains eight principal components, which explain 95.71% of the variance of the normal traffic profile. This provides 

a compact but still informative representation of coordinated traffic behaviour and creates the basis for subsequent 

control by Hotelling's T² statistic and the residual Q-statistic. 

To test the method against qualitatively different disturbances, four anomaly scenarios are injected into the 

test trace: DDoS, port scan, flash crowd, and link failure. The DDoS block produces concentration of traffic on one 

destination together with an increase in intensity. The port-scan block keeps the aggregate rate close to the background 

level, but sharply changes the diversity of destination ports and addresses. The flash-crowd block imitates a legitimate 

demand surge with an increase in active flows and a shift of the service profile. The link-failure block causes a 

coordinated decrease in traffic intensity and a simplification of the active communication structure. The temporal 

response of one of the key structural descriptors, the normalized entropy of destination IP addresses, is shown in 

Figure 3 [23–25, 49, 55]. 

For comparison, the proposed detector is evaluated together with two baseline schemes. The first baseline is 

a fixed-threshold detector that marks a window as anomalous when the packet rate deviates from its normal mean by 

more than three standard deviations. The second baseline is an entropy-only detector that triggers when at least two 

entropy coordinates leave their normal ranges. Against these baselines, the proposed method uses the full chain of 

state-vector formation, PCA projection, computation of T² and Q, and final classification by multivariate control 

limits. The aggregate quality indicators of the compared methods are presented in Table 5. 

Table 6 shows that the combined entropy-statistical detector provides the best balance between sensitivity 

and stability. The fixed-threshold baseline reacts mainly to large amplitude changes and therefore misses anomalies 

whose main manifestation is structural rather than volumetric. The entropy-only detector is much stronger on such 

anomalies, but it still evaluates the traffic state through separate descriptors and does not fully use the correlation 

structure of the feature space. The proposed method reaches the highest recall and F1-score while maintaining a very 

low false positive rate, which confirms the benefit of combining entropy descriptors with multivariate statistical 

control. 

The dynamics of Hotelling's T² statistic for the test trace are shown in Figure 4. In the normal part of the 

trace, the statistic fluctuates below the control threshold, whereas inside the anomalous blocks it rises sharply and 

remains above the limit until the disturbance disappears. This behaviour is important from the practical point of view 

because it demonstrates not only the fact of detection, but also the temporal stability of the alarm. When Figures 3 and 

4 are interpreted jointly, it becomes clear that the detector reacts both to structural redistribution of traffic and to 

coordinated changes in intensity, which is precisely the effect expected from the method developed in Sections 2 and 

3 [22–25, 48–50]. 

Table 5. 

Parameters of the computational experiment 
Parameter Value 

Window length Δt 10 s 

Window shift δ 10 s (non-overlapping windows) 

Training sample 900 normal windows 

Test sample 780 windows: 500 normal + 280 anomalous 

Feature vector dimension 10 

Entropy descriptors hsrcIP, hdstIP, hsrcPort, hdstPort, hproto 

Retained principal components 8 

Explained variance of the PCA model 95.71% 

Decision rule T² > T²0.999 or Q > Q0.999 
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Fig. 3. Dynamics of the normalized entropy of destination IP addresses 

 

Table 6. 

Detection quality of compared methods 

Method Accuracy, % Precision, % Recall, % F1-score, % 
False positive rate, 

% 

Fixed threshold 76.54 100.00 34.64 51.46 0.00 

Entropy only 97.31 100.00 92.50 96.10 0.00 

Proposed combined 99.74 99.29 100.00 99.64 0.40 

      

 
Fig. 4. Dynamics of Hotelling's T² statistic on the test trace 

 

Conclusions 

The paper consolidates the methodological content of the developed traffic analysis approach into an article 

format while preserving the core logic of the original work. The proposed method models network traffic through 

time-windowed state vectors that combine entropy characteristics of categorical attributes with volumetric, diversity, 

and flow descriptors. This makes it possible to describe anomalies not only through separate metric violations but 

through coordinated changes in traffic structure and behaviour. 

The algorithmic implementation of the method is organized as a consistent chain of window formation, 

empirical distribution construction, entropy computation, feature standardization, multivariate statistical control, and 

contribution-based interpretation. The article preserves the key implementation components of the developed 

approach, including the notation of the method, the feature composition, the structural model, the main 

parameterization choices, and the anomaly detection flow. 

The developed framework is suitable for further experimental validation on labelled traffic traces and for 

subsequent adaptation to practical monitoring systems. Its main value lies in combining payload-independent 

structural descriptors with statistically interpretable multivariate decision rules, which creates a stronger basis for 

analysing abnormal network states in modern, non-stationary traffic environments. 
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МЕТОД АНАЛІЗУ ТРАФІКУ КОМП’ЮТЕРНИХ МЕРЕЖ НА ОСНОВІ 

ЕНТРОПІЙНИХ ХАРАКТЕРИСТИК ТА БАГАТОВИМІРНОЇ МАТЕМАТИЧНОЇ 

СТАТИСТИКИ 
 
Сучасні комп’ютерні мережі формують трафік, поведінка якого змінюється не лише за обсягом, а й за внутрішньою 

структурою. Тому виявлення аномалій не може зводитися до фіксованих порогів для окремих метрик; воно має враховувати 
зміни у розподілах адрес, портів і протоколів разом зі спільною варіацією взаємопов’язаних характеристик трафіку. 

У статті запропоновано метод аналізу трафіку комп’ютерних мереж, що ґрунтується на використанні ентропійних 
характеристик і засобів багатовимірної математичної статистики. Актуальність роботи зумовлена тим, що сучасний мережевий 
трафік є нестаціонарним: його поведінка з часом змінюється не лише за обсягом, а й за внутрішньою структурою. У зв’язку з 
цим виявлення аномалій не може базуватися виключно на фіксованих порогах окремих показників, оскільки потребує 
врахування змін у розподілах адрес, портів, протоколів, а також спільної варіації взаємопов’язаних дескрипторів трафіку. 

Розроблений метод передбачає перетворення спостережень за пакетами або потоками, зібраними в межах заданого 
часового вікна, у вектор стану мережевого трафіку. Такий вектор поєднує ентропійні міри категоріальних атрибутів із 
об’ємними, дисперсійними та потоковими характеристиками. Запропонований підхід охоплює формалізацію процесу аналізу 
трафіку, побудову інформативної системи ознак, створення багатовимірної моделі нормальних станів трафіку та структурної 
моделі процедури виявлення відхилень. 

Алгоритмічна реалізація методу організована як послідовність етапів: формування часових вікон, оцінювання 
емпіричних розподілів, обчислення ентропії, стандартизація ознак, перетворення методом головних компонент, 
багатовимірний статистичний контроль і подальша інтерпретація внеску окремих ознак у виявлені зміни. Така організація 
забезпечує можливість не лише фіксувати аномальні стани, а й пояснювати причини їх появи. 

Окремо визначено методику оцінювання запропонованого методу за показниками якості виявлення, стійкості до 
вибору параметрів, чутливості до структурних змін і рівня інтерпретованості результатів моніторингу. Запропонований підхід 
орієнтований на задачі моніторингу мережевого трафіку, у яких необхідний аналіз без урахування вмісту корисного 
навантаження та адаптація до змінної поведінки комп’ютерних мереж. 

Ключові слова: комп’ютерні мережі, мережевий трафік, аналіз трафіку, ентропійні характеристики, багатовимірна 
математична статистика, виявлення аномалій, PCA, критерій Хотеллінга, моніторинг мереж. 

 


