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AN ONTOLOGY-DRIVEN KNOWLEDGE-
BASED APPROACH TO COMPLEX SYSTEMS
MANAGEMENT

The paper addresses the problem of managing a corporate
network as a complex functional system, whose efficiency is determined
by the consistency between the infrastructure structure, resource
characteristics, and the requirements of application tasks. The feasibility of
employing a knowledge-based approach, particularly ontology-based
modeling, Is substantiated for the formalization of corporate network
structure and decisfon support in its configuration. A conceptual model of
a corporate network is proposed, where the network is considered as a
multi-level system of interconnected components, including network
nodes, services, users, resources, operational parameters, and security
constraints. Based on this model, a theoretical foundation for constructing
a corporate network ontology is developed, ensuring a consistent
representation of infrastructure entities, their properties, and relationships.
Furthermore, it enables the formalization of interaction rules and logical
constraints in the form of ontological axioms. The study proposes a
formalized representation of the corporate network ontology in the form
of a tuple-based structure, integrating sets of objects, parameters, states,
task performance characteristics, and axiomatic constraints. On this basis,
a parameter normalization model is developed, enabling the
transformation of heterogeneous characteristics into a unified evaluation
scale, taking into account the task context and ontological constraints. This
facilitates the construction of an integral configuration quality criterion that
incorporates resource, operational, and functional aspects. The main
contribution of the work is the development of a method for ontology-
driven configuration of a corporate network based on a set of tasks. The
method relies on tuple algebra operations to generate a set of feasible
configurations that satisfy structural, parametric, and axiomatic
constraints, followed by the selection of an optimal configuration using
multi-criteria evaluation. The proposed approach ensures transparency,
reproducibility, and interpretability of the configuration process.
Experimental studies were conducted for two types of corporate networks:
a university information and telecommunication system and a network of
a commercial enterprise. The results demonstrate that the proposed
method significantly improves key performance indicators, including
reduced service access latency, decreased computational resource load,
fewer access confiicts, and enhanced compliance with security policies. The
Iintegral configuration quality criterion decreased by approximately 48—
51%, confirming the effectiveness of the proposed approach. The
proposed approach can serve as a foundation for the development of
intelligent corporate network management systems, as well as for further
advancement of optimization methods for complex information and
telecommunication systems based on ontology-driven knowledge
representation.

Keywords: corporate network; ontology-based modeling,
network configuration; multi-criteria optimization; decision support
systems; resource allocation,; performance optimization, knowledge-based
systems.

Introduction
In the context of the ongoing digitalization of the
economy and the rapid development of information and
telecommunication technologies, corporate networks serve as a
fundamental infrastructure for the operation of organizations
across various domains. They provide integration of
computational resources, information services, users, and
business processes into a unified environment that operates under
conditions of dynamic workloads, evolving structures, and
increasing requirements for performance, reliability, and
security.
Accordingly, corporate networks should be considered
as complex functional systems whose behavior is components
and constraints of different nature [1].
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The increasing complexity of corporate networks is accompanied by a growing complexity of configuration
and management tasks. Traditional approaches based on static rules or local optimization techniques fail to provide
sufficient flexibility and adaptability under multi-criteria operational requirements. In particular, the problem of
coordinated allocation of computational resources among multiple application tasks becomes critically important,
especially when these tasks significantly differ in their characteristics, priorities, and quality-of-service requirements

[2].

In this context, the use of knowledge-based approaches, particularly ontology-based modeling, is highly
promising. Ontological modeling enables the formalization of the corporate network domain as a structured system
of knowledge. Ontologies provide explicit representation of infrastructure entities, their properties, relationships, and
constraints, while also supporting logical inference of new knowledge based on predefined axioms. This creates the
foundation for the development of intelligent network management methods that account for both structural and
functional aspects of network operation [3].

Despite the considerable body of research in network management, resource optimization, and artificial
intelligence applications, the integration of ontology-based approaches with formal methods for corporate network
configuration remains insufficiently explored. In particular, further development is required for formalized
representations of network ontologies that can be directly utilized within configuration algorithms, as well as for
methods that transform ontological knowledge into formal models suitable for computational processing [4].

The objective of this paper is to develop a knowledge-based approach to managing complex corporate
networks based on ontology-driven modeling and formal configuration methods. To achieve this objective, the
following tasks are addressed: formalization of the corporate network as a complex functional system; development
of a theoretical foundation for constructing a corporate network ontology; creation of its formalized representation;
development of a method for ontology-driven configuration based on a set of tasks; and experimental evaluation of
the effectiveness of the proposed approach [5-6].

Related works

Research on the application of ontologies in complex information systems forms several interrelated
directions. The first direction is associated with general issues of ontology usage in corporate environments. Classical
studies on enterprise ontology management emphasize that their primary role lies in the explicit representation of the
semantics of heterogeneous information resources and in enabling meaningful interaction between systems that rely
on different local data models. This perspective has laid the foundation for the transition from isolated information
models to knowledge-based corporate environments [7,8].

A distinct research direction is represented by ontology-driven network management. In these studies,
ontologies are employed to describe network entities, services, policies, and management behavior, as well as to
support interoperability among components of the network environment. In particular, research on ontology-based
network management demonstrates that ontologies are suitable for integrating management information, enhancing
knowledge reuse, and supporting semantic analysis of network objects. However, these approaches are primarily
focused on knowledge and policy representation rather than on the formal mapping of a set of tasks to a set of network
configurations [9,10].

A significant contribution to semantic network management has been made by studies on ontology-based
policy management. In these works, ontologies are considered as a means of unified representation of access rules,
policy hierarchies, and context-dependent conditions of their application. These approaches have demonstrated the
effectiveness of ontologies for formal policy specification, as well as for supporting flexible control of access and
behavior in complex network systems. Nevertheless, the primary focus remains on policies as independent
management objects, while the problem of holistic infrastructure configuration tailored to specific tasks remains
insufficiently addressed [11,12].

Further development of this direction is associated with semantic models of access control and security. In
particular, ontology-based models of context-aware access control demonstrate that ontologies are capable of
integrating low-level contextual information with high-level decision-making policies. Similarly, recent studies on
ontology-based risk and security modeling at the enterprise architecture level confirm that semantic approaches enable
the identification of constraints and inconsistencies in the representation of risks, incidents, and security controls. For
corporate network configuration tasks, this is particularly important, as security requirements must be considered not
in isolation, but as an integral component of admissible configurations [13,14].

A direction more closely related to the formalization of network infrastructure involves the use of ontologies
for constructing knowledge graphs and describing network configuration elements. For instance, in studies on high-
level ontology networks for ICT infrastructures, a set of interconnected ontologies is proposed to cover configuration
units, resources, and services within DevOps infrastructures. Another recent work on the YANG Server Ontology
demonstrates that ontologies can be used for declarative construction of knowledge graphs from NETCONF/Y ANG-
based network data sources. These results are highly relevant to the present study, as they confirm the practical
applicability of ontologies for formalizing network artifacts and integrating them with declarative data processing
mechanisms. However, these works primarily focus on the construction of network knowledge graphs and access to
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configuration data, rather than on the problem of selecting an optimal configuration under a set of tasks and axiomatic
constraints [15,16].

Another related direction is represented by studies in which ontologies are applied for the description and
discovery of network components or functions. For example, recent work in the field of in-network computing shows
that an ontological model of functional and non-functional properties of network components enables semantic
matchmaking and automated selection of components from centralized repositories. This approach is conceptually
close to the one proposed in this study, as it also combines semantic resource descriptions with a selection procedure.
However, in the cited work, the selection object is limited to individual in-network computing components, whereas
this study considers the configuration of a corporate network as an integral structure that includes nodes, services,
parameters, states, and ontological axioms [3, 6, 7, 17].

Thus, the literature analysis indicates that existing studies have established a solid foundation for the
application of ontologies in corporate environments, network management, access control policies, semantic
component description, and network knowledge graph construction. However, the problem of developing a unified
method that simultaneously:

- relies on a formalized ontology of a corporate network;

- utilizes axioms as a mechanism for filtering admissible solutions;

- has a procedural interpretation based on tuple algebra operations;

- ensures the mapping of a set of tasks to a set of feasible configurations with subsequent selection of an
optimal configuration, remains insufficiently explored. Addressing this gap constitutes the primary objective of the
proposed study.

The conducted literature review has shown that existing approaches to corporate network management form
several relatively independent directions, each emphasizing different aspects of the system, including resource-
related, algorithmic, or semantic components. At the same time, there is no unified approach that ensures the
consistent consideration of network structural characteristics, application task requirements, and logical constraints
represented in the form of knowledge.

To more clearly identify these features and substantiate the need for developing an integrated approach to
corporate network configuration, a generalized comparative analysis of existing methods was conducted. The results
of this analysis are presented in Table 1.

Table 1

Comparative analysis of existing approaches to corporate network management
No. Approach Core ldea Advantages Limitations
Simplicity of implementation; | Lack of adaptability; does

Classical network | Use of static rules and manual . -
1 - . - - transparency; low | not account for multiple
configuration methods administration - . -
computational cost tasks; poor scalability
Ignores  task semantics;
5 Resource  optimization | Optimization of individual parameters | Effective for local tasks; well- | lacks knowledge
methods (CPU, RAM, bandwidth) formalized models integration; limited to local
optimization
Low interpretability;
3 Al/ML-based approaches Appl_lcgmon of machine learning for | High adaptability; ability to requires Ia}rge data_lsgts;
prediction and control process large datasets difficulty in explaining
decisions
Explicit knowledge Lack of formalized

Ontology-based network | Semantic representation of network configuration algorithms;

representation; support for

models entities and relationships . S weak integration  with
logical reasoning; flexibility A
optimization methods
Limited consideration of
5 Policy-based management | Use of rules and access control policies Formallzatlon of cons.tralnts; resource. aspegts;
flexible control mechanisms complexity of  policy
coordination
Lack of mechanisms for
Semantic knowledge | Construction of knowledge graphs for Integratlon of heterogene_ous optlmg I . configuration
6 data; support for analytical | selection; focused on
graphs network data - .
processing representation rather than
optimization
Formal problem
representation; Increased modelin
Proposed ontology-driven | Integration of ontology, axioms, and | interpretability; consideration L . 9
7 : g - . RS complexity;  requirement
approach tuple algebra for configuration of multiple tasks; multi-criteria
o . for ontology development
optimization; use of axioms as
constraints
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As shown in Table 1, existing approaches to corporate network management are either focused on the local
optimization of individual parameters or concentrated on the semantic representation of knowledge without sufficient
procedural interpretation. In particular, ontology-based models provide a high level of domain formalization;
however, they lack mechanisms for the direct utilization of this knowledge in configuration tasks. Conversely,
optimization and machine learning methods do not adequately account for the semantic structure of tasks and
constraints.

The approach proposed in this paper integrates the advantages of these directions by combining ontology-
based knowledge representation, axiomatic constraints, and formal operations of tuple algebra. This integration
enables both interpretability and efficiency of the corporate network configuration process.

Purpose and objectives of the study

The objective of this study is to develop a knowledge-based approach to the configuration of a corporate
network as a complex functional system. The proposed approach is based on the integration of ontology-driven
modeling and formal configuration methods, enabling a consistent representation of network structure, task
requirements, and logical constraints.

A corporate network is considered as a complex functional system composed of interconnected components,
including network nodes, services, users, computational resources, and operational constraints. The configuration
problem is defined as the task of determining an optimal network structure and parameter set that satisfies a given set
of application tasks while adhering to resource limitations and logical constraints.

In this context, the key challenge lies in ensuring the coordinated consideration of heterogeneous factors,
including structural dependencies, task-specific requirements, and domain knowledge represented in a formalized
manner.

To achieve the stated objective, the following methodological steps are performed:

1. Formalization of the corporate network as a complex functional system, including the identification of
its structural components, parameters, and operational states;

2. Development of the theoretical foundations of the corporate network ontology, ensuring a consistent and
semantically rich representation of entities, relationships, and constraints;

3. Construction of a formalized tuple-based representation of the ontology, enabling its integration into
computational procedures and configuration algorithms;

4. Design of an ontology-driven configuration method based on a set of application tasks, incorporating
axiomatic constraints and formal operations of tuple algebra;

5. Experimental validation of the proposed approach, including the evaluation of its effectiveness in
improving key performance indicators of corporate network operation.

Materials and methods
One of the most effective approaches to addressing the aforementioned problem is the ontology-based
approach, which enables the representation of the domain as a formal knowledge system with clearly defined concepts,
relationships, and constraints. Within this framework, a corporate network is considered not merely as a collection of
technical components, but as a semantically structured system in which each entity has a defined role and interacts
with other entities according to specified rules.

Figure 1 illustrates the interrelationship between the inherent characteristics of corporate networks, the
fragmentation of knowledge sources, the limitations of traditional approaches, and the necessity of adopting an
ontology-based approach. This approach serves as a foundation for formalized knowledge representation, logical
reasoning, and the subsequent algorithmic interpretation of knowledge.

It is important to emphasize that, in this context, the ontology is not limited to a purely descriptive function.
Rather, it serves as a formal foundation that enables logical reasoning, the identification of implicit dependencies,
and the formation of consistent sets of solutions. Thus, the ontological model becomes not only a means of knowledge
representation but also an instrument for knowledge processing.

The characteristics of corporate networks as an object of modeling define the requirements for constructing
their ontology. First and foremost, this concerns the heterogeneity of resources, which necessitates a unified
representation of diverse characteristics within a single model. At the same time, the dynamic nature of network
operation implies that any model must account for temporal variability of parameters.

Additional complexity arises from the uncertainty associated with key characteristics, such as node workload
or task execution time. In most cases, these parameters cannot be adequately represented as point estimates and are
more appropriately modeled using interval values. This, in turn, requires an extension of classical approaches to
knowledge formalization.

Furthermore, corporate network management processes are inherently multi-criteria, as decisions must be
made by simultaneously considering multiple factors that are often conflicting. This necessitates the integration of
ontology-based approaches with optimization methods.
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Corporate Computer Network
as a Complex, Multi-Level
Information and Telecommunication System

(Fragmented Knowledge Sources’ ¥
Configuration Descriptions Manitoring Systems W
of Traditi App
. Resource Management Lack of a Unified Limited Consideration of
Ontological Approach < L Procedures and Algorithms Consistent Model Semantic Relationships.
Features of Corporate Network)
as a Modeling Object \
Formal Knowledge System ] s o w o . Insuff A i
Concepts, Relationships, Axioms ntegration with Procedures far ynamic eterageneity nsufficient Adaptability
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|

‘Kequirements for a Formalized Model

Parameter Multi-Criteria
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Logical Inference
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Algorithmic
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Fig. 1. Conceptual Framework of the Theoretical Foundations for Constructing a Corporate Network Ontology

The ontology of a corporate network is constructed as a multi-level system of classes that reflect different
aspects of IT infrastructure operation. Its development is based on the transition from the physical level of network
organization to the logical, functional, and organizational levels, and ultimately to the level of resource management
and security. Such a hierarchical structure enables not only the description of the network architecture but also the
representation of its operational processes in an integrated manner. The foundation of the ontology is formed by
classes describing the physical network infrastructure, as illustrated in Figure 2.

Users \
«entitys uses
I hasRol
TongsToDepartment
Computational Nodes
" belong sToVLAN
<entity» <entitys «entitys <entitys «entitys
- FasIPAddTess
Employee Administrator Department Role Node
© Employ © ©per © © . =
j cdnnectedTo
/\
T Network B\
L
<entitys «entity «networks <networks <networks <networks|
© server (@© Workstation @©  NetworkDevice (© PAddress @© Subnet @© vian

<entity» <networks «networks «security»
(©) Databaseserver © Router ®© switeh Firewall

Fig. 2. Structure of Users, Nodes, and Network Infrastructure

Central to this context is the NetworkDevice class, which encompasses all devices responsible for the
transmission and processing of network traffic. Within this class, specialized device types are distinguished according
to their functional roles in the network. In particular, the Router class is responsible for routing data between networks,
the Switch class enables packet switching within a local network, and the Firewall class performs access control and
traffic filtering functions. The extension of this layer through the inclusion of the AccessPoint and LoadBalancer
classes allows for the consideration of wireless communication and load balancing mechanisms, which are
characteristic of modern corporate networks.

Interacting with network devices are computational nodes, which form the next level of the ontology. The
generalized class at this level is Node, which represents any entity capable of performing computation or data
processing. Within this class, the Server class denotes nodes that provide resources or services to other components,
while the Workstation class describes user workstations. Further refinement through the VirtualMachine and
Container classes enables the representation of virtualized environments. Additionally, the inclusion of the
MobileDevice, Printer, and StorageNode classes extends the model to realistic network usage scenarios, where mobile
clients, storage systems, and peripheral devices coexist.

The description of physical entities is insufficient without accounting for the logical organization of the
network, which is defined through classes of network entities. The IPAddress class specifies the logical address of a
node, determining its position within the network space, while the MACAddress class provides physical device
identification. The Subnet and VLAN classes represent network segmentation mechanisms used to enhance efficiency
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and security. Furthermore, the Protocol class defines the rules for data transmission, whereas the Port and Session
classes enable the formalization of specific interactions between nodes. In this way, the logical layer establishes a
connection between the physical infrastructure and communication processes.

At this stage, it becomes possible to transition to the description of the functional aspect of the network,
represented by classes of services and software components, as illustrated in Figure 3. The Service class generalizes
all functionalities provided by the network, while its specializations, such as WebService, DatabaseService,
MailService, and AuthenticationService, capture specific types of services. In this context, a server is no longer
viewed solely as a technical node but assumes the role of a service execution environment. The Application class
complements this model by representing application-level software, while the OperatingSystem class defines the
fundamental execution layer of computational nodes. As a result, a comprehensive representation of the software
environment of the corporate network is established.

«<entity»
Server

hostsService

Services and Resources \
B hasVulnerability
«entity» providesAccessTo «service» monitoredBy «entity» «entity»
User g Service managedBy Administrator Node
hasAccessTo ]
l ZF I hasMetric
«service» @ «service» < Monitoring \ affectedByThreat
Database Service Monitoring Service v
L processedBy «metric»
protectedBy Performance Metricj
«resource»
Resource
protectedBy
ﬁx Security \
«resource»
Database Resource @ «security» @ «security» «security» @ «security»
1 Access Policy Security Policy Threat Vulnerability

causes

«security»
Incident

Fig. 3. Structure of Services, Resources, Monitoring, and Security

The final component of the structure is represented by classes that describe the system state and its behavior
over time. The PerformanceMetric class generalizes performance indicators, while the CPUUsage, MemoryUsage,
BandwidthUsage, and Latency classes provide detailed representations of different aspects of system load. The
AvailabilityStatus class reflects the availability of nodes and services, whereas the Event and Alert classes enable the
recording of system events and corresponding responses. In this context, the ontology extends beyond static
description and becomes a tool for modeling dynamic processes.

As a result, this class structure forms a comprehensive ontological model of a corporate network, in which
physical components, logical relationships, services, resources, users, and security mechanisms are integrated into a
unified system. This integration provides the foundation for further formalization of relationships, construction of
ontological axioms, and application of the model to tasks of analysis and optimization of corporate network operation.

Such classes acquire full meaning only when a system of semantic relationships is established among them,
reflecting real-world interactions between components of the corporate network. It is precisely these relationships
that transform a set of individual objects into a coherent ontological model suitable for logical reasoning, dependency
analysis, and further formalization using tuple algebra.

Within the ontology of a corporate network, relationships perform several interrelated functions. First, they
capture structural connections between physical and logical infrastructure elements. In addition, they define
functional dependencies among users, services, and resources, as well as represent rules for access control,
administration, and security. Consequently, the ontology can be used not only to describe the network configuration
but also to interpret the processes of its operation.

One of the fundamental relationships is connectedTo, which describes the connection between one node or
network device and another. This relationship represents the physical or logical topology of the network and enables
the modeling of traffic transmission paths between its elements. For example, if a workstation is connected to a switch,
and the switch is connected to a router, the sequence of such relationships can be used to analyze access paths to
network resources or to identify critical infrastructure nodes.

Closely related to this is the locatedInSubnet relationship, which defines the membership of a node in a
specific subnet. Unlike connectedTo, which captures topological interaction, this relationship represents the logical
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segmentation of the network. It is essential for modeling routing rules, access control policies, and network policy
analysis. A similar role is played by the belongsToVLAN relationship, which establishes the association of a device
or node with a particular virtual local area network. This allows the ontology to formally represent not only the
physical structure of the network but also its virtual organization.

In general, the system of relationships within the corporate network ontology provides a formal integration
of multiple levels of description. At one level, it represents the physical and logical structure of the network; at
another, it models organizational relationships and access control rules; and at yet another, it enables the description
of service operation, resource utilization, and security mechanisms. Owing to this multi-level system of relationships,
the ontology becomes suitable for tasks such as logical reasoning, consistency verification, risk analysis, and the
development of intelligent mechanisms for corporate network management.

Formalization of the Corporate Network Ontology
The transition from a conceptual description of a corporate network to its formalized representation is a
necessary condition for constructing a system capable of automated analysis, logical reasoning, and decision support.
Such a transition involves defining the structure of knowledge in the form of a formal model that captures not only
the constituent elements of the network but also the patterns of their interaction, as well as the constraints that
determine admissible modes of operation. Within the proposed approach, the ontology of a corporate network is
considered as a formal system that combines domain description with mechanisms for its interpretation. This enables
the transition from declarative knowledge representation to its use in procedural algorithms, particularly in tasks of
optimizing the allocation of computational resources. Formally, the corporate network ontology can be represented
as a tuple:
Opee = (D,M,U,P,S,E,A), 1)

where each component reflects a specific aspect of the domain and performs a defined function in the process
of knowledge formalization.

The first component is the set D, which defines the domain. It establishes the context within which the
ontology is constructed and includes descriptions of network topology, functional elements, and external operating
conditions. Formally, the domain can be represented as:

D = (idp, dom), (2)
where id; uniquely identifies the domain, and domcontains its semantic description. It is important to
emphasize that this component ensures the connection between the formal model and the real-world system.

The next component is the set M, which describes the structure of the network infrastructure. Unlike the
domain, which defines the general context, this set specifies the system elements and their interconnections. Formally,
it is defined as:

M = (idy, Stry,), 3)

where id,, is the identifier of a network element, and Str, is its formalized description, including device

types, configuration characteristics, and relationships with other elements. Thus, the set M serves as the structural
framework of the ontology.

A particularly important component is the set U, which defines the objects of network usage. While M
describes resources, UUU represents the processes of their utilization. This set includes tasks, services, and users
interacting with network resources. Its formal representation is:

U = (id,, Stry,), 4)
where id,, identifies the object, and Str, defines its characteristics, including resource requirements and
execution conditions. Therefore, the set U establishes the link between network structure and operational processes.

The set of parameters P provides a quantitative representation of system characteristics, enabling the
transition from qualitative descriptions to formal numerical evaluations required for decision-making. It is defined
as:

P = (id,, type,, val,), (5)

where type, specifies the parameter type and val, its value. In the context of corporate networks, these
parameters describe computational resources such as CPU time, memory capacity, and bandwidth. An important
feature is the possibility of representing parameter values as intervals, allowing uncertainty to be taken into account.

The set S represents network states and introduces the dynamic aspect of the model. While the previous
components describe structure and characteristics, S captures temporal variability. Formally:

S = (id,, condy), (6)

where condg describes the current state of the network. This component is essential for adaptive

management, as it enables consideration of changes in load and resource availability. The set E defines task execution

characteristics and establishes the relationship between resources and the outcomes of their usage. It describes
performance indicators used for evaluating solutions:

E = (id,, main,, alt,, rule,), @)
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where main, and alt, represent primary and alternative characteristics, respectively, and rule, defines their
interpretation rules. Finally, the set A includes methods and rules governing resource management processes. This
component ensures the transition from static description to dynamic knowledge utilization:

A = (id,, meth,, oper,), (8)
where meth, specifies the method and oper, the set of operations implementing it.

The coordinated interaction of all these components forms an integrated ontological model in which
structural, functional, and procedural aspects are combined into a unified system. An important feature is that each
component can be used independently; however, maximum effectiveness is achieved through their integrated
application.

Thus, the proposed formalization enables the representation of a corporate network as a multi-level
knowledge system that combines declarative and procedural elements. To provide a formalized description of
computational resource utilization processes, a set of ontological axioms 4y, is introduced:

A =(ay,az, ..., a), 9)

These axioms define constraints, rules, and dependencies among the elements of the ontology 0,,.;. The
introduction of an axiomatic system is essential for transitioning from a declarative description of the corporate
network structure to its formal-logical interpretation, which enables automated knowledge inference, consistency
checking, and decision support in computational resource allocation. Ontological axioms define the admissible
solution space within which optimization is performed and establish the conditions for correct operation of the
corporate network.

Ontology-Driven Method for Corporate Network Configuration Based on a Set of Tasks
Within the scope of this study, an approach to solving the stated problem is proposed based on a corporate
network ontology defined by the tuple (1). Under this formulation, the configuration process is considered as a
mapping of a task to a subset of ontology elements that satisfy both parametric requirements and logical constraints
specified in the axiomatic base. Let us consider in more detail the process of formalizing the set of tasks:
T ={ty, ty, .., tn}, (10)
where T is the set of tasks considered within the corporate network. The introduction of the set T defines a
formal task space relative to which the configuration problem is formulated. In this context, network configuration is
treated as a task-dependent entity determined by its requirements. Each task is represented as:
t; = (idy, u;, py, €;), (11)
where id; is the task identifier; u; € U is the usage object associated with the task; p; € P is the set of
parametric requirements; and e; < E is the set of performance requirements. Representing tasks as tuples enables their
direct interpretation within the ontology 0,,.;, allowing the configuration process to be treated as an operation over
ontology elements. The set of configurations is formalized as:
K ={ky, ky, ..., kp}, (12)
where K is the set of admissible network configurations. This set defines the potential solution space, which
is constrained by parametric, structural, and logical conditions. Each configuration is defined as:
K; = (my,pi, s, €), (13)
where m; € M is the set of infrastructure elements; p; € P denotes configuration parameters; s; € S
represents admissible states; and e; © E denotes expected performance characteristics. Thus, a configuration is
interpreted as a consistent mapping of structural and dynamic network properties that satisfies task requirements. The
mapping of tasks to configurations is defined as:
&:T- K, (14)
where @ is the configuration operator. This operator formalizes the configuration construction process as a
mapping from the task space to the configuration space, which must be consistent with the ontological structure of the
domain. The admissibility condition is defined as:
Valid(t;, K, A) =1 < Va; € a;: A2 a;(t, K;) = true, (15)
where A;, € A is the set of axioms relevant to task ¢;. This condition defines the class of configurations that
do not contradict ontological constraints. The inclusion of axioms ensures logical consistency and domain compliance
of the resulting configurations. Next, consider the relational interpretation of ontology components Mg,,;:
MRel (Mld' MType: MStruct)l (16)
where M, is the identifier of an infrastructure element, Mr.,,. is its type, and Mgy, IS its structural
description. This relation defines the base set of resources used in configuration construction.
URel(UId' UType: UStruct)1 (17)
where U, is the identifier of a usage object. This relation establishes semantic links between tasks and
objects initiating network requirements.
PRel (Pld: PType: PValue)l (18)
where P, is the parameter identifier and Py, is its value. This representation enables quantitative
evaluation of configuration compliance.
SRel(SId'SCond): (19)
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where S¢,,q describes the network state. This relation captures the dynamic aspects of network operation.
ERel (Eld' EMain' EAlt' ERule)l (20)
where Ey.in denotes primary characteristics, E,;, alternative characteristics, and Eg, interpretation rules.
This relation formalizes task performance criteria.
o ) ) Taskge(Tia, Uras Pras Era), (21)
which links tasks with corresponding ontology components.
Based on relations (10)-(21), the following formalized algorithm for corporate network configuration is
proposed. The first operation selects infrastructure elements matching task requirements:

R, = O—Mstruct,:pi(MRel)v (22)
where o is the selection operator and = denotes compliance. This step reduces the resource space to
potentially relevant elements. Next:

Ry = Ry ™y=u,4 Urets (23)
b4 ensures consistency between resources and usage objects.
R3 = Ry, ™y, ,=p,, Prets (24)
incorporates parametric characteristics.
R4 = O-PType € ReqTypes(t;) A Pyqlue = ReqVals(t;)’ (25)
filters configurations according to parameter constraints.
Rs = Ry ™Mpy,,=5,4 Srets (26)
accounts for network states.
R = 05 cona € AllowedStates(t;) (Rs): (27)
filters admissible operational modes.
R; = Rg Mg, Ege, (28)
Rg = Oap. €aq (R7), (29)
verifies ontological consistency. The resulting configuration relation is:
ConfigRel; = Ty, u14.P10.510E1a (Rg), (30)
where 7 is the projection operator. The configuration quality is evaluated by:
J(ConfigRel;) = aiJp + azJs + az/g, (31)
where a4, a,, as are weighting coefficients. The optimal configuration is defined as:
K =arg gy K (32)

arg min which minimizes the objective function over admissible configurations.
Figures 4 illustrate the overall architecture of the ontology-driven network configuration method, consisting
of declarative and procedural components.

Declarative Layer

Corporate Network Ontology
O_net= <D, M, U, P, 5, E, A>

* network structure
* usage objects
* parameters and states
* execution characteristics
+ ontological axioms

Procedural Layer

Configuration Mapping ®: T = K
Input Task + relational representation Optimal Configuration
¢ tuple algebra operations
Semantic and logical specification ‘ ser_ﬂantlc f_llter_lng
of the problem domain + axiom validation
+ quality evaluation
« optimization

t_i=<id_i, u_i, p_i, e_i= K_i* = arg min J(K_i)

Generation of admissible configurations
and selection of the best solution

Fig. 4. Implementation Scheme of the Ontology-Driven Corporate Network Configuration Method

The declarative component defines the ontology structure, while the procedural component implements task-
to-configuration mapping using tuple algebra operations, axiom validation, and optimization. The proposed method
integrates an ontological approach with relational algebra, enabling the configuration process to be formalized as a
sequence of rigorous operations over relations. Unlike traditional approaches focused primarily on parametric
characteristics, the proposed method emphasizes ontological axioms, which define admissibility in terms of logical,
functional, and security constraints.

This approach ensures not only compliance with task requirements but also consistency with the domain
structure described by the ontology 0,,.;.
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Experiments and Results
The experimental validation of the proposed method was conducted in two application environments
differing in functional purpose, network structure, service composition, and workload profile. One of the experiments
was carried out on the corporate network of the West Ukrainian National University, where educational,
administrative, and information service tasks predominate. The objective of the experiments was to determine whether
the method, based on a corporate network ontology and tuple algebra, is capable of constructing a configuration that
better satisfies task requirements compared to an initial or intuitively formed configuration. Within the experimental
framework, the following indicators were evaluated: task resource consumption, compliance of nodes with task
requirements, server load levels, service access latency, an integral configuration quality criterion, and the number of
configurations eliminated by ontological axioms. In the first experiment, the problem of ensuring the operation of a
distance learning and electronic testing system under peak load conditions was considered. This scenario is typical for
a university environment, as it involves simultaneous access by a large number of users and requires the operation of
web services, authentication services, database servers, and file resources.
Task T; corresponds to a mass online testing scenario. The following requirements were specified:
- number of concurrent users: 850;
- minimum required number of logical CPU cores: 24;
- required RAM: 64 GB;
- required storage capacity for active services: 500 GB;
- minimum segment bandwidth: 1 Gbit/s;
- required services: learning platform web service, authentication service, and database
server;
- mandatory implementation of a learning segment isolation policy and access logging;
- maximum allowable average latency: 120 ms.
Table 2 presents the parameters of the network nodes of the West Ukrainian National University used in the
experiment.

Table 2
Network Node Parameters of the West Ukrainian National University (WUNU)
Node ID Type CPU RAM (GB) | Storage (GB) | Bandwidth Status Hosted
(cores) (Mbps) Services
EDU-SRV-01 | Application Server 16 32 500 1000 Normal LMS Web
EDU-SRV-02 | Application Server 24 64 1000 1000 Normal LMS  Web,
Auth
EDU-DB-01 Database Server 16 64 2000 1000 Normal DB
EDU-DB-02 Database Server 32 128 4000 1000 Partially DB
Loaded
AUTH-SRV- | Authentication 8 16 250 1000 Normal Auth
01 Server
FILE-SRV- File Server 12 32 6000 1000 Normal Files
01
NET-SEG-A | Network Segment — — — 1000 Normal VLAN-
Academic
NET-SEG-B Network Segment — — — 100 Normal VLAN-
Admin

For each node, ontology classes, attributes, and relations such as hostsService, hasCPUCapacity,
hasMemoryCapacity, locatedInSubnet, protectedBy, and hasAvailabilityStatus were defined. The structured
representation of the ontology elements, in contrast to an unstructured description, ensures an unambiguous
interpretation of each entity and its role in the configuration process by decomposing data according to the components
of the set 0,,;.

Table 3 illustrates the step-by-step processing of network infrastructure elements through the sequence of
configuration method operations.

At the R, level, structural compatibility between node descriptions and the task type is verified. For task T;,
only learning environment servers, database servers, and authentication servers located within the appropriate network
segment are considered relevant. At levels R, and R, nodes are matched with usage objects and task parameters. This
requires that each node is associated with the necessary services (LMS, DB, or Auth) and possesses sufficient
attributes for further analysis. At level R,, compliance with parametric requirements is verified. In particular,
minimum thresholds for CPU, RAM, storage capacity, and bandwidth are applied. At this stage, node EDU-SRV-01
is excluded due to insufficient resources. Levels R and R, consider the current state of nodes. This stage is crucial in
dynamic environments, as even resource-capable nodes cannot be included if they are overloaded or degraded.
Consequently, node EDU-DB-02 is excluded due to violation of the admissible state axiom. At level R,, execution
characteristics such as latency and expected service quality are evaluated. However, the final decision regarding node
inclusion is made only after verifying ontological axioms at level Rg, including resource sufficiency, service
availability, admissible state, and compliance with the network segment. As a result, the final relation ConfigRel

MDKHAPOJIHUI HAYKOBUM XXYPHAJI 95

«COMPUTER SYSTEMS AND INFORMATION TECHNOLOGIES», 2026, Ne 2




INTERNATIONAL SCIENTIFIC JOURNAL
«COMPUTER SYSTEMS AND INFORMATION TECHNOLOGIES»

ISSN 2710-0766

includes only nodes that have successfully passed all filtering and validation stages. For task T;, these are EDU-SRV-
02, EDU-DB-01, and AUTH-SRV-01, which together form a feasible and optimal configuration for online testing.

The resulting configuration relation for task T; can be expressed as:

ConfigRelr, = {

(MZ' U3; Pcpu; 51, E1),

(M3v U3v deislv El)! (MSJ U4! Pauthislﬂ El)}

Knowledge-Oriented Analysis of Configuration Formation for Task T,

Table 3

Node
Id

Mper: Node and

Characteristics

(Ry):
Structural
Compliance

Mstruct)

Fpi

(Ry—Rs):
Matching
with Usage
Objects
and
Parameters

(Ry):
Parametric
Compliance

(Rs—Rs
Admissible
Network
State

(R,):
Performance
Characteristics

(Rg):
Axiom
Verification

Inclusion
in
(Config
Rel)

M,

EDU-SRV-01,
ApplicationServer,
CPU=16, RAM=32,
Storage=500,
BW=1000

Yes

Linked to
LMS

No (CPU and
RAM  below
task

requirements)

No

EDU-SRV-02,
ApplicationServer,
CPU=24, RAM=64,
Storage=1000,
BW=1000

Yes

Linked to
LMS, Auth

Yes

State:
Normal

ResponseTime
=96 ms

All axioms
satisfied

Yes

M;

EDU-DB-01,
DatabaseServer,
CPU=16, RAM=64,
Storage=2000,
BW=1000

Yes

Linked to
DB

Yes

State:
Normal

DB response
acceptable

All axioms
satisfied

Yes

EDU-DB-02,
DatabaseServer,
CPU=32, RAM=128,
Storage=4000,
BW=1000

Yes

Linked to
DB

Yes

State:
HighLoad

Latency
acceptable

Admissible
state axiom
violated

No

Ms

AUTH-SRV-01,
AuthServer, CPU=8,
RAM=16, Storage=250,
BW=1000

Yes

Linked to
Auth

Yes

State:
Normal

Auth response
acceptable

All axioms
satisfied

Yes

Mg

COL-APP-02,
ApplicationServer,
CPU=24, RAM=64,
Storage=1000,
BW=1000

No

No

COL-DB-01,
DatabaseServer,
CPU=16, RAM=64,
Storage=2000,
BW=1000

No

No

Mg

COL-LOG-01,
LoggingServer,

CPU=8, RAM=16,
Storage=1000,
BW=1000

No

No

method.

Following structural, parametric, and security-based filtering, the method generated three feasible
configurations for task T, as presented in Table 4. Configuration K; was found to be resource-constrained: although
it formally provided the required services, the use of node EDU-SRV-01 resulted in excessive load. Configuration K;
was eliminated due to violation of the network state axiom, as node EDU-DB-02 operated under high load.
Configuration K, was identified as optimal, satisfying all ontological axioms and yielding the lowest value of the
integral criterion. Table 5 presents a comparison of performance indicators before and after applying the proposed

The results demonstrate a significant improvement in all evaluated metrics. The most notable reductions were
observed in authentication failure rates and database access conflicts, confirming the effectiveness of incorporating
functional and logical constraints within the ontology-based approach. The decrease of the integral configuration
quality criterion from 0.81 to 0.42 indicates improved alignment between the configuration, task requirements, and
the current network state.
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Table 4
Feasible Configurations for Task (Online Testing) T,
Configuration Application DB Auth Segment Axiom Average CPU Integral
Server Server Server Satisfaction Latency Load Criterion
(ms) (%) ()
K, EDU-SRV-01 | EDU-DB- | AUTH- NET-SEG- Partial 148 91 0.79
01 SRV-01 A
K, EDU-SRV-02 | EDU-DB- | EDU-SRV- | NET-SEG- Full 96 73 0.42
01 02 A
K; EDU-SRV-02 EDU-DB- | AUTH- NET-SEG- State axiom | 102 68 0.61
02 SRV-01 A not satisfied
Table 5
Comparison of Performance Indicators Before and After Applying the Proposed Method for the WUNU
Network
Metric Initial Configuration Optimal Configuration Change
K,
Average Access Latency (ms) 151 96 —36.4%
Average CPU Load of Application Server (%) 92 73 —20.7%
Authentication Failure Rate (%) 4.8 1.3 —72.9%
Database Access Conflict Rate (%) 3.1 0.9 —71.0%
Resource Utilization Coefficient 0.94 0.78 -17.0%
Integral Quality Criterion (J) 0.81 0.42 —48.1%

Figure 5 presents a normalized comparison of the corporate network performance indicators before and after
applying the configuration method for the online testing task. The normalization was performed with respect to the
values of the initial configuration, allowing all indicators to be mapped onto a unified scale [0,1] and ensuring their
consistent comparison.

The analysis of the graph demonstrates a significant improvement across all performance metrics following
the application of the proposed method. The most pronounced reductions are observed in the authentication failure
rate and database access conflict rate, which confirms the effectiveness of incorporating both functional and logical
constraints within the ontology-based approach.

100
S0
80
7
6
5
4
3
2
1 ]

0

o o o o o oo

Average Business Average Number of Access Integral Risk Integral Quality
Service Latency  Application Server Policy Violations Criterion (J)
(ms) Load (%) per Day

M Initial Configuration  m Optimal Configuration
Fig. 5. Comparison of Performance Indicators Before and After Applying the Method (Task)

Overall, the obtained results confirm that the ontology-driven approach not only enables the identification of
feasible configurations but also significantly enhances the efficiency of problem solving. In particular, reductions in
average latency and conflict rates for authentication and database services highlight the practical effectiveness of the
proposed method.

Conclusions, limitations, and future work

This paper proposes a knowledge-driven approach to the management and configuration of corporate
networks, which are considered as complex functional systems. The approach is based on ontology-based modeling,
providing a formalized representation of network components, their properties, relationships, and constraints within
a unified semantic structure. A formalized ontology model of a corporate network is developed in the form of a tuple-
based structure that integrates domain objects, parameters, system states, task execution characteristics, and axiomatic
constraints. The proposed representation ensures knowledge consistency and interpretability while enabling its direct
use in algorithmic procedures. In addition, a model for normalizing heterogeneous parameters based on the
ontological context is introduced, allowing them to be mapped onto a unified evaluation scale for subsequent multi-
criteria analysis.
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Based on these principles, a method for ontology-driven configuration of corporate networks is developed.
The method relies on tuple algebra operations to generate a set of feasible configurations, taking into account
structural, parametric, and axiomatic constraints. The selection of the optimal configuration is performed using an
integral quality criterion that considers resource utilization, network state, and task execution efficiency.

The results of experimental studies conducted on different types of corporate networks confirm the
effectiveness of the proposed approach. In particular, a reduction in service access latency, a decrease in
computational resource load, and a reduction in the number of access conflicts and security policy violations were
observed. The integral configuration quality criterion decreased on average by 48-51%, demonstrating the practical
applicability of the proposed method. Thus, the proposed approach provides a consistent integration of ontology-
based knowledge representation and formal optimization methods, enabling efficient solution of corporate network
configuration problems. The obtained results can serve as a foundation for the development of intelligent decision
support systems in the field of network infrastructure management.

Future research directions include extending the proposed approach to dynamic and real-time network
environments, integrating machine learning techniques for adaptive parameter tuning, and further development of
ontology models for scalable distributed infrastructures.
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Annpiit MEJIBHUK, FOpiii ITOTTMK

3axiTHOYKpaTHCHKUH HaIllOHAJIBHUIN YHIBEPCHTET

3HAHHSA-OPIEHTOBAHMM IIIXIJI 3 BAKOPUCTAHHSIM OHTOJIOTTA 10
YIPABJIITHHA CKJIAJJHUMU CUCTEMAMMU

Y crarri po3r7isiHyTO 3a4adqy yrpassiiHHA KOPIOpaTUBHOK MEPEXEND SK CKIGAHOK QyHKLIOHA/IbHOK CUCTEMOIO,
EQPEKTUBHICTL SKOI BUIHAYAETLCH Y3rOMKEHICTIO MK CTPYKTYDOK IHPPACTDYKTypH, XapakTeEpUCTUKaMu Pecypcis 1a BUMOramu
npuknagamx  3agad. OO6rpyHTOBAHO AOLIIbHICTL  BUKOPUCTAHHS  3HAHHS-OPIEHTOBAHOMO 1i4Xo4y, 30KPema OHTOJIONYHOro
MOAEIIOBaHHS, A/15 QOPMazaLli CTPYKTYDH KODIIOPaTUBHOI MEDEXT Ta MIATDUMKY MPMMHSTTS PILLEHD LOAO ii KOH@IrypaLi.

3arpornoHoBaHo KOHUENTYa/IbHY MOAEb KOPIOPAaTUBHOI MEPEX|, $Ka pPO3r/IAaETbC 5K 6aratopiBHeBa CUCTEMA
B33EMOII0B 13aHUX KOMITOHEHTIB, O BK/TIOYAE MEPEXEBI BY3/M, CEPBICH, KOPUCTYBAa4is, pPecypcy, napameTpu @yHKLIOHyBaHHs 1a
O0BMEXEHHS 6e3riekn. Ha Livi OCHOBI pO3pO6/IEHO TEOPETUYHE IMTIAIIPYHTS MO6YA0BHU OHTOJIONT KOPrIopaTBHOI MEDEXI, 1O 3a6e3reyye
V3rOMKEHE MPEACTABIIEHHS OBEKTIB IHPPaCTPyKTypu, iX BIACTUBOCTEN | BIHOLIEHB, @ TAKOX AO3BOJISE (OpManizysatv rpasmia
B33EMOZIi Ta JI0r4HI OOMEXKEHHS y BUI/I4] OHTO/IONYHUX GKCIOM.

Y poboTi 3arporioHOBaHO @OpMali30BaHe MpPEACTAB/IEHHS OHTO/IONI KOPropatuBHOI MEPEXI y BUITIAI KOPTEXHOI
CTPYKTYPH, 5IKa IHTErPYE MHOXWHY OO €KTIB, 1apamMeTPIB, CTaHiB, XapakTEPUCTUK BUKOHaHHS 3a4a4 Ta aKCIOMaTuYHUX 0OMEXeEHb. Ha
OCHOBI LipOro rigxogy po3pob/ieHo MOAEb HOPMYBAHHS apaMeTpiB, YO 336E3MEHYE MPUBEAEHHS PIBHODIAHNX XapakTEPUCTUK A0
EANHOI LKA/ OLIHIOBaHHS 3 yDaxyBaHHSIM KOHTEKCTY 3a4adqi Ta OHTOJIONYHUX OBMEXeEHb. Lle f03Bo/ISE nepedti 40 no6y[osu
IHTErPa/IbHOroO KPUTEDIHO SKOCTI KOHGIrypaLli, Sk BpaxoBye PECYDCHI, eKCruiyaTaliviHi Ta QyHKLIIOHA/IbHI aCIEKTH.

OCHOBHUM pe3y/ibTaToM PobOTH € PO3POOKa METOLY OHTO/IOMYHO-KEPOBAHOI KOHQIrypaLii KopriopatmBHOI MEPEXT Ha OCHOBI
MHOXWUHN 3a4a4. MeToq 6asyeTscs Ha BUKOPUCTAHHI Orepauivi a/irebpu KopTexiB /1 QOPMYyBaHHS MHOXWUHMU Oy CTUMUX
KOH@Irypauii, Ski 3340BOJIbHSIOTE CTPYKTYPHI, NaPaMETDUYHI Ta aKCIOMatnyHi OOMEXEHHS, a TaKOoX Ha IM0Aa/IbLIOMYy BUOODI
OnTUMAasIbHOI  KOHQIrypauii 3@ L[OnoMOroo 6aratoKpUTEDIA/IbHOI  OLiHKW.  33rporoHOBaHmi  riaxiq 3a6e3neqye [po30picTy,
BIATBOPIOBAHICTb Ta IHTEPIIPETOBAHICTL MPOLECY KOH@IrypaLlii.

[IDOBEAEHO EKCIIEPUMEHTA/TbHI JOCTIIMKEHHS A/15 ABOX TUITIB KOPrIOPaTUBHUX MEDPEX. YHIBEDCUTETCHKOI iH@OPMALIiVHO-
TE/IEKOMYHIKALIIVIHOI cucTemmu 1@ MEPEXi KOMEPLIVIHOI KoMIaHii. Pe3y/ibTaty EeKCIIEPUMEHTIB 10Ka3a/m, WO 3aCTOCYBaHHS METody
JO3BOJISIE CYTTEBO MOKPALYNTU K/TIOHOBI MTOKAZHNKU QDYHKLIOHYBAaHHSI MEPEXI], 30KPEMa 3MEHLLMTY 3aTPUMKY AOCTYrly O CEDPBICIB,
SHUINTU HABAHTAKEHHS HA OOYUCIIIOBA/IbHI PECYPCH, 3MEHLLUNTU KifIbKICTb KOHQ@IIIKTIB AOCTYry Ta OPYLIEHb ITOITUK OE3NEKM.
IHTErpansHmi KpUTEpiVi SKOCTI KOHQIrypauii' SMEHLLMBCS MPUOII3HO Ha 48-51%, 14O MATBEPIKYE eQEKTUBHICTL 3arPONOHOBAHOM
ngxoay.

3anporioHoBaHmi riaxig Moxe 6yTv BUKOPUCTEHW K OCHOBA [U1 06YAO0BU IHTENIEKTYAN30BaHNX CUCTEM YIIPaB/liHHS
KOPriopaTuBHUMUN MEPEXaMH, a TAKOX LU151 104A/IbLIOIO PO3BUTKY METOLIB ONTUMIZaLIi CKaAHNX IHGOPMALIIVIHO-TENIEKOMYHIKaLIIHUX
CUCTEM Ha OCHOBI OHTOJIONYHOIO MPEACTAB/IEHHS 3HAHb.

Kio4oBi  C/10Ba:  KOpropatmBHa MEPEXAE, OHTOJIONYHE MOAEIOBAHHS, KOH@Irypauis Mepexi; 6araToKpUTepia/ibHa
OrTUMI3aLYIS; CUCTEMU MTIATPUMKH [IDMIHSITTS DILLEHB, PO3I0AIT PECYPCIB; ONTUMIBALIS MPOAYKTUBHOCTI, 3HAHHS-OPIEHTOBAHI CUCTEMM.
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