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PROTECTED LOCAL ACCESS BASED ON
PHYSICALLY-DETERMINISTIC LINKS

This article proposes an approach to organizing protected local
access based on physically-deterministic links for intelligent medical
diagnostic systems. The relevance of this study is driven by the necessity
of ensuring confidential remote access to local computing resources
operating within isolated networks or behind restrictive systems, such as
NAT. The developed approach is based on the concept of a "blind" registry
and out-of-band key transmission via physical media, such as QR codes or
their analogs, enabling a zero-knowledge access model. Information
interaction is protected by implementing physically-deterministic links that
combine temporary tunnels with a mechanism for local metadata
decryption in the user's browser using the Web Crypto APL. This approach
eliminates the possibility of data compromise at the network infrastructure
provider level and ensures confidentiality without requiring centralized key
management systems (KMS), which is vital for autonomous nodes and
ease of use. The practical significance of the method is integrated into the
general concept of automated diagnostic and consultation information
technology, providing secure remote calls to neural network models
deployed on local computers or servers. The proposed solution is the
subject of ongoing research aimed at minimizing hardware requirements
while maintaining high levels of access simplicity and setup for patient data
access.

The practical significance of the approach is confirmed by its
successtul integration into information technology for medical consultative
diagnostics. The proposed solution allows for the utilization of powerful
local resources for medical image processing without the costs of
expensive cloud infrastructure. The obtained results demonstrate high
system resilience to network constraints (NAT, dynamic IPs) and ensure a
high level of security for patient data.

Prospects for further development involve transitioning to direct
connections via WebRTC Data Channels using specialized servers for NAT
"hole punching" according to the STUN standard. This will allow for the
encapsulation of HTTP(s) traffic directly into a P2P channel, where the
registry and signaling gateway act exclusively as initial coordination nodes.
Such a shift will further enhance the autonomy and speed of consultative-
diagnostic processing.

Keywords: Information technology, protected access, physically-
deterministic links, blind registry, zero-knowledge

Introduction

In the context of intensive digitalization in the healthcare
sector, the volume of diagnostic data — specifically fundus images
and optical coherence tomography results — is growing
exponentially. The dynamics of data accumulation in the central
EMR (Electronic Medical Record) database indicate a rapid
increase in load: while at the beginning of 2024, the total number
of electronic medical records stood at 2.5 billion [ITomunaka!l
Jaxepeno nocuiianus He 3uaiineno.], by April 2026, this figure
reached nearly 5.3 billion [2]. Despite this surge in information,
most existing developments in automated diagnostics remain
"niche" solutions due to high infrastructure costs and the
complexity of integration into existing clinical processes [3].
Consequently, as noted in research regarding sovereign Al and
edge computing [4], there is a critical need to create personalized
systems that provide automated information processing directly
on local capacities with minimal resource expenditure.

The issue of security when providing mass access via
open network portals is also of particular importance. It is
necessary to develop methods for direct, simplified
communication that function outside the boundaries of rigid
centralized control. Specifically, in [14], P. Anbil notes that a
primary prerequisite for implementing such solutions is the rapid
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growth of cyber threats within the Medical Internet of Things (IloMT), requiring network exposure minimization to
protect critical medical devices and data. For example, as stated in the U.S. Department of Justice regulations on the
protection of bulk sensitive data [15], modern standards for accessing confidential information require the
implementation of enhanced protection mechanisms for medical and biometric indicators directly at the architectural
level of information systems. In the information context, this necessitates flexible models of confidential interaction,
where the architectural "ephemerality” of the connection allows for the separation of technological support from
professional specialist work, ensuring balanced management of the parties' responsibilities.

The general problem in deploying local diagnostic nodes is ensuring the security of open access points and
the difficulty of configuring them to establish a direct connection. Common architectures face several formalized
obstacles, such as the use of dynamic IP addresses, servers operating behind NAT mechanisms, and strict firewall
settings. These factors prevent direct network visibility of a local computing server from external networks, requiring
the development of alternative approaches to addressing and traffic routing in distributed information systems.

The primary goal of this work is the scientific substantiation of the autonomy of local medical servers and
the development of new remote access methods adapted for use by personnel without specialized technical training.
The emphasis shifts toward ensuring "operational intuitiveness,” where the complexity of cryptographic and network
manipulations is entirely hidden from the end-user, allowing them to focus on the diagnostic process and providing
consultative assistance. This work builds upon previous research in ML-diagnostics [16] and the construction of
decentralized architectures for medical records [17].

Related works

At the current stage of network technology development, a significant number of solutions for providing
remote access exist; however, most of them have substantial limitations when implemented in autonomous medical
systems. Specifically, as P. Anbil argued in [14], traditional connection models for Medical Internet of Things (IloMT)
devices often ignore the necessity of network exposure minimization. This creates critical vulnerabilities to modern
cyber threats, as broad attack vectors on medical infrastructure make standard remote access methods insufficiently
reliable for protecting sensitive patient data. Consideration of common tunneling tools such as Cloudflare Tunnel,
ngrok, and zrok demonstrates their effectiveness for rapid publication of local services, but in the context of free tiers,
they create obstacles for mass use. In particular, bandwidth limitations and mandatory interstitial pages for browser
verification, characteristic of free tiers of popular tunneling services, create significant barriers to the stable operation
of diagnostic interfaces. As noted in [5], the complexity of initial configuration and the need to administer third-party
access tokens form a high technical threshold for personnel without specialized training. This leads to a "usability
gap,” where the excessive complexity of network setup negates the advantages of the technology itself. Given current
trends toward simplifying communication architectures through the transition to P2P connections [6], the use of third-
party tunneling solutions remains only a partial workaround that does not satisfy the requirements for full autonomy
of local medical nodes. Moreover, direct dependence on the stability of a third-party provider contradicts the
requirements for operational autonomy, which are necessary for the availability of local computing nodes in this
manner. Therefore, for this system, it is necessary to create an approach that can leverage the advantages of existing
systems and ignore their disadvantages, with the possibility of transitioning to maximum autonomy, which is a logical
development of previous research in the field of intelligent medical diagnostics [16].

Analysis of Zero-Knowledge methods and approaches to "blind" addressing opens possibilities for creating
systems with a high level of access granularity. Specifically, as argued in the regulations on the protection of bulk
sensitive data [7], the implementation of reinforced architectural security measures for medical and biometric
indicators is crucial for preventing unauthorized access at the infrastructure level. This allows for the realization of a
model where authority verification occurs without disclosing the content of the data themselves, ensuring compliance
with requirements for minimizing the transmission of sensitive information in the clear. Unlike classic models, where
the server address is a publicly known stable point, an approach using encrypted metadata in public registries allows
for the implementation of the concept of separation of responsibilities [9]. In such a model, access to secret keys and
addresses becomes possible only in the presence of a physically-deterministic link, which acts as a trusted channel for
connection initialization. Specifically, as M. Garcia argued in [8] using the example of the QWBP protocol (QR-
WebRTC Bootstrap Protocol), the use of a QR code as an out-of-band means for transmitting signaling parameters
effectively allows for hiding the internal network structure from external adversaries. This ensures the establishment
of a direct P2P connection even in isolated or "air-gapped" environments, maintaining low infrastructure overhead.
The economic justification for such an approach lies in the use of free public resources (KV-storages, Gist) as blind
intermediaries, ensuring zero infrastructure costs while maintaining a professional level of security.

When compared to centralized Key Management Systems (KMS), such as solutions from AWS or Google
Cloud, their architectural vulnerability in the context of providing decentralized access becomes apparent. This was
clearly illustrated by events in the Middle East in March 2026, when a kinetic attack on Amazon Web Services (AWS)
data centers in the UAE and Bahrain [10] paralyzed the operation of numerous banking and government systems. As
argued in [11], this incident demonstrated the failure of standard cloud redundancy mechanisms (Multi-AZ) to
withstand the physical destruction of infrastructure nodes, leading to large-scale disruptions in civil services [12].
Thus, full dependence on centralized KMS makes information systems vulnerable to global-level physical threats,
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justifying the transition to autonomous local key management models. Centralized KMS require a constant internet
connection for credential verification and often rely on expensive Hardware Security Modules (HSM), which are
absent in typical clinical or educational environments. Instead, the proposed approach is oriented toward decentralized
management, where decryption keys are generated and stored exclusively locally. This ensures system resilience to
external failures and guarantees the privacy of medical data in accordance with modern regulatory standards.
Specifically, in [15], it is argued that the protection of bulk sensitive data requires the implementation of architectural
tools that prevent unauthorized access to biometric and medical indicators at the infrastructure level. Such an approach
allows for the implementation of an autonomous functioning model without dependence on cloud services. As
described in [17], the use of decentralized physician-oriented architectures with local cryptographic protection is
critical for ensuring the authenticity and confidentiality of records in Electronic Health Record (EHR) systems
operating outside of centralized cloud control.

Methodology

The developed methodology for constructing the information technology is based on a combination of
ephemeral tunneling methods and physically-deterministic addressing. In contrast to common remote access solutions,
such as cloud tunnels (e.g., Cloudflare Tunnel or ngrok) and traditional VPN gateways [5, 6], the proposed approach
involves the complete elimination of a centralized Key Management System (KMS). Identification, decryption, and
session management functions are transferred directly to the client side, which architecturally ensures high autonomy
for local computing stations. This model enables the implementation of secure external access without dependence on
the status of third-party authentication services, which is critical for the stable operation of systems in dynamic or
isolated network environments.

System Requirements

The primary requirement for building the system is the necessity to provide remote access to a local
computing node for users (physicians and patients) who do not have specialized technical training. Taking into account
the specifics of medical data and the architectural constraints of local networks, several requirements have been
established for the direct local access system: the "blind" registry requirement, requirements for the physical local
link, and physical constraints.

"Blind" Registry Requirement: The public registry must function as a passive intermediary for indirect
addressing. The core parameter is the complete lack of access by the registry to decryption keys or open server
addresses. The registry must only accept encrypted objects (ciphertext), access to which is possible exclusively
through an encrypted session hash or a key generated on the server side and transmitted to the patient through an out-
of-band channel.

Physical Local Link Concept: A physical key carrier — a QR code (or any other method of physical
information encoding) — is used to provide access. The primary requirement for this mechanism is the implementation
of the "user simplicity" principle. The decryption key K must be integrated into the link such that it never leaves the
patient's device when interacting with the public infrastructure. This enables physical delegation of access directly in
the physician's office, establishing a trusted interaction loop.

The general structural diagram of the interaction between the information system components during the
implementation of the proposed approach is shown in Fig. 1.

Technical Constraints and Network Isolation: The system must operate stably in the absence of a fixed public
IP address and function at near-zero cost. The main constraint is working behind multi-level NAT mechanisms and
active firewalls that block any incoming requests. The methodology stipulates that the server acts exclusively as the
initiator of outbound connections, independently forming ephemeral access routes and publishing current metadata in
the registry only for the duration of the active session. Additionally, the frequency of data updates in the registry must
be limited to comply with free-tier limits provided by public platforms for automated access and editing operations.

Concept of the Proposed Information Technology
The logical structure of the proposed technology is based on the dynamic separation of signaling and transport
channels. The primary architectural feature is the role of the local computing server as the active initiator of all network
transactions, which allows bypassing inbound traffic restrictions without altering the network equipment
configuration. Interaction between system components (server, "blind" registry, and client device) is implemented
through a multi-level mechanism of indirect addressing (Fig. 2). This organization is aimed at automating diagnostics
while maintaining low solution costs and providing mass access.
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Fig. 1. Architectural model of secure access based on physically-deterministic links in a diagnostic system

The functioning method of the information technology includes four sequential steps:

Step 1. Generation: The server initiates the creation of an ephemeral tunnel via a third-party relay service,
obtaining a temporary access address. This allows for hiding the real local IP address and providing a secure TLS
channel for the transmission of medical images and other data.

Step 2. Metadata Publication: The obtained tunnel URL is encrypted using a symmetric algorithm with a
session key K. The ciphertext is placed in a public registry under an identifier that is a salted hash of the server's
unigue token. In this process, the registry acts exclusively as a passive storage for binary data.

Step 3. Physical Delegation: A QR code is generated based on the key $K$ and the address of a static
decryptor website. This step is pivotal for establishing trust, as the transfer of access rights occurs during direct contact
between the physician and the patient or the patient and a physical key located near the physician (e.g., on a door,
which does not prevent the use of the link after its acquisition). This ensures transparency and the possibility of
notification regarding data access.

Step 4. Determination and Redirection: After scanning the QR code, the client device loads a static JS
interface that automatically requests the ciphertext from the registry. Using the key from the URL fragment (the key
never leaves the device at all), the browser performs decryption of the actual tunnel address and proceeds to the
diagnostic interface. This does not eliminate the need for user identification and protection of the system itself but
rather complements these systems.

The reliability of the proposed approach is ensured by a multi-level protection system, where the
mathematical justification for using URL fragments to transmit session keys occupies a central place. Since the part
of the link following the fragment symbol (#key) is not transmitted by the client to the server during the metadata
request, this guarantees full isolation of the key K from the registry's network logs, which corresponds to the concept
of cryptographic "dead drops". Thus, the Zero-Knowledge principle is implemented using built-in and common
browser tools for secure data decryption on the client side[13].
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Fig. 2. Component interaction algorithm during connection establishment

Mathematical Formalization of the Process

To provide a formal description of the security of information interaction, let us introduce a set of basic
notations. Let U be the ephemeral tunnel address, AP;;, be the unique internal identifier of the server's access point,
and K be the symmetric session encryption key (AES-GCM). The process of establishing a secure connection involves
three main stages:

1. Formation of a secure record in the registry (Server side).

The local computing node performs a unique cryptographic transformation f over the access point identifier
to obtain the public session identifier /D,,,,:

IDpub = f(AP;p)

Next, the current tunnel address U is encrypted using the key K:

C =ExU)

where E is the encryption function, and C is the resulting ciphertext, which is uploaded to the registry under
the key ID,,p:

Registry[IDpub] «C

2. Generation of a physically-deterministic link.

The physical link L, which is encoded into a QR code, is mathematically represented as the concatenation of
the static gateway address Ag.4¢ic, the query parameter with the encrypted session identifier, and the link fragment
with the key K:

L = Agaricl # //IDpub//-‘ 1K

Due to the HTTP protocol specifications, when accessing address L, the values ID,,,, and K do not appear
in the network request:

Vrequest - Agqric, keyK € HTTP_Header, keyIDy,, ¢ HTTP_Header

3. Determination of Access Address (Client Side).
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After scanning the QR code, the patient's browser navigates to Ag;4:ic- A Script on the client side extracts
IDy,,;, from the query parameters and sends a request to the registry to obtain C. Subsequently, decryption D is
performed locally, utilizing the key K extracted from the URL fragment:

U = Dg(C) = Dy (Ex (V)

Due to the properties of the symmetric algorithm, the patient gains access to the diagnostic interface U.
Simultaneously, for any external observer (including the registry and tunnel providers), the zero-knowledge condition
is met:

P(revealU|accesstoRegistry) = P(reveall)

The use of built-in browser capabilities eliminates the need to load third-party cryptographic libraries, which
increases trust in the system. The session key exists exclusively in the device's random access memory (RAM) for the
duration of the active connection. The server's internal infrastructure is protected by limiting the access rights of the
server-station (e.g., based on Kestrel) to the registry to Write-Only mode, preventing token leakage. The integrity of
the session circuit is further controlled through mechanisms similar to previously developed hash chains and the
addition of a separate actor/server for monitoring; however, this falls outside the scope of the current method.

Conclusions

This work proposes and scientifically substantiates an approach to organizing secure remote access to local
computing nodes based on physically-deterministic links. The scientific novelty of the solution lies in the
decentralized orchestration of ephemeral transport channels through out-of-band key transmission and unambiguous
cryptographic transformation of identifiers. This alignment with the principles of modern initialization protocols via
physically isolated channels enables a Zero-Knowledge model without the involvement of complex key management
systems.

The practical significance of the approach is confirmed by its successful integration into information
technology for medical consultative diagnostics. The proposed solution allows for the utilization of powerful local
resources for medical image processing without the costs of expensive cloud infrastructure. The obtained results
demonstrate high system resilience to network constraints (NAT, dynamic IPs) and ensure a high level of security for
patient data.

Prospects for further development involve transitioning to direct connections via WebRTC Data Channels
using specialized servers for NAT "hole punching" according to the STUN standard. This will allow for the
encapsulation of HTTP(s) traffic directly into a P2P channel, where the registry and signaling gateway act exclusively
as initial coordination nodes. Such a shift will further enhance the autonomy and speed of consultative-diagnostic
processing.
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Bonoaumup KICUIb, Tersna KUCIIb

XMenbHUIBKUI HalliOHAILHUI YHIBEPCUTET

SAXAIIEHAN JIOKAJIBHAM TOCTYII HA OCHOBI ®I3UYHO- I ®POBAHUX
ITOCHNJIAHb

Y crarTi 3anpornoHoBaHo nigxia A0 OpraHi3auli 3axvilyeHOoro JIOKasbHoro AOCTyry Ha OCHOBI Qi3NYHO-AETEPMIHOBAHNX
10CH1aHb A/15 CUCTEM IHTENIEKTYA/IbHOI MEANYHOI AIarHOCTUKN. AKTYE/IbHICTL AOC/IAKEHHS 3YyMOB/IEHA HEOOXIAHICTIO 3a0€31eYEHHS
KOH@IAEHLIIHOro AUCTaHLIVIHOrO AOCTYITY [0 JI0Ka/IbHUX 0OYUCTIIOBASIbHUX PECYDCIB, SKI QYHKLIOHYIOTb B yMOBAX i30/1b0BaH1X MEPEX
abo 3a oBMexyBasibHUMKU cucTeMamy, 30kpema NAT. PospobreHmi nigxig 6as3yeTbcs Ha KOHUENUii <«Ciioro» peectpy 1a
103aKaHa/IbHOI NEPEaYi Kto4YiB YePE3 @iznyqHi HOCH Taki Sk QR-kogm abo aHasaory, Lo [O3BOJISE peasi3yBaTv Mogesib JOCTyry 3
HYJIbOBUM PO3IO/IOLLIEHHSIM.

3axuct IHGOPMALIIVIHOI B33EMOZII 3a6€3reYyeTbCS  LUISXOM BIIPOBAMKEHHS QDIBNYHO-AETEPMIHOBAHNX MOCH/IaHB, LUO
TIOEAHYIOTH TUMYACOBI TYHEST 3 MEXAHI3MOM JIOKa/IbHOIO AELUM@PYBAHHS METAAaHUX Y 6pay3€epi KopucTyBayqa 3a Aoromororo Web
Crypto APL Takmii rigxig BUK/IIOYAE MOXI/IMBICT KOMITDOMETALII AaHUX Ha PIBHI NpoBavigepa MEPEXEBOI iH@PacTpyKTypu Ta
3a6e3reyye KOHDIAEHUMIHICTL 6€3 HEOOXIAHOCTI 3a/1yHEHHS LIEHTPAIB0BAHNX CUCTEM KEPYBAHHS K/IOYaMu, LUO € BaX/MBUM A/IS
aBTOHOMHMX BY3/1iB TA IPOCTOTH BUKOPUCTAHHS. [TIDAKTUYHE 3HAYYLLICTL METOAY BK/IIOYEHE B 3arasibHy KOHUENUito iH@OopMaLiviHoi
TEXHOJIONi 8BTOMaTU30BaHOI 4iarHOCTVKY Ta KOHCY/IbTYBAHHS], A€ 386E3I1EYYETHC 6E3NEYHIN BIAAANIEHII BUKITMK HEVPOMEDEXEBUX
MOAESIEN, PO3rOPHYTUX HA JIOKA/IbHUX OBYHCITIOBAIbHUX KOMITIOTEDaX 360 CEBEPAX. 3aripOrOHOBAHE PILIEHHS € 06'€KTOM [TOTOYHOMO
AOCTIIIKEHHS Ta CIIPSMOBAHE Ha MIHIMI3aLIiF0 arapaTHux BUMOI 1py 36EpEXXEHH] BUCOKOro PiBHS MPOCTOTU AOCTYITY Ta HalalITyBaHHs
AOCTYr1y 40 AaHuX NMaLieHTamy.

[IpaKkTUYHY 3HAYYLWICTb  11iAX04y MIATBEDMIKYE WOro  yCriiluHa IHTerpayis B [HQOOPMaLiiHi  TEXHOOrT  MEGNYHOI
KOHCYJIbTaTUBHOI [iarHOCTUKU, 3arpOroOHOBAHE PILLEHHS! [O3BOJISIE BUKOPUCTOBYBATHU OTYXKHI JIOKa/IbHI pecypcn /19 06pobKu
MEANYHNX 306paxeHb 6€3 BUTPaT Ha AOpory XMapHy iH@pacTpykTypy. OTpuMaHi pe3ysibTati AEMOHCTPYIOTE BUCOKY CTIMKICTb
cuctemu [0 mepexesnx obmexers (NAT, anHamidHi IP-agpecy) 1a 3a6e3reyqyroTb BUCOKMY PIBEHb 6E3MEKM JaHNX NaLIIEHTIB.

[TepcriekTvBy 104abLIOro PO3BUTKY MEPEAOAYAIOTL EPEX A0 NPSIMUX 3€4HaHb Yepe3 KaHam ganmx WebRTC 3

MDKHAPOJIHUIT HAYKOBUIA KYPHAJI 121

«COMPUTER SYSTEMS AND INFORMATION TECHNOLOGIES», 2026, Ne 2


https://doi.org/10.31891/csit-2025-4-2

INTERNATIONAL SCIENTIFIC JOURNAL ISSN 2710-0766
«COMPUTER SYSTEMS AND INFORMATION TECHNOLOGIES»

BUKOPUCTaHHSM crielianizoBaqnx cepsepis 41a "hole punching” NAT 3a crangaprom STUN. Lle po3sonmnts iHkarncysmosatv HTTP(s)
TPagix 6e3rocepeqHbo B P2P KaHas, Ae PEeECTD Ta CUrHAabHM LIK03 BUCTYIaTUMY T BUKITIOYHO SIK TOYATKOBI BY3/1M KOOPAMHALI.
Takmi nepexig e GiribLue MigBALLNTL GBTOHOMHICT Ta LUBUAKICTE KOHCY/bTaTUBHO-AIarHOCTUYHOI OBPOBKY.

Kmoyosi crioBa: IHGOPMALIVHI TEXHO/IONT], 3axuLyeHmyi AOCTYIl, IBUMYHO-AETEPMIHOBAHI MOCUIIaHHS, CIimi pPEEecTp,
HYJIbOBE PO3I0/I0LLEHHS].
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