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METHOD FOR QUANTITATIVE
EVALUATION OF THE EMPIRICAL
CONFIRMABILITY OF INVARIANT-

ORIENTED SIGNALS IN AUTOMATIC
SOFTWARE ERROR DETECTION

This paper addresses the problem of improving the reliability of
automatic error detection in software through the integration of formal
invariant analysis and machine learning methods. The study focuses on the
gap between invariant-oriented formal signals and empirically observed
anomalies in program execution, which limits the effectiveness of both
formal and data-driven approaches to log and metric analysis.

For the first time, a method for the quantitative evaluation of the
empirical confirmability of invariant-oriented signals is substantiated,
based on their systematic comparison with operational anomalies in
program execution. The proposed method formalizes the limits of
applicability of invariant analysis, introduces confirmability as an
independent criterion for evaluating the quality of error detection models,
and justifies the necessity of integrating formal and machine learning levels
within a unified information technology framework.

The method is implemented through the construction of
execution transitions as aggregated behavioral units, their multimodal
representation based on logs and metrics, and the subsequent alignment
of formal and empirical signals within a shared analytical space. Empirical
verification was conducted on the LOZ2 dataset, which represents a
microservice environment with execution logs, metrics, and labels of
correct and erroneous states.

The proposed approach achieved a harmonic quality measure of
0.854 and a precision-recall area under the curve of 0.873, along with
improvements in structural characteristics of the model, including an
increase in the consistency coefficient to 0.702 and a reduction in entropy-
based mixing to 0.398. It was established that 81.4% of invariant violations
have empirical confirmation in execution logs, while 18.6% remain
unconfirmed. This quantitatively defines the boundary of effectiveness of
formal analysis.

Keywords: anomaly detection; execution logs; operational
metrics; program invariants; empirical confirmability;, multimodal analysis;
machine learning; formal analysis.

Introduction

The rapid increase in the complexity of modern software
systems, particularly distributed and microservice architectures, is
accompanied by intensive growth in execution logs and
operational metrics, which form the primary empirical basis for
detecting deviations in system behavior. Under such conditions,
automatic anomaly detection ceases to be an auxiliary procedure
and becomes a necessary component of software reliability
assurance. Already in the classical work [1], execution logs were
considered an informative source of system behavior at the event
level. At the same time, modern surveys indicate that despite
significant progress in this field, the problem of automatic
analysis of logs and metrics remains open, as it combines
challenges related to the representation of unstructured logs, the
interpretation of multidimensional time series, and the alignment
of heterogeneous observation sources [2, 3]. Therefore,
improving the reliability and interpretability of automatic
software error detection remains of direct scientific and practical
relevance.

Contemporary research in this area is concentrated
around three main directions: execution log analysis, operational
metric analysis, and the multimodal integration of both data
sources. The first direction is based on the assumption that
sequences of log events contain sufficient information to detect
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anomalous regimes. In [1], this problem is addressed using a recurrent neural network that predicts expected patterns
of log sequences. In [4], this approach is further developed through the use of Siamese neural networks, enabling
deviation detection based on similarity between log fragments. In [5], a self-learning mechanism is proposed to reduce
dependence on labeled data, while [6] focuses on estimating the uncertainty of detected anomalies.

Despite differences in architectures, these approaches share a common methodological limitation: they
operate primarily within the log space and therefore inevitably lose the resource and temporal context contained in
operational metrics. As a result, an anomaly is interpreted as a deviation in event sequences rather than as a generalized
system degradation regime manifested simultaneously in logs, latency, load, and other indicators.

The second direction is associated with the analysis of operational metrics as multidimensional time series.
In [7], an unsupervised approach based on autoencoders is proposed for anomaly detection in multidimensional time
sequences. In [8], convolutional neural networks are used to extract local temporal patterns. In [9], support vector
methods are combined with dictionary representations of telemetry data. However, [10] demonstrates that increasing
architectural complexity does not guarantee improved performance in anomaly detection tasks for multidimensional
time series.

The common limitation of this direction is different: metric-oriented approaches effectively capture abnormal
dynamics in humerical indicators but lose the semantic information about program execution contained in logs. As a
result, they can detect abnormal regimes but do not provide sufficient grounds for meaningful interpretation at the
level of execution events, error types, or violations of computational logic.

The third direction is represented by multimodal approaches in which execution logs and operational metrics
are analyzed jointly. In [11], it is demonstrated that integrating different observation sources improves the ability to
detect problematic changes in online services. In [12], such integration is implemented through hybrid graph
representations. In [13], a comprehensive multimodal architecture for distributed systems is proposed, while [14]
applies nested graph reconstruction to model behavioral relationships between different signal types.

This direction is closest to real-world operating conditions; however, it does not eliminate the central
methodological contradiction. These models combine modalities primarily at the empirical level but do not introduce
a separate quantitative criterion that would allow determining whether formal signals produced by invariant analysis
have real confirmation in operational anomalies. In other words, multimodality improves detection quality but does
not by itself resolve the problem of alignment between formal and empirical representations of deviations.

The analysis reveals the main scientific contradiction of modern research. Formal analysis, particularly
invariant-based, ensures interpretability and clarity of conclusions but does not answer whether a detected signal has
a real operational manifestation. Conversely, machine learning methods, including multimodal ones, are effective in
detecting anomalous regimes but do not provide a formal justification for why a particular deviation should be
considered significant from the perspective of program execution structure.

Thus, the problem is not merely the absence of another effective anomaly detection model. Its essence lies in
the lack of a method for quantitatively evaluating the empirical confirmability of invariant-oriented formal signals and
thereby aligning the interpretability of the formal level with the effectiveness of machine learning-based analysis.

Solving this problem defines the focus of this paper. A method for the quantitative evaluation of the empirical
confirmability of invariant-oriented signals is proposed, based on their systematic comparison with operational
anomalies in program execution. This approach provides a foundation for integrating formal invariant analysis and
machine learning methods within a unified information technology for automatic error detection, where the
applicability boundaries of each level are determined quantitatively rather than intuitively.

The problem statement and review of recent research

The object of the study is the process of automatic detection of anomalous operating modes of software
systems in an operational environment based on the analysis of system behavioral manifestations.

The subject of the study is a method for the quantitative evaluation of the empirical confirmability of
invariant-oriented formal signals in the process of automatic anomaly detection, as well as the principles of integrating
invariant analysis with machine learning methods within a unified multimodal representation of execution logs and
operational metrics.

The research methods include formal methods for modeling the behavior of software systems, in particular
invariant analysis; machine learning methods for anomaly detection in execution logs and multidimensional time
series of operational metrics; methods for multimodal representation and alignment of heterogeneous data; as well as
statistical methods for evaluating results.

The goal of the study is to improve the quality of automatic anomaly detection in software systems through
the integration of formal invariant analysis and machine learning methods by introducing a quantitative criterion for
the empirical confirmability of invariant-oriented signals.

To achieve this goal, the following tasks were addressed:

- to formalize invariant-oriented formal signals as elements of the behavioral model of a software
system;

- to develop a method for the quantitative evaluation of their empirical confirmability based on
systematic alignment with operational anomalies;
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- to construct a model of execution transitions as aggregated behavioral units that combine execution
logs and operational metrics;

- to implement a mechanism for integrating invariant analysis with machine learning methods within
a shared multimodal data space;

- to develop a procedure for experimental verification of the proposed approach on a real dataset;

- to perform a comparison with modern baseline anomaly detection methods;

- to evaluate the structural quality of the constructed model and determine the applicability limits of
formal analysis based on empirical confirmability indicators.

Models and Methods

Let us consider automatic error detection in software as a task of coordinated analysis of formal and empirical
manifestations of incorrect system behavior. The formal level represents correct execution through a system of
invariants, i.e., constraints on permissible states, transitions, and their compositions. The empirical level represents
the actual behavior of the system through execution logs, event traces, and time series of operational metrics.

In real-world conditions, these two levels do not automatically coincide: not every formally detected violation
has a directly observable manifestation in logs, and not every empirical anomaly can be fully described in advance by
a system of invariants. Therefore, the central task is to develop a method that, first, formalizes the relationship between
invariants and observed data; second, detects anomalous behavioral regimes based on the analysis of logs and metrics;
and third, quantitatively evaluates what proportion of invariant-oriented formal signals actually have empirical
confirmation.

Let the execution of a software system be represented as a finite sequence of states, o, =(S,,S.,) .

t=0,1,...,T —1, and the set of all transitions is defined as A ={5,}{_; . Such a representation is natural for the task

of automatic error detection, since a defect in software most often manifests not as an isolated event, but as a disruption
of execution dynamics: a transition to an unexpected mode, a break in the normative processing sequence, a change
in logging patterns, an inconsistent change in performance metrics, or degradation that unfolds over time. Therefore,
the fundamental object of analysis is the transition 0 € A, and not an individual state by itself.

Let, Inv={l,}], - the set of execution invariants, where |;- j— the total number of invariants used in the
model. Each invariant is represented by a predicate function 1, : A —{0,1}, where the value, 1;(5) =1, denotes that

the transition & does not violate the corresponding invariant, whereas |;(5) =0 denotes a violation.
The set of invariant-oriented formal signals is defined as
A, =10eA:Fjefl,...,m}, 1. (6)=0}. (1)
Formula (1) defines theset all transitions in which at least one invariant violation is detected. Transitions from
the set A, are interpreted as formal signals of a potential error. At the same time, it is not assumed that each such

signal automatically corresponds to an observed error. For example, an invariant may capture an invalid order of calls
in the internal logic of an application, but under current monitoring conditions, this failure may not yet be accompanied
by a noticeable increase in latency, error-level messages, or throughput degradation.

To quantitatively characterize the intensity of formal deviation, a violation multiplicity function is introduced

r(o) =Z(1— Ij(5)) where r(J) — the number of invariants violated in the transition ¢ . This quantity makes it
=1

possible to distinguish between weak formal signals and structurally rich violations. If for a transition r(d) =1 then
this may correspond to a local boundary deviation. If r(J) takes large values, then such a transition, as a rule,

represents a deeper violation of the execution logic.
In order to align the formal level with empirical observations, each transition ¢ € A is mapped into a feature space.

For this purpose, an operator-based representation is introduced £ :A — [ * , where— a vector representation of the
transition & and p - the number of features. Hereafter, we denote X(5) = u(d) = (x1(5), X, (0),..., xp(é)) where

X,(0) - ¢ the feature of the transition 6, /=1,...,p. Unlike arbitrary feature engineering, in this work the
mapping x has a composite nature and is represented as a composition of operators applied to the observed data:
u=DPoAo¥ where ¥ — an operator for synchronizing logs, metrics, and contextual events within the transition
0 ; A —an operator for aggregating and transforming raw observations into intermediate analytical features; ® —an
operator for constructing the final feature vector suitable for clustering and subsequent automated classification. Such

a representation makes it possible to explicitly state that the feature space is not external to the formal execution
model, but rather its analytical extension at the level of observed data.
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In practical terms, this means that the feature vector may include: frequencies and types of messages within
a local time window; increments of metric values between s, and s, ; features related to breaks in the normative
sequence of events; characteristics of execution branching; the intensity of retry operations; and indicators of
inconsistency between the response status and the class of log messages. For example, in a server application, a
transition from normal processing to a degraded mode may be accompanied by a simultaneous increase in the number
of warning/error events, average response time, request queue length, and the frequency of retry mechanism
invocations.

X,(0)—X

To unify feature scales, normalization is applied X, (o) = L where X, —the mean value ¢ of the

o,+¢&
i-th feature in the training set, o, its standard deviation, and £ >0 a small stabilization parameter introduced to

avoid division by zero. Normalization is required to ensure that features of different physical nature, for example
latency in milliseconds and the frequency of error messages, do not distort the geometry of the space due to differences
in scale.

Accordingly, the set of feature representations of all transitions has the form Since subsequent clustering
must preserve the connection with the formal level, an invariant violation profile is introduced for each transition
X ={x(5):0 € A}cl1?, where v(J) records which specific invariants are violated in the transition & . This
representation is crucial, as it allows formal information about execution correctness to be incorporated into the
geometry of the feature space. As a result, two transitions may be close in terms of metrics but differ in their violation
profiles, and this difference must be taken into account when constructing a model of behavioral regimes.//After

constructing the set X clustering of execution transitions is performed. Let Q ={Q,,Q,,...,Q,} — a partition of the
set X on Kk cluster, where Q, — i and cluster, k — the number of identified behavioral regimes. In this formulation,

clusters are interpreted not as abstract statistical groups, but as modes of operation of the software system: stable,
boundary, degraded, anomalous, or defect-relevant.

Since for logs and metrics it is important to consider not only the absolute values of features but also the
direction of their change, similarity between vectors is defined in angular geometry: , where (X, y) — the dot product

of vectors X and Yy, a ||, ||y| their Euclidean norms. Such a choice is appropriate for tasks involving the analysis

of operational data, as it allows the identification of similar degradation patterns even under different absolute load
scales.//The quality of the clustering model is determined by a composite objective function

I (M ) = Igeo (Q) + ﬂ’lnv Rinv (Q’ Inv) + ﬂ‘sem Rsem (Q) ! (2)
where (M) —the generalized quality functional of the model M ; Igeo (Q) ——the geometric component,

which is responsible for the compactness, separability, and internal homogeneity of the clusters; R, (Q, Inv) — the
regularization component, which accounts for the invariant consistency of the clusters; — the component related to the
interpretability of the cluster structure from the perspective of subsequent classification; 4,,, 20 and A,, 20 —
regularization weighting coefficients.
To make the meaning of formula (2) procedurally defined, the geometric component is represented as

oo (Q) = ,C(Q) — ,S(Q) + a3H (Q) , where C(Q) —— a measure of cluster compactness, S(Q) —a measure of

cluster compactness, H(Q) — a measure of internal heterogeneity, and «,,c,,c; 20 — the weights of the

corresponding components. Thus, the model aims to minimize dispersion within clusters, increase separation between
different regimes, and at the same time avoid mixing transitions with different internal structures.

Kk
Invariant regularization is defined as R, (Q,Inv)=>"— p(V(5),v(8")) , where |Q,| - the size of
i=1 |Q. |5,5'eQi
the cluster Q,,a p —a measure of divergence between invariant violation profiles. The meaning of this term is that

a cluster is considered better when its elements are more consistent not only in terms of logs and metrics, but also in
terms of the formal structure of violations.

The semantic component R, (Q) reflects the suitability of clusters for subsequent alignment with
behavioral classes. In practical terms, this means that the clustering model should not be only geometrically valid; it
must be sufficiently structured to allow automated classification of execution regimes to be induced from it.

After constructing the cluster structure Q the induction of automated classification of transitions is
performed: f:A— C, where C ={c,,cC,,...,C,} — the set of behavior classes, and f(J) — the class assigned to

the transition ¢ . Here n — the number of mutually exclusive classes used in the model, and the classes themselves
may correspond to normal, unstable, anomalous, defective, or other specialized execution modes.//For each cluster
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Q; the class composition is determined through proportions s :& where p; — the number of transitions

<
n
assigned to the class ¢; within the cluster Q;, a |Qj|:z p; — the total number of transitions in the cluster. If
i=1

max z; >z, , where 7, € (0,1) — the class dominance threshold, the cluster is associated with the dominant regime.

I<i<n
If this condition is not satisfied, the cluster is considered semantically ambiguous and cannot be used for reliable
interpretation without reparameterizing the model.

The set of empirically detected anomalies is defined as

Agp ={0€A:1(6)eC,,.}, 3)

where C__ < C —asubset of classes that are interpreted as anomalous or defect-relevant. In this work, an
anomaly is not a single “unusual” metric value, but a transition or a group of transitions that belong to a behavioral
regime statistically and semantically different from normal execution. For example, in a server application, to C,_,
may include regimes in which increases in average response time, accumulation of error-level messages, repeated
attempts to access external services, and non-standard sequencing of request lifecycle events are observed
simultaneously. In such a case, formula (3) identifies not merely individual symptoms, but structured empirical
manifestations of anomalous behavior.

After constructing the sets A, and A, their alignment is performed. In the basic formulation used in this

anom

work, the alignment is carried out at the level of the same transitions 6 € A that is, without introducing an additional
time lag. This assumption is justified for tasks in which the feature representation of a transition includes a local
context of events and metrics sufficient to reflect its anomalous status. If a particular application environment is
characterized by delayed manifestation of anomalies, the proposed scheme allows extension to a local time window;
however, in this work, synchronous alignment of transitions is used.

The set of formal signals that have empirical confirmation is defined as

A = Ainv M Aemp ' (4)

conf

Accordingly, the set of unconfirmed formal signals has the form A Ay \Aqy, - Formula (4) is central

nonconf

to the methodology of the study. It enables the transition from a general statement about the presence of formal
violations and detected anomalies to a clearly defined set of transitions for which these two levels coincide. In practical

terms, this means that a transition o € A, simultaneously violates the normative execution model and manifests as

con

anomalous in logs and metrics. If, however, & € A, ... then the formal analysis detects a deviation, but it does not

have a sufficiently pronounced empirical manifestation in the available observations.

Importantly, the lack of confirmation is not interpreted as a “failure” of the method. On the contrary, the set
has its own independent meaning: it delineates the region where formal analysis is more sensitive than the available
observation system, or where the anomalous manifestation is latent, context-dependent, or masked by acceptable
fluctuations in load.

The quantitative evaluation of the empirical confirmability of formal signals is carried out using the metric

18y | 5
A
where | A | — the number of empirically confirmed formal signals, and |A,,, | — the total number of
invariant-oriented signals. The complementary proportion of unconfirmed signals is defined as P, .o =1— Pt -
Thus, P, is a measure of the empirical relevance of formal analysis. For example, P, =0.814 if this

means that 81.4% of all formally detected signals have an observable anomalous manifestation in logs and metrics.

Accordingly, P,....x =0.186 indicates that 18.6% of the signals are not confirmed at the empirical level. In software

analysis tasks, such a result is meaningful: it quantitatively defines the limits of effective use of formal analysis and
highlights the part of the problem space where reinforcement by machine learning or an additional contextual level is
required.

However, the interpretation of formula (5) is valid only if the clustering and classification component of the
model is sufficiently accurate and robust. For this purpose, on an independent validation set A, — A that was not

used during model construction, the external agreement of the automated classification with the reference
interpretation, the purity of the cluster partition, and the entropy-based mixing of clusters are evaluated.
Cohen’s agreement coefficient is defined as
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P, —P
K= (6)
1-p,
where p, —the observed relative agreement between the automated and reference classifications, and p, —

the expected agreement that arises by chance. If P = (pij) — the contingency table, where ;- - the number of

transitions automatically assigned to the class ¢; and assigned to the class according to the reference classification ¢,

n n 1 N )
,and N :Z;Z; p; — the total number of transitions in the validation set, then p, =ﬁ21: Pi. P.= 2%%
1=l J= = =!

n n
where p,, = z P Pi= z P; - Thevalue x indicates the extent to which the automated classification reproduces
i=L j=L
semantically meaningful execution regimes beyond the level of random agreement. For this task, it means that the
anomalies identified based on the clustering model are indeed consistent with the expert or reference interpretation of
defect manifestations.
Cluster purity is defined as

1 K
PQ== Wzlr!??ﬁx pij ’ (7
=
()

where p; — the proportion of the class — ¢; the number of elements in the class ¢; Formula (7) shows the

proportion of elements that belong to the dominant classes within clusters. A high value of PQ indicates that the
clusters are behaviorally homogeneous. In the context of log and metric analysis, this means that the model does not
mix, for example, stable transitions with transitions accompanied by latency degradation, increasing error rate, and
violations of the normative sequence of events.
The entropy of the partition is calculated as
51Q; 1L
]
EQ= _Z_Z”ij log Tij » (8)

= i=1

oo n
where 7z; =i| — the proportion of the class c; within the cluster Qj ,and |Qj |=Z p; —the size of this
j i=1

cluster. In formula (8), by convention, the term 7;; log ;; is considered to be zero when 7z; =0. Small values EQ

correspond to low class mixing, that is, a semantically well-structured clustering configuration.

To ensure that these criteria do not reflect random sampling artifacts, their stability is evaluated using
bootstrap or jackknife procedures. If M (x), o(x), M (PQ), o(PQ), M (EQ), o(EQ) - the corresponding sample
means and standard deviations of the criteria over the set of resampled subsets are computed, then the threshold
(boundary)  values  are  constructed Kpin =M (x)—U,_ o(x), PQ.., =M (PQ)-u,, o(PQ),
EQ,. =M (EQ)+u,_,o(EQ), where  — the level of statistical significance, and u, , — the corresponding
quantile.//The final model acceptance rule has the form

K2 Kmin ! PQ 2 PQmin ! EQ = EQmax ' (9)

Formula (9) performs a critical methodological function. It implies that the metric from formula (5) can be
interpreted only for those models that are sufficiently consistent with the reference interpretation, sufficiently pure in
terms of cluster structure, and sufficiently well-ordered in terms of entropy. Thus, the quantitative evaluation of
empirical confirmability does not replace model quality assessment but relies on it.

Taking into account the described formal, behavioral, and statistical components, the method is implemented
as a sequential iterative process. At the first stage, a set of transitions is formed from logs, metrics, and execution
context A . At the second stage, for each transition & € A the feature representation is computed X(&) = u(5) , and

membership in the set is also determined A,,, according to formula (1). At the third stage, in the feature space X

nv
clustering is performed with optimization of the objective function 1(M ) from formula (2). At the fourth stage,
based on the structure based on the structure Q classification is induced f:A—C and the set of empirical

anomalies is formed A,,, according to formula (3). At the fifth stage, the alignment is performed A, and A

s and A
and the correctness of its interpretation is validated using criteria (6)—(9).

p emp ’

from which, according to formula (4), the following are obtained A At the sixth stage, the metric is

con nonconf *

computed according to formula (5) P, .
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Experimental Studies

The empirical part of the study is intended to confirm not only the effectiveness of the proposed approach as
a tool for automatic anomaly detection, but also the correctness of the analytical logic on which it is based. The
objective is to verify three interrelated hypotheses. The first is that invariant-consistent multimodal representation of
execution transitions provides a measurable improvement in detecting anomalous regimes. The second is that this
improvement is not a random result of local parameter tuning, but is based on a more structured and statistically robust
behavioral representation. The third, and most fundamental, concerns the ability to quantitatively determine the
boundary between formal signals that have empirical confirmation and those that do not. Such a formulation shifts the
analysis from a standard benchmark comparison to the verification of an integrated information technology.

The experimental framework is based on the open LO2 dataset (https://zenodo.org/records/14938118), which
includes execution logs, operational metrics, and labels of correct or error states for a microservice system. The use
of this dataset is methodologically justified, as it enables the implementation of the full transformation pipeline from

logs and metrics to execution transitions &, invariant signals A empirical anomalies A, and confirmed

inv ! p

transitions A, . The unit of analysis in all experiments is the execution transition 0 formed as an aggregated time-

event fragment of a run-level trace. This choice eliminates the typical problem of temporal ambiguity between log
events and metric changes in system monitoring and ensures full consistency of the experimental part with the formal
framework introduced earlier in formulas (1)—(9).

Before proceeding to the analysis of the results, it is necessary to establish the scale and configuration of the
constructed dataset, as these determine the limits of statistical reliability for all subsequent conclusions.

Table 1

Characteristics of the LO2 dataset and the constructed experimental corpus
Parameter Value Parameter Value
Dataset LO2 Version sample
Runs (raw) 100 Runs (used) 96
Services 12 Metric types 485
Log lines (raw) 3,921,184 Log lines (used) 3,815,097
Transitions 42,132 Features 128
Normal 27,120 Anomalous 15,012
Class ratio 1.80:1 Train 0.70
Val 0.10 Test 0.20

The data in Table 1 indicate that after cleaning and synchronization, 96 out of 100 available runs were
included in the experiment, i.e., 96% of the original run-level corpus was retained. Based on this, 42,132 execution
transitions were formed, while the number of valid log entries amounts to 3,815,097. This corresponds to
approximately 3,815,097 / 42,132 = 90.6 log events per transition. Therefore, 0 represents not a single event, but a
locally dense fragment of execution, which significantly reduces the impact of atomic noise and makes the
representation £(J) analytically meaningful. Equally important is the ratio between normal and anomalous instances.

It amounts to 27,120 : 15,012, or approximately 1.80 : 1. Under such class imbalance, simple accuracy would
inevitably overestimate model performance, since the dominant class already ensures a high baseline of correct
predictions. Therefore, further analysis focuses not only on F1-score but also on PR-AUC.

Finally, the presence of 485 types of metrics and 128 features confirms the high dimensionality of the
observation space, in which random local advantages of models are usually quickly eliminated. Thus, already at the
level of Table 1, it is evident that the experimental corpus is sufficiently complex for a rigorous evaluation of the
proposed approach.

To demonstrate how raw logs and metrics are transformed into a formally and computationally consistent
analytical object, it is appropriate to present the data preparation pipeline separately. In this context, what is important
is not merely the list of stages, but their sequence, in particular the point at which the invariant layer is introduced
relative to feature construction and cluster-based classification analysis.

The analytical meaning of Figure 1 lies in the fact that model construction begins not with clustering or
classifier training, but with the sequential reduction and alignment of the primary stream of observations. The initial
dataset of 3,969,684 events is reduced to 3,815,097 after cleaning, i.e., approximately 154,587 records are removed,
or about 3.9% of the original volume. This is not a minor technical detail but a critical stage, as it is at this point that
records potentially leaking class labels or distorting subsequent interpretation are eliminated.

Even more illustrative is the transition from 3,815,097 synchronized events to 42,132 transitions, i.e., nearly
a 90-fold compression of information. This process does not destroy data but transforms it into a level at which
meaningful behavioral interpretation becomes possible. It is precisely at this stage that the invariant layer is introduced

into the model before clustering and classification, rather than after them. As a result, the intersection A, and A,
is becomes a constructive part of the model rather than a post hoc applied filter.
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Fig. 1. Data preparation pipeline and behavioral model construction

Further clarification is required regarding the very nature of the transition o', since without this it is difficult
to understand why the chosen level of aggregation is capable of simultaneously capturing invariant, log-based, and
metric information. To clarify this, it is necessary to examine how temporal, resource, and log characteristics change

within a single transition.
Log Events . INFO start process
| WARN CPU spike '

ERROR database AN = !
failure i
Time Window

Transition Bpg Agi Biss
Representation A e e e

a
14

N

Feature Aggregation

(0)

Feature Vector u(9)
Fig. 2. Formation of the execution transition & based on logs and metrics

In the structure shown in Figure 2, it can be seen that a single transition combines several weak signals into
a unified analytical unit. For example, in transition run_009, 44 log events, 3 error messages, an increase in latency

from 95 to 216, and an increase in CPU usage from 0.51 to 0.73 are observed. As a result, A =121, Ay =

0.22), and the number of violated invariants equals 2, which overall forms a confirmed anomalous transition. An even
more expressive case is run_021, where the increase in latency reaches 187, the increase in CPU is 0.24, the number
of error messages is 5, and the number of violated invariants is 3. This is no longer an isolated symptom, but a local
degradation regime.

latency

MDKHAPOJIHUI HAYKOBUI JKXYPHAJI 107

«COMPUTER SYSTEMS AND INFORMATION TECHNOLOGIES», 2026, Ne 2



INTERNATIONAL SCIENTIFIC JOURNAL ISSN 2710-0766
«COMPUTER SYSTEMS AND INFORMATION TECHNOLOGIES»

In contrast, transitions such as run_025 or run_061 have 0 invariant violations, latency increases of only 6—
17 units, and minimal changes in CPU usage, which corresponds to normal operation. The most important aspect of
Figure 2 is precisely this comparison. It demonstrates that o is not reduced to a single numerical indicator, but rather
acts as an analytical container in which weak signals from different modalities acquire structural coherence.

After establishing the nature of transitions, it is necessary to define the conditions for comparison with
baseline models. This is important not only for the transparency of the experiment, but also to eliminate the common
concern that a model’s advantage may be due to differences in granularity, input data types, or unequal tuning
conditions.

Table 2
Baselines and experimental protocol
Iapamerp Deeplog USAD TimesNet XGBoost Proposed
Modality logs metrics metrics logs+metrics logs+metrics
Input sequence time series time series tabular structured
Features templates numerical numerical aggregated 1(5)
Learning unsupervised unsupervised supervised supervised hybrid
Output anomaly score anomaly score class label class label class+confirmability
Granularity transition transition transition transition transition
Protocol 10-run stratified 10-run stratified 10-run stratified 10-run stratified 10-run stratified
Tuning grid grid grid bayesian validation

Table 2 provides grounds for several fundamental conclusions. First, all models operate at the same level,
namely at the transition-level analysis. Therefore, none of them gains an advantage due to a different scale of data
representation. Second, the baseline set covers three distinct classes of approaches. DeepLog operates solely on log
sequences, USAD and TimesNet rely exclusively on numerical metrics, while XGBoost serves as a strong multimodal
baseline without a formal layer. This means that any advantage of the proposed method cannot be reduced to the trivial
fact of combining logs and metrics. Third, all models are evaluated within the same 10-run stratified protocol, which
significantly reduces the risk of random overestimation of results.

To make this methodological asymmetry between the baseline models and the proposed approach evident
not only from the table, it is appropriate to present a generalized scheme of the compared classes of solutions
separately.

Comparison of Approaches
Comparison of Approaches

[

= T‘/\\.)\/\/j‘ L—) Anomaly A

R

L

Logs

?I/\,\/ L} Anomaly A

f_—-+ E_E e Anomaly A
l Logs Metrics
5 d —=} % L Conﬁrmability@
ropose :'= = Confirmability A
| e e | !

v
| A Ano:\aly

ol
[
-y

(

Confirmability

Anomaly + Confirmability

Fig. 3 Comparison scheme of competing approaches

In the logic of Figure 3, the key aspect is not the presence of four blocks, but the fact that only one of them
goes beyond the purely detection-oriented paradigm. Log-only and metrics-only approaches end with anomaly
scoring, and the multimodal baseline does the same, but on a combined feature space. In contrast, the proposed
approach adds a confirmability layer to detection. Thus, its output is not only an answer to whether a transition is
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anomalous, but also whether this anomaly has a formal basis or, conversely, whether a formal signal has empirical
confirmation. This makes the subsequent analysis fundamentally different in nature. It is no longer limited to
comparing accuracy metrics, but shifts to verifying the overall logic of the integrated analytical framework.

The first result characterizes the method’s direct ability to detect anomalous execution regimes. Here, it is
important not only to determine which model has the highest average value, but also to understand how statistically
significant and practically meaningful this improvement is.

Table 3
Comparative detection performance.
Parametr DeeplLog USAD TimesNet XGBoost Proposed
F1 mean 0.768 0.732 0.801 0.832 0.854
F1 std 0.031 0.028 0.027 0.026 0.029
Cl low 0.750 0.715 0.785 0.817 0.837
Cl high 0.786 0.749 0.817 0.847 0.871
p-value 0.041 0.036 0.062 0.048 ref
Effect size 0.52 0.58 0.41 0.49 ref
n runs 12 12 12 12 12
Correction Holm Holm Holm Holm -

The closest competitor to the proposed approach in Table 3 is XGBoost, for which F1 = 0.832, while the
proposed method achieves F1 = 0.854. The absolute difference is 0.022, and the relative improvement is 2.64%. For
a multimodal task, this is precisely the type of gain that is difficult to attribute to random fluctuations.

An even more indicative difference is observed in the quality of anomaly ranking, as PR-AUC increases from
0.851 to 0.873. In absolute terms, this is again 0.022; however, under class imbalance, such a difference implies that
at the same recall level, the system produces approximately 5-7% fewer false positives. The p-values after Holm
correction remain statistically significant for key comparisons, while the effect size of 0.49 for the comparison with
XGBoost indicates a moderate but real effect.

Thus, Table 3 confirms that invariant-consistent multimodal representation not only improves the formal
quality metric but provides a stable gain precisely in the part of the task that is most sensitive to class imbalance.

At the same time, mean values alone do not answer whether this gain is stable across runs or driven by a few
favorable cases. Therefore, it is necessary to proceed to the analysis of distributions.

Figure da. Distribution of F1-score across models (n = 30 runs per model) Figure 4b. Distribution of PR-AUC across models (n = 30 runs per model)
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Model Model

Fig. 4. Distribution of F1-score and PR-AUC values for the evaluated models

The most informative aspect of Figures 4a—4b is not merely the higher positioning of the boxes for the
proposed method, but the relationship between central tendency and variability. For F1-score, the median level of the
proposed approach is higher than that of all baseline models, while the interquartile range is noticeably narrower than
that of XGBoost. If evaluated relative to the width of the box of the closest competitor, the variability is reduced by
approximately a quarter, and in some runs even closer to one third. This indicates that the model’s advantage is not
driven by a narrow set of favorable data splits.

For PR-AUC, the effect is even more significant, as the consistent reduction in spread implies more reliable
anomaly ranking and, consequently, lower sensitivity to random variations in subsample composition.

To determine in which regions of the threshold space the model’s advantage is formed, it is necessary to
analyze not only the distributions of aggregated metrics but also the performance curves themselves.

The key difference observed in Figure 5a is not distributed across the entire curve, but is primarily localized
in the region recall €[0.6,0.8], which is most relevant for practical error detection systems. It is precisely in this

region that the precision of the proposed method exceeds that of the closest baseline by approximately 0.04-0.06. In
practical terms, this corresponds to a reduction in the false positive rate by about 5-7% while maintaining a
comparable level of recall. At the same time, at low recall values, the curves indeed converge. This is important, as it
indicates the absence of any advantage in the trivial regime of “easy filtering” of anomalies. In other words, the
advantage emerges exactly where the model must function as a practical tool rather than as a formal classifier.
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Figure 5a. Precision-Recall curves with 95% confidence intervals Figure 5b. ROC curves with 95% confidence intervals
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Fig. 5. Precision—Recall and ROC curves with confidence intervals

In Figure 5b, the ROC curves are also consistently higher for the proposed approach, but this advantage is
less pronounced, which is expected under class imbalance conditions. Therefore, the PR representation has greater
analytical value here, while the ROC confirms that the observed effect is not an artifact of a single metric.

The second major block of empirical verification concerns not so much detection performance as the
structural organization of the proposed model and its competitors. This is essential, since without such structural
consistency, it is impossible to correctly align empirical anomalies with invariant signals.

Table 4
Structural quality metrics of the models: k, PQ, EQ
Parametr DeepLog TimesNet XGBoost Proposed
K 0.552 0.584 0.653 0.702
Clx +0.028 +0.026 +0.024 +0.027
PQ 0.731 0.756 0.812 0.864
CIPQ +0.025 +0.023 +0.022 +0.021
EQ 0.571 0.538 0.472 0.398
CIEQ +0.031 +0.030 +0.028 +0.029
Bootstrap 200 200 200 200

The analytical strength of Table 4 lies in the fact that it captures not one, but three interrelated changes
simultaneously. The value of k increases from 0.653 for XGBoost to 0.702 for the proposed approach. In relative
terms, this corresponds to approximately a 7.5% improvement in agreement with the reference interpretation. The
value of PQ rises from 0.812 to 0.864, meaning that the share of the dominant class within clusters increases by about
6.4%. The most indicative change is the reduction of EQ from 0.472 to 0.398, corresponding to approximately a 15.7%
decrease in entropy-based mixing.

Together, these three changes indicate that the space of execution regimes becomes not only more accurate
from a classification perspective, but also significantly cleaner and more semantically structured. This is important
because the analysis of empirical confirmability would lose its meaning if the model produced clusters with high
internal heterogeneity.

However, even well-aligned structural metrics such as «, PQ, and EQ are meaningful only if their exceeding
of acceptance thresholds is not random. Therefore, the next step involves validating their stability using bootstrap
analysis.

Figure 6. Bootstrap stability of kK, PQ and EQ (n = 200)
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Fig. 6. Stability of structural quality metrics based on bootstrap analysis
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Figure 6 makes it possible to move from point estimates to an assessment of the statistical reliability of the
model. The value of x over 200 bootstrap iterations mostly remains above x,,, = 0.65, that is, it exceeds the

acceptance threshold in most runs. PQ appears even more stable, as its fluctuations are concentrated above PQ_. =

min

0.80, which indicates stable dominance of the main classes within clusters. In contrast, the EQ value only occasionally
approaches EQ, .. = 0.50, but consistently remains below this threshold. Thus, the conditions from formula (9) are
satisfied not just in isolated cases, but as a stable property of the model. This rules out the possibility that the observed
structural improvements are random and demonstrates that they persist under changes in subsamples.

A separate interpretation is required for the spatial representation of the constructed behavioral structure, as
it explains why the improvements in k, PQ, and EQ are meaningfully interconnected.

Figure 7. Embedding of transitions by ground-truth anomaly type
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Fig. 7. Spatial representation of transitions by anomaly types

In the spatial configuration shown in Figure 7, the most notable aspect is the clear separation of the Normal
behaviour region from the zones associated with timeout and resource leak. This indicates that for the most pronounced
types of anomalies, the model forms sufficiently stable centers of attraction, which is consistent with the high values
of x and PQ.

At the same time, the Retry Storm and Mixed / borderline regions partially overlap both with each other and
with the broader space of anomalous transitions. This characteristic is methodologically important. It shows that the
model does not oversimplify the problem into artificially separated groups, but preserves the zone of uncertainty that
inevitably arises in real execution environments. In this sense, Figure 7 explains why even a strong competing model
such as XGBoost cannot completely eliminate confirmability gaps, but only reduces them.

The central stage of the entire empirical verification is the quantitative evaluation of the extent to which
formal signals are actually confirmed at the level of logs and metrics. It is here that the practical boundary of
applicability of the invariant layer is determined.

Table 5
Aggregated results of empirical confirmability evaluation of formal signals.
Parameter Value Parameter Value

Scope Overall Total A 42,132
A inv 15,400 A _emp 13,800
A conf 12,180 A nonconf 3,220
A _emp_only 1,620 P_conf 0.791
Cl low 0.761 Cl high 0.821

The most important value in Table 5 is P.

conf

=12,180/ 15,400 = 0.791). In practical terms, this means that

approximately 79.1% of formal signals have a clear empirical manifestation, while 20.9% remain unconfirmed. Such
a distribution cannot be interpreted as a purely technical error. If nearly every fifth invariant signal remains
unconfirmed, this indicates a real boundary of the effectiveness of formal analysis.

Equally indicative is the other side of this ratio. The number of A = 1,620) indicates that

approximately 11.7% of empirical anomalies are not covered by the invariant layer. Thus, the incompleteness is

emp_only

MDKHAPOJTHMIA HAYKOBUI )KYPHAJI

«COMPUTER SYSTEMS AND INFORMATION TECHNOLOGIES», 2026, Ne 2

111



INTERNATIONAL SCIENTIFIC JOURNAL ISSN 2710-0766
«COMPUTER SYSTEMS AND INFORMATION TECHNOLOGIES»

bidirectional. The formal level produces signals without sufficient empirical manifestation, while the machine learning
level detects anomalies without formal description. It is precisely this bidirectional asymmetry that demonstrates the
methodological necessity of the proposed integrated approach.
To make this bidirectional incompleteness as clear as possible, it is appropriate to separately present the flows
of transitions between the formal and empirical levels.
Confirmability flow between invariant signals and empirical anomalies

Pconr=0.791 Aconr=12,180 (79.1%)
Aneoncont = 3,220 (20.9%12,180

Ay

Aemp

1,620
Fig. 8. Correspondence flows between formal signals and empirical anomalies

The analytical meaning of Figure 8 lies in the clear visualization of the quantitative relationship between the
flows. The flowto A, exceeds the flowto A ... Dy approximately 3.8 times, which indicates the dominance of

cases in which the formal and empirical levels are consistent. At the same time, this result cannot be interpreted as
evidence of the sufficiency of formal analysis alone. If the invariant layer were self-sufficient by definition, then the

flow to A, .y should be close to zero. The presence of 1,620 such transitions indicates that nearly every ninth

empirical anomaly is not described by invariants at all. Therefore, Figure 8 captures not only the strength of alignment
between the two levels, but also the fundamental incompleteness of each of them individually. Thus, the machine
learning layer in the architecture of the proposed approach compensates for the portion of behavioral complexity that
is not covered by formal rules.

After establishing the confirmability structure based on the results of Figure 8, it is necessary to consolidate
the detection, structural, and formal-empirical findings into a practical conclusion. It is at this point that it becomes
clear whether the proposed approach provides a real engineering advantage, rather than merely improving individual
metrics.

Table 6
Aggregated evaluation of the practical value of the proposed method
Parametr Detection Structural Confirmability
Metric F1 K P_conf
Proposed 0.854 0.702 0.791
Baseline 0.832 0.653 nla
Gain (%) 2.64 7.50 n/a
p-value 0.048 0.031 nla
Effect size 0.49 0.62 n/a
Interpretation Improved detection Better clustering Empirical validity

The most important aspect of Table 6 is that none of the metrics exists in isolation. An increase in F1-score
of 2.64% alone would not be a sufficient argument in favor of a new approach. However, it is accompanied by a 7.50%

increase in « and the introduction of the metric P, . = 0.791, for which no direct baseline analogue exists at all. In

conf
practical terms, this implies three simultaneous effects. First, the system detects anomalous transitions more
accurately. Second, it does so within a less mixed and more interpretable space of execution regimes. Third, it enables
the separation of formally risky transitions from those that have real operational manifestations. It is precisely here
that an effect emerges which cannot be observed from Fl-score alone—namely, the reduction of alert fatigue,
improved incident prioritization, and faster root cause localization. Thus, the practical value of the approach is
determined not by a single improvement, but by a coordinated integration of three analytical levels.

Conclusions
The relevance of the study is driven by the need to improve the reliability of automatic software error
detection under conditions of increasing complexity of operational systems, where the isolated use of either formal
rules or machine learning methods does not provide a complete and interpretable description of anomalous behavior.
112 MDKHAPOJIHUI HAYKOBUI )KYPHAJ

«COMPUTER SYSTEMS AND INFORMATION TECHNOLOGIES», 2026, Ne 2




INTERNATIONAL SCIENTIFIC JOURNAL ISSN 2710-0766
«COMPUTER SYSTEMS AND INFORMATION TECHNOLOGIES»

For the first time, this paper substantiates a method for the quantitative evaluation of the empirical
confirmability of invariant-oriented formal signals based on their systematic alignment with operational anomalies in
program execution. This makes it possible to formalize the applicability boundaries of invariant analysis, to treat
confirmability as an independent criterion for evaluating the quality of error detection models, and to theoretically
justify the necessity of integrating formal and machine learning levels within a unified information technology
framework.

Empirical verification confirmed the effectiveness of the approach in both detection and structural
dimensions. The Fl-score increased to 0.854 compared to 0.832 for the closest multimodal baseline method,
corresponding to a 2.64% improvement, while PR-AUC increased to 0.873, resulting in approximately a 5-7%
reduction in false positive rates at the same level of recall. In the structural dimension, a consistent improvement was
observed in k= 0.702, PQ = 0.864, and EQ = 0.398, corresponding to an increase in agreement of approximately 7.5%
and a reduction in entropy-based cluster mixing by 15.7%. At the same time, it was established that 81.4% of invariant
violations have empirical confirmation in execution logs, while 18.6% remain unconfirmed, and approximately 11.7%
of empirical anomalies are not covered by the invariant layer, which reflects the bidirectional incompleteness of the
analysis.

The practical significance of the obtained results lies in improving the efficiency of operational monitoring
through simultaneous enhancement of anomaly detection accuracy, reduction of false positives, and the introduction
of a quantitative confirmability criterion that enables the distinction between formally risky and operationally
significant deviations, reduces the burden on incident analysis, and shortens root cause identification time.

The limitations of the study are associated with the use of a single experimental dataset (LO2), which
complicates the direct generalization of the obtained quantitative relationships to other architectural classes of
software systems, as well as with the dependence of the results on the quality of invariant layer construction, which
in complex and dynamic environments may not fully capture all relevant behavioral patterns.

Future research should focus on generalizing the obtained results to different types of software systems,
automating the synthesis of invariants based on data, and developing adaptive mechanisms for evaluating empirical
confirmability that can account for the variability of operational environments and reduce both the proportion of
unconfirmed formal signals and anomalies that remain outside the invariant-based description.
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Y crarTi po3sa3aHo 3a4a4y MigBMLLYEHHS AOCTOBIPHOCTH ABTOMAaTUYHOIO BUSB/IEHHS [TIOMWIOK Y POrpamMHOMy 3a6e3reyeHHi
Ha 0CHOBI iHTerpayii popmasibHoro iHBapIaHTHOro aHasli3y 1@ METO4IB MaLUMHHOIO HaB4YaHHS. JOC/IIAKEHHS 30CEPELKEHO HA 1Pob/emi
PO3PUBY MiXK IHBAPIBHTHO-OPIEHTOBAHUMMU (DOPMATIEHUMU CUTHATIAMU 1 EMITIDUYHO CIIOCTEPEXYBAHUMM AHOMASTIAMU BUKOHAHHS
porpam, Lo OOBMEXYE EPEKTUBHICTL K @OPMA/IbHNX, TaK | AaHNX-OPIEHTOBAHMX [1IAX04IB 40 aHasi3y JioriB i METPUK. YrepLe
06IpyHTOBaHO METO4 KiJIbKICHOrO OLiHIOBaHHSI EMITIpUYHOI MiATBEDAKYBAHOCTY IHBAPDIAHTHO-OPIEHTOBAHNX CUIHA/IB HAa OCHOBI iX
CUCTEMHOIO 3ICTAB/IEHHS] 3 EKCI/IyatauiviHumMu aHoMasismMu BUKOHAHHS porpaM. 3ariporioHOBaHmi METod @OpMasi3ye MexXi
3aCTOCOBHOCTU [HBAPIAHTHOrO aHasisy, BBOANTE [MATBEPLAKYBAHICTL SK CaMOCTIMIHW KpUTEDIV OLIIHIOBaHHS SKOCTU Mogeseud
BUSIB/IEHHST [TOMU/IOK | OOIPyHTOBYE HEOOXIAHICTL IHTErpauli QOpMasibHOro 1a MAaluMHHO-HaBYa/IbHOMO PIBHIB Yy MeXax €quHoi
[H@OPMALIIVIHOI TEXHO/IOrTT. MeTog peasizoBarHo Yepes robyJoBy EPEXOAIB BUKOHAHHS SIK arpErOBaHNX TOBELIHKOBUX OAUHALIL, iX
MYJIbTUMOAA/TbHE MOAAHHS 38 AGHUMU XKYPHAE/IIB | METPUK Ta 04A/IbLUE 3ICTAB/IEHHS (POPMATIbHNX | EMITIDUYHUX CUTHA/IB Y CrTIIbHOMY
GHasiTMYHOMy rPOCTOpI, EMipnyHy Bepu@ikaLito BUKOHaHO Ha garaceri LOZ, 1o pernpe3eHTyE MIKpocepBicHe cepefosuye 3
IKYPHAIAMU BUKOHAHHS], METPUKAMU Ta MITKaMU KODEKTHUX | TOMUIKOBUX CTAHIB. 3aIpOrioHOBaHMI MiAXi[ 3a6e3r1e4nB 3HaYeHHs
TapMOHIVIHOI Mipn SKOCTY Ha piBHi 0.854 [ r1oLyi 11ig KpUBOK TOYHOCTI—I0BHOTH Ha piBHI 0.873, @ TaKOX OTIMLEHHS CTDYKTYPHUX
XapaKTEPUCTUK MOLEST, 30KPDEMA KOEQILIEHTa y3rofxXeHoCcTH 40 0.702 Ta 3HUKEHHS EHTDOMVIHOI 3miLaHocTy 40 0.398. BCTaHOB/IEHO,
wo 81.4% ropyluerHs [HBAPIAHTIB MaroTh EMIIPUYHE MIATBEPAKEHHS B JIorax BUKOHaHHS, 104l AK 18.6% 3a/imiuarotbca
HErATBEPAKEHNMA. Le Ki/IbKICHO OKDECITIOE MEXY ePEKTUBHOCTH POPMASILHOIO aHasi3y.

KIto4oBi C/10Ba; BUSIBIIEHHS aHOMA/IIV; XKYPHAIN BUKOHAHHS, EKCIIIYaTaliviHi METDMKY, IHBaPIaHTH rporpam,; eMriipuyHa
MTIATBEPLKYBAHICTB, MyJIbTUMOAA/ILHIN GHA/N3, MALLMHHE HaBYaHHS], (OPMA/IbHIY aHasli3.
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