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METHOD OF ACCELERATED DATA
RECOVERY IN INFORMATION SYSTEM ON
MOBILE PLATFORM IN POST-FAILURE
MODE

The article considers the problem of accelerated data recovery
in an information system on a mobile platform (ISMP) in post-failure mode.
The relevance of the study stems from the fact that, following an
emergency data failure in an ISMP, there is a need to restore the critical
part of the data to proper use as quickly as possible, given limited
computational, network, and power resources. The aim of the work is to
develop a method of accelerated data recovery, which after a data failure
provides the selection of the smallest sufficient recovery action based on
the control copy and the change log and reduces the duration of the return
of the critical data portion to the correct use under current ISMP's resource
constraints. The work formalizes post-failure data recovery through a set
of data elements, indicators of a failure, a critical data portion, a set of
control copies and a change log. A set of permissible recovery actions is
constructed, within which each action is determined by the selection of a
control copy, a fragment of the change log, the composition of immediate
recovery data and the composition of data for deferred recovery. A rule for
selecting the smallest sufficient recovery action and an algorithm for
implementing the method have been developed, which takes into account
the duration of recovery, the level of residual disruption of the data critical
part, the energy resource consumption, and the number of elements for
which immediate recovery is provided in the current action. According to
the results of the computational stuay, it was established that the proposed
method has an advantage over the basic recovery methods in terms of the
recovery duration, the volume of data transmission and reading, the
energy resource consumption, the level of residual disruption of the data
critical part, and the proportion of successful completion of recovery within
the acceptable time interval. The practical significance of the results
obtained lies in the suitability of the method for use in onboard and
distributed ISMPs, where after an emergency data failure it is necessary to
restore the critical part of information base for operation within a short
time interval without proceeding to the full recovery of the entire dataset.

Key words: information system on a mobile platform; post-
failure mode; data recovery; control copy; survivability.

Introduction

There exists a class of information systems operating on
the basis of mobile platforms [1]. In this case, mobile platforms
are an edge computing environment characterized by variable
availability of computing and network resources, mobility of
nodes, intermittent data exchange, short decision-making
intervals, and limited duration of autonomous operation due to
energy constraints. Modern research on ISMP is devoted to issues
of operation stability and reduction of decision-making time
under conditions of limited resources [2-4].

For information systems on mobile platforms
maintaining data integrity, completeness, timeliness, and
consistency is essential, as data serve as the base for the execution
of critical functions. In the event of an emergency failure of ISMP
components, individual fragments of data may be lost, local
records may be distorted, discrepancies may be accumulated
between control copies and change logs, and incomplete cycles of
processing and recording the results of information registration
may occur. Under such conditions, ISMP loses the ability to
continue working correctly even when part of the software
modules and hardware remains operational [4-7].

Related research in this field focuses on data preservation
and reconstruction in technical systems, where new values,
operational records, and version changes are continuously
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accumulated during their operation. In particular, adaptive data reconciliation modes, data replication taking into
account temporal dependencies, localized recovery of individual parts of the computational graph, partial control
copies, and the construction of a control copy during the recovery process are considered [8—11]. The obtained results
confirm that recovery performance significantly depends on the volume of data that must be regenerated, transmitted,
or recovered from the change log [9-11].

Existing solutions are mainly focused on distributed systems, streaming data processing and systems with a
more stable resource mode of operation. For an ISMP, the post-failure mode has a different application complexity.
In such a mode, full recovery of the entire data set often requires excessive time, a significant amount of service data
exchange and additional load on computing nodes, which increases the energy costs of the mobile platform. Under
such conditions, the applied significance lies in selecting the minimally sufficient recovery action which, using
available control copies, change logs, and the available resources, ensures rapid return of the critical portion of data
to correct usability [5], [7], [10]-[12].

Thus, there arises a scientific and applied task of developing a method for accelerated data recovery in ISMPs
in post- failure mode. It aims to determine, after detecting a data integrity violation, which control copy is suitable as
a recovery base, which fragment of the change log must be used, what amount of data is subject to urgent recovery,
and which can be transferred to the next stage without disrupting the main function of an ISMP. The practical
complexity of this task is associated with the need to reduce the duration of the post-failure period, reduce the load on
platform resources, and limit data loss [2], [4]-[7], [10]-[12].

Accordingly, accelerated data recovery should be considered as a separate mechanism for increasing the
survivability of an ISMP. The scientific complexity of this task is associated with the need to simultaneously take into
account the nature of the accidental data violation, the composition of available records for recovery, the criticality of
individual data groups, the processing and transmission time, as well as the limited energy resource of the mobile
platform. This set of conditions justifies the feasibility of constructing a special method focused on rapid data recovery
in the post-failure mode of ISMP operation.

Analysis of recent research and publications

The issue of control storage and recovery of cloud containers with dynamic data is considered in [13]. This
work proposes an architectural solution for organizing control copies and recovering containerized applications. Its
significance for this study is to confirm the suitability of the infrastructure-based approach to recovering a computing
environment with changing data. At the same time, the subject of the study is related to containers as units of
infrastructure recovery, while this article considers accelerated data recovery in an ISMP after a data integrity failure.

An approach to transferring microservices with changing data between edge infrastructure nodes is presented
in [14]. In this work, a mechanism for migrating a service instance together with its associated data is formalized. For
the problem posed in the article, this result creates a basis for estimating the time costs for recovery. However, [14]
considers the transfer of a functioning service between nodes, while in this study the subject is the choice of an action
for accelerated data recovery after a failure.

A related problem is discussed in [15], where the transfer of multi-container structures in multi-cluster edge
systems is investigated. It is shown that as the structural complexity of the executed configuration increases, the role
of organizing local data and the time required to bring it back into operation after migration also grows. For this study,
this is important in terms of the dependence between the structure of the stored data and the time costs of restoring
operability.

In [16], the location of a permanent storage in the computing space for robotic applications is analyzed. The
significance of this work is that it confirms the impact of the storage location on the time characteristics of data access
and on the resistance of the application system to failures. This provides grounds for considering data recovery in
ISMP with account taken of the time required to access the control copy and to reintroduce the data into operational
use.

For stream processing systems, a combination of control copies, backup executors, and logging is proposed
in [17], taking into account the temporal and causal ordering of recovery. The applied significance of this result is that
logging is considered as a means of reducing losses during recovery and returning to the consistent processing flow.
For this study, it is the combination of a control copy with subsequent restoration of changes from the log that is
important. At the same time, the results of [17] concern stream processing systems with a preconfigured backup
execution structure. In the case of an ISMP after a failure, the selection of a part of the data for priority recovery and
a fragment of the change log that provides the fastest return to the execution of a critical function becomes decisive.

A comparative evaluation of control saving protocols for streaming processing systems is given in [18]. This
work investigates several classes of control saving protocols and shows the dependence of their effectiveness on the
nature of the load and processing structure. The conclusions obtained confirm the absence of a universally best control
saving mode for all situations. This directly leads to the need to choose a recovery action depending on the type of a
failure and the available data for recovery.

Thus, in the works [13]-[18], the solution of individual parts of the general problem related to the
organization of control copies, the transfer of services with changing data, taking into account the temporal properties
of the storage, the combination of control copy with logging, and the comparison of control saving modes were
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initiated. The combination of these results provides a scientific foundation for developing data recovery methods in
complex distributed environments. At the same time, the problem of forming the smallest sufficient action for
accelerated data recovery, which, based on the available control copies, change log and current resource of the mobile
platform, ensures the shortest time for returning the critical part of the data to correct use, remains unsolved for ISMPs.

Formulation of article objectives

The purpose of this article is to develop a method for accelerated data recovery in an information system on
a mobile platform in post-failure mode, which after a data failure provides the selection of the smallest sufficient
recovery action based on the control copy and the change log and reduces the duration of returning the critical part of
the data to correct use under the current resource limitations of the ISMP.

To achieve the goal, it is necessary to solve the following tasks:

—to formalize post-failure data disruption in the ISMP, submission of control copies, change log and critical
part of the data, which will allow setting the initial conditions for constructing the accelerated recovery method,;

— to construct a set of permissible recovery actions, each of which determines the reference control copy, the
limit of use of the change log and the composition of the immediate recovery data, which will allow taking into account
the current ISMP resource and the conditions of the post-failure mode;

— to develop a rule for selecting the minimal sufficient recovery action and an algorithm for its
implementation, which will allow to ensure the shortest time to restore the critical part of data for correct use.

Formalization of post-failure data disruption in ISMP, control copies, change log and critical part of data
We consider an ISMP in which the data used during the execution of the main function is given by a finite
set of elements:
N
A= {ai }i=1 :
1)

where @; is the ith data element; N is the number of data elements used during the ISMP operation.

Atatime t, each element @; is described by a local vector:

yi (1) = (u; (1), 6,@1), pi (1)), (2)
where U; (t) is the value of the data element; & (t) is its version number; p; (t) is the integrity indicator

of the data element.
Formula (2) allows us to separate the value of a data element, its version number, and its integrity state. Then
the complete current representation of the ISMP data at a time t is given by the vector:

YO = (%0, Y 0..... Y (0))- ®
Formula (3) is used as a generalized representation of the current state of the ISMP data in the post-failure
mode. After a data failure, a vector of failure indicators is introduced for each element @ :

b, (£) = (44 (0. vi (0.4 (). £, ©), @
where 4 (t) € {0,1} is the indicator of value U; (t) loss or unavailability; v; (t) € {0,1} is an indicator of

integrity failure; & (t) € {0,1} is an indicator of version consistency failure; &; (t) € {0,1} is an indicator of non-
recovery of the current state of the data element according to the change log.
The presence of a post-failure disruption for an element &; is determined by the indicator:

V(1) = {L () +vit)+& )+ (t) >0,
Formula (5) specifies a post-failure disruption of a data element. If y;(t) =1, then the element at a time t

cannot be considered as suitable for use during the execution of the main function of the ISMP. To specify the critical
part of the data, on which further execution of the ISMP’s main function directly depends, an indicator of the belonging
of the data element to the critical part is introduced:

®)

1 g €K, )
Y700, a ek,
where K < A is the critical part of the ISMP data.
The critical part of the data is defined by the set
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K={a eAl|z =1} )

Formula (7) is further used as a basis for constructing an accelerated recovery method, since it is the return
of elements of the set K to correct use that determines the possibility of continuing the execution of the ISMP’s critical
function. We specify the integral assessment of the failure level of the data critical part by the formula:

()= _%Zi 7i (1) (®)

The quantity T'(t) (8) shows the number of failed elements in the critical part of the data at a time t. If

I'(t) =0, then the critical part of the data does not contain post-failure disruption. If T'(t) > 0, then the ISMP

requires data recovery in the post-failure mode.
For data recovery in the ISMP, control copies are used. The set of available control copies is given as follows:

C={Cnlns ©

where C,, is the mth control copy; M is the number of available control copies.

Each control copy C,, is provided by a tuple:

Cn =(7m An'Ym ). (10)
where 7, is the moment of generating the control copy; A, < A is the set of data elements covered by
this copy; Y,, is the representation of the elements of the set A, recorded at the moment 7, .

The control copy C,, (10) is generally partial, since one copy can cover only a subset of A . This

necessitates the selection of such a control copy that provides the best basis for accelerated recovery of the critical
part of the data.

Changes that occur after the generation of the control copy are recorded in the change log. The set of log
entries is:

3=}ty ()
where ], is the nth change log entry; L is the number of available entries.
Each change log entry is given by a tuple:
jn = (7, By, 04), (12)
where 7, is the time of record fixation; B, < A is the set of data elements affected by the change; 0,, is
the change operation that transfers the corresponding data elements to a new state.
For the control copy C,, , the change log corresponding to time t is given by a subset:
In®) ={i,edlr, <7, <t}. (13)
The subset J, (t) (13) contains all the change log records generated after the control copy C,, until time t.
N (t) will be used to regenerate the changes after selecting the reference control copy.
For the accelerated recovery problem, the part of Jm(t) , Which concerns the critical part of the data, is
decisive. The corresponding fragment of the log is given as:
In)={j, eI ®)|B,"K=}. (14)

Formula (14) defines a fragment of the change log that directly affects the recovery of a critical part of the
data. Using this fragment allows to limit the amount of recoveries to only those records that are necessary to return
the ISMP to perform a critical function.

Since not every control copy is suitable for recovering a critical part of the data, a requirement is introduced
for the completeness of the critical part of the data to be reproduced for the selected control copy and the corresponding

fragment of the change log:
KecA,u |J B, (15)
inedn ©
Formula (15) means that for a control copy C,, and a fragment of the change log Jr}; (t), the entire critical

part of the data K must be recovered from the elements present in the control copy and the change log records formed
after it.
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Thus, the set of admissible set of C,, and Jr}; (t) atatime tis defined as follows:

S(t) = (Cm,Jn*f(t))|KgAnu U B.;- s

jnedf (1)

Construction of permissible recovery actions set
To construct a method for accelerated data recovery, it is advisable to proceed to a formal representation of
the recovery action through selecting a control copy, a fragment of the change log, a set of immediate recovery
elements and a set of deferred recovery elements. Such a transition is consistent with modern approaches to localized
recovery and partial control storage [10], [17], [19], with approaches to reducing the overhead of logging [20], as well
as with solutions in which a shared log is used to preserve the integrity and recoverability of data and ISMP [21], [22].

Let at time t for each log entry jn € J an indicator of its belonging to the current time interval be entered:

()= 1, 7, <t an
v 0, 7,>t

Formula (17) is used to separate those change log entries that can be involved in recovery at a time t. For
each pair (cm, jn), where ¢, €C, jn € J , an indicator of the compatibility of the control copy and the change
log entry is introduced:
1L 7,<r,<t,BnK =,

0, e6inwomy pasi.

(18)

Formula (18) means that a log record jn can be used together with a control copy C,, only if it is generated
after it and concerns a critical part of the data. To formally specify the belonging of data elements to control copies

and log records, matrices are introduced:
1, a€A,, 1 a€B,,
0, agA, " |0 aeB,

where ¢, indicates whether the element @; is part of the control copy C,,, and /[, — whether the element

2 (t) = {

= = (19)

im

a; belongs to the set B, to which the record j, refers.

To maintain the correct order of re-application of change log records, it is advisable to take into account the
dependence between records belonging to the same data element or to interconnected elements. For this, the following
matrix is introduced:

1 7,<7,B,nB #4,
i () = { (20)

0, otherwise.

Formula (20) specifies the order in which change log entries are re-applied in cases where selecting a later
entry would require using a previous entry associated with the same piece of data.
The recovery action at a time t is given by four groups of variables:

X, (1) € {0,1}, y,(t) {0,1}, h(t) e {0,1}, d;(t) e {O,l}, (21)
where X (t) =1 means selecting a control copy C,, for the current recovery action; Y, (t) =1 denotes
using a log entry jn in the current recovery action; hi (t) =1 means that an element a; from the critical part of the

data is subject to immediate recovery; di (t) =1 means that the recovery of the element a; is postponed to the next

stage.
Since one control copy is selected within a single recovery action, the condition must be met:

M
D X () =1. (22)
=1

For each log entry jn , the variable Y, (t) is subject to the compatibility condition with the selected control
copy:
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yn(t)Siwmn(t)xm(t), n=1..,L. (23
=1

Formula (23) means that a log entry cannot be used outside the selected control copy or in the absence of the
compatibility conditions specified by formula (18).
To maintain the correct order of using the change log, restrictions are introduced:

Ye®<y,(), vnkigy =1 (24)
Formula (24) specifies the sequential nature of the use of the change log for related records — selecting a later
record implies selecting a previous record related to the same part of the data.
To divide the failed elements of the critical part of the data into immediate and deferred recovery elements,
the equality is used:

Formula (25) specifies a complete division of the failed elements of the set K into two groups: those included
in the current recovery action and those whose recovery is postponed to the next stage.

However, immediate recovery of an element &; is possible only if there is sufficient data for its recovery.

Therefore, the following restriction is set forall i =1,...,N :

M L
h () <D X (1) +D B Ya (). (26)
=1 =1

Formula (26) denotes that a critical data element can be included in the immediate recovery only if it is
covered by either the selected control copy or the change log records used in the current recovery action.
To evaluate the result of a recovery action by the data element version number, the recovered version of the

element 8, is entered:

& (t) = max{iaimeimxm(t), max (S, n Y (t))}, i=1,...,N. @7)

m=1

where 6, is the version number of the element a; contained in the control copy C,; &, is the version

number of the element @; corresponding to the log entry jn.

Formula (27) specifies the version number obtained for the element @; after the current recovery action is
performed. For the same element, the largest recoverable version number at a time t is entered:
a*t:max{max ai 6 ), max (B, 9.1 (t } i=1...,N. 28
| () ngM( m |m) KHSL(ﬂm In n( )) ( )
The quantity Hi* (t) (28) characterizes the largest version number that can be recovered for an element &,
based on all available control copies and change log entries at a time t.
Then the relative version number lag for the element a; is defined as:
max{o, 0’ (t)-6 (t)} _
o (t) = — , 1=1...,N. (29)
max {l, 6, (t)}

Formula (29) is used to quantify the part of critical data that is returned to correct use after a recovery action,
but retains an incomplete recovery by version humber.

To assess the load that a recovery action creates on the ISMP subsystems, three components are introduced.
The first component characterizes the volume of data transfer and reading during recovery:

M L
gb(t)zzqum(t)"'zlnyn(t)’ (30)
m=1 n=1

where Q, is the amount of data of the control copy C,, to be read or transferred during recovery; |n is the

amount of data associated with the use of the log entry |, .

The second component characterizes the load on the storage subsystem when using the control copy and the
change log:

M L
gs(t)zzpmxm(t)'i'zunyn(t)’ (31)
m=1 n=1
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where ., is the load on the storage subsystem associated with the use of a control copy C,, ; v, is the load

on the storage subsystem associated with the use of a log entry jn. The values ., and v, are measured in

normalized units of the storage subsystem load, which reflect the set of operations for reading, positioning, restoring
the structure of records and fixing the updated state of the data.

The third component characterizes the amount of computational work required to return the critical part of
the data to correct use:

L N
9°(t) =D K Yo () + D_wihi (), (32)
n=1 n=1

where k,, denotes computational costs for re-application of the log record jn ; ¥; denotes computational

costs for forming the restored state of the element @; and its return to correct use as part of the critical part of the data.

These values characterize the load on the computing resources of the ISMP and are given in normalized units.

Since the ISMP operates on a mobile platform with a limited energy reserve, the execution of the procedures
for reading, transmitting, re-applying changes and forming the restored state of the data is accompanied by the costs
of the energy resource of the platform. Therefore, the costs of the energy resource of the mobile platform for
performing the current restoration action are given by the formula:

M L N
E(t) = Z PmXm (t)+zsnyn (t)+ZVi hi ®), (33)
m=1 n=1 i=1

where P,, S, V; are the energy resource costs of the mobile platform, respectively, for using the control
copy, applying the change log, and returning the critical data element to correct use.
Under the current values of the available ISMP resources: ° (t) is the bandwidth available for recovery;

r®(t) is the storage subsystem performance; r°(t) is the available computing performance; r®(t) is the available

energy reserve.
The generalized recovery action execution time is calculated as:

_g°M 9°®) , g°®)
00 T e )

To quantify the incompleteness of the recovery of a critical part of the data after the current recovery action
is performed, an integral indicator is introduced:

N
QM) =2 7 (d O +h®F®). (35)
i=1
Then the set of permissible recovery actions at a time t is given as:

M
2 Xq(t) =1
m=1

Ya®) < Y O % ®), n=1,....L,
m=1

Yk (t) < yn(t)v ank - Sk =1,
hi(t)+di(t) = zin (), i=1...,N,

W (t) =< (x(1), y(1), h(t),d () |h, () < %1aimxm(t)+%ﬂinyn(t), i=1...,N, (36)

g’ (t) <r°(),
g°(t)<r’(t),
ge(t) <re(),
2(t) < re(t),
O(t) < A(t),

where A(t) is the available time interval within which the ISMP must complete the current recovery action.
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Thus, formula (36) specifies the set of permissible recovery actions for the current state of post- failure data
disruprion, available control copies, available change log, and current ISMP resource constraints.
For further selection of the recovery action, it is advisable to introduce the criterion:

of) . Q(t) E(t) >y di(t) > e (€= 7 ) Xy (t)
Pl =m A(t) i Zi’\il)(ii’i O+e i re(t)+e¢ T zi’illﬂ’i M+e e 1+]Tn§)l\(/l (t- Tm) o

In formula (37) 7., 17,, M3, N4, 15 are non-negative coefficients of the criterion setting, which set the

relative priority of its components. In this case, it is advisable to assume that 7, +77, + 175 +177, +15 =1. The

parameter & > O is a regularization constant, which is introduced into the denominators of the normalizing fractions
to preserve the correctness of the criterion calculation in cases of zero or close to zero value of the corresponding
normalizing quantity. The value & is selected significantly less than one after normalizing the components of the
criterion, so that it does not affect the preference order of permissible restoration actions.

Criterion ®(t) (37) combines five components: the relative duration of recovery, the level of the recovery

incompleteness in the critical part of the data, the energy resource consumption of the mobile platform, the proportion
of elements of deferred recovery and the time distance of the selected control copy. This construction is consistent
with modern approaches, within which the effectiveness of data recovery is assessed taking into account time costs,
the load caused by logging, the localization of the recovery area and the completeness degree of data return to use
[10], [17], [19], [20].

Then the problem of constructing the smallest sufficient recovery action takes the form:

(x°(t), yo(t), ho(t), d°(t)) = arg min D(t). (38)
h,d)ew (t)

The solution to problem (38) determines the recovery action that, glven the current state of post- failure data
disruption, available control copies, available change log records, and current resource constraints of the ISMP,
ensures the shortest relative duration of returning the critical part of the data to correct use with the selected balance
between time, energy, and data version indicators.

Thus, a set of admissible recovery actions is constructed through the formal specification of the choice of the
control copy, change log records, immediate and deferred recovery elements according to formula (21), a system of
constraints according to formulas (22)—(36), and a selection criterion according to formulas (37)—(38).

Rule for selecting the smallest sufficient restorative action and the algorithm for method
implementation

The constructed set of admissible recovery actions W(t) determines the area of possible solutions in the post-
failure mode of the ISMP. To complete the construction of the method, it is necessary to specify a rule for choosing
such a recovery action that ensures the shortest duration of returning the critical part of the data to correct use under
current resource constraints. In modern studies devoted to partial control storage, use of the change log and data
recovery in distributed environments, such a choice is associated with the simultaneous consideration of time costs,
the volume of recoverable changes and incompleteness of recovery after the completion of the current recovery action
[17]-[22]. This logic is the basis for further formalization.

Let an arbitrary admissible recovery action at a time t be represented by a tuple:

(1) = (x(t), y(t), h(t),d(1)). (39)

To select a recovery action, the following numerical indicators are assigned to each permissible action 7 (t)
(39):

— indicator of the recovery action duration: T (7z(t)) = O(t);

— indicator of incomplete recovery of the critical part of the data after the current recovery action:
L(ﬂ(t)) =Q(t);

— indicator of the energy resource consumption of the mobile platform for the recovery action:
E(z(t))=Z();

— indicator of the number of damaged elements in the critical part of the data for which immediate recovery

is provided in the current recovery action: U 7r(t) Z;{I h; ().

The indicator U (ﬂ(t)) determines the number of failed elements in the critical part of the data that are

included in the current recovery action as elements of immediate recovery.
To take into account the age of the selected control copy, the indicator is entered:
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M
A7) =D (t—7; X (1) (40)
m=1
Formula (40) determines the time elapsed from the moment of generating the selected control copy to the
current moment. A smaller value A(;z'(t)) corresponds to the use of a newer control copy.

For the post-failure mode of the ISMP, the determining requirement is that after the completion of the current
recovery action, the state of the critical part of the data remains within the permissible level of failure. For this purpose,

a threshold value L, (t) >0, is introduced that sets the largest permissible value of the indicator L(;z(t)) for the

current recovery cycle.

Then the set of recovery actions for which the residual disruption level in the critical part of the data does not

exceed the permissible value is defined as
Wy (t) ={7z(t) eW (1) | L(7(t)) < Ly (D)} (41)

Formula (41) identifies those permissible actions after which the residual level of disruption in the critical
part of the data does not exceed the set threshold.

Since in the post-failure mode individual indicators have different priorities, it is advisable to select the
smallest sufficient recovery action by sequential selection. This approach reduces the dependence of the result on the
precise adjustment of the coefficients and corresponds to the practice of constructing stable selection rules in recovery
and control storage problems [10], [18], [19], [21].

First, a set of actions with minimal residual failure is formed:

Wl(t)={7z(t)eW0(t)L(;z(t))= min L(/t’(t))}. (42)

7' (t)EW (t)
Among the actions of the set W, (t) , those with the minimum execution duration are selected:

Wz(t):{ﬁ(t)er(t)‘T(ﬂ(t))z min T(ﬂ'(t))}. (43)

' ()eWy (t)

Next, if there is more than one action left in W, (t) , selection is performed based on the minimum energy
resource costs of the mobile platform;

W, (t) = {ﬂ(t) eW,(t) ‘ E(z(t))= ﬁ'(t)”liv@ o E (ﬂ'(t))}. (44)

The next selection step takes into account the number of failed elements in the critical part of the data for
which the current action provides for immediate recovery:

W, (1) = {n(t) W (1)

If after this there is more than one action left in the set W, (t) , the final selection is made based on the
minimum time elapsed from the moment the used control copy was formed to the current moment:

7°(t) =arg ”(tl’)TEI\INI‘: o A(z(t)). (46)

Formula (46) means that, under other equal conditions, preference is given to the action that uses a control
copy with a shorter time elapsed from the moment of its formation to the current moment.

Separately, it is necessary to consider the case when none of the permissible actions of the set W (t) ensures
the fulfillment of the condition L(ﬂ'(t)) < Ly(t). In such a situation, the ISMP proceeds to the selection of the

action that, under the current constraints, ensures the lowest residual level of disruption in the critical part of the data.
For this, the rule of reserve selection is introduced:

x(ty=arg min [A4L(7(t))+ 4T (7(t))+ LE (7 (1)) - AU (z(t))], 7)

m(t)eW (t)
where 4, 4,, A3, 4, are the non-negative coefficients of the backup selection rule setting, which specify

U(z(t))= max U (72"('[))}. (45)

7' (t)eWs(t)

the relative priority of its components. It is advisable to set the ratio 4, ? A, ? A; and 4, ? A, so that the
minimization of the residual level of disruption in the critical part of the data retains priority even when there is no
action satisfying the condition L (7(t)) < Lo(t).
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Therefore, the actual selection rule at a time t takes the form:

{7 OO )
70 (t), W, (t) = 2.

The selected action ﬂ*(t) (48) completely determines the structure of the current recovery cycle. The
selected control copy number is determined by the formula:

M
m™(t) = > mx,, (t), (49)
m=1

where X; (t) are the components of the selected action z (t).
The set of change log entries used in the current recovery cycle is defined as:

J*(t):{jneuy;:l}. (50)
Let J”(t) contain Z (t) records and after sorting by fixation time it has the form
@) :{jnl, jnz,..., jnz(t)}’ Ty <Tpy <oor<Tpyy- (51)

Ordering (51) is required for correct re-application of the change log records accumulated after the selected
control copy was created.
The sets of elements in the critical part of the data for immediate and deferred recovery are given as follows,
respectively:
H™ (1) ={a e KW (1) =1},
. . (52)
D (t):{ai e K |d"(t) :1}.

For each element &, € H *(t) , an initial representation for restoration is first formed based on the selected
control copy:

Vi), iy =0,

where Yjq«r) Is the representation of the element a; in the control copy Cpx) -

Yimety:  Cim~) =1
7, (t)={ W (53)

Next, for each log entry jnZ eJ'(t), z=1...,Z(t),, a re-application operator is introduced to the

element @;:

On, (w), B n, = L
Fn (=10 5 o (54)

where w is the current representation of the data element; 0nZ is the operation recorded in the change log.

Then the result of restoring the element a; € H *(t) is determined by the composition:

Ri(t):Pinz(t)oPinz(t)-lo"'OPinl(yi(t))' (55)

Formula (55) defines the restored representation of a data element after sequentially applying all change log
records included in the current restore action.

Then the updated representation of the ISMP data after performing the current restore action is given by the
elements:

R, aeH (1),
i) =1y;(t), aeD(t), (56)
yi(®), xixi(®)=0.
Accordingly, the complete data representation after the current recovery cycle is complete has the form:

YO = (%@, O VR ). (57)
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To evaluate the result of the performed action, the vector of failure indicators is recalculated for each element

b ()= (4 OV .6 0. O) 69

where 4" (t), v;" (), & (t), £ (t) are determined by rules (4), but for the updated y;" (t).
Data element failure indicator after performing the current recovery action:

y) = L ,Uii(t) + Vii(t) + fii(t) +¢ ii(t) >0, (59)
0, 4 ®)+vi®)+& (t)+<(t)=0.

Integral assessment of the residual level of disruption in the critical part of the data:
N
)= xur . (60)
i=1

The quantity T"*(t) (60) directly characterizes the result of the current recovery cycle. If T (t) =0, then

the critical part of the data is returned to correct use within the current cycle. If T (t) > 0, then the recovery should
be continued in the next cycle.
In the general case, the accelerated recovery method is implemented iteratively. Let ¥ =0,1,... be the

recovery cycle number, and Y (") (t) be the ISMP data representation at the beginning of the rth cycle. Then the rule
for selecting the next recovery action:
72Z0(t) = H(Y(”(t),c, 3,100, r* ), ré (o), re(t),A(t)), (61)

where I1 () is the operator for selecting the recovery action according to the rules given in (41)—(48).
The update of the data representation after the rth cycle is given as:

YO @) =F (YO @), 7)), (62)

where F () is the data view update operator, implemented by formulas (52)—(57). The evaluation of the

result of the performed action after updating the data view is carried out by formulas (58)—(60).
The accelerated recovery process is completed when one of the conditions is met:

FEY() =0, or r=ry,, o W(YOW)t)=2, (63)
where I, is the maximum allowable number of recovery cycles; W (Y ) (t),t) is the set of allowable

recovery actions formed for the current data representation Y S (t).

Therefore, the algorithm for implementing the accelerated data recovery method in ISMP in the post-failure
mode includes the following stages:

— construction of the current data representation Y (") (t) and determination of the vector of failure indicators
b{" (t) and integral assessment T (t) (4), (5), (8);

— formation of the set of allowable recovery actions W (t) (36);

— formation of the set W, (t) (41);

— selection of the current recovery action s (t) (42)-(58);

— determination of the index of the selected control copy Cp. , the set of log entries J “(t), the sets H ™ (t)
and D" (t) (49)-(52);

— calculation of the updated data representation Y (r+D) (t) (583)-(57);

— evaluation of the result of the performed recovery action and checking the completion condition according
to formulas (58)—(63).

Thus, the construction of a method for accelerated data recovery in ISMP in post-failure mode has been
completed. The results obtained define a complete apparatus for selecting and performing a recovery action aimed at
quickly returning the critical part of ISMP data to correct use.
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Evaluating the developed method effectiveness
The evaluation of the method effectiveness is performed in discrete time on a finite set of post- failure data

disruption scenarios:
Q
= {O'q} ,
g=1

where o, is the gth scenario; Q is the number of scenarios.

q
Each scenario o is given by a tuple:

Oyq Z(Nq’Mq’ Lo, Py, Rq’Aq)’

where Nq is the number of data elements; M q is the number of available control copies; Lq is the number
of available change log entries; Pq is parameters of post- failure data disruption; Rq is the vector of available ISMP
resources; Aq is allowable recovery duration.

For each scenario Oy the initial level of critical data failure is determined by the formula:

ro=T(t),

where tg is the initial moment of recovery in the scenario oy -

The result of executing the method in the scenario o, is given by the sequence of recovery actions:

I, = {ﬁér)}io ,

is recovery action on the rth cycle; Iy is the final cycle number in the scenario Oy -

Such a representation allows to perform a single comparative assessment for all considered recovery methods
under the same conditions of post- failure data disruption.
To confirm the effectiveness of the proposed method, it is advisable to consider four recovery methods

applied to each scenario Oy € N

where ﬂér)

— Y, is the recovery of the critical part of the data using the closest control copy in time without re-
application of the change log;

— Y, is the recovery using the control copy with subsequent re-application of the entire available fragment
of the change log related to the critical part of the data;

— Y5 is the recovery of only the failed elements in the critical part of the data without optimizing the choice
of the recovery action;

— Y, is the recovery using the proposed method of accelerated data recovery, in which the recovery action
is selected according to formulas (42)—(48).

Comparison Y;— Y, allows to assess the impact of choosing the smallest sufficient recovery action on the
recovery result.

For each scenario o, and for each recovery method Y, U= 1,2,3,4 the recovery duration is defined as

fqu
T =208, (64)
r=0

where @éru) is the duration of the rth recovery cycle; r;u is the number of the final cycle.
The sign of successful recovery in the permissible interval:

1, T: =0AT, <A,
Sw=y, o T (65)
0, otherwise.
where Fgu is the residual level of disruption in the critical part of the data after the recovery is complete.

The amount of data read and transferred during recovery is determined as:
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r;u
b
Voo =2 80,7, (66)
r=0

where ggu(r) is the amount of data transmission and reading on the rth cycle.
The integral energy costs of recovery are determined explicitly

&
—(r
Eqw =2 E40 (67)
r=0
where Eé{,) is the energy consumption in the rth cycle.
To compare the recovery methods across the entire set of scenarios, the average values of the indicators are
used:
- 1 = 1 -1 = 1
Tu:_quu’ Su:—ZSqu, Vu:_zvqu' Eu:_quu' (68)
Q q:l Q q:j_ Q q:l Q q:]_

The computational study was performed in a simulation environment [23], the values obtained by the
indicators (64)—(68) are given in [24] and in Fig. 1-4. The comparison was performed for four recovery methods Y

-Y,.
The best results were obtained for the proposed method Y, : the average recovery duration is 9.85, the

proportion of successful recoveries is 0.620, the average amount of returned data is 627.84, the integral energy costs
are 349.02, and the residual disruption of the critical part of the data is 0.131.

Compared with the method Y5, the method Y, reduces the average recovery time by 28.6%, the energy
resource consumption by 20.5%, the residual level of critical data disruption by 72.3%, and increases the proportion
of successful recovery completion from 0.229 to 0.620. Compared with the method Y, , the reduction in the average
recovery time is 62.1%, the volume of data transmission and reading is 50.6%, the energy resource consumption is
66.0%, and the residual level of critical data disruption is 54.4%. Compared with the method Y, the residual level

of disruption is reduced by 85.2%, and the average recovery time is 27.8%.
Fig. 1 shows the dependence of the average recovery time on the proportion of critical data failed elements.
For all methods, with an increase in the fraction of the disruption, the duration of recovery increases, but in the entire

studied range, the method Y,. retains the lowest values. For a fraction of 0.10, the average duration of recovery for
Y, is 6.62, while for Y5 itis 9.95, for Y; itis 9.37, for Y, it is 18.49. For a fraction of 0.58, the corresponding

values are 13.27, 17.66, 17.92 and 33.49. Therefore, with an increase in the scale of the post- failure disruption, the
advantage of the proposed method is preserved.

%}
<

]
wn
1

L

0.1

—_
wn
L

Average recovery duration
P )
? (e=)

0.2 0.3 0.4 0.5 0.6
Fraction of failed elements in the critical part of data
[ —— Yl —_ Yz — Y3 —= Y 4 ]

Fig. 1. Dependence of the average recovery duration on the fraction of failure

Fig. 2 shows the change in the average residual disruption in the critical part of the data depending on the
depth of the change log. For all methods, with increasing log depth, an increase in residual disruption is observed,
which is associated with an increase in the volume of changes that must be returned into the working state after the

control copy. At the same time, the curve for Y, remains the lowest in the entire range: for a log depth of 20, the
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average residual disruption is 0.117, and for a depth of 120 it is 0.145. For the method Y, , these values are 0.259

and 0.315, for Y5 they are 0.424 and 0.520, for Y, they are 0.801 and 0.963. This confirms that with an increase in

the volume of post-control changes, the proposed method better keeps the critical part of the data within the limits of
correct use.

—
(=)

o
il

1

o
i

20 40 60 80 100 120
Amount of change log entries

Average level of residual disruprion

["' T, - 1 RERE -1, J

Fig. 2. Dependence of the average level of residual disruption on the number of change log entries

Fig. 3 shows the dependence of the proportion of successful completion of recovery on the level of available
ISMP resource. For all methods, the value of this indicator increases with an increase in the available resource. This

is most clearly observed for the method Y , : from 0.159 at a resource level of 0.35 to 0.976 at a level of 1.00. For the
method Y5, the corresponding values are 0.063 and 0.317, for Y, it is 0.000 and 0.349, and for Y, within the

studied scenarios, successful completion of recovery was not recorded. Therefore, with an increase in the available
resource, the proposed method provides the greatest increase in the proportion of successful completion of recovery.

21.0
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@]
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-
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Fig. 3. Dependence of successful recovery completion fraction on the level of available resources

The results show that the proposed method has an advantage over the basic recovery methods in terms of a
set of key indicators. This advantage is conditioned by the choice of the smallest sufficient recovery action, which is
formed taking into account the available control copies, change log records and current resource limitations of the
ISMP. In methods that use only a control copy or the entire available fragment of the change log, recovery covers the
excess amount of data and service records. In the proposed method, recovery is limited to only those data and change
log records that are required to return the critical part of the data to correct use. This is what explains the reduction in
the duration of recovery, the amount of data transfer and reading, energy resource consumption and the level of
residual disruption of the critical part of the data.

Comparison with Y; shows that using only a control copy does not provide an acceptable level of
performance in the post-failure mode of the ISMP. This method is characterized by a moderate recovery duration, but
leaves the greatest level of disruption in the critical part of the data, since it does not compensate for the changes

accumulated after the formation of the control copy. Therefore, even with a relatively short recovery duration, it does
not ensure the successful completion of the recovery in an acceptable time interval.
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Comparison with Y5 is the most indicative, since this method is already focused on the critical part of the

data. However, Y5 lacks an optimized choice of recovery action. As a result, recovery is performed only for the
failed elements without consistent consideration of the selected control copy, change log entries, and the time costs of
the current cycle. This provides better results than in Y; and Y, , but is inferior Y, in all key indicators.

It is worth noting the stability of the proposed method to the complexity of the scenarios. As shown in Fig. 1
and Fig. 2, with an increase in the share of failed elements in the critical part of the data and the number of change log

entries, the values of all indicators change naturally for each of the methods. However, the variant Y, retains the best

or closest to the best values of the indicators in the entire studied range. This indicates that the construction of the
smallest sufficient recovery action provides better adaptability to the growth of the scale in post-failure data disruption.
The dependence given in Fig. 3 shows another important property of the method. With an increase in the

available ISMP resource, the share of successful recovery completion for Y, grows significantly faster than for the

basic methods. This means that the proposed method more effectively converts the additional resource into an increase
in recovery efficiency. In the applied aspect, this property is important for ISMP, where the resource often changes
abruptly and must be used within a short interval with maximum performance.

Therefore, the results of the computational study confirm that the proposed method of accelerated data
recovery in ISMP in post-failure mode provides shorter recovery duration, smaller amount of data transmission and
reading, lower energy resource consumption and lower level of residual disruptionin the critical part of the data, and
also increases the proportion of successful completion of recovery in the permissible time interval compared to the

basic methods Y;—Y5.

Conclusions

The article solves the problem of developing a method for accelerated data recovery in ISMP in post-failure
mode, focused on the rapid return of the critical part of the data to correct use based on the available control copies,
change log records and current ISMP resource limitations. A formal representation of post-failure data disruption is
constructed, a critical part of the data, a set of control copies and a change log are specified, and a set of permissible
recovery actions is formed, each of which is determined by the choice of a control copy, a change log fragment, the
composition of immediate recovery data and the composition of deferred recovery data.

A rule for selecting the smallest sufficient recovery action and an algorithm for implementing a method,
which in a post-failure mode ensures a reduction in the duration of returning the critical part of the data to correct use
under the current resource limitations of the mobile platform, has been developed. Model studies have shown that the
proposed method has an advantage over basic recovery methods in terms of recovery duration, data transfer and
reading volume, mobile platform energy resource consumption, the level of residual disruption to the critical part of
the data, and the proportion of successful recovery completion within the permissible time interval. This confirms the
feasibility of using the developed method as a separate means of maintaining the survivability of the ISMP at the data
level.

The scientific novelty of the results obtained lies in the fact that the approach to data recovery in ISMP in the
post-failure mode has been further developed by formalizing the smallest sufficient recovery action, which is
determined by the joint choice of a control copy, a fragment of the change log, the composition of the data for
immediate recovery and the composition of the data for deferred recovery, taking into account the current resource of
the mobile platform and the requirement of a quick return of the critical part of the data to correct use, as well as by
developing a formal representation of a post-failure data disruption through failure indicators, a critical part of the
data, a set of control copies and a change log and developing a rule for selecting a recovery action, which ensures a
consistent consideration of the recovery duration, the residual level of the critical part of the data failure, energy
resource consumption and the number of elements for which immediate recovery is provided in the current action.

The practical significance of the results obtained lies in the possibility of using the developed method in on-
board and distributed ISMPs, where after a data failure it is necessary to restore a critical part of the information basis
of functioning in a short time interval without going to a full recovery of the entire data set.

It is advisable to associate the prospects of further research with the extension of the method to multi-node
data restoration in a distributed ISMP, taking into account several simultaneous sources of post-failure disruption and
developing adaptive rules for selecting recovery actions under varying rates of change-log entries and variable
availability of mobile platform resources.
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Biramit TKAYOB, Irop PYBAH

XapkiBchKHil HAIlIOHABHIN YHIBEPCUTET PaIioeNeKTPOHIKH

METO/ IPUCKOPEHOI'O BIIHOBJIEHHS JAHUX B IHOOPMALUAHIIA
CUCTEMI HA MOBLIbHIN IJIAT®OPMI B NICJISIBIIMOBHOMY PEKUMI

Y crarTi po3rnsgaeTsca npobnema rpyUckopeHOoro BiHOB/ICHHS AaHuX B iH@OPMAaLiviHiv cucTemi Ha MOGIbHIV niaTgopmi
(ICMI) y niicnsaBapiviHomy pexviMi, AKTYasIbHICTb AOC/TIAKEHHS BUILIMBAE 3 TOO, LUYO 1iC/1sS aBapiviHoro 36010 ganmux 8 ICMI1 suHukae
HEOOXIAIHICTL SKOMOra LWBHAWE BIAHOBUTU KPUTUYHY YacTuHy AaHuX [O HAJIEXHOIO BUKOPUCTAHHS, BPaxoBytoyn OOMEXeEH]
0BYNCTIIOBA/IbHI, MEPEXEBI Ta EHEPrETUYHI pecypcu. MeTor poboTn € po3pobka METOLY NMPUCKOPEHOrO BiHOB/IEHHS AAHUX, KM
17iC159 36010 faHux 336€3reYye BUOID HANMEHLLIOI JOCTaTHBOI Aii BIAHOB/IEHHS Ha OCHOBI KOHTPO/IbHOI KO Ta XXYpPHAasTy 3MiH [ CKOpOYyE
TPUBAJTICTb TOBEPHEHHS KPUTUYHOI YacTuHN AaHNX A0 MPaBuiIbHOrO BUKOPUCTaHHS 3a MOTOYHUX peCypcHux obmexeHs ICMII. Y
PO6OTI YOPMAE/II30BaHO I1IC/ISaBAPIVIHE BIAHOB/IEHHS AaHuX 3a AOIOMOIol Habopy €/1EMEHTIB JaHuX, IHANKATOPIB 36010, KpUTUYHOI
YacTuHu JamHux, Habopy KOHTDOILHUX KOM Ta JXypHasy 3MiH. [106y[0BaHO HaGIp AOMyCTUMUX iV BIHOB/ICHHS, B MEXaX SKOro
KOXHA fi5] BUSHAYAETBCS BUOOPOM KOHTPO/ILHOI KOIH, (YPArMEHTa KyPHaITY 3MiH, CK/IA0M AaHUX HErauHOro BiIHOBIIEHHS Ta CK/IaA0M
AaHnX A/15 BIKIIAAEHOrO BiAHOB/IEHHS. PO3pO6/IEHO NPaBmsio BUOOPY HAUMEHLLIOI AOCTaTHLOI il BIAHOB/ICHHS Ta a/IropyTM pearsizalii
MeTohYy, SKWA BPAXOBYE TDUBAJICTL BIIHOB/ICHHS, DIBEHb 3a/MLLKOBUX [1OPYIIEHE KPUTUYHOI YacTuHU [aHux, CriOXUBaHHS
EHEPropecypciB Ta KiIbKICTb €/1eMEHTIB, /19 SKUX [1EPEAOAYEHO HErauHe BIAHOBIEHHS B [IOTOYHIM Ail. 3a pesysbraramm
OBYNCIIHOBA/IBHOIO JOCTTIKEHHS BCTAHOB/IEHO, LLO 3arpPOIOHOBaHM METOA MAE IEPEBAry Hal 6a3oBuMMU METOAAMH BIJHOB/ICHHS 33
TPUBAJIICTIO BIIHOB/IEHHS], OOCSIOM NEPEAAY Ta 34YNTYBAHHS AGHNX, CIIOXNBAHHSIM EHEPrOPECYPCIB, PIBHEM 3a/MLLIKOBUX OPYLLEHS
KPUTUYHOI 4acTuHu A3HNX Ta YaCTKOKO YCITILLHOIO 3aBEPLUEHHS BIAHOB/IEHHS MPOTSIIOM MPUUHATHOIO IHTEPBA/Y Yacy. llpaktunyHe
3HAYEHHSI OTDUMAHUX PE3y/IbTaTIB MO/ISrac B rpyAaTHOCTI METOLY A/1 BUKOPUCTaHHS B 60pToBux Ta posnogineqnx ICMI, ge nicis
aBapiviHoro 3600 faHux HEOOXIAHO BIAHOBUTU KDUTUYHY YaCTUHY IHGOPMALiviHOI 6a3u 4715 po6OTy [IPOTSrOM KOPOTKOrO IHTEPBA/TY
4acy, He ePexoisaum 4O MOBHOIO BiIHOB/IEHHS BCLOro HAb0Py AaHUX..

Kto4oBi  cnioBa:  iH@opMaLiviHa cuctema Ha MOGIIbHIM 171aT@OopMi; riCISaBapiviHmi pexuM; BiHOBIEHHS AaHNX;
KOHTPOJIbHA KOS KUBYYICTb.
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