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AN INTEGRATED KPI FRAMEWORK FOR
ORGANISATIONAL INFORMATION
SYSTEMS: MAPPING SEVEN GOVERNANCE -
LEVEL METRICS TO ISO/IEC 25010:2023
ATTRIBUTES

Information systems have become strategic organizational
assets, but classical success literature in the field of information systems
offers qualitative models without predetermining which measurement
attributes implement each dimension. This article proposes an integrated
framework of key performance indicators (KPIs) that bridges this gap by
mapping seven new government - level indicators to a vocabulary of
measurement attributes taken from the ISO/IEC 25010:2023 standard.
The subject of the study is an integrated framework of key performance
Iindlicators (KPIs) for evaluating organizational information systems at the
government level. The purpose of the study is the group of organizational
information systems along with their dimensions of quality, success, and
risk in private and public sector deployments. The aim of the paper is to
formulate, justify and formulate an integrated framework that maps seven
governance - level metrics: Organization - Wide Effectiveness (OWE),
Decision Lag (DL), Artificial Intelligence Adoption (AIA), Management
Attention Index (MAI), Executive Engagement Score (EES), Risk Response
Compliance (RRC) and Risk Mitigation Response Rate (RMAR) — to 25
measurable quality attributes taken from the ISO/IEC 25010:2023
standard. Mapping or suggesting dependencies is done using 37 literature
- based dependency links. To achieve this goal, the paper addresses the
following tasks:

e 70 organize classical information systems success theory,
technology acceptance models and contemporary key performance
indicator (KPI) hierarchies into a single conceptual vocabulary.

e To define the seven governance - level metrics in a form that
/s ready to be measured using variables observable from organizational
data.

e Build an explicit dependency mapping between the seven
metrics and the 25 characteristics of ISO/IEC 25010:2023.

e Formulate sector - specific weighting profiles for private and
public sector deployments; and specify a three - stage empirical validation
plan.

As a result of the study, a literature - based framework is
presented that combines classical information systems success theory with
contemporary constructs of Al adoption, management engagement, and
project risk governance. The framework is implemented using a three - tier
architecture, produced for both private and public sector deployments. The
framework s illustrated using a use case diagram and a customer journey
map, and Is based on a life cycle interpretation of risk metrics based on a
defect profile. A three - stage empirical validation plan (Delphi panel, case
implementation, and cross - sector Partial Least Squares Structural
Equation Modeling: PLS - SEM survey) is proposed for further research.

Keywords: information systems success; KPI framework;
ISO/IEC 25010:2023; AI adoption; executive engagement; risk
management; DeLone and McLean model; defects - profile life cycle.

Introduction

Information systems (IS) have evolved from operational
support tools to strategic assets that shape organizational
competitiveness, service quality, and evidence - based decision -
making [2, 3, 14]. Despite four decades of research on IS success,
a significant proportion of IS projects still fail to deliver the
expected business value [9], revealing IS implementation as a
socio - technical task whose success depends on the alignment of
people, processes, and technology. Organizations routinely
evaluate IS through three different lenses, and they misapply each
of them. The first is the efficiency lens: relying on cost and
schedule lag measures rather than actionable performance
measures. The second is the financial rigor lens: treating
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mathematical estimates of return on investment as if they were objective guarantees of future value. The third is the
contextual fit lens: the application of private sector benchmarks to public sector realities, while ignoring the
accountability, budget, and citizen service obligations that govern public sector IS.

This article addresses two interwoven gaps in the literature. First, canonical information systems success
models [2, 3] describe quality dimensions without specifying which measurable attributes implement each dimension.
Second, recent constructs relevant to contemporary information systems governance—including the adoption of
artificial intelligence, managerial mindfulness, managerial engagement, and risk response compliance—have entered
the discourse of practitioners without a formal mapping to the existing vocabulary of quality attributes defined by
ISO/IEC 25010:2023 [1].

The contribution of this work is an integrated KPI framework that:

(a) Combines financial, engineering, and managerial - behavioral metrics.

(b) Defines seven new governance - level metrics in a measurement - ready form.

(c) Constructs a literature - based dependency mapping between these metrics and 25 measurable quality
attributes.

(d) Formulates sector - specific measurement priorities.

Literature review

This section reviews the body of work on which the proposed framework is based and identifies the gaps that
drive it. The review is structured along a diagnostic trajectory: it begins with the long - standing distinction between
efficiency and effectiveness, traces the boundaries of canonical models of success in information systems, and then
moves to four contemporary fronts—AIl adoption, data quality and decision latency, management engagement and
risk management, and sector context. Each has accumulated significant evidence beyond 2023 that classical
information systems assessment has not yet captured. The literature is drawn from canonical information systems
sources, the ISO/IEC 25010:2023 standard [1], and a focused group of recently published studies that apply these
constructs in a measurement - ready manner.

From Efficiency to Effectiveness in IS Assessment. The IS assessment literature has made a fundamental
distinction between efficiency — doing things right — and effectiveness — doing the right things. Efficiency captures
input - output relationships, resource utilization, and minimizing operating costs. Effectiveness captures the extent to
which goals are achieved, the quality of results, and the fulfillment of strategic intent. Measuring activity without
measuring results is the fastest way to organizational sub-optimization [22]. Recent research on performance
measurement systems reinforces this distinction: integrative models of performance measurement system (PMS)
assessment systemize dimensions and criteria in the literature [27]; nineteen specific barriers to performance
measurement system effectiveness were identified and assessed against a well - established PMS in light of selected
development goals [28]. Recent reviews of enterprise performance under Industry 4.0/5.0 [29] show that current PMSs
overemphasize technological advancement and economic efficiency at the expense of human - centric and
sustainability dimensions. The bibliometric mapping by Kapse et al. [30] confirms that KPIs and Key Risk Indicators
(KRIs) are routinely integrated. The industrial case study in [31] shows how 22 standard KPIs deployed via a Power
Bl dashboard yield measurable gains in decision speed and consistency; and the empirical work in [45] confirms that
strategic planning only translates into financial performance when implemented using well - defined metrics.

Classical IS - success models and their limitations. The DeLone & McLean (D&M) model [2] identified six
interrelated dimensions: system quality, information quality, usability, user satisfaction, personal impact, and
organizational impact. The updated model [3] added service quality and incorporated personal and organizational
impacts into net benefit. Seddon [13] separated perceived benefit from actual use; Peter et al. [14] unified the concept
of organizational impact. Despite extensive validation [15, 16], the canonical models have a structural limitation: they
describe qualitative dimensions of success but do not specify which measurable attributes embody each dimension.
Recent empirical applications make this gap apparent. A modified D&M model applied to learning management
systems [25] found that two of the nine standard relationships hypothesized were meaningless for the population
surveyed, suggesting that the abstract dimensions are not sufficiently indicative for practical measurement and need
to be re - anchored with feature - level instruments. A study on ChatGPT acceptance among students [26] also extends
the D&M model with PLS - SEM analysis but again must add new constructs to make the model measurement - ready.
There is therefore an urgent need to bridge qualitative D&M dimensions with the vocabulary of quantitative features
defined in ISO/IEC 25010:2023 [1].

Technology acceptance and Al adoption. The Technology Acceptance Model [4] and the Unified Theory of
Technology Acceptance and Use [5] remain the dominant lenses for adoption. The post - 2023 literature has extended
these models to the contexts of Al and generative Al. Park Woo [10] showed using a Korean business survey of 300
employees that effort expectancy and social influence significantly drive generative Al adoption; Simeon et al. [11]
validated a combined Technology Acceptance Model - TAM/ Unified Theory of Acceptance and Use of Technology
2 (UTAUT2)/PLS - SEM model in Small and Medium-sized Enterprises - SMEs; Chen et al. [19] demonstrated that
understanding and trust mediate adoption intention. Comprehensive bibliometric [18] and thematic [17] reviews of
workplace Al adoption have examined influencing factors and outcomes up to 2024.
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Evidence from MDPI beyond 2023 sharpens the picture: Blaskas et al. [32] applied TAM, UTAUT - 2 and
PLS - SEM to 297 stakeholders in the Greek banking ecosystem and showed that adoption motivations differ markedly
between bank employees, digital professionals and the general public. Wang [33] empirically links Al technology
adoption to organizational decision - making effectiveness, with senior management support, perceived usefulness
and perceived ease of use being significant drivers — directly driving the treatment of AIA as a measure linked to
decision latency and management attention. Despite this rich empirical base, the literature still lacks a formal mapping
between the pace and depth of Al adoption and a structured KPI hierarchy at the management level [9].

Data quality, timeliness, and decision latency. Wang and Strong [7] identified timeliness as a top - tier data
quality dimension alongside accuracy, completeness, and consistency. Erlinger and Voss [20] reviewed current tools
for measuring data quality; IBM [21] directly linked old or incomplete data to decision delay and financial exposure.
Recent comparative reviews significantly deepen the foundations: the framework comparison in [34] systematically
maps Total Data Quality Management - TDQM, I1SO 8000, ISO 25012, IMF DQAF, BCBS 239, World Health
Organization Data Quality Assessment - WHO DQA, and Attributable, Legible, Contemporaneous, Original, Accurate
(data-integrity principles) - ALCOA+ to a common dimension vocabulary. The parallel review in [35] integrates the
Findable, Accessible, Interoperable, Reusable (data-management principles) - FAIR principles with the ISO/IEC
25000 series. Melner [36] addresses the perceived - actual gap using an automated DQM framework with over 100
assessment tools. In Industry 5.0 environments, the recent treatment in [37] characterizes poor data quality as a factor
affecting operational decline and decision - making, while the industrial data quality pipeline in [38] implements
continuous monitoring of accuracy, completeness, consistency, and timeliness on real 10T sensor data, demonstrating
that the four canonical dimensions are operationally manageable in real - time environments.

Executive engagement, risk management, and IT governance. Rockart [8] presented critical success factors
through a study of managers’ information needs. Ali et al. [9] provided meta - analytic evidence that senior
management support is among the strongest predictors of information systems project success. The Project
Management Institute [6] formally defines risk response planning and monitoring. Testorelli et al. [23] propose a
holistic framework for creating value for risk in a project. Omar et al. [12] provide empirical evidence that risk
practices aligned with the PMBOK drive the success of agile projects. The post - 2023 evidence shows that these
factors translate into measurable governance structures. Akbar et al. [39] surveyed 408 IT professionals on ERP
projects in Pakistan and showed using Smart Partial Least Squares (statistical-modeling software) - SmartPLS, that
transformational leadership is positively associated with ERP project success, with change management mediating the
relationship. The study of IT service project success in [40] used regression, confirmatory factor analysis, and SEM,;
Tavares et al. [41] developed and validated the AGP risk management model on 1,868 European and Asian survey
responses, accounting for up to 76% of the variance in potential project risks. Almutairi [42] presented an Al - driven
decision support system for agile software project management. The MDPI Computers systematic review of IT
management [43] covers 380 articles (1999-May 2025), and the Platform Quality Measurement Study [24] confirms
that the ISO/IEC 25010:2023 sub - characteristics are practically measurable in terms of reliability, security, and
maintainability.

Sector context as a first - class determinant. A common approach throughout the literature is that the
appropriate weighting of evaluation metrics depends on the sector. Private sector deployments emphasize financial
flexibility, time - to - market, and competitive advantage; public sector deployments emphasize accountability,
transparency, regulatory compliance, and citizen service. The NIST Baldrige Program [22] frames this distinction at
the level of managerial accountability, while Peter and colleagues [14] recognize it as a mediator of development -
management relationships. Recent work by MDPI makes the specificity of the public sector measurable. Diaz and
colleagues [44] adapt the agile Scrum methodology to public administration contexts (Scrum@PA), explicitly
modeling additional quality assurance roles, transparency requirements, and citizen - stakeholder communication
channels. The comprehensive review in [46] demonstrates that digital transformation in the public sector improves
efficiency, citizen engagement, and government accountability, but also reveals risks of a digital divide that require
accountability - oriented metrics. The proposed framework incorporates the sector context as a first - order determinant
rather than an afterthought.

Synthesis: five gaps motivating the framework. The state of technology reviewed above leaves five
interrelated gaps.

First, an operational gap: canonical information systems success models [2, 3, 13, 14] describe qualitative
dimensions but do not dictate measurable attributes. Second, a contemporary structural gap: adoption of artificial
intelligence [10, 11, 17, 18, 19, 32, 33], management engagement [8, 9, 39, 40], and risk compliance governance [6,
12, 23, 41, 42] have not been formally mapped to the vocabulary based on quality attributes [1]. Third, a translation
gap: no accepted mechanism translates attribute - level measurement results into top - level outcomes that senior
managers can act on. Fourth, a currency gap: Current developments in generative Al, data quality automation [34, 35,
36, 37, 38], and Al - DSS in agile risk [42] challenge classical models [2, 3]. Fifth, a sectoral context gap: Generic
frameworks for assessing information systems fail to capture the structurally different accountability regimes of public
versus private deployments [22, 44, 46].

As a result of the review of research in the field, it can be argued that despite the extensive research that exists
in the field of information systems success and quality management, there is currently no integrated framework that
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maps a small set of governance - level performance indicators (KPIs) onto the standard vocabulary of quality
attributes. While incorporating contemporary Al/risk constructs and the sector context as top - of - mind concerns.

Purpose of the article

The purpose of this paper is to formulate, justify, and formulate an integrated framework of key performance
indicators (KPIs) for evaluating enterprise information systems. The framework is built by unifying financial,
engineering, managerial - behavioral, and user - centric metrics within a single architecture. It derives an explicit,
literature - based dependency mapping between seven governance - level metrics and 25 metric quality characteristics
taken from ISO/IEC 25010:2023 [1]; formulates sector - specific weighting profiles for private and public
deployments; and outlines an empirical validation plan through which the framework can be tested, improved, and
benchmarked over time.

To achieve this goal, the article addresses the following tasks:

. to systematize the existing IS - success models [2, 3, 13, 14, 15, 16, 25, 26], technology acceptance
models [4, 5], and KPI hierarchies (efficiency - oriented, effectiveness - oriented, KPI/KRI integrated) [27, 28, 30,
31] into a single, internally consistent conceptual vocabulary;

. to define seven new governance - level metrics — Organization - Wide Effectiveness (OWE),
Decision Latency (DL), Al Adoption (AlA), Management Attention Index (MAI), Executive Engagement Score
(EES), Risk Response Compliance (RRC), and Risk Mitigation Adherence Rate (RMAR) — in measurement - ready
form using variables observable from organizational data such as system - usage logs, risk registers, steering -
committee attendance records, project change requests, and decision - trace records;

. to construct an explicit dependency mapping between the seven metrics and the 25 ISO/IEC
25010:2023 measurable attributes [1], yielding 37 documented links each annotated with at least one supporting
reference;

. to articulate sector - specific weighting profiles for private and public deployments, with private -
sector deployments emphasizing DL and AIA [11, 32] and public - sector deployments emphasizing MAI, EES, RRC,
and RMAR [22, 44, 46];

o to specify a three - stage empirical validation plan covering Delphi expert review, case application
in contrasting public and private organizations, and a cross - sector PLS - SEM survey following the design
conventions of [10, 11, 32, 41].

Methodology

The framework was built through a conceptual design process with four main phases:

Phase 1 (Measure Definition) - The seven governance level measures were defined in a measurement - ready
form using the vocabulary of existing literature on information systems success and quality management. Each
measure was defined in terms of an observable organizational behavior or system state, making it a calculation from
data that organizations typically already collect .Phase 2 (Attribute Selection) - A vocabulary of 25 measurable quality
characteristics was taken from the ISO/IEC 25010:2023 standard [1], which replaces ISO/IEC 9126. The 25
characteristics span technical, flexibility - oriented, and user - facing dimensions of information systems quality .Phase
3 (Dependency Mapping) - For each of the seven new measures, the set of measurable characteristics whose quality
substantially drives the measure was identified through a conceptual analysis of the measure definition. Each proposed
dependency was then verified against recent literature, where possible, supplemented with canonical sources where
necessary. Sixteen academic sources were incorporated, yielding 37 dependency relationships. Phase 4 (Sectoral
Distinction) - The weights of the indicators were separated by sectoral context, comparing private sector priorities
(financial flexibility, time to market) with public sector priorities (accountability, budgetary control, service to the
citizen). The output is a conceptual framework; empirical validation is deferred to the program described in the section
on future research.

Proposed framework
Three - tier architecture. The proposed framework - a model, organized as a three - layer architecture (Figure
1). Layer 1 contains the 25 measurable quality characteristics taken from the 1ISO/IEC 25010:2023 standard, which
forms the tools. Layer 2 layer contains the seven new management and governance level metrics that serve as
measurement inputs. Layer 3 contains the outcomes of information systems success: net benefit and organizational
impact, user and task success, and governance status and risks. The dependency arrows flow downward, representing
the 37 literature - based relationships between the layers.
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Proposed Integrated KPI Framework: Three-Tier Architecture

TIER 1 - 25 MEASURABLE QUALITY ATTRIBUTES

Accuracy Availability Changeability Correctness Efficiency

Flexibility Functionality Interface Facility Integrity Interoperability
Maintainability Modifiability Performance Portability Reliability
Reusability Robustness Scalability Supportability Testability
Transferability Understandability Usability Visibility Security Level
] L 1 1 I
¥ ¥ ¥ ¥ hJ
‘ 37 literature-grounded dependency links ‘
T T T T T T T
1 4 + ' i I +
| I 1 1 I 1 '
TIER 2 -'MANAGERIAL /'GOVERNANCE!METRICS (DERIVED) ! ! ! !
¥ ¥ ¥ 4 ¥ 4 ¥
Organization-Wide Decision Al Management Executive Risk Response Risk Mitigation
Effectiveness Latency Adoption Attention Index Engagement Score Compliance Adherence Rate
v i ;
) 1 L
i 1 i
1 1 I
--------------------------------------------------------------- fommmmmmm==-
f
: , !
1 |
TIER 3 + IS SUCCESS OUTCOME
¥ ¥ ¥
Net Benefits & User & Task Governance &
Org. Impact Success Risk Posture

Financiol performance, productivity, public value Satisfaction, task completion, adoption depth Complionce, auditability, resifience

Fig. 1. The proposed three - tier KPI model. 25 measurable attributes from the ISO/IEC 25010:2023 vocabulary (Tier 1) aggregate
through 37 literature - grounded dependency links into seven governance - level metrics (Tier 2), which in turn drive IS - success
outcomes (Tier 3).

Seven new governance - level metrics. Organization - wide Effectiveness (OWE) captures measurable
benefit generated by the information system across the organization as a whole, rather than at the individual user level.
Decision Lag (DL) captures the time elapsed between the availability of data and the making of a management decision
based on that data. Artificial Intelligence Adoption (AlA) captures the rate and depth at which Al - based features of
the information system are actually used by the workforce. Management Attention Index (MAI) captures senior
management behavior, including time on improvement teams, decisions based on system data, and a culture of lessons
learned. Executive Engagement Score (EES) captures direct management involvement: sponsorship, steering
committee presence, and decisions attributable to information system output. Risk Response Compliance (RRC)
captures adherence to planned risk responses over time. Risk Mitigation Response Rate (RMAR) captures the portion
of planned mitigation actions that are implemented on time and in full throughout the project lifecycle.

Dependency mapping. The seven metrics are linked to the 25 characteristics through 37 dependency links.
OWE depends on functionality, usability, understanding, efficiency, and visibility. DL depends on performance,
efficiency, availability, reliability, and accuracy. AIA depends on usability, understanding, functionality, accuracy,
interface, and visibility. MAI depends on visibility, accuracy, availability, understanding, and performance. EES
depends on visibility, functionality, usability, understanding, and accuracy. RRC depends on completeness, security
level, reliability, supportability, and testability. RMAR depends on maintainability, changeability, robustness,
correctness, changeability, and reliability. Each dependency is based on the literature. For example, Delon supports
the OWE - functionality relationship and McLean’s [2] premise that the impact of an organization depends on the
system’s ability to provide the required functions. The AIA - usability relationship is supported by TAM [4] and its
UTAUT extension [5], which is reinforced by recent empirical work [10, 11]. The RRC—security level relationship is
supported by ISO/IEC 25010:2023 security sub - characteristics [1] and by Project Management Body of Knowledge
(PMBOK _ risk response processes [6], reinforced by Omar et al. [12]. Wang and Strong’s data quality framework [7]
supports the DL-accuracy relationship.

As mentioned, the relationships described here are derived from the literature. In order to validate the
relationships, quantitative research is required to empirically strengthen and establish the relationships. Furthermore,
by conducting research, weights of the impact of the measuring indicators on the seven KPIs should be found.

Sector - specific priorities. Private sector deployments should give more weight to Decision Latency and Al
adoption, while maintaining the priority of financial flexibility and time to market. Public sector deployments should
give weight to the Management Attention Index, the Management Engagement Score, and the two Risk Resilience
Metrics (RRC and RMAR), while maintaining the priority of accountability, transparency, and citizen service.

Use case scenarios. To illustrate how the framework works in practice, Figure 2 shows six representative
actors and their interactions with the framework. The actors fall into two groups: governance - oriented stakeholders
on the left (CIO, CFO, steering committee) who define and control the framework, and operational stakeholders on
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the right (IT operations manager, quality and risk auditor, end user/department head) who provide, validate, and
consume measurements. Three illustrative scenarios anchor the diagram. In Scenario 1 (CIO - driven framework
instance creation), the CIO defines and weights the seven governance metrics and sets sector - specific priorities; the
steering committee approves the instance creation; the IT operations manager defines the data intake from logs and
surveys. In Scenario 2 (CFO - led financial review), the CFO reviews the net benefit versus the total cost of ownership
(TCO), relying on OWE and DL outputs calculated by IT operations and validated against the 25 ISO/IEC 25010:2023
characteristics by the quality and risk auditor [1]. In Scenario 3 (Audit - driven risk evidence), the auditor reviews the
RRC-RMAR evidence path, end users provide user satisfaction feedback that feeds into the OWE metric.

Use Case Diagram — Integrated KPI Framework system

Define / weight 7
governance metrics O Strategic / governance

Review Net Benefits
against TCO
. . ) Set sector-specific
(Chief Information Office ' priorities (private/public)

Approve framework
| instantiation
v A Compute Decision

O Measurement (7 metrics)

O Data / output

s >0

/ IT Operations
Manager

Latency (DL)

Audit RRC / RMAR
evidence trail

// Quality &
Risk Auditor
Track Al Adoption
depth (AIA)
Monitor Risk
Compliance (RRC, RMAR

Validate 25 ISO/IEC
25010 attributes
Steering Subrlzé);er‘;sansfa(non End User /
Committee eckhack (OWE) Department Lead

Generate executive
dashboard
Ingestdata from
logs / surveys

Fig. 2. Use case diagram for the integrated KPI framework. Six stakeholders: CIO, CFO, Steering Committee, IT Operations Manager,

Quality and Risk Auditor, and End User / Department Lead — interact with the framework through twelve representative use cases
organized by tier (strategic / governance, measurement, and data / output).

2
m>—|'()
o

(Chief Financial Officer)

>0

Customer journey. Beyond the synchronous view of actors and use cases, the adoption of the framework by
the organization unfolds diachronically over five stages, summarized in Figure 3. The journey map traces five paths—
actions, touchpoints, pains and risks, gains, and metric focus—against the five stages, and covers a sentimental
trajectory.

Stage 1 (Discovery) - begins when a CIO or steering committee identifies a measurement gap and comes
across this paper through conferences, peer recommendations, or industry forums. Stage 2 (Diagnosis) - is the friction
point of the journey - sentiment drops as the organization grapples with data scattered across silos, confidentiality
constraints, and tool mismatches, while a Delphi panel of 8 - 12 experts conducts a gap analysis workshop and selects
the appropriate sector profile. Stage 3 (Pilot) - implements one or two metrics in one business unit using a Bl dashboard
MVP for six months. Stage 4 (Full Adoption) deploys all seven metrics across business units; the manufacturing
dashboard goes live; the CFO can finally see the net - benefit - versus - TCO relationship directly.

Stage 5 (Refine) reweights metrics, integrates Al - powered decision support [42], extends to hybrid
organizational forms, and exposes the framework for peer benchmarking using an open data set. The journey map
presents two practical insights: The diagnostic phase is where most adoption attempts get stuck, because the
measurement infrastructure - not conceptual clarity, is the compelling constraint; and creating instances in stages that
start with OWE and DL and gradually incorporate the remaining metrics reduces the cognitive and instrumentation
burden on the adopting organization.
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gap; shared prioritised movement; faster sees Net Benefits benchmarkable
vocabulary roadmap decisions vs. TCO link against peers
Awareness: OWE, DL DL, AIA All 7 metrics MAI, EES,
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>
time (typically 12-24 months end-to-end)

Fig. 3. Customer journey map for organizational adoption of the integrated KPI framework, showing actions, touchpoints, pains, gains,
metric focus, and a sentiment trajectory across five stages: Discovery, Diagnosis, Pilot, Full Adoption, and Refinement. Typical end - to -
end duration is twelve to twenty - four months.

Defects - profile life - cycle integration with risk metrics. The two risk - oriented metrics in the framework—
Risk Response Compliance (RRC) and Risk Mitigation Response Rate (RMAR)—are implemented in addition to the
Defect Profile Lifecycle (DPLC) approach proposed by Gordeev, Israel, and Kharchenko [47]. This work introduced
an Injection Need Assessment Model (INAM) that characterizes the distribution and evolution of defects across the
canonical stages of the software lifecycle—analysis, design, coding, testing, and operation—and provides a decision
mechanism for whether to inject a fix at each stage boundary. The central premise of DPLC is that defects are not a
static reservoir to be emptied, but a dynamic flow whose stage - by - stage profile carries actionable information about
where and when a remediation effort yields the greatest marginal benefit. RRC and RMAR are the natural
implementations of DPLC within the proposed framework. RRC measures the extent to which actual risk response
decisions made on a project match the responses recommended by the INAM decision set, given the defect profile
observed at each stage boundary; RMAR measures the proportion of INAM - determined mitigation actions that are
implemented on time and in full throughout the remainder of the lifecycle. RRC captures the quality of decisions;
RMAR captures the quality of execution. Both are calculated from data that organizations already collect through
defect tracking systems, change request logs, and code review records. The inclusion of the DPLC also clarifies the
dependency mapping: RMAR depends on Maintainability, Modifiability, Robustness, Correctness, Changeability, and
Reliability precisely because INAM injection decisions depend on whether the system can absorb the proposed change
without regression. RRC depends on Integrity, Security Level, Reliability, Supportability, and Testability because the
response policy must be auditable, maintain system functionality, and be verifiable through testing. A practical result
is that the framework supports a temporal view—not just a cross - sectional view—of risk: management can
distinguish between timely and late injection, and the time elapsed between the detection of a deviation and the
decision to inject becomes itself a measure of the decision latency in the risk response domain.

Discussion

Theoretical contribution. The model makes three theoretical contributions.

First, it closes the gap between the qualitative dimensions of classical information systems success models
[2, 3] and the quantitative vocabulary of characteristics of ISO/IEC 25010:2023 [1] by clarifying which characteristics
materialize which dimensions.

Second, it extends the Delon and McLean tradition beyond technical delivery and service benefit to include
contemporary governance concerns: adoption of artificial intelligence, managerial attention, and the discipline of risk
governance.

Third, it incorporates the sector context as a primary consideration, recognizing that private and public sector
organizations face different structural accountability regimes [22].

Practical implications. The model is intended for operational use. Each of the 37 dependency links can be
calculated from data that organizations typically already collect, such as system usage logs, risk logs, steering
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committee attendance records, and project change requests. Therefore, organizations can build the framework
incrementally, starting with the metrics most salient to their industry and expanding as the data pipeline matures.

Limitations. Three limitations should be acknowledged:

First, as noted, the dependency mapping is analytical rather than empirical; the 37 links represent expert
judgment based on literature, rather than directly tested causal claims.

Second, the framework refers to internal inter-organizational information systems and does not address inter-
organizational information systems, open data ecosystems, or platform economies. To address this limitation, a very
comprehensive study is needed, with different assumptions than the ones left for finding weights and empirically
validating the model.

Third, the distinction between sectors is binary (private versus public); hybrid organizational forms such as
government enterprises, public-private partnerships, and regulated utilities may require intermediate weighting
profiles, depending on the weights of the indicators and the results of statistical data analysis.

Future study

It should be emphasized that the present contribution is conceptual only. A three-stage empirical validation
plan for further research is proposed:

Phase 1 - an expert review using a Delphi panel of 8-12 researchers and information professionals. Panel
members will be asked to rate the plausibility of each of the 37 dependencies on a five-point Likert scale and
suggest additions or deletions. Convergence will be sought over at least three iterative rounds.

Phase 2 - a case study. The framework will be demonstrated in two contrasting organizations—one from
the private sector and one from the public sector—with each of the seven measures calculated from existing
organizational data over a three-month observation window. The case study results will examine the estimated
sector weights and the superficial implementation challenges.

Phase 3 - a cross-sector survey (target N = 200) designed to test the proposed sector weights using a partial
least squares structural equation model (PLS-SEM), following the design conventions of Park and Woo [10] and
Simion et al. [11]. The survey tool will implement each of the seven measures using organization-level items and
examine the hypothesized dependencies on the 25 measured characteristics.

Beyond validation, three extensions are expected: adaptation to hybrid organizational forms (government
companies, public-private partnerships), extension to inter-organizational information systems and platforms where
measurement boundaries differ, and development of an open dataset that allows for comparison of the performance
of the seven measures across sectors and geographic regions.

Conclusions

The paper establishes an integrated framework of key performance indicators (KPIs) that bridges three
previously separate research traditions - classical information systems success theory, technology acceptance, and Al
adoption literature, and strategic performance and risk management, governance research by mapping seven new
governance-level metrics onto a vocabulary of 25 metric quality characteristics taken from the ISO/IEC 25010:2023
standard. A review of the current scientific literature on information systems evaluation, Al adoption, data quality,
risk management, and sectoral context, including 22 studies recently published, revealed five interconnected gaps that
the proposed framework is designed to close.

The seven new governance-level metrics: OWE DL, AIA, MAI, EES, RRC, and RMAR—are not
independent constructs. Each is fully decomposable into a small, auditable set of measurable attributes, taken from
the vocabulary of the ISO/IEC 25010:2023 standard [1]. Meaning they can be calculated from data that is already
being collected and protected, with reference to the established success literature of information systems [2, 3].

The framework is presented as a three-layer architecture with 37 literature-based dependencies, illustrated by
a use case diagram and a customer journey map, and its risk metrics are anchored in a defect profile lifecycle
interpretation [47] that gives them a temporal — rather than just a cross-sectional — nature. The sector context shapes
the weight assigned to each metric: private sector deployments should give the most weight to “decision delay” and
Al adoption, while public sector deployments should give the most weight to “management attention”, “management
involvement” and the two “risk compliance” metrics.

True adoption, reflected in ongoing and visible managerial use of the system, remains the ultimate criterion
for the success of information systems. The proposed framework establishes a conceptual and methodological
foundation for further development of measurement-ready evaluation systems for organizational information systems,
with a three-stage empirical validation program (Delphi panel, case implementation, and cross-sector PLS-SEM
survey) outlined for follow-up research.
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Mapk I3BPAEJIb, BsiuecnaB XAPYEHKO

HarionansHUi aepOKOCMIYHHI yHIBEpCHTET «XapKiBChbKHII aBiallifHUN IHCTUTYT»

IHTETPOBAHUI fDPEﬁMBOPK KJIIOYOBHUX ITOKA3HHUKIB EPEKTHBHOCTI
JJISA OPTAHIBAINIMHUX IHOOPMAIIMHUX CUCTEM: BIJIOBPA’KEHHSA CEMU
METPUK PIBHSI KEPYBAHHS HA ATPUBYTH ISO/IEC 25010:2023

IH@OPpMALIiViHI cucTemMu CTarm CTPATENTYHUMM aKTUBAMK OPraHi3aLivi, ane KaacuyHa JIiteparypa 3 MMTaHe ycrixy B raaysi
IH@ODMAELIVIHNX CUCTEM TIPOIMOHYE SKICHI MOAENI 63 MONEPEAHBOIO BUHAYEHHS], SKI aTpUGYTH BUMIDIOBAHHS DEAS3YIOTh KOXEH
BUMID. Y UiV CTaTTi MpPOIMOHYETHCS IHTEMPOBAHa CHCTEMA KITIOHOBUX TOKa3HUKIB egekTusHocTi (KPL), sika ycyBae L0 poramHy
LL/ISIXOM 3ICTABJIEHHS CEMU HOBMX ITOKA3HUKIB yPSAOBOIo PIBHS 3i CIOBHUKOM atpubyTiB BUMIPIOBAHHS], B3STUX 3/ cTangapty ISO/IEFC
25010:2023. lpeameToM AOC/IAKEHHS € IHTEMPOBAHA CUCTEMA K/THOHOBUX ITOKa3HNKIB egpekTnBHOCTI (KPL) 4/15 OLIHKY OpraHi3aLiiinx
IH@ODMALIVIHNX CUCTEM HE YpPSAOBOMY DIBHI. METO AOCIMKEHHS € rpyna OpraHi3auiiHux [H@ODMAaLIiHNX CUCTEM pa3oM 3 iX
BUMIpaMu SKOCTI, YCrliXy Ta pU3NKY Mpy BIIPOBAKEHHI B MPUBATHOMY Ta AEPKABHOMY CEKTOpax. MeTor CTaTTi € QOpMy/IOBaHHS,
06rpyHTYBaHHS Ta QOPMYJIIOBaHHS IHTErPOBAaHOI CTPYKTYpH, KA BIAOOPAKAE CiM [TOKA3HUKIB PiBHS Yrpas/liHHS: E@exkTusHICTL B
macltabax Bciei opramizauii (OWE), 3atpumka npmiHaTTs piweHs (DL), BripoBafKkeHHs WTyYHOro iHTenekty (AIA), IHaekc ysarv
kepisHnytea (MAI), OuiHka 3a/y4eHocTi KepiBHUKIB (EES), BianoBiaHICTs pearysaHHs Ha pusnkn (RRC) 1a Koe@iLieHT pearyBaHHs
Ha riom ‘akweHHs pusnkis (RMAR) — 4o 25 sumiprosarHnx atpnbyTiB SKOCTI, B39Tvx 3f ctaHaapty ISO/IEC 25010:2023. BigobpaxkeHHs
abo0 rPorIoHyBaHHS 3a/IEXHOCTEN 34IMICHIOETLCS 33 AOMOMOror 37 JIITEPaTyPHUX 3B 'S3KiB 3a/1EXXHOCTEN. [/15 JOCSIHEHHS Lifei MET! B
CTartTl PO3I/ISAaI0ThCS TaKi 38BAAHHS:

*YII0pAAKYBATU KIACUYHY TEOPIHO YCITiXy IHGOPMAaLiviHuX CUCTeM, MOJET MPMIHSTTS TEXHO/IONU Ta Cy4acHi iepapxii
KIHOYOBUX ITOKa3HUKIB epekTuBHOCTI (KPL) B EANHMA KOHLENTYaIbHI CTIOBHUK.
eBU3HAYNTN CIM TTOKA3HNKIB PIBHS VIIPaB/iHHS Y (DOPMI, roTOBiY [0 BUMIDIOBAHHS 33 LOMNOMOIO 3MIHHUX, YO
CrIOCTEDPIratoThCS 3 OPraHi3aLIVIHUX AaHuX.
o[106yAyBaTH SBHE BIAOBPAXKEHHS 3a/IEXHOCTEN MK CIMOMA TOKa3HuKamu T1a 25 xapaktepuctukamu ISO/IEC 25010:2023.
eCohopmy/1108aTV CrieynidHi 4715 CEKTOPY rpo@isii 3BaXyBaHHs A/151 POIrOPTAHHS B PUBATHOMY Ta AEDKABHOMY CEKTOPaX;
7@ BU3HAYUTV TPUETAITHW 1/18H eMITIPUYHOI BasTigaLi,

B pe3y/ibTati JOC/IIKEHHS MPEACTABIEHO OCHOBY JIITEPATYPH, SKa IMOEAHYE KIACHYHY TEOPIIO YCriixy IHGOPMALIVIHUX cucTEM
3 CyHacCHUMU KOHLEMLISMU BIIPOBAMKEHHS LLII, 3a/1yHEHHS KEPDIBHULTBA Ta YIIPAaB/IiHHS pU3MKamMu rpoekTiB. OCHOBY peasli3oBaHo 3
BUKOPUCTaHHSIM TPUPIBHEBOI GPXITEKTYPH, CTBOPEHOI /15 PO3rOPTaHHs SIK Y MpUBATHOMY, TaK | B AEPKABHOMY cektopax. OCHOBYy
TIPOITIOCTPOBAHO 33 [OMOMOror fiarpamu BapiaHTIB BUKOPUCTAHHS Ta KapTy W/ISXY K/TIEHTE, | BOHa 6a3yeTbcd Ha IHTEDpeTauli
JKUTTEBOIO LMKITY TOKA3HMKIB PUNIKY H3 OCHOBI IPO@INio Ae@eKTIB. [/15 MOAA/bLIONO AOC/IKEHHS MPOIOHYETLCS TPUETAITHMA 1/1aH
emnipnyHOI Banigauii (naqes Delphi, BrpOBamKeHHS BaPIAHTIB BUKOPUCTAHHS T@ MIKIasly3€BE OrTyBaHHs PLS - SEM).

Kito4oBi ¢r10Ba. iHgopMauivina cucrema; pamka KiTE; ISO/IEC 25010:2023; BrpoBamxerHHs LUI; 3a/1yyeHicTe KepiBHULTBAE,
YPaB/IIHHSA pyaukamu,; Mogess Delone - Mclean, XuTTeBuI LK/ AeqeKTiB
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