INTERNATIONAL SCIENTIFIC JOURNAL

ISSN 2710-0766

«COMPUTER SYSTEMS AND INFORMATION TECHNOLOGIES»

https://doi.org/10.31891/csit-2026-3-14

Stepan IVASIEV

Associate Professor, Candidate of Technical
Sciences, and Associate Professor of the
Department of Cybersecurity, Faculty of
Computer Information Technologies,

West Ukrainian National University
https://orcid.org/0000-0003-2243-5956
isv@wunu.edu.ua

Received: 04/06/2026
Accepted:17/08/2026
Published:30/09/2026

© Copyright
2026 by the author(s)

This is an Open Access article distributed
under the terms of the Creative Commons
CC-BY 4.0

UDC 004.04

METHOD FOR LARGE INTEGER
FACTORIZATION BASED ON THE RESIDUE
NUMBER SYSTEM

The paper investigates the problem of factoring large integers,
which remains one of the fundamental challenges in modern number
theory and public-key cryptography. An analysis of the classical Fermat
factorization method is performed, and its computational bottlenecks
associated with repeated square computations and exhaustive iteration are
identified. To overcome these limitations, a modified version of the Fermat
method based on a recurrent computation of the difference of squares is
proposed. The proposed modification eliminates repeated exponentiation
operations by replacing them with incremental arithmetic operations,
thereby creating the mathematical foundation for the application of residue
number systems.

Based on the proposed modification, two novel factorization
algorithms are developed. The first algorithm employs a key-folding
mechanism in the Residue Number System, where sets of admissible
quadratic residues are generated for individual moduli and subsequently
combined according to the Chinese Remainder Theorem. This approach
provides a multistage algebraic filtering procedure that substantially
reduces the number of candidate values requiring verification in the
positional number system. The second algorithm introduces an offset-
lattice approach, in which the search process is transferred from the value
space to the iteration-index space. By constructing periodic sets of
admissible offsets for groups of moduli, the algorithm performs lattice-
based filtering and evaluates only those iterations satisfying all modular
constraints, significantly decreasing the number of expensive perfect-
square tests.

The computational complexity of the proposed algorithms is
analyzed and compared with that of the classical Fermat method.
Theoretical analysis demonstrates that both algorithms reduce the
effective search space through modular filtering, while the offset-lattice
algorithm additionally decreases the number of examined iterations by
exploiting the periodic structure of admissible offsets. Owing to the
independence of computations for different moduli, both algorithms
naturally support parallel implementation, making them suitable for
execution on multicore and distributed computing platforms.

Experimental studies performed on integers of various sizes
confirm the effectiveness of the proposed approaches. Compared with the
classical Fermat method, the developed algorithms reduce the number of
candidate checks and improve computational efficiency while preserving
the correctness of factorization. The obtained results demonstrate that
residue number systems, combined with key-folding and offset-lattice
techniques, provide a promising direction for accelerating the factorization
of medium-sized integers and may serve as a basis for further research on
high-performance modular factorization algorithms.

Keywords— integer factorization, Fermat factorization method,
Residue Number System (RNS), Chinese Remainder Theorem (CRT), offset
lattices, computational complexity, parallel computing, modular arithmetic.

Introduction

The problem of decomposing a natural number into
prime factors is one of the key issues in number theory and has
significant practical importance in the field of information
security [1-3]. Of particular difficulty is the factorization of large
integers that are the product of two large prime factors. Despite
the relative simplicity of the multiplication operation for such
numbers, the inverse problem of their decomposition is
characterized by substantial computational complexity and
requires considerable time and resources. It is precisely this
asymmetry between direct and inverse operations that underlies
the security of modern cryptographic algorithms, in particular
RSA. Well-known classical factorization algorithms [4],
including modern methods such as the general number field sieve,
demonstrate high efficiency only for numbers of limited size. As
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the length of the number increases, the complexity of factorization grows superpolynomially, making it practically
infeasible for large values in real time. Despite significant progress in this field, the problem of efficient factorization
of large integers remains open. The absence of algorithms capable of performing decomposition in polynomial time
on classical computing systems necessitates the search for new approaches to its solution [5—6]. In this context, the
study of alternative computational methods becomes relevant, particularly those based on the residue number system,
which allows increasing the efficiency of arithmetic operations through their parallelization and can potentially be
used to develop new factorization algorithms [7].

Fermat factorization algorithm
Fermat’s factorization algorithm is based on searching for two perfect squares whose difference equals the
number being factored [8]. The relation is given by:
N =a?—b? = (a—b)(a+b).
The iterative search begins with 3 q;, = [\/ﬁ ] At subsequent iterations, the valuesa = ay, ay + 1,a, +
2, ... are examined sequentially. The process continues until the value b?> = a? — N becomes a perfect square. Let N =
pq, where p < q. Then the desired values are:
_ptq _q-p
e=Ty bhEm
Thus, the number of iterations required by Fermat’s method is determined by the difference

+
T, ~ 22 [VA],

There exist modifications of the algorithm based on representing squares as sums of an arithmetic progression
[9]. In this case, to obtain the next square, it is not necessary to perform multiplication; instead, it is sufficient to add
the next element of the progression. The recurrent relation can be written as: dy ., = dj, + Ay, where A= 2q; + 1.

The initial value is defined as dy — N = b?. At each iteration, the value is updated as dy,; = dy + (2a; +
1) until the condition d; = b? is satisfied. This modification makes it possible to avoid operations with high
computational complexity and provides a foundation for studying the properties of elements of an arithmetic
progression within the residue number system (RNS) [10], which can be used to construct more efficient factorization
algorithms.

Factorization algorithm based on key twisting in RNS

The factorization algorithm based on key folding in RNS is characterized by a number of significant
advantages conditioned the peculiarities of number representation in RNS and the use of algebraic filtering of the
space of possible solutions. Unlike classical methods, which involve direct operations on large integers in a positional
numeral system, the proposed approach transfers computations into a multidimensional residue space, where each
component corresponds to a separate modulus. This makes it possible to significantly reduce computational costs,
since operations on small numbers are performed much faster than analogous operations on large integers. An
additional important advantage is that the verification of the quadraticity condition is implemented as a check of
residue membership in sets of quadratic residues, which is a computationally inexpensive operation and ensures
effective elimination of unsuitable candidates at early stages of the algorithm

Let the odd composite number to be factored be represented as N = pq, where p,q € N,p < gq.

o construct factorization keys, consider a system of pairwise coprime moduli:

M = {m;,my,...,ms},gcd(m;, m;) = 1.
Then each value dj, is represented as a vector:
d, = (d, modm,,...,d, modm).
For each modulus m; a set of quadratic residues is defined as:
Qm; = {x* mod m;| x € Z,,,}.

A necessary condition for an iteration to correspond to a potential perfect square is that all residues of the

number at this iteration belong to the corresponding sets of quadratic residues:
d, modm; € Qp,,,V;
During the key construction process, for each modulus a set of admissible residues is formed:
Ky, S Qm;.
Subsequently, sequential “folding” of keys is performed using CRT composition. The computations follow

the relation:
k
Mk = n mi.
i=1

The set of admissible values is defined as Ky, S Zy;,. When adding a new modulus m;,; the Chinese
Remainder Theorem (CRT) is applied, yielding:
Ky, ={x €Zy,  |x =71 (mod My ),x =s (mod my,,),r € Ky,,s € Ky, }.
Graphically, the algorithm is illustrated in Fig. 1. A key aspect of the algorithm is the progressive narrowing
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of the set of admissible values through the sequential folding of keys in accordance with the Chinese Remainder
Theorem. This approach ensures step-by-step integration of information obtained for individual moduli into a unified
consistent structure that describes admissible values in an extended modular space.

As a result, a significantly smaller subset of candidates is formed, satisfying all local conditions
simultaneously, which reduces the overall number of required checks in the positional numeral system. Thus, the
algorithm implements an efficient mechanism of multilevel filtering that combines local constraints for individual
moduli into a global constraint over the entire search space.

The algorithm implements an iterative reduction of the search space:

Ly, = Ky, where |KM5| < M.
Thus, the majority of iterations are discarded before performing the computationally expensive operation of

number reconstruction.
( begin )

/ InputN /

Compute ap= ceil(sqrt(N))

dyp= ag* ag-N

Set RNS modul system M

Build keys Kn for each modulus

Initialize combined key K and
current modulus

Reconstruct d by CRT

Is d a perfect square

Next candidate

Computeaand b

Compute factors p and q

[~
C_-

Fig.1. Scheme of the factorization algorithm based on key folding in RNS

Offset lattice-based factorization algorithm
Unlike the previous approach, the search is performed not in the space of values d, but in the space of indices
k. The method is defined as follows:
dy = (ap + k)2 —N.
From this, we obtain the relation:
dy = k? 4+ 2apk + (ag + k)2 — N.
Hence:
dp = f(k)  (modm),
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where f (k) is a quadratic polynomial over Z,,.
For each modulus, a set of admissible indices is determined for which d, is a quadratic residue
S = (k € L, | f(K) € Q).
This is the set of indices for which d, is a quadratic residue. Next, a lattice is constructed that enables filtering
of unnecessary iterations.
Let the set of selected moduli be denoted as.

N
M= Hmi.
i=1

For each M the following set is formed:

Sy ={k € Zy, | k mod m; € S, , Vi}.

This represents the set of admissible indices within the period M.

The selected moduli are divided into two groups. The first group reduces the number of iterations by skipping
those whose residues are not quadratic residues, while the second group is used for additional filtering before checking
the large integer for being a perfect square.

The first, main group defines the indices used for elimination and is described as:

Se1 € Ly,
The admissible indices are then defined as:
k=t -M;+r,71€Sg.
The second, control group S, C Zy,. is used as an additional criterion:
k modM, € S;,.

For candidates satisfying k € S;; and k € S, the value is computed as

dy = (ag +k)?—N,

and checked against the condition

d, = b

The algorithm (Fig.2) implements a sieve in the space of indices and utilizes polynomial structures:

f(k) =k*+2a0k+c.

This enables a transition from brute-force enumeration of values to enumeration over residue classes. The
conversion to the positional (decimal) number system is performed only at the final verification stage for a given index
k. The advantages of the offset-based approach include the use of the polynomial structure of d;, and a reduction in
the number of checks, since

k €Sy =15yl « M.

Another advantage is the possibility of precomputing admissible residue classes and the absence of the need
to store large sets of values.

The factorization algorithm based on offset lattices is characterized by increased efficiency due to shifting
the search process from the space of values to the space of iteration indices. This approach makes it possible to exploit
the quadratic structure of the function that describes the difference between the square of the current approximation
and the number under consideration, and to construct a set of admissible indices for which the required quadraticity
conditions are satisfied. As a result, the search is performed not over all possible values, but only over a restricted
subset determined by the conditions of membership in sets of quadratic residues for the selected moduli. This
significantly reduces the number of iterations at which the perfect square check is performed, which is the most
computationally expensive operation.

An important advantage of the algorithm is the possibility of precomputing offset lattices that define
admissible classes of indices within a given period. Such a lattice has a periodic structure, which allows organizing
the search as transitions between admissible positions without the need to sequentially analyze each iteration. As a
result, a substantial portion of unsuitable values is effectively skipped before performing any costly arithmetic
operations in the positional number system.

An additional factor contributing to efficiency is the use of multilevel filtering. Dividing the set of moduli
into several groups enables a cascade verification of candidates, where the primary offset lattice forms the main set of
admissible indices, and subsequent lattices perform refinement checks. This organization significantly reduces the
density of candidates at the final stage, minimizing the number of perfect square checks to the necessary minimum.
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Calculatep and q
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Fig. 2. Scheme of the factorization algorithm based on offset lattices

The algorithm is also well suited for parallel implementation. The construction of admissible offset sets for
different moduli can be performed independently, and their combination allows for a hierarchical organization.
Furthermore, candidate verification across different periodic intervals is mutually independent, enabling efficient
distribution of computations across parallel threads or computing nodes. Altogether, this ensures good scalability of
the algorithm and effective utilization of modern multicore and distributed computing systems.

Investigation of the Efficiency of the Proposed Factorization Algorithms
The computational complexity of Fermat's factorization method is assumed to be O (k), where k is the number
of'iterations, which depends on the difference between the factors forming the product. For the factorization algorithm
based on key folding in the RNS, the computational complexity can be expressed as O(Cey + kprys). The
computational complexity of the offset-lattice-based algorithm is given by O(Cy.y, + kp;p,). Figure 3 presents a
comparison of the computational complexities of the classical Fermat method and the proposed algorithms.
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Fig. 3. Comparison of the computational complexities of the classical Fermat method and the proposed algorithms

For experimental evaluation, software was developed that implements both the classical Fermat method and
the proposed algorithms. Fig. 4 presents the time characteristics for products up to 32 bits with varying numbers of
iterations. The factorization algorithm based on key folding in the residue number system shows better performance
due to well-chosen sets of moduli.

Execution time on different numbers
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Fig. 4.Time characteristics of factorization algorithms with increasing k for numbers up to 32 bits

Additionally, experiments conducted for 100-bit numbers (Fig. 6) indicate an increase in the efficiency of the
offset-lattice-based factorization algorithm, since the construction of large factorization keys required significant time.
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Fig. 5. Execution time of factorization algorithms for 100-bit numbers

The experimental results demonstrate varying effectiveness of the considered approaches for factorizing large
integers, depending on the number of iterations required to reach a solution.

Conclusions

As aresult of the conducted research, it has been established that the proposed factorization algorithms based
on the residue number system and offset lattices offer significant advantages over the classical Fermat method.

Unlike the latter, which relies on sequential enumeration of values and largely depends on the difference
between the factors of a number, the developed approaches implement efficient multilevel filtering of the search space,
allowing most unsuitable candidates to be discarded at early stages of computation.

The algorithm based on key folding in the residue number system ensures the reduction of the set of
admissible values through the consistency of residue representations, while the offset-based algorithm additionally
exploits the structure of iteration indices, enabling checks to be performed only for a limited subset of positions.
Together, this reduces the number of expensive perfect square verification operations and improves the overall
computational efficiency.

Moreover, both approaches demonstrate natural suitability for parallel implementation, ensuring better
scalability compared to the classical Fermat method.
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Crenan IBACHEB

3axiJHOYKpaiHCbKUI HalllOHAIbHUN YHIBEPCUTET

METO]I ®AKTOPU3AILII BATATOPO3PA/IHUX UUCEJI HA OCHOBI CUCTEMHU
JAJIMIIKOBUX KJIACIB

Y poboTi gocrigkeHo 3aga4vy gakropm3adii 6aratopopsgHX Limx YUCes, SKa 3a/MILEETLCS O4HIEID 3 QYHAAMEHTASbHNX
1pobrieM CyyacHoi Teopii unces1 Ta KpunTorpagii 3 BiAKPUTUM K/IoYeM, [IDOBEAEHO aHa/M3 K/IacuYHOro METogy gaktopuszalii @epma
7@ BU3HAYEHO MO0 OCHOBHI OGYUCIIIOBASIBHI OBMEXEHHS, M0B'S3aHI 3 6aratopazoBuM OOYUCTIEHHAM KBAAPATIB | MOC/[0BHIM
1epebopoM KaHAMAATIB. /15 YCYHEHHS LIMX HELOJIIKIB 3arporioHOBaHo Moguikalito metogy @epma, Lo 6a3yeETbCS HA PEKYPEHTHOMY
O6YUCTIEHHI PIBHULI KBaAPATIB. 3anporioHOBaHWA 1iAxi4 BUK/IIOYAE HEOOXIAHICTL 6aratopas’oBoro [AHECEHHS [0 KBaApary,
3aMIHIONOYM VIOro MOCIIIOBHICTIO IHKPEMEHTHUX aPUPMETUYHMUX ONEPALIV, IO CTBOPIOE MATEMATUYHE IIAIPYHTS A1 BUKOPUCTAHHS
CUCTEMU 3a/TULLKOBUX K/1ACIB.

Ha OCHOBI 3arpornoHOBaHOI MOAMIKALYI pO3POBIIEHO ABa HOBUX aJIrOPUTMU QOaKTOpM3aLli. TTepLmvi anroputm peasnizye
MEXaHi3M CKPy4yBaHHS K/IOYIB y CUCTEMI 3a/IMLLKOBUX KIIACIB, Y SIKOMY /IS OKPEMUX MOAY/IIB QOPMYIOTECS MHOXUHU [OMYCTUMUX
KBAAPATUYHUX 3a/MLLKIB, O HAAA/ MOCIJOBHO 06 '€AHYIOTECA BIANOBIAHO A0 KUTaUCbKOI TEOpeMu rpo 3amiku. Takmi rnigxig
3abesrieqye 6aratopiBHEBY a/irebpaiyHy @iibTPaLIO POCTOPY MOXJIMBUX 3HAYEHb Ta [CTOTHO 3MEHLLYE KiJIbKICTb KaHAMAATIB, SKi
1I0TPEBYIOTL MEPEBIPKU Y MOIULIIVIHIN CUCTEMI YUCTICHHS. LpYrvvi anropuTM I'pyHTYETLCS HA BUKOPUCTAHHI OffSet-peLlitox, y Skux
TIPOLIEC TTOLLYKY MEPEHOCUTBLCH I3 POCTOPY 3HAYEHB Y MPOCTIP IHAEKCIB ITEPALIIV. [To6Yy,40Ba NEPIOANYHNX MHOXH AOMYCTUMUX Offset -
B A4715 rpyr MOAY/1iB 4O3BOJISIE BUKOHYBATU MEDPEBIPKY J/IMLLIE TUX ITEPALIIV, 1O OAHOYACHO 3340BOJIbHAIOTL VCI MOAYIIbHI OOMEXEHHS,
3HAYHO CKOPOYYIOYM KifIbKICTb JOPOruX ONEPALIiv MEPEBIPKM TOYHOro KBAAPATa.

19 3arporioHOBaHNX a/IropUTMIB BUKOHAHO TEOPETUYHMY aHasl3 OBYNC/IOBA/IbHOI CKIGAHOCTI Ta [IPOBEAEHO X
T10PIBHSIHHS 3 KIIaCMYHUM METOLZ0M ®Pepma. [ToKazaHo, o obugBa aaropuTMu 3a0€3MeYyI0Tb IMEHLIEHHS €EKTUBHOIO pocTopy
TI0LLYKY 33 PaxXyHOK MOAY/IbHOI QlibTpauii, To4i K a/iropuTM Ha OCHOBI OffSet-peLLiToK 404aTKOBO CKOPOYYE KiJlbKiCTb JOCTIKYBaHUX
iTepaLivi LIIXOM BUKOPUCTAHHSA MEPIOANYHOI CTDYKTYPU AOMYCTUMUX OffSet-iB. HE3aNEXHICTE 06YNCIEHD A/ OKPEMUX MOAY/IB
3abe3rieqye rpupoaHy MOXJ/MBICTb apasie/ibHOI peasnizalii 060x asropuTMiB, Lo pooUTs iX NpUAaTHUMU f/15 BUKOPUCTAHHS Ha
b6araros4epHuX | Po3roAIIEHNX 0OHYUCIIIOBA/IbHIUX CUCTEMAX.

[lpoBeseHi eKCrIEPUMEHTAE/IbHI AOCTTIIKEHHS HA YNC/Iax PI3HOI pO3PSAHOCTI MIGTBEPANTN E€DEKTUBHICTL 3arpOroHOBaHNX
n1igxo4iB. [TopiBHAHO 3 K/IaCH4HIM METOL0M DPEPMA PO3PO6/IEHI ATIrOPUTMU 3a6E31e4yIOTh ICTOTHE CKOPOYEHHS KiSIbKOCTI KaHANAATIB,
LYO NIEPEBIPSOTLCS, Ta MIABULYEHHS LBMAKOALIT NpoLecy @aKTopmu3alii 6€3 BTpat KOPEKTHOCTI OTPUMAHNX PE3Y/IbTatiB. OTpuMaH/
PE3YIbTATU CBIAYATDL, YO BUKOPUCTAHHS CUCTEMU 3a/MLLIKOBUX K/ACIB Y MOEAHAHHI 3 MEXAHI3MaMU CKpyYyBaHHS K/OYiB 1a offset-
PELLUITOK € TEDCIIEKTUBHUM HAMPSIMOM [IPHUCKOPEHHS (DaKTOpm3aLlii 6aratopo3psgHnx Yuces1 | MoXe C/1yryBatM OCHOBOK /1S
104a/TbLLIOrO PO3BUTKY BUCOKOMPOAYKTUBHNX aJIrOPUTMIB MOAY/TbHOI (hakTopu3aLii.

Kmo4oBi C/10Ba: (PaKTOpU3aLIia LIiMX Ynces, Metoq Depma, CUCTEMa 3a/MKOBUX KIACiB, KuTavicbka TEOpema rpo
3amLky, offset-peLuiTku, 06YNCIIIOBA/IbHA CKIIGAHICTE, MaPanesibHi O6YNCIIEHHS, MOAY/IbHA apUPMETUKA.
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