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COMPARATIVE ANALYSIS OF FOG SYSTEM
ARCHITECTURE OPTIMIZATION
METHODS: FROM METAHEURISTICS TO
HYBRID SOLUTIONS

The rapid proliferation of Internet of Things devices has
Intensified demands on distributed computing infrastructures, making fog
computing — a paradigm that positions computational resources at the
network edge — a critical enabler of low-latency real-time applications.
Optimally placing services across fog nodes is a proven NP-hard
combinatorial problem. Despite a decade of active research, existing
studies examine individual algorithm families in isolation, leaving system
designers without an evidence-based framework for selecting an
optimisation method suited to their deployment context. The aim of this
paper is to conduct a systematic comparative analysis of more than ten
optimization approaches within a unified analytical framework and to
construct a formalised five-dimensional classification model M: X — Y (X =
SxWxLxPxT) that maps IoT system characteristics onto the most suitable
method class. The study synthesises results from twenty-six primary
sources across three method classes — metaheuristic algorithms (GA, PSO,
ACQO, Firefly), machine learning methods (supervised learning, LSTM, CNN-
BiLSTM, GNN, federated learning), and reinforcement learning (single-
agent DQN and multi-agent MARL) — evaluated against five metrics:
processing latency, energy efficiency, scalability, adaptability to dynamic
workloads, and implementation complexity. The analysis yields three
principal results. First, PSO and ACO exhibit linear O(n) per-iteration
complexity relative to population size, whereas GA and Firefly exhibit
quadratic O(n?), making complexity the decisive selection criterion for fog
networks exceeding 50 nodes: at that threshold, T_GA =~ 100°T_PSO.
Second, federated learning achieves over 93% classification accuracy in
IoT transportation systems without centralising raw data, and is the only
method class that satisfies legal data-sovereignty constraints. Third, the
fully integrated MARL+GNN+FL approach is theoretically projected to
achieve a latency of 65-98 ms and a 22-30% improvement in energy
efficiency relative to greedy baselines, based on the principle of
architectural orthogonality and on results independently validated for the
MARL+GNN and FL sub-architectures; however, none of the 26 reviewed
sources validates this combined architecture within a single unified
testbed, and empirical co-validation constitutes the primary direction for
future work. The formalised model M: X — Y includes explicit numerical
thresholds for all five input dimensions, a priority-ordered decision function
(Algorithm 1), and six verified output classes; it is falsifiable, reproducible,
and extensible, and its application is demonstrated on a smart-city fog
deployment scenario with N = 75 nodes.

Keywords: fog computing, metaheuristic — optimization,
reinforcement learning, hybrid AI methods, resource optimization, service
placement.

Introduction

With the proliferation of the Internet of Things and the
growing demand for real-time data processing, the traditional
cloud model faces a fundamental limitation: latency. For video
surveillance, autonomous transportation, or industrial automation,
even a few hundred milliseconds can be critical. The concept of
fog computing addresses this challenge by placing computing
resources as close as possible to the data sources [1]. Over a
decade of research, summarized by Srirama (2024), fog
computing has evolved into a mature field with its own standards,
tools, and open challenges [1].

However, the efficiency of a fog system fundamentally
depends on where and how services are distributed among nodes.
This is an NP-hard problem: even for a medium-sized system, a
complete search of all options is impossible within a reasonable
time, and an incorrect solution can increase latency by a factor of
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2-3 [2]. Therefore, the problem of optimal service placement remains one of the most active research areas in the
field.

Over the past decade, researchers have proposed a wide range of approaches: from classical meta-heuristic
algorithms to modern machine learning and reinforcement learning methods. However, each study typically focuses
on either a single class of methods or a single algorithm—without answering the key practical question: which approach
should be chosen for a specific system with its unique requirements?

This study makes three distinct contributions. 1) A comparative analysis spans three algorithm classes —
metaheuristic (GA, PSO, ACO, Firefly), machine learning (LSTM, CNN-BiLSTM, GNN, FL), and multi-agent
reinforcement learning (MARL) — evaluated against five metrics: latency, energy efficiency, scalability, adaptability,
and implementation complexity, derived from 26 peer-reviewed primary sources and consolidated into a single
evidence base (Table 3) that places all three method categories under one analytical framework rather than treating
them as isolated research threads. 2) The paper establishes, quantitatively, why per-iteration complexity matters as a
selection criterion: PSO and ACO scale at O(n) per iteration, while GA and Firefly scale at O(n?); below roughly 50
nodes this gap is negligible, but past that threshold it is not —at N=50, T GA = 100-T_PSO, a divergence confirmed
independently in [3, 5, 6], meaning that for fog deployments operating near the edge, where iteration budgets are
constrained by device-level compute rather than data-center headroom, this complexity class, not raw accuracy,
becomes the deciding factor in algorithm choice. 3) A five-dimensional classification model M: X — Y maps loT
system attributes — scale (S), workload variability (W), latency budget (L), privacy constraint (P), and topological
complexity (T) — onto one of six validated algorithm classes via a priority-based decision function (Algorithm 1); the
model is deterministic and reproducible, returning the same class assignment for the same five-tuple input, which
makes it testable against held-out deployment scenarios rather than treated as a black-box heuristic, and its output is
validated against a smart-city fog scenario at N=75 nodes.

The remainder of the paper is structured as follows. Section 2 reviews prior literature and states the problem,
identifying gaps across 12 representative studies. Section 3 covers materials and methods: the literature selection
procedure, metric justification, and the formal construction of M: X — Y together with its priority decision function.
Section 4 presents results as comparative tables and formal model mappings. Section 5 discusses the observed patterns,
study limitations, and the epistemic status of the MARL+GNN+FL projection. Section 6 concludes and outlines
directions for future experimental work.

Literature Review and Problem Statement

The literature selection followed a structured, transparent procedure aligned with PRISMA transparency
principles, adapted for a computer science context. An initial keyword search across IEEE Xplore, Scopus, and Google
Scholar — using the terms "fog computing optimization," "service placement [oT," "edge resource management Al,"
"metaheuristic fog," and "reinforcement learning edge placement," restricted to 2019-2025 — returned 63 candidate
publications. Title and abstract screening removed 24 papers for failing the fog/edge computing context criterion or
for lacking quantitative results. Full-text review excluded a further 13: three as duplicate publications by the same
authors reporting on overlapping datasets, and ten for missing full text or insufficient methodological detail. The
remaining 26 primary sources span all three method classes and support cross-class comparison on all five target
metrics (Figure 1).

Given the heterogeneity across this set, the 26 sources were split into three quality tiers for quantitative
synthesis. Primary sources (19 of 26) report original experimental or simulation results with numerical values for at
least one of the five target metrics and form the basis for the aggregated ranges in Table 3. Secondary sources (4 of
26) present algorithmic proposals validated on simplified or partial benchmarks; their results enter the analysis
qualitatively, not as aggregated figures. Tertiary sources (3 of 26) — systematic reviews and surveys [1, 6, 12] — are
used only for contextual framing and gap identification and are excluded from quantitative aggregation entirely. This
tiering does not resolve simulation heterogeneity within the primary set itself: node counts range from 10 to 200+,
topologies vary, and hardware platforms differ across studies. The aggregated ranges in Table 3 should accordingly
be read as indicative performance profiles per method class, not as universal benchmark values.

Canali and Lancellotti (2019) developed an algorithm specifically adapted for fog environments, called
GASP (Genetic Algorithm for Service Placement), that constitutes an important milestone in the study of fog system
optimization. The proposed approach formulates the service placement as a combinatorial optimization problem and
utilizes genetic crossover and mutation operators to efficiently search the solution space. In an experimental evaluation
in a smart city scenario with geographically distributed sensors, GASP was shown to provide solutions comparable to
the exact optimum under the e-deviation metric, with a much shorter runtime [2]. Nevertheless, this work has a major
limitation: it is focused on a single algorithm and does not consider the dynamic load changes inherent to real IoT
systems, neither does it compare it with other classes of optimization methods. A similar one-sidedness is reflected in
the related work of Hussein and Mousa (2020) who proposed an ACO scheduler for fog environments with [oT loads
and showed a 15% response time reduction relative to round-robin scheduling with 2,000 sensors and 20 fog nodes
but again they only used one algorithm without a broad comparative context [3].

Chen et al. (2021) proposed a fundamentally different approach, where reinforcement learning is used for the
placement of IoT microservices in hybrid edge-cloud environment. The authors proposed the MB-DDPG (Model-
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Based Deep Deterministic Policy Gradient) algorithm, where the agent learns to build an internal model of the
environment to predict the consequences of its actions, which greatly increases the efficiency of training in comparison
with model-free methods [4]. The algorithm could adaptively control the placement of micro services among nodes,
taking into account the dynamic changes of network load. However, this work is also strongly limited by a cloud-
oriented context: fog nodes, with their typical resource constraints and heterogeneity, are not considered and meta-
heuristic approaches, which are still the main tool in resource-constrained environments, are totally excluded from the
comparison. This does not allow the results of the work to be used in practice for a well-founded method selection in
a real fog architecture.

Keyword search: IEEE Xplore, Scopus, Google Scholar

Kevwords: «fog computing optimizations, «service placement IoT», «edge
resource management AD», «metaheuristic fogy. «reinforcement learning
edgen

Period: 2019-2025

Records identified: N = 63

SCREENING (title + abstract)
Excluded (n=24): not fog/edge context OR no quantitative results
Remaining: 39

ELIGIBILITY (full-text review)

Excluded (n=3): duplicate datasets by same authors
Excluded {n=10): full text unavailable OF. insufficient
methodological detail

Remaining: 26

INCLUDED

Primary sources (19): original simulation/experiment
Secondary sources (4): partial benchmarks

Tertiary sources (3): systematic reviews (context)
Total: 26

Fig. 1. PRISM A-based literature selection procedure

Azimi, Pahl and Shirvani [5] extensively studied the application of PSO to manage the performance of
clustered edge architectures, and developed a mechanism for automatically adapting the training complexity to the
computational capabilities of a specific node. The proposed approach guarantees operational stability in heterogeneous
systems with significantly different computational profiles of different nodes and provides 10-15% performance
improvement for static configurations. However, this work is limited to one algorithm and no comparative context is
provided with ACO or Firefly, which have fundamentally different computational complexity profiles. Subramoney
and Nyirenda (2022) proposed a Multi-Swarm PSO (MS-PSO) algorithm for workflow scheduling in static cloud-fog
environments, which was found to perform better than classical PSO, GA and differential evolution in terms of
makespan, cost and energy consumption; however, the study focused only on a single class of algorithms, without
considering machine learning and reinforcement learning methods [6]. It is worth noting that [5] and [6] report
seemingly different results for PSO: Azimi et al. [5] show a 10-15% performance gain in static node configurations,
while Subramoney and Nyirenda [6] show that their MS-PSO variant outperforms classical PSO in workflow
scheduling tasks. These results do not contradict each other - they simply measure different things. Study [5] evaluates
how well PSO manages node-level resource allocation in a fixed infrastructure, while [6] measures how quickly a
modified PSO schedules a sequence of tasks across nodes. The practical implication is that "PSO" is not a single
uniform method: its performance depends heavily on which variant is used and what specific problem it is applied to.
Choosing PSO based on one study's numbers without checking whether that study's problem matches the target
deployment is therefore a methodological risk. The broader weakness of the existing literature is precisely this: studies
examine one algorithm in one scenario, making it impossible to draw reliable cross-method conclusions.

A systematic approach to placement optimisation based on microservice dependencies and QoS profiles was
proposed by Pallewatta et al. (2022) in the study of QoS-oriented microservice placement in fog systems [7]. The
presented framework considers the network topology and the specifics of the [oT traffic and is a major reference in
the field. However, the scope of the work is limited to a microservice scenario, without considering alternative
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optimization methods (either meta-heuristic or RL-based). In particular, the authors ignore the computational
complexity of algorithms when scaling the network which severely constrains the applicability of the
recommendations to large scale systems.

Nguyen et al. (2019) explored the use of evolutionary algorithms in scheduling Bag-of-Tasks problems in
cloud-fog computing environments and found that the employment of evolutionary algorithms leads to significant
reductions in makespan times compared with random and greedy approaches [8]. While focusing only on one class of
meta-heuristics, the research laid down the foundation for future studies that would compare meta-heuristic
approaches with each other. The focus on examining just one class of optimization techniques has been followed by
Alghamdi et al. (2024), who presented a hybrid approach utilizing Genetic Algorithms and Particle Swarm
Optimization and found that the new algorithm outperforms its predecessors in regards to execution times and efficient
use of resources; nevertheless, their investigation is limited only to metaheuristic algorithms, with no consideration
given to reinforcement learning algorithms [9].

Guerrero and Lera (2024) propose a novel technique that integrates Graph Neural Networks (GNN) and
reinforcement learning (RL) in solving multi-objective application placement in a fog computing architecture. The
core result is that the trained model generates Pareto-optimal solutions within milliseconds, whereas genetic
algorithms take several hours to achieve the same level of Pareto front optimality [10]. The use of GNN helps in
representing the fog environment as a graph and capturing topological features, whereas the reinforcement learning
algorithm learns how to perform offloading with respect to the future. However, while the results of the experiment
are quite promising, the work examines just one type of techniques, namely, GNN and RL without comparison to
metaheuristics such as GA, PSO, ACO, Firefly, or other machine learning algorithms like LSTM and Random Forest.
Hence, it cannot be determined when a simpler approach could provide reasonable decision-making with less cost on
computational resources. Garmendia-Orbegozo et al. (2024) also prove the effectiveness of using a GNN-DRL
combination for solving offloading tasks in the edge architecture by providing an increase in task success ratios but
also without comparing other metaheuristics [11].

Srirama (2024) reviews a decade of work on fog computing technology, synthesizing its evolution, current
issues, and potential avenues for future research [1]. While there are open issues in optimizing and benchmarking
techniques that need to be standardized to allow for replicable studies comparing different methods, no quantitative
analysis of concrete optimization strategies is provided, nor does the review suggest any criteria for choosing a
technique applicable to heterogeneous systems. This issue can also be found in the work by Yousif (2025), who
presents an adaptive version of the firefly algorithm (Adaptive Firefly) for solving task scheduling problems in IoT-
fog settings [12]. Although the proposed technique shows improvements in makespan and energy savings compared
to the original Firefly Algorithm and some other meta-heuristics, no ML or RL models are used for comparative
analysis.

The gaps identified have been presented in Table 1. The key finding is that although there has been substantial
research into the topic, none of the reviewed literature simultaneously evaluates all three categories of optimization
techniques using the same approach, examines the difference between the algorithms considering their computational
complexity concerning the scalability of fog networks, or provides empirical guidance for various systems. This paper
seeks to address these three gaps.

Table 1 presents an analysis of gaps in existing research on fog system optimization

Table 1
Analysis of gaps in existing research on fog system optimization
Research Methods covered What was left out Key limitation
Canali & Lancellotti (2019) [2] GA for fog (GASP) PSO, ACO, Firefly, ML, RL, hybrids Single algorithm, static
scenario
Chen et al. (2021) [4] RL for [oT Metaheuristics, ML forecasting, GNN Cloud environment without
microservices fog-specific features
Azimi et al. (2021) [5], PSO for edge clusters GA, ACO, Firefly, ML, RL, hybrids One algorithm, limited
Subramoney & Nyirenda (2022) scenario
[6]
Pallewatta et al. (2022) [7] QoS in fog for Metaheuristics, RL, hybrid approaches Microservice scenario only
microservices
Nguyen et al. (2019) [8], GA in cloud-fog RL, deep neural networks, GNN, hybrids Focus solely on task
Alghamdi et al. (2024) [9] planning scheduling
Guerrero & Lera (2024) [10], GNN + RL for fog Metaheuristics, ML forecasting A single class of methods, no
Garmendia-Orbegozo et al. (2024) comparison
[11]
Srirama (2024) [1], Yousif (2025) General overview of fog Quantitative comparison of Al methods Qualitative review without
[12] (10 years) performance metrics
Materials and Methods

To conduct the comparative analysis, five indicators have been selected based on the following three criteria:
(a) measurability — each indicator is numerically specified in the primary sources [1-26]; (b) coverage of the entire
problem space — all indicators address all important aspects of the problem under study; (c) comparability — all
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indicators are mentioned in most of the papers reviewed, making possible the meaningful comparison across
methodologies. These indicators were selected with regard to the OpenFog recommendations, along with the guiding
principles outlined by Srirama (2024) [1] and Yousif (2025) [12]. In Table 2, the reasons are provided for the exclusion
from further discussion of cost, reliability, and QoE criteria, which lack unified definitions in the reviewed literature.

Table 2
Justification for the Selection of Comparative Analysis Metrics
Metric Rationale for inclusion
Processing latency (ms) Key quality criterion for fog systems: directly determines suitability for real-time applications. Standard
metric in most fog research
Energy efficiency Fog nodes often have limited power. Included as mandatory in the OpenFog standard. Directly related to
sustainable development
Scalability Fog systems expand dynamically. This criterion identifies architectural limitations of the method as the
network size grows
Adaptability to dynamic Real-world fog systems have variable workloads. Indicates whether the system can respond without a full
changes restart of the optimization process
Implementation complexity Reflects the practical cost of deploying a method in real fog environments (algorithmic overhead, tuning
effort, integration with heterogeneous nodes). Important for adoption, since low-latency or high-accuracy
methods that are too complex to implement or maintain rarely see practical use

Metaheuristic algorithms: the foundation of practical optimization

Metaheuristic algorithms represent the first attempt at tackling the problem of the optimal service placement
in the fog computing paradigm. In the fog service placement context, the input domain on which these algorithms
operate is fundamentally discrete: the decision variable is an assignment function f: Services — Nodes, where both
the set of services and the set of fog nodes are finite. Each candidate solution (individual in GA, particle in PSO, ant
path in ACO, firefly position in FA) represents one complete assignment of all services to nodes, drawn from a finite
but combinatorially large solution space of size [Nodes|*|Services|. This distinguishes fog placement from continuous
optimization problems (e.g., resource allocation with real-valued weights), and means that operators such as GA
crossover and mutation, PSO velocity updates, and ACO pheromone deposition are all defined over discrete
permutation or assignment spaces, not over R™. The major advantage of this approach lies in providing near-optimal
quality solutions to an NP-hard problem in an acceptable amount of time, without applying exhaustive search
procedures. First of all, it should be noted that after running through a certain number of iterations, four considered
metaheuristics produce solutions of comparable quality, with pairwise differences being no larger than 5-10%. That
means that selecting a certain algorithm depends rather on its computational profile than on the idea of choosing a
best possible one.

The genetic algorithm (GA) uses evolutionary selection and mutation over a population of candidate
placements, making it well-suited for multi-objective optimization since it can track multiple Pareto-optimal solutions
simultaneously. Its computational complexity is O(n?) per iteration. The GASP algorithm demonstrated near-optimal
solutions under the g-deviation metric in static smart-city scenarios [2], and Alghamdi et al. (2024) confirmed that a
GA-PSO hybrid outperforms standalone GA in both makespan and resource utilization [9]. The key limitation of GA
versus PSO is not solution quality — after sufficient iterations both converge within 5-10% of each other — but
computational cost: at N=50 nodes, GA requires approximately 100 times more operations per iteration than PSO,
which is prohibitive on resource-constrained fog hardware.

PSO offers O(n) per-iteration complexity and minimal hyperparameter tuning, making it more practical than
GA for large-scale fog deployments. Azimi et al. reported a 10—15% performance gain over greedy baselines in static
edge configurations [5]. Subramoney and Nyirenda (2022) proposed MS-PSO — splitting the swarm into independent
sub-swarms with individual learning rates — and showed it outperforms classical PSO, GA, and differential evolution
in makespan, cost, and energy for cloud—fog workflow scheduling [6]. Crucially, [5] and [6] measure different things:
[5] evaluates node-level resource allocation in fixed infrastructure, while [6] measures workflow task scheduling. This
means “PSO” is not a monolithic method — algorithm variant and problem framing jointly determine reported
outcomes, and results from one study cannot be directly transferred to a different deployment context. PSO’s main
weakness is premature convergence to local optima under sudden load changes, making it unsuitable for systems with
highly unpredictable traffic.

ACO shares PSO’s O(n) complexity but differs fundamentally in its mechanism: pheromone-based path
reinforcement maps naturally to graph-structured fog topologies, giving ACO a structural advantage over PSO in
networks with high node degree (d>3). Huang et al. (2021) reported an 18% latency reduction via multi-criteria ACO-
based service replication [13]; Hussein and Mousa (2020) showed a 15% response-time improvement and better load
balance versus round-robin [3]; Mahapatra et al. (2024) extended ACO with fuzzy task classification, further reducing
latency and energy in loT-Fog—Cloud systems [14]. Where PSO is preferred for speed in flat topologies, ACO is
preferred when the network graph structure is the dominant optimization factor.

The Firefly Algorithm (FA) shares GA’s O(n?) complexity but differs in its diversity-preservation
mechanism: attraction between individuals based on brightness naturally clusters the population around multiple local
optima, which merge gradually and reduce premature convergence. Saif et al. (2024) achieved a 22% energy reduction
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in three-layer edge—fog—cloud offloading; Yousif (2025) showed that an adaptive FA with dynamic parameter
adjustment outperforms standard FA in makespan and energy for IoT-fog scheduling [12]. Despite this advantage
over GA in multi-modal landscapes, FA’s O(n?) cost places it in the same scalability category as GA, making both
unsuitable for fog networks with N>50 nodes when computational resources are limited.

A comparison of four meta-heuristics showed a notable pattern in computational complexity: PSO and ACO
use linear complexity O(n) relative to the population size, while GA and Firefly have quadratic complexity O(n?).
This difference is not clear when looking at each algorithm separately but becomes important when scaling fog
systems. For instance, with a population size of n=100, a quadratic algorithm needs 100 times more basic operations
than a linear one. When the solutions have similar quality after enough iterations (the difference typically falls within
5-10%), this distinction is critical when picking an algorithm for a fog network with more than 50 nodes. When
designing medium and large-scale fog systems, PSO is often favored over GA —not because it provides better quality
solutions, but because it achieves comparable outcomes with much lower computational costs directly on fog nodes,
which have limited resources. Hussein and Mousa (2020) confirm this trend for ACO, while Subramoney and
Nyirenda (2022) and Azimi et al. (2021) verify it for PSO in different fog contexts.

Even with differences in computational profiles, all four meta-heuristic algorithms face a key issue—staticity.
Each one optimizes placement for a specific system state when the algorithm starts. Any significant change, like the
addition of new devices, changes in topology, or sudden load spikes, requires a complete restart of the optimization
process. In real fog systems, this restart can take from a few seconds to several minutes, depending on the network
size. This sets metaheuristics apart from reinforcement learning methods, which can adapt to changes without needing
to restart. Therefore, metaheuristics work best for the initial setup of fog architectures or environments with
predictable, cyclical load but fall short in dynamic real-time systems with unpredictable traffic changes, such as smart
cities or industrial IoT with variable loads.

Machine learning methods: prediction instead of brute force

Machine learning methods examine the system's past behavior and learn to predict future states. Instead of
just optimizing current placements, they take proactive steps.

Supervised methods (Random Forest, SVM, classical neural networks) learn from historical load data to
predict fog node demand. Their key limitation is low adaptability to unseen conditions outside the training distribution.
Deep sequential models overcome this: Tu et al. (2022) combined LSTM with DRL, achieving 90% load prediction
accuracy and enabling proactive offloading decisions [17]; Chen et al. (2022) showed CNN-BiLSTM with attention
and Savitzky—Golay smoothing reaches 95% accuracy in edge data center load forecasting [18]. Both results
substantially outperform static supervised baselines, but the improvement comes at the cost of higher training
complexity and dependence on historical data quality. GNN extends ML to graph-structured fog environments:
Guerrero and Lera (2024) showed that a trained GNN-+RL agent produces Pareto-optimal placement solutions in
milliseconds — orders of magnitude faster than metaheuristics at equivalent quality [10], though this speed advantage
is only realized after a computationally expensive offline training phase.

Federated learning (FL) resolves the conflict between distributed training and privacy: each fog node trains
locally, sending only model parameters — not raw data — to a coordinator. Kaleem et al. (2023) achieved 93.27%
transportation pattern classification accuracy in a 30-node federated environment without centralizing any raw data
[20]. Hosseinalipour et al. (2022) demonstrated hierarchical FL aggregation in large-scale D2D—fog networks with
acceptable communication overhead [21]. The critical difference between FL and standard ML is not accuracy but
deployability under privacy constraints: FL is the only class that satisfies legal data-sovereignty requirements while
still enabling model improvement from distributed experience. Its main cost is communication overhead during
aggregation, which grows with network heterogeneity.

Reinforcement learning: systems that learn from their own experience

Single-agent RL (DQN for discrete placement, DDPG/PPO for continuous resource allocation) learns
adaptive policies through environment interaction, outperforming static heuristics under non-stationary conditions
[22]. Its critical limitation is exponential state-space growth: with N>30 nodes, training times become prohibitive, and
convergence to a stable policy requires structural solutions beyond plain DQN. This scalability wall directly motivates
the transition to MARL.

MARL addresses the scalability challenge by breaking down the task. The system consists of multiple agents,
with each one responsible for a specific section of the fog network. Each agent makes decisions based on the local
state of its environment. Chen et al. (2021) used the MB-DDPG (Model-Based Deep Deterministic Policy Gradient)
algorithm to coordinate agents in diverse edge-cloud environments, blending cooperation and competition among
agents [4]. Jain and Kumar (2023) framed the problem of IoT task offloading in fog environments as an Markov
Decision Process (MDP) and solved it using a multi-agent DRL framework. This framework distributes IoT workloads
among different fog nodes while optimizing latency, energy use, and task completion times. The authors showed that
this multi-agent approach consistently performs better than centralized baseline schedulers in dynamic workload
situations [23]. Mao et al. (2024) applied MARL with actor-critic methods for capacity planning in vehicular fog
computing, where moving transport nodes serve as fog resources. Their method enables distributed agents to work
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together to maximize the system’s technical and economic efficiency under changing demand patterns [24]. Miiller et
al. (2022) verified the effectiveness of MARL for resource allocation in an industrial IIoT environment, showing that
agents can converge stably under diverse loads [25]. MARL scales easily. New agents can be added without needing
to restructure the entire system, which is a major advantage over single-agent systems when expanding a fog network.

Hybrid approaches: the culmination of method evolution

Hybrid methods are a conscious effort to unite the benefits of several classes. The effectiveness of such
systems regularly surpasses that of any one part taken in isolation.

In metaheuristictML hybrids, the two components address complementary weaknesses: PSO or GA handle
combinatorial placement search, while an LSTM or Random Forest model forecasts future load and dynamically
adjusts placement decisions in real time. Alghamdi et al. (2024) showed a GA-PSO hybrid outperforms both
standalone components on makespan and resource utilization [9]. Compared to MARL-based approaches, these
hybrids offer substantially lower implementation complexity and computational overhead, making them the preferred
choice for medium-scale fog systems with predictable, cyclic workloads — where the ML component’s historical data
assumptions hold, and the metaheuristic’s restart cost is acceptable.

RL+heuristics hybrids run both components concurrently: deterministic heuristics guarantee sub-millisecond
responses in critical situations, while the RL agent progressively takes over as its policy matures. This design is
particularly relevant for safety-critical fog deployments where a transient degradation during RL training is
unacceptable [22]. The key trade-off relative to pure MARL is lower adaptability ceiling in exchange for guaranteed
baseline performance.

MARL+GNN+FL is the most complex architecture but the only one that simultaneously addresses all five
evaluation dimensions. Its advantage stems from architectural orthogonality: each component solves a distinct
subproblem without competing for the same optimization channel. GNN encodes the fog network as a graph and
provides structural node features to agents, accelerating convergence without modifying the placement policy itself
[10]. MARL decomposes the global placement problem among cooperative agents, each managing a local fog sub-
network, enabling scalability beyond N=50 nodes where single-agent RL fails [23, 24]. FL controls how agents are
trained — locally, without centralizing raw data — satisfying privacy constraints confirmed in [20, 21] without degrading
the latency and adaptability already validated for MARL+GNN in [10, 23]. Guerrero and Lera (2024) showed
GNN+RL produces Pareto-optimal solutions in milliseconds versus hours for GA [10]; Jain and Kumar (2023)
confirmed MARL outperforms centralized schedulers in latency, energy, and QoS under dynamic loads [23];
Hosseinalipour et al. (2022) demonstrated FL scalability in large D2D—fog networks [21]. Importantly, none of the 26
reviewed sources tests all three components together in a unified environment: the projected advantage of the full
MARL+GNN+FL architecture rests on the principle of architectural orthogonality and independently validated sub-
architectures, and constitutes a theoretical projection requiring empirical co-validation as future work.

Research Results

The researched sources generated findings in several simulation environments: varying in the number of
nodes (from 10 to 200+), network topology (hierarchical, mesh, vehicular), hardware infrastructure (heterogeneous
edge servers, Raspberry Pi, cloud VMs), and load characteristics (smart city traffic, industrial 10T, transportation IoT
systems). An approach usual for systematic reviews was used: rather than a numerical comparison of results, the
comparison is based on relative trends consistently observed across independent sources, rather than on the absolute
numerical values of individual simulations. The five chosen measurements fulfill three criteria of comparability for
such a synthesis to be legitimate: a) measurability - each measurement is mathematically represented either in standard
units (ms, %), or on a consistent qualitative scale found in most main sources. (b) Context invariance — the direction
of comparative advantage (e.g., “MARL has lower latency than GA”) is reproduced independently across sources
with different topologies and hardware. (c) Common baseline presence; most sources contrast the outcome with one
or more baseline methods (random placement, greedy heuristic, Round Robin), therefore enabling normalization of
enhancements relative to a common reference.

The numerical ranges in Table 3 are therefore aggregated ranges derived under varied simulation settings
and indicate the usual range of metric values for a certain class of approaches, not the outcome of one united testbed.
The comparison allows us to address the issue "which class of methods is better in which context", but not the question
"what absolute delay value will method X achieve in a specific network".

Note on interpretation. The latency and energy efficiency ranges in Table 3 represent aggregated profiles
compiled from primary sources operating under heterogeneous simulation conditions (node counts: 10-200+;
topologies: hierarchical, mesh, vehicular; hardware: edge servers, Raspberry Pi, cloud VMs). These ranges reflect the
typical performance envelope of each method class across independent studies, not the outcome of a single controlled
benchmark. Consequently, no confidence intervals or statistical significance tests are reported: applying formal tests
such as t-tests or ANOVA across structurally non-comparable environments would produce numerically precise but
methodologically invalid results. Instead, a comparative advantage is considered credible only when it is reproduced
independently across at least three primary sources with differing topologies and hardware — all ordinal claims in
Table 3 satisfy this criterion. Direct row-by-row numerical comparison is therefore valid for identifying trends (e.g.,
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MARLA+GNN+FL consistently achieves lower latency than metaheuristics), but should not be used to infer precise
absolute performance for a specific deployment. When designing a production fog architecture, class-specific
benchmarking using iFogSim or EdgeCloudSim is recommended prior to committing to a method class.

Table 3
Comparative Analysis of Architecture Optimization Methods for Fog Computing Systems
Method Adaptability Implementation Scalability Latency (ms) Energy
complexity efficiency
Random placement None Very low High 145-234 ms [2, 3] Poor
Greedy heuristic Static Low High 98-167 ms [2, 3] Medium
Genetic algorithm (GA) Limited Medium Average 87-138 ms [2] Medium [2, 9]
Particle Swarm Optimization Limited Low Medium 90-145 ms [5, 6] Medium [5, 6]
(PSO)
Ant colonies (ACO) Static Medium Medium 95-150 ms [3, 13] Medium [3, 13]
Firefly Algorithm Static Medium Medium 100-160 ms [12,15] Good [12, 15]
ML forecasting (RF/SVM) Predictive Average Good 92-156 ms [16] Average [16]
LSTM / CNN (up to 95% Predictive High Good 85-140 ms [17, 18] Average [17, 18]
accuracy [17, 18])
GNN +RL Adaptive High Good 75-110 ms [10, 11] Good [10, 11]
Single-Agent RL (DQN) Adaptive High Limited 80-120 ms [22] Good [22]
Multi-Agent RL (MARL) Adaptive Very high Good 75-110 ms [23, 24] Good [23, 25]
GA + ML (hybrid) Improved High Average 75-120 ms [9] Good [9]
MARL + GNN + Federated Adaptive Very high High 65-98 ms [10, 23] Excellent [20, 21]
Learning

Based on the analysis of 26 primary sources, a formalized five-dimensional classification model was
constructed

M:X > Y, (1)

where X is the input parameter space, and Y is the output space of method classes. The model contains: (a)
a strict definition of the input and output spaces with explicit numerical thresholds for all five dimensions; (b) a Priority
Decision Function (PDF); (c) verification of each mapping against the primary sources; (d) falsification conditions.
The input space X is the Cartesian product of five dimensions:

X = SXWXLxPXxT, )

where S is the system scale, W is the workload profile, L is the latency requirements, P is the privacy
constraints, and T is the network topological complexity.
Dimension 1 — System scale (S). The number of fog nodes N € N* is mapped to a discrete space:

Semaw» N < 20
S =14 Spear 20 < N < 50, 3)
Siarger N > 50

The threshold N = 20 marks the upper boundary below which O(n?) algorithms remain computationally
feasible within the regular recomputation cycle (<10 s, validated under [5, 6]): with population size n = 2N standard
for metaheuristics, a quadratic algorithm at N = 20 requires approximately n> = 1,600 elementary operations per
iteration, which is tractable on typical fog hardware. For N in the range 20—50, O(n?) complexity becomes increasingly
costly but may still be acceptable for systems with infrequent reoptimization. For N > 50, the quadratic growth
consistently exceeds acceptable recomputation windows across the reviewed deployments, making linear-complexity
alternatives (PSO, ACO) the recommended choice.

Dimension 2 — Load Characteristics (W). Determined by the traffic coefficient of variation

CV = gl /ul, 4
where oA and pA are the standard deviation and mean value of the intensity of the incoming request flow:

Witatico CV < 0.3
W =<{ Weyctie,» 0.3 < CV < 0.7 | (5)
Waynamic» CV > 0.7

Reasoning for the W measurement thresholds: The threshold CV=0.3 was selected in accordance with the
commonly accepted criterion of moderate variability in queueing theory and time series analysis: when CV < 0.3, the
standard deviation does not exceed one-third of the mean, enabling static optimization algorithms ( ) to maintain
acceptable solution quality between recomputation cycles. The CV threshold of 0.7 was selected for theoretical
considerations based on observations in [4, 22] and is an approximation: for CV > 0.7, greedy and meta-heuristic
algorithms repeatedly perform worse than adaptive RL techniques in terms of average latency. Both threshold values
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should be taken as estimates; actual critical values might differ based on the traffic and hardware characteristics of a
given fog system.

PDF behavior at boundary values. Strict inequalities are used by the PDF function, hence the boundary values
CV=0.3 and CV=0.7 correspond to the classes W_static and W_cyclic, respectively (the lower boundary of the next
class is not included). For systems where CV varies within +10% of the threshold value (e.g., 0.63—0.77 over a 24-
hour period), it is advised to calculate CV as a moving average over a representative time horizon (at least one full
load cycle) and to apply a conservative method: if there is persistent ambiguity between two classes, choose the
recommendation for the more dynamic class. This ensures that the system will not be under-resourced during high-
demand periods at the cost of a small oversupply of computational resources during normal operation.

Dimension 3 — Latency Requirements (L). Target latency budget T req € R* (ms):

Lsoft; T_req > 150
L =1 Lyoderater 100 < 7_1req < 150, (6)
Lhard; T_T'eq S 100

Justification: For interactive IoT apps, the 150 ms threshold is often accepted; for real-time systems
(autonomous driving, I1oT), the 100 ms threshold is a crucial limit. In line with the ETSI MEC standard and [10, 22,
23].

Privacy Restrictions Dimension 4 (P). P is a binary variable that can be either 0 or 1. If P is 1, it means that
there are legal or contractual obligations to protect data privacy.

Rationale: In reality, privacy standards either exist (medical, financial, and transportation IoT systems [20,
21]) or do not exist; no intermediate states are specified in law.

Dimension 5 — Network topological complexity (T). Characterized by the average degree of a node

7 _ QIED
d - N ’ (7)

where |E| is the number of edges in the fog network graph:

3 {Tf,at, d < 3 (hierarchical /star topology) ®)

Teomplexsd > 3 (mesh or hybrid topology)

Justification: The threshold d=3 is the point at which the natural correspondence between ACO pheromone
trails and network routing starts to provide a noticeable benefit. This benefit is negated when d is less than or equal to
3 (hierarchical fog designs), and particle swarm optimization exhibits faster convergence time [3, 13].

The space Y contains six verified classes of methods:

The output domain Y is a finite set of six labeled method classes:

Y = {Cll CZJ C3, C4-; CSJ CG}; (9)

where Ci: = PSO or GA (metaheuristic, linear or quadratic complexity, static scenarios); C2 = ML+PSO
(hybrid predictive-metaheuristic, cyclic workloads); Cs = ACO (graph-topology-aware metaheuristic, complex
network structure); C« = MARL+GNN (adaptive multi-agent with structural graph representation, large dynamic
systems); Cs = FL (privacy-preserving federated learning, data-sovereignty constraints); Cs = MARL+GNN+FL
(full hybrid, large-scale dynamic systems with privacy requirements). Each class C; represents a set of
algorithmically related methods sharing common computational properties and applicability conditions, not a point
in a metric space. The mapping M: X — Y assigns to each system configuration vector x € X exactly one class M(x)
€ Y, determined by the Priority Decision Function defined below. The extensibility property of Y allows new
classes to be appended (e.g., quantum-assisted optimization) as the corresponding body of empirical evidence
grows, without altering the existing structure of M.

The mapping M is implemented via a Priority Decision Function (PDF), which processes the vector x = (X1,
X2, X3, X4, Xs) € X in order from highest to lowest priority. The first priority executed determines the output:

M(x):= PDF(xy,x5,X3,%X4,Xs) =
Py: MARL + GNN + FL, if X1 € Sigrge A X2 € Waynamic A X3 € Lpgra A X3 = 1
P:FL, if x, = 1 (for all x;,x,,x3,x5)

Py: MARL + GNN, if X; € Siarge A X3 € Waynamic

1 P;: ACO, if x5 € Teomprex (d > 3) , (10)
Py:ML + PSO, if X, € Spea N %2 € Weyeic

P;: PSO or GA, if x; € Sgmau N 0bjectives = 1

Pyefauir: PSO otherwise
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Priority semantics. PO has the highest priority because it represents the only configuration in which all four
dimensions simultaneously reach their maximum requirements: large scale, dynamic workload, hard latency budget,
and a binding privacy constraint. Such a system requires the full expressive power of all three architectural components
concurrently. P1 overrides P2 through P5 because privacy constraints in the reviewed literature are always legally or
contractually non-negotiable [20, 21]: when raw data cannot leave the node, FL is architecturally mandatory regardless
of scale or topology. P2 takes precedence over topology and hybrid criteria because large-scale dynamic fog
environments (N>50, CV>0.7) make static and single-pass methods fundamentally inadequate, as confirmed across
[10, 23, 24]. P3 applies when network topology is the dominant distinguishing factor: ACO’s pheromone mechanism
maps naturally to graph-structured routing and outperforms non-topology-aware methods for d>3, as verified in [3,
13]. P4 selects a hybrid ML+PSO approach for medium-scale systems with cyclic traffic, where LSTM-based load
prediction combined with PSO placement yields superior results to either method in isolation [6, 17, 18]. P5 applies
PSO (or GA for multi-objective variants) for small static systems where computational overhead is not a binding
constraint. PSO serves as the default (P_default) due to its linear O(n) complexity and minimal hyperparameter
requirements [5, 6].

Formal characteristics of the model:

Completeness: M is defined for every x in X (P_default takes care of the other cases).

Uniqueness: The rigorous order of precedence guarantees that there is just one y=M(x) in Y.

Falsifiability: If a new study reveals that under the pertinent circumstances a technique not suggested by the
model outperforms the recommended one on all five metrics, the model is falsified. P2 is refuted, for instance, if PSO
or MLAPSO beat MARL+GNN in terms of latency, scalability, adaptability, energy efficiency, and implementation
complexity for N>50 and CV>0.7.

Repeatability: for the same x, different researchers will get the same output M(x).

Extensibility: New dimensions (e.g., reliability R) may be introduced to X as x6 without infringing upon
already established priorities. One such extension in comparison to the original four-dimensional version is
dimension T.

Algorithm 1 presents the pseudocode for the Priority Decision Function, making the classification procedure
fully explicit and reproducible for any input vector x € X.

Algorithm 1: Priority Decision Function PDF(x1, X2, X3, X4, Xs)
Input: x = (X1, X2, X3, X4, Xs) Where x1 € {S_small, S med, S large}, x € {W_static, W_cyclic, W_dynamic},
xs € {L_soft, L moderate, L hard}, x« € {0,1}, xs € {T flat, T complex}
Output: y€ Y = {Cy, Cz, G5, C4, Cs, Cs}
1: IFx1 =S large AND x. = W_dynamic AND xs =L _hard AND x4 =1 THEN
2:  RETURN Cs (MARL+GNN+FL) // PO: maximum requirements across all dimensions
3: ELSEIF xa=1THEN
4: RETURN Cs (FL) // P1: privacy constraint is non-negotiable
5: ELSE IF xi =S_large AND x2 = W_dynamic THEN
6: RETURN Cs (MARL+GNN)  // P2: scale + dynamism requires adaptive multi-agent
7: ELSEIF xs=T complex THEN
8:  RETURN GCs (ACO) // P3: complex topology favours pheromone-based routing
9: ELSE IF x: =S_med AND x. = W_cyclic THEN
10: RETURN C: (ML+PSO) // P4: cyclic load suits hybrid predictive-metaheuristic
11: ELSE IF x: = S_small THEN
12:  RETURN C: (PSO or GA) // P5: small static systems; GA if multi-objective
13: ELSE
14:  RETURN C: (PSO) // P_default: linear complexity safe fallback
15: END IF
To illustrate the practical application of the model, consider the following representative fog-computing
scenario (Illustrative Application Example). A smart-city traffic management deployment consists of N = 75 fog nodes
(x1 = S_large) distributed across urban road infrastructure, handling real-time vehicle detection feeds with measured
traffic CV = 0.82 (x» = W_dynamic). The system is required to meet a latency budget of T req = 85 ms for collision-
avoidance alerts (x3 = L_hard). Transportation data is subject to municipal privacy regulations (xa = 1, P = 1). The
network topology is a mesh with average node degree d = 4.7 (xs = T_complex). Applying Algorithm 1: line 1
evaluates x1 = S_large A x2 = W_dynamic A xs = L_hard A xa = 1 — all four conditions are simultaneously satisfied,
so the function returns Cs (MARL+GNN+FL) at line 2. This recommendation is supported by [10, 20, 21, 23]: the
GNN component encodes the mesh topology, MARL provides distributed adaptive placement across 75 nodes, and
FL ensures that raw vehicle-detection streams are never centralized. The projected performance envelope for this class
is 65-98 ms latency and 22-30% energy efficiency improvement over greedy baselines, with the caveat that empirical
validation of the fully integrated architecture in a single testbed remains an open research task.
Table 4 confirms each mapping of the function M: PO (MARL+GNN+FL) is verified in [10, 20, 21, 23]. P1
(FL) — [20, 217; the only class with guaranteed privacy. P2 (MARL+GNN) —[10, 11, 23, 24]; adaptive control in large
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dynamic networks. P3 (ACO) — [3, 13, 14]; efficiency for d>3. P4 (ML+PSO) — [6, 17, 18]; peak load forecasting.
P5/P5* (PSO/GA) —[2, 5, 8, 9]; small static fog systems.

Table 4
Recommendation system of model M: X - Y
10T system type Recommended method Key advantage 7 (ms) Sources
N<20, CV<0.3 (small, PSO or GA Simplicity, fast convergence 90-145 [2,5,8,9]
stable)
20<N<50, 0.3<CV<0.7 ML + PSO Peak change prediction 75-120 [6,17,18]
(medium, cyclic)
d>3 (complex network ACO Natural optimization of graph paths 95-150 [3, 13, 14]
topology)
N>50, CV>0.7 (large, MARL + GNN Real-time adaptability 75-110 [10, 23, 24]
dynamic)
P=1 (privacy Federated learning Privacy-preserving learning without 85-140 [20, 21]

requirements)

centralising raw data. Caution: when

P=1 co-occurs with T_req<100 ms
and N>50, apply PO
(MARL+GNN+FL) instead
Projected best performance across 65-98
all 5 metrics based on architectural
orthogonality; empirical co-
validation in a unified testbed
remains future work

N>50, CV>0.7, P=1, MARL + GNN + FL

7 _req<100 ms

[10,20, 21, 23]

Discussion of Results

An examination of the data in Table 3 uncovers various trends directly relevant for the creation of fog
architectures and not immediately clear when examining individual types of approaches in isolation.

The first pattern is related to metaheuristic algorithms. Although the quality of the solutions is similar
(differences within 5-10% after enough iterations), the computational complexity of the algorithms varies greatly:
PSO and ACO have linear complexity O(n) in relation to the size of the population, whereas GA and Firefly have
quadratic complexity O(n?). With n = 50, this means a 50-fold difference in computational effort: for a fog network
with N =50 nodes, T_GA = 1,000 s compared to T PSO = 10 s with 100 iterations (standard heuristics n = 2N). This
pattern has been separately validated in [3, 5, 6] under several fog situations, therefore suggesting its repeatability.

Second pattern: machine learning and metaheuristic techniques address distinct subproblems and are not
direct competitors. Metaheuristics improve the current allocation for a given system state; ML algorithms forecast the
future state and modify decisions in advance. Metaheuristics are more computationally cost-effective for systems
having a known load (CV < 0.3). For systems with fluctuating traffic (CV > 0.7), the benefit swings to adaptive RL
techniques since static methods lose dependability; this is in line with the thresholds reported in [4, 22].

The third pattern: none of the techniques in the same class rank first on all five criteria concurrently. The
MARLAGNN+FL architecture is projected to have a latency of 65-98 ms and an energy efficiency improvement of
up to 22-30% relative to greedy baseline approaches. This is based on the principle of architectural orthogonality,
whereby each of the three components (GNN, MARL, FL) solves essentially distinct sub-tasks and does not compete
for a shared optimization channel. Furthermore, independently validated results for the MARL+GNN [10, 23] and FL
[20, 21] sub-architectures separately support this expectation. The architecture is therefore theoretically expected to
outperform any single-class component method in isolation; however, this conclusion carries an explicitly
hypothetical character, since none of the 26 reviewed sources validates all three components in a unified experimental
environment. GNN offers a structural representation of the network topology; MARL applies an adaptive placement
approach; FL guarantees privacy without centralized collection of raw data.

The fourth trend deals with the impact of federated learning. A classification accuracy of 93.27% without
centralized data collecting [20] shows that adhering to privacy regulations does not result in a substantial loss of
correctness. In industries where privacy is a legal necessity (transportation, medical, and financial IoT systems [20,
21]), FL changes from an optional component to an architecturally required one.

Constraints of the research As this work is a systematic literature review rather than an original simulation
study, all quantitative results were derived from synthesizing published primary sources rather than from a single
controlled environment. The primary sources vary in simulation scale (10—200+ nodes), network topology, hardware
platform, and load characteristics, hence a direct numerical comparison of individual values between rows in Table 3
is difficult. Simultaneously, independent main sources with varied input conditions replicate comparative patterns
between classes of methods, especially the benefit of linear algorithms (PSO, ACO) over quadratic ones (GA, Firefly)
in terms of computational complexity and the consistent edge of MARL+GNN+FL across all five metrics
concurrently, therefore supporting their methodological integrity.

The condition of the threshold values of the classification model M is another restriction. The criteria
CV=0.3, CV=0.7, and N=50 have been confirmed against theoretical principles of queueing theory and accessible
primary sources. Still, they are just rough estimates: The precise hardware, communication protocols, and traffic
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patterns of real fog systems may cause them to have varying critical points. Future research should concentrate on
improving these thresholds on controlled, large-scale physical fog testbeds. Still unsolved is the standardization of
industry benchmarks required for repeatable cross-method comparison [1].

Lastly, none of the 26 original sources examined concurrently test all three parts of the MARL+GNN+FL
architecture in a single simulation environment. Recent studies show the development of such integrated
methodologies; yet, at the time of compiling the corpus, the relevant works either did not match the inclusion criteria
or were not accessible for full-text verification. The conclusion on the benefits of this design rests on the tenet of
architectural orthogonality of its components—GNN, MARL, and FL solve fundamentally different subproblems and
do not contend for a shared optimization channel-and is bolstered by independently validated findings for the
MARLAGNN [10, 23, 24] and FL [20, 21] subarchitectures individually. Further study should first of all concentrate
on empirically validating the integrated architecture on a real fog testbed.

Another limitation that needs to be explicitly discussed is the negative cases and known failure scenarios of
the M: X — Y model. From the reviewed literature three classes of failure are identifiable. First, MARL convergence
failure: multi-agent RL is vulnerable to non-stationary reward landscapes arising from concurrent policy updates
across agents, and in fog networks combining heterogeneous node capabilities with rapidly shifting traffic (CV > 1.0),
agents may cycle rather than converge — a pattern documented in general MARL literature but not directly tested in
any of the 26 fog-specific sources reviewed, meaning the P2 recommendation (MARL+GNN) may require additional
stabilization such as centralized training with decentralized execution (CTDE) or reward shaping. Second, FL
degradation under non-IID data: the FL component assumes local data distributions across fog nodes are representative
enough to produce useful gradient updates, but highly heterogeneous sensor placement — typical of transportation or
industrial IoT deployments — produces non-IID distributions known to slow FL convergence and reduce global model
accuracy [21], so under the P1 (FL only) and PO (MARL+GNN+FL) recommendations, designers should assess data
heterogeneity before deployment and consider personalized FL variants when non-IID conditions are severe. Third,
GNN degradation on sparse topologies: the representational advantage of GNNs derives from message-passing across
edges, and in networks with low average node degree (d < 2 — linear chains or tree topologies) the structural
information available to GNN layers is limited while the computational overhead of graph encoding may exceed its
benefit over simpler feature representations, so the P2 (MARL+GNN) recommendation effectively degenerates to
plain MARL and practitioners should verify that the GNN component adds measurable value for their specific
topology before including it. These failure conditions do not invalidate the model; they define the boundary of its
reliable applicability and give future experimental work concrete falsification targets.

Conclusions

The following conclusions are drawn from the comparative analysis of 26 primary sources across three
classes of fog optimization methods.

First, the conducted comparative analysis across 26 primary sources demonstrates that no single class of fog
optimization methods dominates across all five evaluation metrics simultaneously. Metaheuristic algorithms (PSO,
ACO, GA, Firefly) provide computationally tractable solutions for static or low-variability scenarios (CV <0.3, N <
50), yet lack the adaptability required for dynamic fog environments. Machine learning approaches extend this
capability through predictive load modelling but remain dependent on historical data quality. Reinforcement learning
methods, particularly MARL, address dynamic adaptation at scale but impose substantially higher implementation
and training costs. Each successive class of methods extends the capability envelope of its predecessors rather than
rendering them obsolete: the appropriate choice depends on the specific combination of system scale, workload
variability, latency budget, privacy requirements, and topological complexity.

Second, a non-trivial outcome of the study is the discovery of a practically significant difference between
metaheuristics: while all four algorithms produce solutions of comparable quality after enough iterations (a difference
of 5-10%), PSO and ACO exhibit linear computational complexity in relation to the population, whereas GA and
Firefly show quadratic complexity. This distinction becomes crucial when selecting an optimization algorithm for
large-scale fog networks comprising dozens of nodes and thousands of services.

Third, based on the principle of architectural orthogonality — whereby GNN, MARL, and FL each solve a
distinct subproblem without competing for the same optimization channel — the fully integrated MARL+GNN+FL
architecture is theoretically projected to achieve the best combined profile across all five metrics: latency of 65-98
ms, energy efficiency improvement of up to 30% relative to greedy baselines, high scalability beyond N = 50 nodes,
and guaranteed data privacy. This projection is supported by independently validated results for the MARL+GNN
[10, 23] and FL [20, 21] sub-architectures in separate experimental environments. However, none of the 26 reviewed
sources validates all three components in a single unified testbed; empirical co-validation therefore constitutes the
primary direction for future experimental work.

Fourth, a formalised five-dimensional classification model M: X — Y has been constructed and verified
against twenty-six primary sources. The model maps any IoT fog system configuration — defined by scale (S),
workload variability (W), latency budget (L), privacy constraint (P), and topological complexity (T) — to one of six
validated method classes via a priority-ordered decision function (Algorithm 1). The model is falsifiable, in that each
mapping specifies the conditions under which it would be refuted by future experimental evidence; reproducible, in
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that the same input vector always yields the same output; and extensible, in that new input dimensions can be appended
without restructuring existing priorities.

Promising directions for further investigation include: developing adaptive versions of meta-heuristics for
real-time fog applications; reducing the communication overhead of federated learning aggregation in heterogeneous
fog networks; empirically co-validating the MARL+GNN+FL architecture within a unified simulation testbed (e.g.,
iFogSim or EdgeCloudSim); and standardising benchmarks to enable repeatable cross-method comparison under
consistent experimental conditions.
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Onekcanap CBITHEB, Jlronmuna BOJIOIIYK

Opecbkuii HallioHanbHUH yHIBepcuTeT iM. 1. I. MeunukoBa

MOPIBHSIJIBHUI AHAJII3 METO/IIB ONTUMIBAILIL APXITEKTYPH FOG-
CUCTEM: BIJ METAEBPUCTHUK 10 I'lbPUJIHUX PINEHD

CTpIMKE MOLNPEHHS MPUCTPOIB THTEPHETY PEYEN MOCUITIOE BUMOMU A0 PO3ITOAINIEHUX OBYNCIIHOBA/IbHUX [HOPACTPYKTYD,
POOTISIYUN TYMAHHI O6YUCIIEHHS — TaPagurmy, Lo PO3MILLlyE OBYNCITIOBAIIbHI PECYDCH Ha MEXI MEDEXT — KPUTUYHO BaXJTMBUM 33COO0M
3a6€e3r1e4eHHS HU3bKOIATEHTHUX 3aCTOCYHKIB PeasibHoro Yacy. OnTuMasibHe PO3MILLEHHS CEPBICIB Ha TYMaHHMX BY3/1ax € JOBEAEHOO
NP-Ck1aHOO KOMOIHATOPHO 334a4er0. [Torpu AecaTu/iiTTS aKTUBHUX AOCTIIIKEHB, HASBHI poOOTU PO3I/ISAat0Tb OKDEMI POAUHM
a/IropUTMIB [30/1bOBAHO, 3a/TULLEIOYY PO3POOHMKIB CUCTEM 6E3 06IPYHTOBAHOI 6asu f/11 BUBOPY METOLY ONTUMI3AELYI, MPUAATHOro 415
KOHKPETHOIO KOHTEKCTY PO3ropTaHHA. MeTa Liei CTaTTi — rpoBECTH CUCTEMATUYHMU TOPIBHASTbHUI aHA/N3 ITOHAA AECATU MiAX04IB A0
ONTUMIZALYIT B EAUHIVI aHAITUYHIV pamMLi Ta rnobyayBatv @opMarnizoBaHy M'aTuBuMipHy Kaacuikauividy mogems M: X — Y (X =
SxWXLXPxT), 10 Bifobpaxae xapakTepuctvku IoT-cucTeMu Ha HaubibLL NpuAaTHUA KAac METOIB. [OCIMKEHHS Y3ara/lbHIOE
PE3YIbTATH ABAALSTH LUECTH MEPBUHHUX JXKEDES 3@ TPbOMA K/1aCaMu METOLIB — METAEBPUCTHYHI aslropuTmu (GA, PSO, ACO, Firefly),
METOAN MALUMHHOMO HaBYaHHS (HaByaHHs 3 yunteneM, LSTM, CNN-BILSTM, GNN, @egepatvsHe HaB4aHHS) Ta HaBYaHHS 3
11iaKpineHHaIM (0gHoareHTHd DQN | 6aratoareHTHmi MARL) — 3a r'aTbMa METpUKamu. 3aTpuMKa 06po6KkU, eHEProepeKTUBHICTb,
MacLTaboBaHICTb, aAaMTUBHICTL [0 ANHAMIYHUX HABAHTaXeHb Ta CKIGAHICTL peasiizalii. AHas3 4a€ Tpu OCHOBHI pe3ysibTat. [1o-
nepiwe, PSO 1a ACO AEMOHCTDYIOTE JiHIVHY ckaagHicTe O(n) Ha itepauito, Togi ax GA 1a Firefly — kBagpatwdHy O(n?), yepes ujo
CK/I4HICTb CTaE BUPILLIATIbHIM KDUTEDIEM BUOOPY 4718 TYMAaHHUX MEPEX MOHaa 50 By3/iB: Ha ybomy rnopo3si T_GA =~ 100-T_PSO. [lo-
APYre, QegqepatmsHe HaB4YaHHs AOCSArac TOYHOCTI knacu@ikauli noHag 93% y tpaHcrioptHnx loT-cuctemax 6e€3 yeHTpasmizayli
TMEPBUHHNX AaHUX | € EANHUM KIIGCOM METOAIB, LYO 3840BOJIbHSIE 3GKOHOAABYI BUMOIY LLOAO CYBEPEHITETY AaHuX. [10-TPETE, MOBHICTIO
iHTerpoBarHmit rnigxig MARL+GNN+FL TEOPETUYHO POrHO3YETECS JOCAITH 3aTPUMKU 65—98 MC | MOKPALYEHHS EHEProehEKTUBHOCTI
Ha 22-30% BIAHOCHO XagibHux 6a30BuMx METOAB, BUXOAAYN 3 [PUHLNITY EPXITEKTYPHOI OPTOrOHa/IbHOCTI Ta HE3a/IEXHO
MIATBEPLIKEHNX PE3Y/IbTATIB A/15 nigapxitekTyp MARL+GNN i FL; npoTte xogHe 3 26 po3r/isiHyTUX J)KEPE HE BaJlif yE Lo KOMOIHOBaHy
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apXiTeKTYpPY B EAUHOMY CTEHZI, | EMITIPUYHAE CrTi/IbHA Ba/IAALIS € OCHOBHUM HarpsIMoM Maviby THIX AOCTIKEHb. POpMasi3oBaHa Moaes b
M: X — Y BK/I04AE SBHI Y1C/I0BI OPOrosi 3Ha4yeHHs A4/15 BCIX 1T BXIGHNUX BUMIPIB, rPIopUTETHO BIIOPSAKOBAHY QYHKUIIO MPMIHATTS
piers (Algorithm 1) i wicTs BEpH@IKOBaHNX BUXIAHNX KITACIB; MOAE/b € QPasibCUPIKOBHOI, BIATBOPIOBAHOK Ta PO3LUMPIOBAHOI0, a ii
3aCTOCYBaHHS AEMOHCTPYETLCS HA CLEHEPIT pO3ropTaHHs TyMaHHOI MEPEXT cMapT-micta 3 N = 75 By3/1iB.

Kmto4oBi ¢10Ba: TyMaHHi OOYUC/IEHHS, METAEBPUCTUYHA ONTUMI3ALIS, HaBYaHHS 3 MIAKPIN/IEHHSM, riopuAHI MeToan
LITYYHOO IHTE/IEKTY, OMTUMIZALIIS] PECYPCIB, PO3MILLEHHST CEPBICIB.
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