INTERNATIONAL SCIENTIFIC JOURNAL

ISSN 2710-0766

«COMPUTER SYSTEMS AND INFORMATION TECHNOLOGIES»

https://doi.org/10.31891/csit-2026-3-8

Ivan TSMOTS

Doctor of Technical Sciences, Professor,
Professor
Institutional affiliation: Department of

Automated Control Systems, Institute of
Computer  Science and  Information
Technologies, Lviv Polytechnic National
University
https://orcid.org/0000-0002-4033-8618
e-mail: Ivan.H.Tsmots@]Ipnu.ua

Volodymyr PETRYNA
Postgraduate Student
Institutional affiliation: Department of

Automated Control Systems, Institute of

Computer  Science and  Information
Technologies, Lviv Polytechnic National
University

https://orcid.org/0009-0009-1330-199X
E-mail: volodymyr.v.petryna@lpnu.ua
Oksana TSMOTS

Doctor of Philosophy (PhD), Assistant
Professor at the Department of Information
Systems and Networks

Institutional affiliation: Institute of Computer
Science and Information Technologies, Lviv
Polytechnic National University, Lviv,
Ukraine
https://orcid.org/0009-0004-2208-090X
e-mail: oksana.i.tsmots@Ipnu.ua

Nataliia OLIINYK

Doctor of Philosophy, Associate Professor,
Associate Professor of the Department of
Restaurant, Hotel and Tourism Business

V. N. Karazin Kharkiv National University,
Kharkiv, Ukraine
https://orcid.org/0000-0003-0378-0359
e-mail: n.oliinyk@karazin.ua

Received: 30/07/2026
Accepted: 02/09/2026
Published: 30/09/2026

© Copyright
2026 by the author(s)

This is an Open Access article distributed
under the terms of the Creative Commons
CC-BY 4.0

UDC 0004.8:005.5:658.8

SENSOR COMPLEX AND HIERARCHICAL
DATA PROCESSING ARCHITECTURE FOR
SMART RETAIL ENTERPRISES

The paper addresses the applied scientific problem of designing
a sensor complex and a hierarchical data processing system for a smart
retail enterprise as the basic component of an adaptive management
information technology. It is shown that conventional centralised data
acquisition and processing architectures fail to provide the required
management responsiveness when a retail enterprise simultaneously
generates data streams from radio-frequency identification devices, smart
shelves, POS terminals, video analytics systems, microclimate and energy
consumption sensors, as well as from corporate ERP, CRM and WMS
information systems and digital sales channels. Twelve principles for
constructing the sensor complex of a smart retail enterprise are
formulated. They cover modularity, peripheral intelligent data processing,
Interface compatibility and standardisation, multi-source data integration,
continuous monitoring, scalability, distributed processing, reliability and
fault tolerance, energy efficiency, security and privacy, self-diagnostics and
adaptability. Based on these principles, a structure of the sensor complex
s developed that combines nine functional groups of data acquisition
means together with edge computing nodes and IoT gateways. For the
first time, an architecture of a five-level hierarchical data processing
system is developed. It comprises the level of sensors and primary data
sources, the level of local processing, the level of data integration and
consolidation, the level of intelligent analysis and decision making, and the
level of decision implementation, communication and monitoring. For each
level the functions are defined and the corresponding data transformation
operators are formalised, and their composition is presented as a
generalised model describing a closed adaptive management loop in which
the results of implementing managerial decisions form updated data for
the next processing cycle. A mathematical model for evaluating the
efficiency of the architecture is developed. It is based on a set of temporal,
resource, informational and functional indicators: data processing time and
managerial decision formation time, network traffic volume, utilisation of
the computing resources of the central platform, the scalability indicator,
availability and fault tolerance, the composite quality indicator of
integrated data, and the adaptive management efficiency indicator. An
Integral efficiency criterion and a system of conditions are proposed, under
the simultaneous fulfilment of which the developed hierarchical
architecture outperforms the traditional centralised one. It is demonstrated
that the proposed solutions reduce the time of data processing and
managerial decision making, decrease the network load and the load on
the central information and computing platform, and increase scalability,
Iintegrated data quality, system availability and the efficiency of adaptive
management of a smart retail enterprise in real time.

Keywords: sensor complex, smart retail enterprise, hierarchical
data processing system, edge computing, Internet of Things, data
Integration, adaptive management, architecture efficiency evaluation.

1. Introduction

The current stage of economic development is
characterized by a profound digital transformation of the retail
sector, which is accompanied by a transition from the local
automation of individual business processes to the construction of
integrated digital platforms for enterprise management. The
deployment of radio-frequency identification means, intelligent
retail equipment, video analytics systems, mobile applications and
digital sales channels causes an avalanche-like growth in the
volumes of heterogeneous data on the state of inventories,
consumer behavior, equipment operation and logistics processes
[1,2].

The conceptual basis of such a transformation is
provided by the Smart Enterprise and Smart Retail concepts,
which envisage the integration of cyber-physical systems, the
industrial Internet of Things, cloud computing and artificial
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intelligence methods within a single information environment of the enterprise [3]. Industry 4.0 reference architectures
define a multi-level organization of such an environment, in which the functions of data acquisition, processing and
use are distributed among devices, edge nodes and central computing platforms [4]. In the retail sector, these
approaches are implemented through intelligent shelves, automated inventory control, personalization of offers and
dynamic pricing [5, 6].

A key role in the construction of a smart retail enterprise is played by the combination of Internet of Things
technologies, edge computing (Edge Computing), big data processing technologies (Big Data) and machine learning
methods. Edge Computing technologies make it possible to perform primary data processing directly at the place
where the data are generated, which substantially reduces delays and the volume of network traffic [7, 8], whereas the
architectures of the “edge — fog — cloud” continuum ensure a coordinated distribution of analytical workloads among
the levels of the computing infrastructure [9]. The development of edge intelligence (Edge Intelligence) makes it
possible to transfer to the edge not only filtering and aggregation but also the execution of machine learning models
[10].

At the same time, traditional centralized data processing architectures, in which the entire volume of primary
information is transmitted to a central platform, have substantial limitations. These include: high latency in the
formation of managerial decisions, a considerable load on the data transmission channels and on the computing
resources of the central platform, reduced scalability when new retail facilities and sensors are connected, and a critical
dependence of the operability of the whole system on the state of the central node [11]. For a retail enterprise, in which
the cost of a delay in a managerial decision is directly determined by lost sales and product spoilage, these limitations
are of fundamental importance.

The above determines the relevance of creating a hierarchical architecture of the sensor complex and of the
data processing system of a smart retail enterprise, in which the functions of acquisition, preprocessing, integration,
intelligent analysis and implementation of managerial decisions are rationally distributed among the levels of the
system and ensure a closed loop of adaptive management in real time.

2. Analysis of Recent Research and Publications and Problem Statement

Current studies of Internet of Things and smart retail architectures demonstrate a steady transition from the
three-layer “devices — network — applications” model to multi-level reference architectures with a dedicated edge
computing level. Works [3, 4] generalize Industry 4.0 reference architectures and show that their key property is the
separation of functions by levels of abstraction and the provision of component interoperability. Studies [5, 6] are
devoted to the application of RFID means and intelligent shelves in retail trade; they demonstrate the effectiveness of
these means for improving the accuracy of inventory accounting, however they consider mainly individual classes of
devices outside the context of an integral enterprise architecture.

A considerable body of publications is devoted to approaches to the integration of heterogeneous data. Work
[12] substantiates the role of data lakes (Data Lake) as the central element of enterprise data management, whereas
[13] proposes semantic technologies for unified access to heterogeneous sources. These results create an instrumental
basis for data consolidation; however, they do not take into account the specific features of the streaming arrival of
sensor data of a retail enterprise or the requirements for the latency of their processing.

The problems of Edge/Fog/Cloud Computing are investigated in the review works [7, 8], which systematize
resource management methods and computation orchestration models in the “device — edge — cloud” continuum.
In [9], an architecture of streaming analytics based on the edge—fog—cloud continuum is proposed, whereas [11]
considers the trade-off between latency and energy consumption during streaming data processing at the edge. Work
[10] generalizes edge intelligence approaches. The above studies form the theoretical foundation of distributed
processing; however, they are oriented mainly towards the tasks of smart cities, industry and telecommunications.

The analytical aspects of retail enterprise management on the basis of big data are considered in [14], which
systematizes demand forecasting methods in supply chains, and in work [15], in which an information technology for
adaptive management of a smart retail enterprise based on Big Data is developed and an integral criterion for
evaluating its efficiency is proposed. The issues of data quality, which determine the reliability of analysis results, are
investigated in [16, 17], whereas the issues of dependability, trust and availability of distributed systems are addressed
in [18, 19]. The problems of interoperability and harmonization of data exchange protocols in real-time systems are
considered in [20].

Despite the considerable body of scientific results, the following unresolved parts of the general problem
have remained outside the attention of researchers:

— the absence of an integral architecture of the sensor complex of a smart retail enterprise that would
harmonize the physical means of data acquisition with corporate information systems and digital sales channels within
a unified information space;

— insufficient formalization of the functional distribution of data processing operations among the levels of
the hierarchical system and the absence of a generalized model of data transformation in a closed loop of adaptive
management;
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— the absence of a consistent system of quantitative indicators and of an integral criterion that would make it
possible to compare hierarchical and centralized architectures in terms of time, resource, information and functional
characteristics.

Therefore, the research problem consists in the development of an architecture of the sensor complex and of
a hierarchical data processing system of a smart retail enterprise, as well as of a mathematical model for evaluating
its efficiency.

3. Aim and Objectives of the Research

The aim of the work is to increase the efficiency of adaptive management of a smart retail enterprise through
the development of an architecture of the sensor complex and of a five-level hierarchical data processing system that
ensures a reduction in the time of managerial decision formation, a decrease in the network load and an increase in
the integrated data quality.

The object of the research is the processes of acquisition, processing, integration and intelligent analysis of
heterogeneous data of a smart retail enterprise.

The subject of the research is the architecture of the sensor complex, and the models and means of hierarchical
data processing of a smart retail enterprise.

In order to achieve the stated aim, the following objectives have been formulated:

— to formulate the principles of constructing the sensor complex of a smart retail enterprise;

— to develop the structure of the sensor complex that ensures the acquisition and preprocessing of
heterogeneous data;

—to develop the architecture of a five-level hierarchical data processing system and to formalize the functions
of its levels;

— to develop a generalized model of data processing and transformation in a closed loop of adaptive
management;

— to develop a mathematical model and a system of indicators for evaluating the efficiency of the proposed
architecture and to determine the conditions of its advantage over a centralized architecture.

4. Methodology and Research Results

4.1. Principles of Constructing the Sensor Complex of a Smart Retail Enterprise

The sensor complex of a smart retail enterprise should be considered as a set of physical sensors, intelligent
devices, software means of data acquisition and information systems that generate heterogeneous data flows on the
operation of the enterprise. The complex comprises RFID and NFC means of product identification, barcode scanners,
intelligent shelves, weight sensors, video cameras, visitor counters, POS terminals, e-commerce systems, mobile
applications, temperature, humidity and energy sensors, GPS/GNSS means of transport monitoring, as well as ERP,
CRM, WMS and logistics information systems.

The construction of the sensor complex of a smart retail enterprise should be based on the following
principles.

1. The principle of modularity, which envisages the construction of the sensor complex from functionally
independent modules, each of which is responsible for a separate class of data: product identification, inventory
control, sales registration, monitoring of consumer behavior, control of the microclimate, energy consumption, and
warehouse and logistics processes. The modular organization simplifies the modernization, replacement and extension
of the functional components of the complex.

2. The principle of edge intelligent data processing, which envisages the execution of primary processing
directly in intelligent sensors, retail equipment and edge computing nodes with the use of Edge Computing
technologies. At this level, filtering, verification of correctness, aggregation, event detection and the formation of
informative features are performed, which makes it possible to reduce the volume of transmitted data and to reduce
the latency of system operation.

3. The principle of compatibility and standardization of interfaces, which envisages the use of unified
protocols and application programming interfaces, in particular Ethernet, Wi-Fi, Bluetooth Low Energy, Zigbee,
MQTT, HTTP/HTTPS, REST API, OPC UA and other data exchange standards. This ensures the integration of
heterogeneous devices and information systems into a unified information space.

4.  The principle of multi-source data integration, which consists in combining data from physical sensors,
POS systems, ERP, CRM, WMS, e-commerce systems, mobile applications and external information services in order
to form a consistent representation of the current state of the smart retail enterprise.

5. The principle of continuous monitoring, according to which data acquisition and transmission are
performed continuously or with a specified periodicity that is sufficient for the timely detection of critical changes in
inventories, sales, customer behavior, equipment operation and product storage conditions.

6. The principle of scalability, which ensures the possibility of increasing the number of retail facilities,
sensors, data acquisition channels and users without a significant decrease in system performance. Scalability is
achieved through the use of a distributed architecture, cloud computing and mechanisms for the dynamic allocation
of computing resources.
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7.  The principle of distributed data processing, which envisages the distribution of the functions of
acquisition, preprocessing, integration, analytical processing and managerial decision support among sensor nodes,
edge gateways, local servers and the cloud Big Data platform.

8. The principle of dependability and fault tolerance, which envisages the redundancy of communication
channels, data buffering, message retransmission, monitoring of the operability of sensor devices and automatic
restoration of system operation after failures.

9. The principle of energy efficiency, which envisages the minimization of the energy consumption of
sensor devices and edge nodes through the use of an adaptive polling rate and energy-saving operating modes.

10. The principle of security and confidentiality, which envisages device authentication, differentiation of
access rights, encryption of data transmission channels, control of information integrity and the protection of personal
and commercial data.

11. The principle of self-diagnostics, which ensures the automatic detection of failures, incorrect readings,
loss of communication, anomalous device behavior and degradation of data quality.

12. The principle of adaptivity, which envisages the automatic adjustment of the data acquisition rate, the
routing rules, the processing priorities and the distribution of computing resources in accordance with the intensity of
the information flows and the current state of the smart retail enterprise.

Thus, the formulated principles of constructing the sensor complex define the methodological foundations
for creating a scalable, fault-tolerant and adaptive system of acquisition and preprocessing of heterogeneous data,
which provides the information basis for the intelligent analysis and adaptive management of a smart retail enterprise.

4.2. Structure of the Sensor Complex of a Smart Retail Enterprise

On the basis of the formulated principles of construction, the structure of the sensor complex of a smart retail
enterprise has been developed, which is presented in Fig. 1.
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Fig. 1. Structure of the sensor complex of a smart retail enterprise

The developed structure of the sensor complex includes the following functional groups of means:

e means of product identification: RFID tags and readers, NFC means, barcode and QR scanners;

e means of inventory control: intelligent shelves, weight sensors, sensors of product presence and movement;

e means of sales registration: POS terminals, electronic cash registers, payment terminals and self-service
systems;

e means of monitoring customer behavior: video cameras, visitor counters, motion sensors, Wi-Fi and
Bluetooth analytics;

e means of storage condition control: sensors of temperature, humidity, illumination and smoke, and sensors
of the state of refrigeration equipment;

e means of energy consumption monitoring: intelligent meters of electricity, water and heat, and means of
load control,

e means of logistics process control: GPS/GNSS trackers of vehicles, RFID cargo control, telematics and
warehouse systems;
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o digital data sources: ERP, CRM, WMS, POS, web stores, mobile applications, marketplaces and external
market services;

e edge computing nodes and [oT gateways, which ensure the acquisition, primary processing, buffering and
transmission of data to the integrated information platform.

Thus, the developed structure of the sensor complex ensures the comprehensive acquisition, preprocessing
and integration of heterogeneous data, creating an information basis for the intelligent analysis and adaptive
management of a smart retail enterprise in real time.

4.3. Architecture of the Hierarchical Data Processing System

An architecture of the sensor complex has been developed that is based on the hierarchical organization of
the processes of acquisition, preprocessing, integration, intelligent analysis and use of data. The architecture is
implemented in the form of five interrelated functional levels, which ensure the successive transformation of primary
sensor and transactional data into a unified information space of the enterprise, knowledge, managerial decisions and
control actions.

The hierarchical organization envisages the functional distribution of processes among sensor devices, edge
computing nodes, data integration means, analytical services and subsystems for the implementation of managerial
decisions. Such an approach ensures a reduction in the volume of data transmitted to the central information and
computing platform, a decrease in the delays of their processing, an increase in the scalability and fault tolerance of
the system, as well as support for the adaptive management of a smart retail enterprise in real time.

The structure of the five-level hierarchical system of data processing and management of a smart retail
enterprise is presented in Fig. 2.
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Fig. 2. Structure of the five-level hierarchical system of data processing and management of a smart retail enterprise

The proposed hierarchical system comprises five functional levels, each of which performs defined functions
with respect to the formation, processing, integration, analysis and use of data.
4.3.1. Level of Sensors and Sources of Primary Data
At the first level, the primary data on the state of the smart retail enterprise are formed. The data sources are
physical sensors, intelligent devices, retail equipment and corporate information systems.
At this level, the following are formed:
data on the availability, quantity, location and movement of products;
information on sales, return and payment operations;
data on the number of visitors, their movement routes and their interaction with products;
parameters of temperature, humidity, illumination and equipment condition;
data on warehouse and transport operations;
information on the operation of the web store, the mobile application and the loyalty programs;
external data on prices, competitors, weather conditions, seasonality and the state of the market.
The set of primary data can be represented in the following form:
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D= {DRFID' DPOS' Dvideo' DIoT' DERP! DCRM! DWMS' Dweb' Dext}: (1)
where Drrip denotes the data of the product identification means; Dpos denotes transactional data; Dyideo
denotes video surveillance data; Dyt denotes data from IoT sensors; Derp denotes the data of the corporate enterprise
resource planning system; Dcrm denotes the data of the customer relationship management system; Dwwms denotes the
data of the warehouse management system; Dy, denotes the data of the digital sales channels; Dcx: denotes the data
of external information sources.
4.3.2. Level of Local Data Processing
At the second level, the preprocessing of data is performed directly in intelligent sensors, retail equipment,
IoT gateways and edge computing nodes.
The main tasks of this level are:
o verification of the correctness and completeness of the primary data;
o filtering of noise, erroneous and duplicated records;
e normalization of formats, time stamps and units of measurement;
o local aggregation of information;
o detection of events and critical deviations;
o formation of informative features;
e compression and reduction of the volume of data;
o temporary buffering in the event of a loss of communication;
e anonymization of personal data;
o formation of messages on malfunctions of sensors and retail equipment.
Local data processing can be formalized as
DM = L(D), )
where D is the set of primary data; L is the operator of local processing; D) denotes the cleaned, normalized
and aggregated data prepared for further integration.
4.3.3. Level of Data Integration and Consolidation
At the third level, the integration of the heterogeneous flows arriving from sensors, edge nodes and corporate
information systems is performed. The purpose of this level is to form a unified consistent information space of the
smart retail enterprise.
The main operations are:
e semantic harmonization of data;
e identification of identical products, customers, transactions and business objects;
e climination of duplication;
e synchronization of the flows in time;
e matching of schemas and formats;
e consolidation of data from physical and digital channels;
e loading into Data Lake, Data Warehouse, SQL and NoSQL storages;
o routing of the flows to analytical services.
The integration process can be represented in the following form:
x=100®,...,0,..., DM, 3)
where Dl.(l) are the preprocessed data from the i-th source; m is the number of sources; I is the integration
operator; X is the unified consistent information space of the enterprise.
For this level to operate without overload, the following condition must be satisfied
Py = F, 4)
where Py is the total intensity of the data flows; Pc is the throughput capacity of the integration means and of
the computing infrastructure.
4.3.4. Level of Intelligent Analysis and Decision Making
At the fourth level, the integrated data are transformed into knowledge, forecast estimates and managerial
decisions. For this purpose, methods of statistical analysis, machine learning, data mining, optimization, fuzzy logic
and artificial intelligence are used.
The main tasks of this level are:
forecasting of demand and sales volumes;
determination of the optimal level of inventories;
detection of a shortage or a surplus of products;
segmentation of customers;
formation of personalized offers;
dynamic pricing;
analysis of the effectiveness of marketing campaigns;
forecasting of customer churn;
detection of fraudulent and anomalous operations;
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e optimization of warehouse and logistics processes;

e forecasting of equipment failures;

e formation of recommendations for managerial personnel.

The process of intelligent processing can be represented as a composition of operators:

U = R(A(X), F(A(X)), C), )
where A is the operator of analytical processing; F is the operator of forecasting; R is the operator of decision
making; C is the set of goals, criteria and constraints; U is the set of managerial decisions and control actions.

4.3.5. Level of Decision Implementation, Communications and Monitoring

At the fifth level of the hierarchy, the implementation of the formed managerial decisions, the transmission
of control actions to the executive systems, the monitoring of the results of their execution and the formation of
feedback for the next cycle of adaptive management are performed.

The main functions of this level are:
automatic adjustment of prices;
formation of orders to suppliers;
redistribution of products among warehouses and retail outlets;
management of product display;
formation of personalized offers for customers;
management of advertising and marketing campaigns;
regulation of the parameters of lighting, ventilation, refrigeration and other technological equipment;
formation of messages for personnel and management;
visualization of key performance indicators (KPI);
control of the execution of the adopted decisions;
evaluation of the actual results of their implementation;
formation of updated data for the next cycle of system operation.

The implementation of managerial decisions can be represented in the form

DI =E(U,S), (6)

where E is the operator of implementation and monitoring of managerial decisions; U is the set of control

actions; S is the current state of the smart retail enterprise; D' denotes the updated data on the results of the
implementation of the managerial decisions.

Thus, the developed architecture of the sensor complex and the hierarchical model of data processing and
transformation ensure the integration of heterogeneous information flows, the intelligent analysis of data and support
for the adaptive management of a smart retail enterprise in real time.

4.4. Generalized Model of Data Processing and Transformation

A generalized model of data processing and transformation has been developed that is based on the successive
processing and transformation of data within the five-level hierarchical system. At each level, defined functions with
respect to the formation, preprocessing, integration, intelligent analysis and implementation of managerial decisions
are performed, which ensures a closed loop of adaptive management of a smart retail enterprise.

The generalized sequence of the hierarchical processing and transformation of the data of a smart retail
enterprise can be represented in the form

L I A F A~ R E
D—DW —X—K—S5—U—D!, (7)

where D is the set of primary data; D(1) is the set of preprocessed data; X is the integrated information space

of the enterprise; K is the set of generated knowledge; S is the set of predicted enterprise states; U is the set of
managerial decisions; D’ is the set of data obtained after the implementation of managerial decisions; L is the local
processing operator; I is the integration operator; A is the analytical processing operator; F is the forecasting operator;
R is the operator of managerial decision formation; E is the operator of their implementation and monitoring.

In the general case, the process of data processing and transformation can be represented as a sequence of

information transformations
data — information — knowledge — forecast =
management decision = guiding influence — updated data, )]
which reflects the closed loop of adaptive management of a smart retail enterprise. In this loop, the results of
the implementation of the managerial decisions form updated data on the state of the enterprise, which arrive at the
first level of the hierarchical system and are used as input data for the next cycle of their processing, analysis and
managerial decision making.

The hierarchical organization of the process of data processing and transformation ensures a rational
distribution of functions and computing resources among sensor devices, edge computing nodes, local servers and the
cloud Big Data platform. Owing to this, the primary processing, filtering, normalization and aggregation of data are
performed directly at the network edge, whereas the resource-intensive tasks of data integration, intelligent analysis,
forecasting, optimization and managerial decision support are implemented at the upper levels of the hierarchical
system. Such a distribution of functions ensures a reduction in the volume of transmitted data, a decrease in the latency
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of their processing, a more efficient use of computing resources, an increase in the scalability and fault tolerance of
the system, as well as support for operation in real time.

The developed model ensures the stage-by-stage transformation of primary sensor, transactional and
behavioral data into control actions aimed at the adaptive management of a smart retail enterprise. Its use makes it
possible to reduce the load on the central information and computing platform, to reduce the latency of data processing
and of managerial decision making, and also to increase the reliability of the information used for monitoring the state
of the enterprise and for supporting the management processes.

The use of the developed five-level hierarchical system ensures:

o continuous monitoring of the state of the smart retail enterprise;

e integration of physical and digital data sources into a unified information space;

o prompt detection of critical events and anomalous deviations;

o forecasting of demand and consumer behavior;

¢ optimization of inventories, pricing processes, logistics and resource use;

¢ automation of the processes of making and implementing managerial decisions;

o scaling of the information system by connecting new sensors, corporate information systems and external
services;

¢ implementation of a closed loop of adaptive management in real time.

Thus, the developed hierarchical model of data processing and transformation forms the methodological basis
for constructing an information technology for the adaptive management of a smart retail enterprise. It ensures the
integration of physical sensors, corporate information systems, Edge Computing means and the Big Data platform
within a single information environment, supports the intelligent processing and forecasting of data, and also creates
the conditions for the timely formation and implementation of managerial decisions aimed at increasing the efficiency
of enterprise operation under the conditions of a dynamic market environment.

4.5. Analysis of the Advantages of the Proposed Architecture

The developed architecture of the sensor complex and of the hierarchical data processing system differs from
traditional centralized approaches by combining the modular organization of the sensor infrastructure, edge intelligent
data processing, multi-level integration of information flows and intelligent analysis within a single information
environment. This ensures an increase in the operating efficiency of the information technology for the adaptive
management of a smart retail enterprise.

The main advantages of the proposed architecture are as follows:

o reduction of the load on the central information and computing platform through the execution of filtering,
normalization, aggregation and primary analysis of data at edge computing nodes;

o reduction of the latency of data processing and of managerial decision making owing to the use of Edge
Computing technologies and the hierarchical distribution of functions among the levels of the system;

e increase in scalability through the modular organization of the sensor complex, which makes it possible
to connect new sensors, retail facilities and digital services without a substantial restructuring of the architecture;

e integration of heterogeneous data sources into a unified information space, which ensures a
comprehensive representation of the current state of the smart retail enterprise;

e increase in the reliability of information owing to the multi-level verification, cleaning, harmonization
and integration of data;

e increase in the dependability and fault tolerance of the system owing to distributed processing, data
buffering, redundancy of communication channels and self-diagnostic means;

e support for operation in real time, which ensures a prompt response to changes in the state of inventories,
consumer behavior, logistics processes and the operation of technological equipment;

e increase in the efficiency of adaptive management through the integration of sensor data, corporate
information systems, and means of intelligent analysis, forecasting and managerial decision support.

The efficiency of the developed architecture of the sensor complex and of the hierarchical data processing
system should be evaluated by a set of time, resource, information and functional indicators, which can be represented
in the following form:

P = {Topr' Taec) Vaets Rer Ser As,) Dq' E.}, )

where Topr is the data processing time; Taec is the time of managerial decision formation; Vy is the volume

of network traffic; R. is the utilization of the computing resources of the central platform; S. is the scalability of the

system; A is the availability and fault tolerance; Dq is the integrated data quality; E, is the efficiency of adaptive
management.

One of the most important criteria of the efficiency of the developed architecture is the reduction of the data
processing time. The total time of the passage of the information flow through the hierarchical system is determined
by the sum of the durations of the main processing stages:

Topr = Teage + Ter + Tanay,, (10)
where Tedge 1S the time of edge processing; Ty is the time of transmission; Tin is the time of integration; Tana
is the time of intelligent analysis.
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For a centralized architecture, the time of information passage is determined as follows:

Tocpr = thr + Tpcrom (1 1)
where T is the transmission time of primary data to the central platform, and Ty, is the time of their
centralized processing.

The developed hierarchical architecture is more efficient under the condition

Topr < Tépr. (12)

that is, when the total time of information passage through the hierarchical system is shorter than in a
traditional centralized architecture. The achievement of this condition is ensured by performing the preliminary
intelligent processing of data directly at edge computing nodes, by reducing the volume of data transmitted over the
network, and also by a rational distribution of the processing functions among the edge, integration and central levels
of the system.

One of the advantages of the developed hierarchical architecture is the reduction of the volume of data
transmitted to the central information and computing platform. This is achieved owing to the execution of
preprocessing, filtering, aggregation and normalization of information directly at edge computing nodes. As a result,
only a part of the primary data is transmitted to the central level, which is described by the relation

Vier = ¢Vo, (13)
where 0 < @ < 1; Vj is the initial volume of primary data; V, is the volume of data transmitted over the
network after edge processing; ¢ is the information flow reduction factor.

The degree of reduction of the network load is determined by the coefficient

Ky=—""==, (14)
Vnet P
which shows how many times the volume of data transmitted over the network is reduced. The larger the

value of Ky, the more efficiently the network resources are used and the lower the load on the data transmission
channels.

The proposed hierarchical architecture ensures a more efficient use of network resources under the condition

Vet < Viee, (15)
where V5, is the volume of data transmitted in the traditional centralized architecture.

One of the important advantages of the proposed architecture is the possibility of its stage-by-stage extension
by connecting new sensors, functional modules, retail facilities and information services without the need for a
substantial restructuring of the system. This property is characterized by the scalability indicator.

Let N; be the number of connected sensors, Ny, the number of functional modules, and Ny the number of
elements of the basic configuration of the system. Then the scalability indicator can be defined as

Ns+Noy
S, =—=—"1 (16)
No

where N corresponds to the basic configuration of the architecture.

The value Sc=1 corresponds to the basic configuration of the system, whereas for Sc>1 the system operates
in an extended configuration. The larger the value of S, the higher the capability of the architecture for scaling without
a significant decrease in performance and functional efficiency. The efficiency of the proposed architecture according
to the scalability criterion is ensured under the condition

S, > S¢, (17)
where S¢ is the scalability indicator of the traditional centralized architecture.

The integrated data quality is one of the key indicators of the efficiency of the proposed architecture, since it
is precisely this quality that determines the reliability of the results of intelligent analysis and the validity of managerial
decisions. The composite indicator of the quality of data integration should be defined as a weighted sum of the main
characteristics:

Dy =w; €+ wyA +wil +w,T, (18)
where C is the completeness of data (Completeness); A is accuracy (Accuracy); I is consistency (Integrity or
Consistency); T is timeliness (Timeliness); wi is the weighting coefficient of the corresponding characteristic.

The weighting coefficients are determined by an expert or a statistical method and satisfy the normalization

condition
Show =1, (19)

where w; = 0.

The larger the value of the indicator Dy, the higher the integrated data quality and, accordingly, the operating
efficiency of the information technology for the adaptive management of a smart retail enterprise. The efficiency of
the proposed architecture according to the data quality criterion is ensured under the condition

D, > Dg, (20)
where D¢ is the composite quality indicator of integrated data in the traditional centralized architecture.

An important characteristic of the efficiency of the proposed hierarchical architecture is its availability and
fault tolerance, which are ensured by distributed data processing, redundancy of information channels, buffering of
data flows and self-diagnostic means. The availability of the system is determined by the classical relation

MTBF
45 = MTBF+MTTR’ (2D
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where MTBF (Mean Time Between Failures) is the mean time between failures of the system; MTTR (Mean
Time To Repair) is the mean time to restore operability after a failure.

It follows from formula (21) that an increase in the value of MTBF or a decrease in the recovery time MTTR
leads to an increase in the availability of the system. The maximum value of the indicator As approaches unity, which
corresponds to a practically uninterrupted operation of the information system.

The efficiency of the proposed architecture according to the availability criterion is ensured under the
condition

Ag > AS, (22)
where A¢ is the availability indicator of the traditional centralized architecture.

An increase in availability is achieved owing to the distributed execution of computations, the local autonomy
of edge nodes, the redundancy of communication channels and the possibility of the continued operation of individual
subsystems even in the event of a failure of individual components of the central information and computing platform.

The integral efficiency of the developed hierarchical architecture should be evaluated by a composite
indicator that takes into account the time, resource, information and functional characteristics of the system. After the
normalization of the partial indicators, the integral criterion can be defined in the form

— A~ -~ A A~ A a= ?dec§c9net’ (23)
where D, S, Ag, T gec» R and V. are the normalized values of the corresponding indicators reduced to the
dimensionless interval [0; 1].

The integral indicator Ea increases with the growth of the integrated data quality, the scalability and the
availability of the system, and decreases with an increase in the time of managerial decision formation, in the
utilization of the computing resources of the central information and computing platform and in the volume of network
traffic. Thus, a larger value of Ea corresponds to a higher operating efficiency of the information technology for the
adaptive management of a smart retail enterprise.

The efficiency of the proposed architecture is ensured under the condition

E, > E¢, (24)
where E¢ is the integral efficiency indicator of the traditional centralized architecture.

Thus, the developed architecture of the sensor complex and of the hierarchical data processing system is
efficient if the following conditions are satisfied simultaneously:
Topr < Tocpr
Tdec < Tdcec
Vnet < V?’fet

R. <R¢
S, >88 7
D, > Dg
Ag > AS
E, > E§
where the superscript ¢ corresponds to the values of the indicators of a traditional centralized architecture.

Therefore, the developed architecture ensures a reduction in the time of data processing and of managerial
decision formation, a decrease in the network load and in the utilization of the computing resources of the central
platform, as well as an increase in the scalability, the integrated data quality, the availability of the system and the
integral efficiency of adaptive management.

(25)

5. Conclusions

1. The paper solves a relevant scientific and applied problem of developing the architecture of the sensor
complex and of the hierarchical data processing system of an information technology for the adaptive management of
a smart retail enterprise.

2. The principles of constructing the sensor complex of a smart retail enterprise have been formulated, which
encompass modularity, edge intelligent data processing, multi-source integration, distributed processing, scalability,
fault tolerance, adaptivity, information security and energy efficiency.

3. For the first time, an architecture of the sensor complex and of a five-level hierarchical data processing
system of a smart retail enterprise has been developed that is based on the combination of the modular organization
of the sensor infrastructure, edge intelligent data processing, multi-level integration of information flows and a closed
loop of adaptive management, which ensures a reduction in the latency of data processing, in the network load and in
the utilization of the computing resources of the central information and computing platform, as well as an increase
in the scalability, availability and fault tolerance of the system.

4. For the first time, a mathematical model for evaluating the efficiency of the architecture has been
developed that is based on a set of time, resource, information and functional indicators and on an integral criterion
of efficiency, which makes it possible to perform a quantitative comparison of different architectural solutions.
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5. A system of quantitative indicators for evaluating the efficiency of the architecture has been proposed,
which encompasses time, resource, information and functional characteristics, as well as an integral criterion of the
efficiency of adaptive management.

6. It has been shown that the use of the proposed architecture ensures a reduction in the time of data
processing and of managerial decision making, a decrease in the network load and in the utilization of the computing
resources of the central platform, as well as an increase in the scalability, the integrated data quality, the availability
of the system and the efficiency of adaptive management.
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HarnionansHuii yHiBepcuteT «JIpBiBChbKa MOJITEXHIKa»

Haranis OJIIMHUK

XapkiBcbKHi HalioHaNbHUH yHIBepcuTeT iMeni B. H. Kapasina

APXITEKTYPA CEHCOPHOI'O KOMILJIEKCY TA IEPAPXIYHOI CACTEMHU
OIIPAHIOBAHHSA JAHUX TOPI'OBOI'O CMAPT-HIAINTPUEMCTBA

Y crarri po3B53aHO aKkTyanabHy HayKoBO-NPUKAAAHY 3afady po3pO6/IEHHS apXITEKTYpU CEHCOPHOIrO KOMI/IEKCY Ta
IEPaPXIYHOI CUCTEMM OrPaLOBAaHHS AGHNX TOPrOBOro CMapT-riignpUEMCTBE, SKI € 6a30BOK0 CKIAL0BOI [HGOPMALiVIHOI TeXHO/IOri
aAanTUBHOO yripassiiHHe. 10Ka3aHo, 1O TPaanLiVIHI LUEHTPAZ0BaHi apXiTEKTypu 360py ¥ OnpaLtoBaHHS AaHNX HE 3a6e3eYyoTs
10TPI6HOI OrNEPaTMBHOCTI YIIPaB/iiHHS B yMOBAX, KOJIM TOPrOBE/IbHE IMiAMPUEMCTBO O4HOYACHO FEHEPYE MOTOKU [aHNX Bif 3aco0iB
PagioyacToTHoi  [aeHTugikauli, IHTenekTyanbHux nommyb, POS-TEPMIHA/IB, CUCTEM BiACOAHANITUKY, A3BaYiB MIKpOK/IMATy Ta
EHEDIOCIIONNBAHHS, a TAKOX Bifl KOPIOPATUBHUX IH@OpMAaLiiHuX cuctem ERP, CRM | WMS T1a um@poBux KaHasis rpoaaxy.
ChopmysibOBaHO ABAHAAUATL PUHLNITIB 106YA0BH CEHCOPHOIO KOMI/IEKCY TOProBOIro CMapT-IliAnpueEMCTBE, SKi OXOIIOOTh
MOAY/IbHICTB, NEPUPEDIVIHE [HTENEKTYAalIbHE OMPAaLIOBaHHS AaHMUX, CYMICHICTb [ CTAHAAPTU3ALIO IHTEPQENICIB, MYJIbTUIKEPEIbHY
IHTErpayito, 6e3rnepepPBHM  MOHITOPUHI, MAaclTab0BaHICTb, PO3ITOGIIEHE  ONpaLloBaHHSs, HA[IMHICTb |  BiAMOBOCTIVIKICTS,
EHEProePeKTUBHICTL, BE3NEKY Ta KOH@IAEHLIMHICTL, CaMOofIiarHOCTUKY U aAanTuBHICTb, Ha OCHOBI LMX MPUHLNITIB pPO3POBIIEHO
CTPYKTYPY CEHCOPHOIro KOMITIEKCY, LU0 06 E4HYE AEB AT QYHKLIIOHAIbHUX rPYIT 3ac06iB 360pYy AGHNX Ta MEPUPEPIVIHI 06YNCITIOBASTbHI
BYy3/m ¥ IoT-wwmo3u. BriepLue po3pobrieHo apXiTeKTypy 'aTupIiBHEBOI IEPaPXIYHOI cUCTEMY OrNpPAaLIlOBaHHS 4aHNX, K3 OXOI/IOE PIBEHb
CEeHCOPIB [ PKEPEST MEPBUHHUX AaHNX, PIBEHE JIOKA/IbHOIO OMpaLtoBaHHs, piBeHb IHTerpauli ta KoHcoagauyli, piBeHb IHTEEKTYa/IbHOro
aHanizy i NPMAHATTS PilleHb Ta piBeHb peasizalii’ pilleHb, KOMYHIKALA | MOHITOPUHIY. LIS KOXHOIO pPiBHS BU3HAYEHO DYHKLII Ta
@OpMasi30BaHo BIAMNOBIAHI OrEPATOPH NEPETBOPEHHS AAHNX, @ iX KOMITO3NLIIO 104aHO y BUITISAI yY3arallbHEHOI MOAES, 1O ONUCYE
3aMKHEHMI LIMKIT 3AAITTUBHOMO YIIPABJIIHHS, Y SKOMY PE3Y/IbTaTu peasni3alii yripaBaiHCbkux pilleHb @OPMYyIOTb OHOBJ/IEHI AaHi A/1S
HACTYIIHOro UUKITy ONpaLtoBaHHs. Po3pob/IEHO MAaTEMAaTUYHY MOAETL OLIHIOBaHHS €QEKTUBHOCTI apXITEKTYpH, KA IPYHTYETLCS Ha
CYKYITHOCTI  4acoBuX, PECYPCHUX, [HQOOPMALIHUX | QDYHKLIOHAIBHNX TTOKA3HUKIB: Yacy ONpaLtoBaHHA AaHUX | @OpPMYyBaHHS
YIpaB/IIHCbKOro PILLIEHHS, 0OCIry MEpEexeBoro TpagiKy, BUKOPUCTAHHS OOYNCIIOBA/IBHUX PECYPCIB LIEHTPA/IbHOI niatgopmu,
10Ka3HNKa MaclTaboBaHOCT], AOCTYITHOCTI Ta BIAMOBOCTIVIKOCTI, KOMIT/IEKCHOIO MOKa3HMKAa AKOCTI IHTErpoBaHuX AaHUX | [MOKa3HUKa
eQpeKTUBHOCTI aAaNTUBHOIO YrpassiiHHA. 3arporoHOBAHO [HTErPa/ibHU KPUTEDIV egeKTUBHOCTI Ta CUCTEMY YMOB, 33 OAHOYAaCHOro
BUKOHaHHS SKUX PO3POBIIEHE IEPAPXIYHA APXITEKTYPA € EPEKTUBHILLION 3a TPAANLIIHY LIEHTPAI30BaHY. [ToKa3aHo, 1O BUKOPUCTaHHS
38IPOIIOHOBAHMX pillieHb 336E311eYye CKOPOYEHHS Yacy OMpautoBaHHS AaHNX | MPUIHATTS VIIPaB/liHCbKUX DilleHb, 3MEHLIEHHS
MEDEKEBOr0 HABAHTAXEHHS Ta HABAHTAXEHHS Ha LIEHTPA/IbHY IHOOPMALIIVIHO-06YMC/IIOBA/IbHY MIATQOPMY, @ TAKOX ABULLEHHS
MacLTaboBaHOCT], SKOCTI [HTErPOBAaHUX AaHNX, AOCTYIIHOCTI CUCTEMU ¥ €EeKTUBHOCTI afarnTUBHOIO VIpas/iiHHA TOProBuM CMapT-
TIIAMPHNEMCTBOM Y PEXUMI PEAJIbHOIO Hacy.

K/o4oBi  C/10Ba: CEHCOPHUY KOMIIIEKC, TOProBe CMapT-riAnpueEMCTBO, [EPaPXiYHa CUCTEMa OrpaLtoBaHHA [aHuX,
NEPUPEPIVIHI OBYNCTIEHHS], IHTEPHET PEYEX], IHTErPALIs AaHUX, aAarTTUBHE YIIPaB/liHHS, OLIHIOBaHHS EQPEKTUBHOCTI apXITEKTYPH.
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