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EARLY WARNING OF CRITICAL
INFORMATION SYSTEM STATES FROM
SHORT SEQUENCES

The reliability of modern information systems largely depends
on the timely detection of changes that may lead to performance
degradation, violation of established response-time requirements, and
service unavailability. Conventional monitoring tools primarily register the
exceedance of predefined thresholds but do not always make it possible to
recognize the preceding development of an adverse trend and distinguish
it from a short-term deviation. The objective of this study is to develop an
approach to the early warning of critical information system states based
on the sequential aggregation of structural estimates obtained from short
monitoring-data sequences. The article proposes a procedure for
normalizing heterogeneous indicators, forming binary sequences within
sliding time windows, and calculating local structural estimates that
characterize the frequency, fragmentation, and persistence of adverse
observations. To detect developing degradation, the local estimates are
sequentially aggregated with consideration of the current deviation level,
trend, accumulation, duration, and variability. Based on the resulting
aggregated estimate, information-response rules are developed using
activation thresholds, confirmation intervals, and hysteresis during system
recovery. The proposed approach distinguishes stable operation, an
[solated deviation, gradually developing degradation, and a persistent
critical state. A simulation-based evaluation was conducted for the
corresponding  server-infrastructure workload scenarios. The results
showed that the sequential aggregation of structural estimates enables
persistent adverse changes to be detected before established quality-of-
service requirements are violated while limiting responses to isolated short-
term fluctuations. Comparison with conventional threshold-based
monitoring confirmed the possibility of providing a time interval for
preventive actions, including resource scaling, workload redistribution, and
restriction of noncritical requests. The proposed procedure can be
Integrated into information technologies for monitoring server, distributed,
and cloud systems and used to support decision-making aimed at
preventing critical operating conditions.

Keywords: information technology; forecasting of hazardous
states; short random sequences, structural-probabilistic assessment;
sequential aggregation,; early warning, information systems,; system-state
monitoring.

Introduction

The reliability of modern information systems largely
depends on the operational stability of their server infrastructure.
Increasing workloads, limited computational resources, and the
accumulation of processing errors may gradually increase
response times, reduce system performance, and cause partial or
complete service unavailability. The timely identification of
developing critical states is therefore essential for maintaining the
availability and continuity of information services.

Conventional monitoring approaches generally compare
current server metrics with predefined thresholds. Although such
approaches can detect an existing violation, they provide limited
information about its preceding development. Moreover, an
isolated deviation may result from a temporary workload surge
and does not necessarily indicate system degradation. A critical
state is usually preceded by a sequence of coordinated changes
whose individual values may initially remain within acceptable
limits.

This limitation makes it necessary to move from
detecting separate anomalies to identifying adverse trends before
a critical state occurs. Short data sequences allow changes to be
assessed with minimal delay, while the sequential aggregation of
their structural estimates makes it possible to consider the
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direction, accumulation, duration, and variability of observed deviations. Therefore, developing and evaluating an
approach under simulated degradation scenarios for the early warning of critical information system states from short
sequences of server monitoring data is a relevant scientific and applied problem.

Statement of the problem

Modern information systems generate continuous streams of server monitoring data, but the availability of
these data does not itself ensure the timely recognition of developing critical states. Conventional monitoring tools
mainly detect threshold violations or already formed anomalies, whereas preceding adverse changes may remain
unnoticed. As a result, preventive action is often taken only after system performance has substantially deteriorated.

The use of short data sequences is necessary when a decision must be made with minimal delay. However,
many statistical methods require sufficiently long samples and assumptions about the distribution or stationarity of
the observed process. Data-driven methods may additionally require representative training sets containing labelled
examples of different degradation scenarios. These requirements are difficult to satisfy when the system state changes
rapidly and only a limited number of recent observations is available.

Individual estimates obtained from short sequences are also sensitive to random fluctuations and may not
reliably distinguish a temporary deviation from a developing degradation process. Therefore, the problem is to identify
coordinated and persistent changes across successive short sequences and provide an early warning before server
performance reaches a critical level.

Analysis of recent studies and publications

Anomaly detection in server and cloud infrastructures is commonly based on metrics, logs, and traces.
Existing statistical, machine-learning, and deep-learning methods primarily focus on recognizing anomalous
behaviour and identifying its causes after observable deviations have emerged [1]. A recent systematic mapping of
104 publications confirms the growing use of operational monitoring data for detecting performance degradation and
failures in cloud-based systems [2]. However, differences in data acquisition, preprocessing, and experimental
conditions complicate the comparison and practical implementation of existing approaches.

Recent studies increasingly represent server monitoring indicators as multivariate time series. Deep-learning
approaches use reconstruction, prediction, and representation models to capture complex temporal dependencies [3,
4]. However, such models often require extensive training data, parameter configuration, and considerable
computational resources. Online model-based methods also face unresolved problems related to representative
datasets, evaluation metrics, and decision-threshold selection [5]. These limitations become particularly important
when a system state changes rapidly and a decision must be made from a limited number of recent observations.

Active learning and contrastive variational autoencoders have been applied to account for relationships
among multiple indicators in large distributed systems [6]. Online unsupervised methods can process multivariate
streams without preliminary labelled training sets [7]. The integration of time-series anomaly detection into DevOps
workflows has also confirmed the practical value of monitoring data while demonstrating a strong dependence of
detection performance on the selected algorithm, its parameters, and the properties of the monitored system [8].
Nevertheless, these methods mainly classify current observations or intervals as normal or anomalous rather than
identify the gradual formation of a critical state.

The reliability of experimental evaluation remains another important issue. Commonly used point-adjustment
procedures may substantially overestimate anomaly-detection performance [9]. Moreover, high classification
accuracy does not necessarily mean that an anomaly is detected early enough for preventive action [10]. Therefore,
early-warning methods should be evaluated not only by accuracy, precision, recall, and F1-score but also by false
warning frequency and the time interval between the warning and the actual critical state.

Structural-probabilistic analysis provides an alternative basis for processing limited observations. Exact
probabilistic characteristics have been obtained for statistics of short binary sequences and their joint distributions
[11, 12]. However, local estimates calculated for separate short sequences do not directly characterize the direction,
accumulation, and duration of changes across successive observation windows. Consequently, there remains a need
for an approach that sequentially aggregates local structural estimates, distinguishes isolated deviations from
developing degradation, and provides an early warning before server performance reaches a critical level.

Research objectives and tasks
The objective of this study is to develop and evaluate an approach for the early warning of critical information
system states based on the sequential aggregation of structural estimates obtained from short server-monitoring
sequences. To achieve this objective, the following tasks are addressed:

. to define the components of the sequentially aggregated assessment;

. to establish decision rules for distinguishing stable operation, isolated deviations,
developing degradation, and persistent degradation;

. to implement the early-warning procedure using server performance indicators and

construct a simulation model with representative degradation scenarios;
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. and to compare the proposed approach with conventional threshold-based monitoring in
terms of detection accuracy, false warnings, and warning lead time.

Research results

FORMATION OF STRUCTURAL ESTIMATES FROM SHORT SEQUENCES

Let the operational state of the server infrastructure at discrete time t be represented by a vector of monitoring
indicators

X(t) = {xl (t)' X2 (t)' e Xm (t)},

where the components may include CPU utilization, memory utilization, response time, request-processing
rate, and error rate. Since these indicators have different units and ranges, each indicator is transformed into a
dimensionless deviation from its reference value:

where y; and o; are the mean value and standard deviation obtained during stable server operation, while
d; € {—1,1} determines the adverse direction of change. For indicators whose increase denotes deterioration, d; = 1;
for indicators whose decrease denotes deterioration, d; = —1. Consequently, positive values of z;(t) correspond to
an adverse deviation regardless of the physical meaning of the indicator.

The monitoring indicators selected for the experimental assessment characterize the use of the principal
server resources and the resulting quality of request processing. Their designation, adverse direction of change, and
operational interpretation are presented in Table 1.

Table 1.
Server monitoring indicators used for structural assessment
Indicator Designation Adverse change Operational meaning
CPU utilization x4(t) Increase Growth of computational load
Memory utilization x,(t) Increase Accumulation of occupied memory
Response time x3(t) Increase Deterioration of service performance
Request-processing rate x4(t) Decrease Reduction in server throughput
Error rate x5(t) Increase Growth in unsuccessful operations

As shown in Table 1, an increase is considered adverse for most of the selected indicators. Request-processing
rate is an exception because its decrease indicates a reduction in server throughput. The direction coefficient d; makes
it possible to represent these heterogeneous changes uniformly: a positive normalized deviation always corresponds
to a deterioration in the monitored system state.

The normalized observations are processed within successive short sliding windows. Let r = 1,2,...,R
denote the window number, and let ¢, be the discrete time index of the first observation included in the r-th window.
Then the r-th window is defined as

We = {tr trias s trin-ad,

where n is the number of observations within each window and R is the total number of windows. The starting
index of the next window is determined as t,,; = t, + h,

where h is the sliding step measured in observations. Thus, for h < n, two successive windows overlap by
n — h observations. If monitoring data are collected at a constant sampling interval At, the time duration of one
window is (n — 1)At, while a new structural estimate is produced every hAt.

The use of short windows reduces the delay between the onset of an adverse change and its detection.
However, an individual observation within such a window is insufficient to distinguish a random fluctuation from a
developing degradation process. Therefore, the normalized observations within each window are transformed into a
binary sequence and subsequently described by a set of local structural estimates:

b (i) = {3’Z’(tr * ' D>6 ‘i=1,..,n,

vzt +i—-1) <0,

where §; is the admissible local deviation level. A value of 1 indicates an adverse observation, whereas a
value of 0 indicates that the corresponding observation remains within the accepted range.

The internal arrangement of adverse observations is characterized by three local structural estimates. The
first estimate represents their relative frequency:

1 n
qjr = ;Z bj,r(i)-
i=1

The second estimate characterizes the number of transitions between acceptable and adverse observations:
1

uj'r = E ?=2|b],‘r(l) - b]'r(l - 1)|
The third estimate represents the relative length of the longest uninterrupted adverse fragment:

MDKHAPOTHUI HAYKOBUI XK YPHAJ 177
«COMPUTER SYSTEMS AND INFORMATION TECHNOLOGIES», 2026, Ne 3



INTERNATIONAL SCIENTIFIC JOURNAL ISSN 2710-0766
«COMPUTER SYSTEMS AND INFORMATION TECHNOLOGIES»

lmax
Jr
9jr = T

where [;7** is the maximum number of consecutive unit values in the binary sequence. The estimate q;,
characterizes the overall presence of adverse observations, u;,. reflects their fragmentation, and g, describes their
local persistence.

These estimates make it possible to distinguish sequences containing the same number of adverse
observations but having different internal structures. For example, the sequences 10101000 and 11100000 have the
same value q;, = 0.375. However, the first sequence contains alternating isolated deviations, whereas the second
contains a continuous adverse fragment. Therefore, their transition and persistence estimates differ, indicating
different patterns of system behaviour.

For each monitoring indicator, a local structural-estimate vector is formed:

ej,r = (qj,r' uj,r' gj,r)'

The estimates obtained for all m indicators are combined into the structural representation of the server state
within window W,

Er = {el,r' e2,r' R em,r}'

Thus, each observation window is represented not only by the magnitudes of server indicators but also by the
frequency, fragmentation, and persistence of adverse changes. The sequence E,, E,,... forms the input for the
subsequent aggregation procedure, which determines whether the identified changes are isolated or constitute a
developing degradation trend.

The complete procedure for transforming the initial monitoring data into local structural estimates is shown
in Fig. 1. It includes the normalization of heterogeneous indicators, the formation of successive short windows, binary
representation of adverse observations, and calculation of structural characteristics.

Frequency, Local
Monitoring Normalizat Sliding Binary transitions
L : - structural
indicators ion windows sequences and :
. estimates
persistence

Fig. 1. Formation of structural estimates from a short server-monitoring sequence

As illustrated in Fig. 1, the transformation is performed separately for each monitoring indicator, whereas the
resulting local estimates are subsequently combined into the structural representation E,. of the server state. This
representation retains information about the frequency, fragmentation, and persistence of adverse observations within
each short window. The sequence of vectors E;, E,,... constitutes the input data for the sequential aggregation
procedure described in the next subsection.

SEQUENTIAL AGGREGATION OF LOCAL STRUCTURAL ESTIMATES

The structural estimates obtained within one window characterize the current arrangement of adverse
observations but do not indicate whether the detected change is isolated or persists over time. Therefore, the local
estimates are first combined within each window and then sequentially aggregated across successive windows.

For the j-th monitoring indicator, the local structural score is defined as

jr = Aqqjr + AgGjr t ac‘lj,r(l - uj,r)s
where ag, Qg a. =0 and ag+ag+a. =1

The components q;,- and g;,. represent the frequency and persistence of adverse observations, respectively.
The term q; (1 — u;,-) characterizes their structural coherence. Multiplication by g, prevents a sequence containing
no adverse observations from obtaining a high coherence score merely because it has no transitions.

The local scores for all monitoring indicators are combined into the current structural state estimate:

m
AT = Z CU] aj‘r,
j=1
where w; 20 and Y70, w; = 1.

Thus, A, € [0,1]: values close to zero correspond to stable operation, whereas increasing values indicate a
greater frequency, coherence, and persistence of adverse observations. Equal weights may be used when the relative
importance of the monitoring indicators has not been established.

Because an isolated workload surge may also produce a high value of 4,., the ordered sequence

A4, A,
is used to calculate five temporal components. Their meanings are summarized in Table 2.
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Table 2.
Components of the sequentially aggregated assessment

Component Designation Characterized property Influence on S,
Current level L, Severity of adverse changes in the current window Positive

Trend T, Growth of estimates across recent windows Positive

Accumulation c, R.epeated relevant deviations considering previous Positive

windows
Duration D, Continuity of the adverse state Positive
Variability V. Instability of recent structural estimates Negative

As shown in Table 2, the level, trend, accumulation, and duration components provide complementary
evidence of developing degradation. Variability is used as a penalty because irregular changes are more likely to
correspond to temporary fluctuations than to a stable adverse process.

The current-level component is equal to the estimate obtained for the current window: L, = A,..

The trend component represents the mean positive change over the last p transitions:

p-1
1
T, = —Z max (0,4,_; —A,_x_1), 7T > .
Pi=

Only positive differences contribute to T,., since a decrease in the structural estimate does not indicate further
degradation.
The accumulation component is updated recursively:

¢, =min|1, pC,y + (1 - p) %‘;{)“’0)] ,Co =0,

where p € [0,1) is the memory coefficient and 6, € [0,1) is the minimum relevant level of the current
structural estimate. Repeated values above 8, increase C,., whereas a return to stable operation gradually reduces the
accumulated effect.
To characterize the continuity of adverse changes, the number of consecutive windows exceeding 6, is
determined as
_(dp—g +1,A, >0, _
dr_{O, A, <0, do = 0.
The normalized duration component is

. d
D, = min (1, r ),
dmax .
where d,,,, is the number of consecutive adverse windows sufficient to obtain the maximum duration

estimate.
Variability is calculated from the last p + 1 estimates:

N
V.= minl 1,2 mZ(Ar_k - /Tr)z |,
k=0 J

1 §p
1 k:oAr—k~

Because 4, € [0,1], the coefficient 2 normalizes the standard deviation relative to its maximum value of 0.5.
A high value of V. indicates unstable alternation of the recent structural estimates.

The full temporal aggregation is activated after p + 1 window estimates have been formed. During
initialization, the response level remains INFO; therefore, trend and variability are not evaluated from an incomplete
history.

The resulting sequentially aggregated estimate is determined as

Sy = BLLy + Br T, + BcCr + BpDr — BV, 15,
where

[x]6 = min(1, max(0,x)), B, Br, Bc » B, By = O,
and the weights of the positive components satisfy

B+ Br+Bc+pBp =1
The coefficient 8, determines the penalty applied to unstable changes. The clipping operator ensures that
S, € [0,1].
The sequence of operations used to form S, is shown in Fig. 2.

where 4, =
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°
b

«object»
Local structural estimates E,

:

Calculate indicator scores aj,»

|

Calculate current estimate Ap

Calculate level L, Update accumulation C, R
and trend T, and duration D, Calculate variability v,

} ! }
—

[ Calculate aggregated estimate S, J

{

«object»
Sequentially aggregated estimate S,

v
®

Fig. 2. Sequential aggregation of local structural estimates

As illustrated in Fig. 2, the first aggregation stage combines the structural characteristics of all monitoring
indicators within the current window. The second stage accounts for the development of these estimates across
successive windows. Therefore, an isolated increase in A, does not necessarily result in a sustained increase in S,,
whereas coordinated and persistent adverse changes increase its trend, accumulation, and duration components.

The ordered sequence

S1,85, ., S

forms the basis for distinguishing stable operation, temporary deviations, developing degradation, and

persistent degradation using the decision procedure presented in the next subsection.

EARLY-WARNING DECISION PROCEDURE

The sequentially aggregated estimate S, is transformed into three information response levels: INFO
corresponds to stable operation or isolated deviations, WATCH indicates developing degradation, and ALERT
represents a persistent critical tendency requiring intervention. The initial response level is INFO.

The activation and recovery thresholds satisfy

0<08f <3P <0 <M< 1.

Here, 83" and 85" activate WATCH and ALERT, whereas 63 and 89 provide hysteresis during recovery.
A transition is confirmed only when its condition is satisfied for a specified number of consecutive windows: k,,, for
WATCH, k, for ALERT, and ky for recovery. The decision rules are presented in Table 3.

Table 3.
Decision rules for information response levels
Current level Confirmed condition New level
INFO S, = 6y for ky, windows WATCH
INFO or WATCH S, = 0"for k, windows ALERT
WATCH S, < 85ffor ky windows INFO
ALERT S, < 82%for ky windows WATCH
Any level No transition condition is confirmed Current level retained

If the WATCH and ALERT conditions are confirmed simultaneously, ALERT has priority. Consequently,
rapid degradation may produce a direct transition from INFO to ALERT. Recovery is performed gradually to prevent
unstable switching near the decision thresholds.
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The warning time ty,,rning is defined as the time of the last observation in the window in which the WATCH
condition is first confirmed. If the independently defined critical state begins at t.piscq1, the warning lead time is

Tlead = Eeritical — twarning-

A positive Tje,q indicates that the developing degradation was detected before the service-level condition
was violated.

SIMULATION SETUP AND DEGRADATION SCENARIOS
The proposed procedure was evaluated using model-generated monitoring sequences representing a server
application with a reverse proxy, an application service, and a database. The conceptual environment comprises a
workload-generation component, a simulated server host, a monitoring component, and an analysis component. CPU
utilization, memory utilization, 95th-percentile response time, request-processing rate, and error rate were generated
at a constant sampling interval and processed by the proposed procedure. The information flows are shown in Fig. 3.
For indicator j, scenario s, and realization £, each simulated observation was obtained by combining the
stable reference level u;, the deterministic scenario-dependent component A;¢(t), and a zero-mean random

disturbance sjm (t) with standard deviation g;. The values were restricted to the physical range of each indicator. A

common workload component produced coordinated changes among the indicators, while independently generated
disturbances provided variability across repeated realizations. Scenario S, used a zero scenario-dependent component,
S; contained a temporary pulse, S, used a gradual adverse increase, and S; combined an increase with a persistent
high-load plateau.

As shown in Fig. 3, the workload generator defines the profile of each simulated scenario. The server-state
model converts this profile into coordinated resource and service-quality indicators, and the monitoring component
forms time-series observations. The analysis component performs normalization, binary-sequence formation,
structural estimation, and sequential aggregation. The resulting estimate S,. is transformed into the INFO, WATCH,
or ALERT response level. The principal processing parameters are presented in Table 4.

The components in Fig. 3 represent the conceptual target architecture and were not deployed as a physical
experimental environment in the present study.

«ayacutionEnvironments =axecutionEnvironments
Docker host Analysis node
— weomponents
F‘ seantamers I Normalization and windows
Nginx reverse proxy / nomalized data
FEVErse proxy
lonEnvironmen = «components
S wexecutionEnvironment: .
HTTP requests [} Binary sequences
B O Monitoring node ., nied series
«containers D1}
~devices — /metrics [ scomponent l
FastAPl [ Uvicorn T |0
Load generator Prometheus ) .
] “Components
SGL etore ] Structural estimates E
’Ql..u,m\u, ents .
Grafana k& ‘
] «containers y
workload profiles So-5s 0O resource metrics Time-series data = =campanents
PostgreSQL [ seguential aggregation S
—_ =COMPOnents
= ©agents (] INFO / WATCH { ALERT
O response level
Node / application exporter
Experiment results I\
resource limits: 2 vCPU, 2 GB RAM

Fig. 3. Conceptual architecture of the simulation and early-warning environment

The parameters in Table 4 were selected using separate simulated stable-operation and calibration sequences
and remained unchanged during evaluation. With n = 12 and At =5 s, each window covered 55 s between its first and
last observations, and a new estimate was produced every 15 s.

A 20-min baseline sequence was generated under stable conditions and used to calculate the reference values
u; and g;. Four simulated workload scenarios were then evaluated, as summarized in Table 5.

Each scenario comprised 30 independent realizations generated with different random disturbances. The
parameters of the deterministic scenario components and the decision procedure remained unchanged across all
realizations.

The actual critical-state onset was determined independently of S,.. It was registered when at least one of the
following conditions was satisfied for three consecutive observations: RTos(t) > 500 ms or ER(t) > 5%, where
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RTq5 (t) is the 95th-percentile response time and ER(t) is the HTTP error rate. This independent criterion enabled the
calculation of warning lead time and comparison with conventional threshold-based monitoring.

Table 4.
Parameters of the simulation-based evaluation
Parameter group Parameter Value
Monitoring Sampling interval At S5s
Short sequences Window length n 12 observations
Short sequences Sliding step h 3 observations
Binarization Local threshold 6; 2
Local estimate (ag, a4, a;) (0.35, 0.40, 0.25)
Indicator aggregation 0.20
Sequential aggregation p,P, 00, dmax 4,0.80,0.25,4
Component weights (BL,Br, Bc ., Bp) (0.30, 0.20, 0.25, 0.25)
Variability penalty 0.15
WATCH thresholds (om0t (0.45, 0.35)
ALERT thresholds (62,621 (0.70,0.58)
Confirmation (ky, ky, kg) 3,2,3)
Prediction horizon H, 300 s
Table 5.
Simulated workload scenarios
Scenario Workload profile Purpose

So Constant load of 20 virtual users Stable operation

M Increase from 20 to 100 users for 60 s Isolated deviation

S, Linear increase from 20 to 160 users over 20 min Developing degradation

Sa Increase to 160 users followed by constant high load Persistent degradation

SIMULATION RESULTS AND COMPARATIVE EVALUATION

The simulation-based evaluation included 30 independent realizations for each scenario and 120 realizations
in total. Scenarios S, and S; contained no critical states, whereas all runs of S, and S; reached the service-level

criterion.

A response was considered timely if WATCH or ALERT was activated no more than H,, = 300 s before the
critical-state onset. A response in a noncritical realization, or a response outside the specified prediction horizon, was
treated as a false warning for the run-level evaluation.

Detection of Developing Degradation. The dynamics of the monitoring indicators during a representative
developing-degradation realization are presented in Fig. 4.

100 1/ cpu utilization
80 1
60 1

40

Utilization, %

20 4

o] T

= Memory utilization

600 A

400

300 A

200 +

Response time, ms

100 A

= P95 response time

107+

- Request-processing rate

160

- 140

120

Requests/s

100

- 80

T T

HTTP error rate
—=~ Critical boundary

Error rate, %

T
0 200

T T T
400 600 800
Elapsed time, s

: T
1000

T
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Fig. 4. Dynamics of simulated server-monitoring indicators under developing degradation
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As shown in Fig. 4, increasing workload caused coordinated growth in CPU and memory utilization, followed
by higher response time and error rate and reduced request-processing rate. However, the actual critical state was
registered only at t.,jica1, When the service-level condition remained violated for three consecutive observations.

The effect of sequential aggregation is demonstrated in Fig. 5.

1.0 4 ]
o]
© -
£ 0.8
3 0.6 -
=)
(]
& 0.4 1
©
£
5 0.2 1
=2
O-D T T T T T T T T T T T T T T
0 100 200 300 400 500 600 0 100 200 300 400 500 600
Elapsed time, s Elapsed time, s
—— Current estimate A, WATCH threshold  __... teritical
—— Aggregated estimate S, === ALERT threshold

Fig. 5. Current and sequentially aggregated estimates: (a) isolated deviation; (b) developing degradation

In scenario S;, the current estimate A, increased temporarily but returned to its initial range after the workload
surge ended. The absence of continued accumulation and duration prevented S, from reaching the WATCH threshold.
In scenario S,, repeated adverse changes caused a persistent increase in S,., resulting in WATCH activation before the
actual critical-state onset. The interval between the first confirmed WATCH and t i1 Was used to calculate warning
lead time.

The results obtained for all scenarios are summarized in Table 6.

Table 6.
Results obtained for the modelled scenarios
Scenario Runs Critical TlmFly Fal§e Mls§ed Tieadq> mean £ SD, s
states warnings warnings warnings
Sy: stable operation 30 0 — 1 — —
S, isolated deviation 30 0 — 3 — —
S,: developing degradation 30 30 28 0 2 229.1+45.2
S3: persistent degradation 30 30 29 0 1 248.0+38.6
Total 120 60 57 4 3 238.7+42.7

As shown in Table 6, 57 of the 60 critical states were preceded by a timely warning. Four false warnings
occurred in the noncritical scenarios, while three critical states were not identified within the specified prediction
horizon. The pooled mean lead time calculated over the timely warnings was 238.7442.7 s, where SD denotes the
sample standard deviation.

Comparison with Threshold-Based Monitoring. Each simulated realization was assigned one run-level
outcome. A timely response was classified as a true positive, a response in a noncritical realization as a false positive,
a noncritical realization without a response as a true negative, and a critical realization without a timely response as a
false negative. Precision, recall, F1-score, and false-positive rate were calculated from these outcomes.

The proposed procedure produced 57 true positives, four false positives, 56 true negatives, and three false
negatives. Threshold-based monitoring registered all 60 critical and 60 noncritical realizations correctly because the
same service-level boundaries were used to define the critical-state onset. Its perfect classification is therefore
expected by construction, and the comparison primarily concerns warning lead time. The results are presented in
Table 7.

Table 7.
Comparison with threshold-based monitoring

Method Precision Recall Fl-score False;;) toesmve Tiead> mean = SD, s
Threshold-based 1.000 1.000 1.000 0.000 0
monitoring
Proposed procedure 0.934 0.950 0.942 0.067 238.7+42.7

Threshold-based monitoring generated a response only after the critical criterion had been confirmed and
therefore provided no warning lead time. The proposed procedure had an F1-score of 0.942 and provided an average
warning lead time of approximately four minutes. Its principal advantage lies in enabling preventive action rather than
improving retrospective classification against a threshold-defined reference condition.
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DISCUSSION OF THE RESULTS

The results demonstrate the difference between registering an existing critical state and identifying its
preceding development. Threshold-based monitoring detected the service-level violation without delay but provided
no time for preventive action. Sequential aggregation formed a timely warning in 57 of the 60 critical realizations,
with a mean lead time of 238.7+42.7 s.

In the isolated-deviation scenario, a temporary increase in A, did not produce a persistent increase in S,.
Under developing degradation, repeated adverse changes increased the trend, accumulation, and duration components
and activated WATCH before the critical boundary was reached. The procedure therefore distinguished a short
workload surge from a persistent adverse process.

Early detection was accompanied by four false warnings and three missed warnings. Increasing activation
thresholds or confirmation intervals could reduce false responses but would also shorten warning lead time. The results
are limited to the selected simulation assumptions and workload profiles; application to other infrastructures requires
parameter recalibration and experimental validation.

Conclusions and prospects for further research

The objective of this study was to develop and evaluate an approach for the early warning of critical
information system states based on short sequences of server-monitoring data. To achieve this objective, a procedure
for forming local structural estimates was proposed, and their sequential aggregation was implemented by considering
the current level, trend, accumulation, duration, and variability of adverse changes.

Decision rules were established to distinguish stable operation, isolated deviations, developing degradation,
and persistent degradation. The proposed procedure was evaluated using simulated server-workload scenarios and
compared with conventional threshold-based monitoring. The results confirmed that sequential aggregation
distinguishes temporary workload surges from persistent adverse processes and can form a warning before the service-
level criterion is violated. Therefore, the stated objective and research tasks were achieved.

Further research will focus on experimental validation using real server measurements, adaptive selection of
aggregation parameters and decision thresholds, and evaluation under software faults, memory leaks, database
contention, and network degradation. The approach should also be investigated in distributed, cloud, and cyber-
physical systems with dynamically changing workloads.
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Csitnana [IOITEPEHTHAK

HamionansHuii TexHIUHMIT yHIBepenTeT YKpainn «KuiBcbkuil moyiTexHidHUH iHCTHTYT iMeHi Iropst Cikopcbkoro»

PAHHE MONEPEKEHHSA KPUTUYHHUX CTAHIB IHOOPMAIIMHUX CUCTEM
3A KOPOTKUMMH ITOCIJOBHOCTAMU

HagiviHicTe CyqacHnx [H@OPMAaLiVIHUX CUCTEM 3HAYHOK MIPOKO 33/IeXUTh Bifl CBOEYACHOIO BUSIB/IEHHS 3MiH, SIKI MOXYTb
MPU3BECTY [0 NOrPLIEHHS] POAYKTUBHOCTI, OPYILEHHS BCTAHOB/IEHOIO Yacy BIAMOBIAI Ta HEAOCTYITHOCTI CEPBICIB. TpaanLiviHi 3acobu
MOHITOPUHIY NMEPEBAXHO QDIKCYIOTb MEPEBULLEHHS 3aAaHNX OPOIriB, OAHAK HE 3aBXKAN AaI0Tb 3MOry PO3IT3HATH OMEPELHIV PO3BUTOK
HEBE3MEeYHOI TEHAEHLYIT Ta BiAPI3HNTY il Bi KOPOTKOYACHOIO BiAXU/IEHHS. METoK [AOCWKEHHS € PO3POOIIEHHS MIAXO[Y A0 PaHHLOIO
[1OMEPELKEHHS KPUTUYHUX CTaHIB H@OPMAELIIVIHUX CUCTEM HA OCHOBI CEKBEHLIIMHOrO arperyBaHHs CTPYKTYPHUX OLIHOK KOPOTKUX
MOC/TIJOBHOCTEN AaHUX MOHITOPUHIY. Y CTATTi 3arporioHOBaHO POUELYPY HOPMYBAHHS DI3HODIAHUX MOKA3HUKIB, @OPMYBaHHS
GiHapHUX MOC/IIAOBHOCTEN Y KOB3HUX YaCOBUX BIKHaX Ta OGYUCIIEHHS JIOKa/IbHUX CTPYKTYPHUX OLIIHOK, YO XapaKTEDU3YIOTb YaCToTY,
DParMeHTOBaHICTb | CTIVIKICTb HECTIpUSAT/IMBUX CIIOCTEPEXEHD. [l/1S BUSBIIEHHS PO3BUTKY AErpaaauii 10kaabHIi OLiHKU OCT[0BHO
arperyroTbCs 3 ypaxyBaHHIM MOTOYHOIO PiBHS BIAXWIEHE, IXHbOIO TPEHAY, HAKOMUMYEHHS], TPUBAJIOCTI Ta BapiatTMBHOCTI. Ha OoCcHOBI
OTPUMAEHOI arperoBaHoi OLiHKY PO3PO6IIEHO 1IPaBusia IHQOPMALIIVIHOroO pearyBaHHs 3 BUKOPUCTAHHSM [10POriB akTuBalii, IHTEpBasiiB
MTIATBEDIKEHHS Ta IICTEPE3NCY T HYAC BIAHOB/IEHHS CUCTEMM. 3arIPOrIOHOBaHMA MiAXI4 NMEPEAOAYAE POIMEXYBAHHS CTabI/IbHOro
QDYHKLIOHYBAHHS, [30/1bOBAHOMO BIfXW/IEHHS, [MOCTYIIOBOrO PO3BUTKY AErpagauii 1a TpuBaaoro KpUTUYHOro craHy. IMiTauiine
OLIIHIOBAHHSI MIPOBEAEHO AJ1S BIAMOBIAHNX CLEHAPIIB 3MiHN HABAHTAXEHHS CEPBEPHOI [HGPaCTPyKTypu. Pe3ysibTatv rokaszam, Lo
CEKBEHLIIVIHE arperyBaHHs CTPYKTYDHUX OLIHOK AAE 3MOry BUSIB/STU CTIVIKI HECIpUSTIMB] 3MIHW [0 MOMEHTY [OPYLUIEHHS
BCTaHOBJIEHNX BUMOI O SIKOCTI 06C/TYroByBaHHS Ta BOAHOYAC OOMEXYBATV PEAKLIIO Ha OKPEMI KOPOTKO YacHi KO/BaHHS. [10piBHSIHHS
3 TPAANLIIVIHUM [T0POroBUM MOHITOPUHIOM ITIATBEDANIIO MOX/IMBICTL POPMYBaHHS YaCOBOIo IHTEPBATY A/15 BUKOHAHHS IPEBEHTUBHMUX
A, 30Kpema MacuitabyBaHHS PECYPCIB, EPEPO3INONITTY HABAHTAXEHHS aB0 OOMEXEHHS HEKPUTUYHMUX 3aMUTIB. 3arnporoHoBaHa
NIPOLELYPA MOXE ByTH IHTErPOBaHa A0 IHHOPMALIIHUX TEXHOIONY MOHITOPUHIY CEPBEPHMX, PO3IMTOLIIEHUX | XMAPHUX CUCTEM Ta
BUKOPUCTEHA /15 IHQOPMALIIVIHOI MIATPUMKY IPMVIHATTS PILEHB LLOAO TTOMNEDELKEHHS KPUTUYHNX PEXUMIB iX QYHKLIIOHYBAHHS.

Kmo4oBi c/10Ba: [HGOPMAaLiViHa TEXHOJ/IOrS; POrHO3yBaHHS HEOE3NeYHUX CTaHiB; KOPOTKI BUINEAKOBI MOC/IHOBHOCTI;
CTPYKTYPHO-UMOBIPHICHE OLJIHIOBAHHS, CEKBEHLIIHE arperyBaHHs,; PaHHE MONEPELKEHHS, IHPOPMALIVIHI CUCTEMU, MOHITOPUHI CTaHy
cUCTem.
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