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The paper presents a state-of-art of the methods for cyberattacks detection in the computer networks. The main accent
was made on the concept of the resilience for the IT infrastructure. The concept of cyber resilience in the terms of cybersecurity was
presented. The survey includes the set of approaches devoted to the problem of construction resilient infrastructures. All investigated
approaches are aimed to construct and maintain infrastructure’s resilience for cyberattacks resistance. Mentioned techniques and
frameworks keep the main principles to assure resilience. To do this there exists some requirements to construct such infrastructure:
IT infrastructure has to include the set ready to use measures of preparation concerning the possible cyber threats,; it must include
the set of special measures for the protection, as well as for cyberattacks detection, important issue and required is the possibility to
respond the attack and to be able to absorb the negative attacks’ impact, IT infrastructure must be as adaptive as it is possible,
because today the dynamic of the attacks mutation is very high, IT infrastructure must be recoverable after the attacks were
performed. In addition, the state-of-art found out that known approaches have domain-specific usage and it is important to develop
new approaches and frameworks for the cyberattacks detection in the computer networks as a means of resilient IT-infrastructure
construction.
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CEPI'IM JINCEHKO, IMUTPO COKAJIbCbKUH, SIHA MUXACBHKO

XMeNbHULBKIH HAaliOHATBHUH YHIBEPCHTET

JOCHIKEHHA METOAIB BUABJIEHHSA KIBEPATAK B KOMII'IOTEPHUX
MEPE/KAX SIK 3ACOBIB 10 NIOBYAOBHU PE3NJIBEHTHUX 1O BTOPI'HEHD IT-
IHOPACTPYKTYP

IT-iH@pacTpyKTypa cTac Bce Oifibll B3aEMOMOBA3aHOK0, TO4I K KIOep3arposun A/1S KpUTUYHOI iH@PacTpyKTypy CTaroTs Bce
OlrbLL CKIBAHNMM, BIf SKUX BAXKKO 3@XuCTUTUCS. Kibepbesreka akLUeHTyE yBary Ha CTBOPEHHI 3acobiB 3axucTy, o6 3anobirmi BTparti
KOH@IAEHUIIHOCT],  LIIICHOCTI 7@ AOCTYIIHOCTI  UM@hpoBoi  iHGopMaLli 1@ CcUCTEM, ane OCTaHHIMU pokamu  Kibepataku
MPDOAEMOHCTPYBA/M, YO XKOAHA CUCTEMA HE € HEMPOHUKHOW. Kibep pe3nsibeHTHICTL CTana AOAATKOBUM [IDIOPUTETOM, SIKuM
CripsmMoBaHmi Ha 1€, o6 IT-iH@pPacTpyKTypu MOr/m MigTpuMyBatTy CyTTEBI piBHI MPOAYKTUBHOCT], HABITb SKILO MOX/IMBOCTI
M10ripLLYIOTLCS BHACTAOK Kibepataku. Y CTartTi rpeacTas/IeHo CyHYacHi METOAN BUSIBIIEHHS KIOEPATAK y KOMITIOTEDHNX MEDEXAX.
OcHOBHWY aKueHT 6yB 3pobrieHmi Ha KOHUenyii cTiikocti 4n1s IT-IH@pacTpyKkTypu. Bysio npeacTasieHo MoHSTTS KIGEDCTIMIKOCTI 3
TOYKM 30py Kibepbesrnekn. [OCTIKEHHS BK/IIOYAE KOMIIEKC [TAXO0AIB, PUCBSYEHNX rIPO6IEM] M06YA0BH PE3n/IbEHTHUX
IH@PacTpykTyp. Yci JOCTKYBaHI rmiaxoan CripsSMOBaHi Ha CTBOPEHHS Ta MATPUMKY PEe3nIbEHTHOCTI IHGPACTPYKTYpH 40 KIbEPATAK.
3ragani MeTogm 1a GpesiMBopky 36epiratoTs OCHOBHI ITPUHLMITN 3a0E3IMEYEHHS PEINIILEHTHOCTI. /15 LbOro ICHYrOTb IEBHI BUMOIV [0
106yA0Bu TaKoi iH@pactpyktypu: IT-iHOPaCTPYKTYpa MOBUHHE BK/TOYATH HabIp roToBux 40 BUKOPUCTaHHS 3aX04IB Mi4roToBKy O[O0
MOXITINBUX KIOEP3ArpO3; Ma€E BK/IHOYATH KOMII/IEKC CIIELI/IbHUX 3aXO04IB LOAO 3aXUCTY, a TaKOX BUSB/IEHHS KIOEPATaK, BaX/MBOIO |
HEOOXIAHOKO IPOBTIEMOIO € MOXUTMBICTL pearysatv Ha araKy 1a Matv MOXJMBICTL [MOJIMHATH BI/IMB HeratusHux arak; IT-
IH@pacTpyKTypa Mae byTv MaKCMMa/IbHO aAarTMBHOK, TOMY L0 CbOro4Hi AnHamika MyTauii atak ayxe Bucoka, IT-iHgpacTpykTypa
10BNHHAE BYTH BIAHOB/IEHAE ITIC/IS 34IMCHEHHS aTtaK. KpiM TOro, Cy4acHmit JOC/IIMKEHHS T0Ka3as1o, LYo BIAOMI MMAX0AN MaoThb HilEBE
3aCTOCYBaHHs | BaX/mBO po3pobIIoBaTH HOBI 1iAX0An Ta 3acobu U1 BUSIB/IEHHS KIOEPATAK Y KOMITIOTEDHUX MEPEXaX SIK 3acoby
106y,108u PeE3N/ILEHTHUX IT-IHGPACTDYKTYD.

Kimo4oBi C/10Ba. LKIINBE POrPamMHe 330E3M1EYEHHS, KUBYYICTL, KOMITIOTEPHI CUCTEMY, LOCTOBIPHICTb BUSIB/IEHHS,
Kibepataka, mepexHmi Tpagix.

Introduction

IT infrastructures have deeply into all aspects of our life. The cyber-physical systems based on the different
infrastructures are a new concept today and are the next generation of system that must secure and be ready to resist
the cyberthreats today [1-9]. In recent years, network cyberattacks on the IT infrastructure of information systems is
still growing [10-14]. Thus, in June 2010, the security experts have found a botnet attack “StuxNet”, which threated
the industrial system, infected with computer systems and networks around the world [15].

Since the botnet malware StuxNet have appeared, a great variety of new cyber threads IT infrastructure had
appeared [16-17]. Furthermore, new attacks involve new approaches and system information, that makes it possible
to overcome the protection of IT infrastructure. That’s why there exists an important task to investigate, maintain, and
develop new methods for cyberattacks detection in the computer networks as a mean of resilient IT-infrastructure
construction.

This research is a state-of-art of the methods for cyberattacks detection in the computer networks, that present
the set of approach devoted to the problem of construction of resilient IT-infrastructures.
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Concept of cyber resilience

Nowadays, the problem of cyber defense is not only issue of protection of infrastructure. The very new
concept is the resilience [14].The concept of resilience is applied to a lot of contexts as well as to IT infrastructures.
For instance, in the ecology the resilient item is a kind of population property that is able to survive. This concept is
used in economics, construction industry [15] etc.

In the term of cybersecurity and it usage for IT infrastructure, the concept of resilience is the special ability
to execute the resistance, restoration and adaption in the situation of cyberattacks performing [18-20].

So, the importunate of the development of IT infrastructure resilience is very significant.

Techniques for resilient IT infrastructures construction

Today there is a huge number of approaches devoted to cybersecurity. But task of cyber resilience is not
solved yet. Nevertheless, researches make attempts to bring new techniques to construct the IT infrastructures more
resilient against the cyber threads.

In [21] the technique for resilient cyber-physical systems construction is proposed. It is devoted to the task
of detection of the communication delays in the infrastructure networks in the situation of denial-of-service (DoS)
attacks.

The approach previously was based on the usage of multiagent systems (MASSs) in order to identify the DoS
attacks. The next-gen approach is based on the distributed resilient technique, that involves as the mathematical tools
technique a general heterogeneous linear multiagent systems. It enables the possibility to deal with the nonuniform
communication delays.

The core of the approach is the usage of the kinds of observers, that are sampled-based. To make the approach
more efficient the authors proposed to make the observers be adaptive and distributed. This idea was achieved by
using a buffer mechanism, that made it possible to eliminate the heterogeneous behavior generated by communication
delays. In the terms of the adopting of the adaptive distributed resilient observers, the techniques made it possible to
develop the resilient mechanism able to resist the denial-of-service attacks. In addition, authors included a time-
varying sampling period sequence in order to prevent the attack implementation and its detection by the sampling
period of the possibly infected infrastructure.

For the purpose to verify the overall technique efficiency, using the provided resilient observers, a special
system controller for detection was developed. Its implementation and the series experiments conducting has proved
the effectiveness of the prosed technique for resilient cyber-physical systems.

An approach for resilient control of cyber-physical systems was proposed in [22]. It is a technique for the
resilient Cyber-Physical Systems construction.

In the research the authors tried to simulate different situations that may cause with IT infrastructures during
its functioning. The core of the idea is to develop the system that must support the correct operations set for the crucial
functional elements notwithstanding providing the resistant misbehavior.

The technique uses a moving target defense paradigm. The main idea is to deal with the linear switching of
state-space matrices. The approach involves both the physical and network layers concerning a control system
presented in network.

The efficiency of the proposed technique was substantiated by the set of experiments. The results have
showed that appliance of the technique for the systems had made it possible to maintain systems’ stability. We also
evaluate, via simulation, a step-by-step procedure that takes a transfer function, representing the dynamics of the
physical process.

In addition, author proved that the involvement of the approach made it possible to develop the resilient IT
infrastructure, where there is a topology of decentralized controllers.

In [23] an approach for the constructing of the resilient systems against the cyberattack is proposed. Authors
presented that today there is a strong need to protect the infrastructures under the attacks. To do this the cybersecurity
issue must be organized around the main terms of confidentiality, integrity and availability. In addition, the main
problem and drawbacks of cybersecurity of the IT- infrastructures is its strong increasing. In this situation, the
cybersecurity for the IT- infrastructures has become unable to take into account the huge aspects as the time dynamics
of time, space bound behavior, rapid changes etc.

In the approach the authors proposed the analysis of construction aspects concerning the resilient systems
under the cyberattack.

The main idea is that there is a need to make the cyberattack resilient missions, that will give the opportunities
to achieve the completion of resilient mission goals. Also, it will give the possibility to provide the IT assets and the
needed services, which will enable the support of the resilient actions concerning the attacked system.

The research presents also a set of architectural issues in order to construct proper cyberattack resilience
missions. It involves the mission-centricity, survivability (using the adaptation procedure). In addition, it includes the
mission C2, cybersecurity management mission to achieve the efficient mission execution.

To perform the evaluation of the effectiveness of the proposed approach, the authors have developed the
resilient IT infrastructure, that includes two multi-agent systems. These systems are adaptive and have possibility to
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interact. Furthermore, researchers presented a set of models and algorithms, defined for the proposed resilient system
with the experimental results.

In [24] an approach for the resilient cyber-physical systems construction is presented. It includes the set of
steps for the development of an updated state estimation process, that is aimed to increase the resilience of IT-
infrastructures under the cyberattacks.

Authors of the technique proposed to involve the existing data, that are presented in the current state
estimators. The main idea of the approach is to establishes the state estimation vulnerability concerning the
cyberattacks that are able to execute the data injection target at evading detecting by the mean of the outlier routines,
that are used in the situation of the estimation processes.

In addition, the researchers presented the set of architectural solutions based on usage of the emerging smart
grid technologies.

In [25] an agent-based cyber control strategy design for resilient control systems was produced. It presents
an approach directed into defense of the critical infrastructure.

Mentioned approach includes several sets:

1) development of the cyber security research built into the industrial control system environment. The
system involves the set of mechanisms to present opened and closed loop, feedback, designs.

2) integration of the cyber-physical design. It has to ensure the possibility to utilize the system data for
correct response on the physical system.

3) integration of the techniques that are able to address a new approach to distributed IT infrastructures.
, Which considers both the industrial process control dynamics for SES, as well as the influences of the benign and
malicious human.

In [26] a technique for resilient cyber-physical systems construction was presented.

In the research the authors proposed several contributions to ensure cybersecurity and infrastructure
resilience. To do this the framework WAMPAC was developed. It is the security frame work, tht makes it possible to
provide the end-to-end attack-resilient IT infrastructure in the power grid.

The approach involves the cybersecurity issues:

1) framework maintains the infrastructure life cycle (such as risk assessment, cyberattacks prevention
measures, cyberattacks detection procedures, cyberattacks mitigation measures);

2) framework involves a defense-in-depth principles that combines the combines the cyberattacks
resilience at IT infrastructure and the software levels;

3) framework is able to detect the cyber—physical security anomalies.

The authors also have presented a set of cyberattack-resilient algorithms, such as anomaly detection and
mitigation approaches. The paper includes the set of experiments that prove the efficiency of the frame work. To do
this it presents some cases how to prevent, detect and mitigate the attacks.

In [27] research devoted to the theoretical and some practical issues concerning the resilience of IT
infrastructures are presented.

The paper shows the vast importance of the resilience today, as it can increase the adversary’s effort level
for the needed for the malicious objectives achievement. In terms of resilient infrastructure, it must be highly resistant
to malware activities and can be able to prevent the cyberattacks execution.

The author proposed to construct systems, that were able to evaluate resilience in the presence of
cyberattacks. The research involves the game-based simulation framework, that demonstrates the process of attack as
well as the defending procedure.

An approach also shows a set of simulations of sufficient fidelity. To do this the manuscript includes the
description of complex heterogeneous simulations. The framework is modeling integration tool names SURE for
infrastructure against the cyberattacks.

The inbuild modeling simulator uses the models, constructed with the use of a model-based integration tool
the heterogeneous and distributed simulations. It is able to perform the construction of the rapid design, synthesis,
and evaluation of experiments.

The main feature of the SURE framework is the possibility to make the transportation systems. In this case
the framework is able to provide the needed domain-specific languages, specified models, tools for the translation of
constructed models. The proposed framework has in-built simulation driver tool. 1t’s main aim is to perform the
establishment of a coherent experimentation environment.

Conclusions
The paper presents a state-of-art of the methods for cyberattacks detection in the computer networks. The
main accent was made on the concept of the resilience for the IT infrastructure. The concept of cyber resilience in the
terms of cybersecurity was presented. The survey includes the set of approaches devoted to the problem of construction
resilient infrastructures. All investigated approaches are aimed to construct and maintain infrastructure’s resilience for
cyberattacks resistance. Mentioned techniques and frameworks keep the main principles to assure resilience. To do
this there exists some requirements to construct such infrastructure:
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1) IT infrastructure has to include the set ready to use measures of preparation concerning the possible
cyber threats;

2) it must include the set of special measures for the protection, as well as for the cyberattacks
detection;

3) important issue and required is the possibility to respond the attack and to be able to absorb the
negative attacks’ impact;

4) IT infrastructure must be as adaptive as it is possible, because today the dynamic of the attacks
mutation is very high;

5) IT infrastructure must be recoverable after the attacks were performed.

In addition, the state-of-art found out that known approaches have domain-specific usage and it is important
to develop new approaches and frameworks for the cyberattacks detection in the computer networks as a means of
resilient I T-infrastructure construction.
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