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The growing demand for 10T devices is accelerating the pace of their production. In an effort to accelerate the launch of a
new device and reduce its cost, manufacturers often neglect to comply with cybersecurity requirements for these devices. The lack
of security updates and transparency regarding the security status of 1oT devices, as well as unsafe deployment on the Internet,
makes loT devices the target of cybercrime attacks. Quarterly reports from cybersecurity companies show a low level of security of
the Internet of Things infrastructure. Considering the widespread use of 10T devices not only in the private sector but also in objects
for various purposes, including critical infrastructure objects, the security of these devices and the [oT infrastructure becomes more
important.

Nowadays, there are many different methods of detecting cyberattacks on the Internet of Things infrastructure.
Advantages of applying the machine-based methods in comparison with signature analysis are the higher detection accuracy and
fewer false positive, the possibility of detecting both anomalies and new features of attacks. However, these methods also have
certain disadvantages. Among them there is the need for additional hardware resources and lower data processing speeds. The paper
presents an overview of modern methods aimed at detecting cyberattacks and anomalies in the Internet of Things using machine
learning methods. The main disadvantages of the known methods are the inability to detect and adaptively respond to zero-day
attacks and multi-vector attacks. The latter shortcoming is the most critical, as evidenced by the constantly increasing number of
cyber attacks on the Internet of Things infrastructure. A common limitation for most known approaches is the need for significant
computing resources and the significant response time of cyberattack detection systems.
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KIPA BOBPOBHIKOBA, MAPIA KAITYCTAH, AMUTPO JEHUCIOK

XMenbHUIBKUI HalliOHAIBHUI YHIBEPCUTET

JOCIIIKEHHSA METOAIB BUABJIEHHSA KIBEPATAK B IHOPACTPYKTYPI
THTEPHETY PEYENA HA OCHOBI MAIIIMHHOT' O HABYAHHSI

3pocraroumid nonuT Ha npucTpoi IHTEPHETY PeYest npu3BoanTs [0  MPUCKOPEHHS TEMITIB iX BUpOOHuUTBA. [lpartyqu
TIPHUCKOPUTY BUITYCK HOBOIO MPUCTPOIO HAa PUHOK Ta 3MEHLLUTY MOro cOBIBapTICTL, BUPOBHUKM AYXKE YACTO HEXTYIOTb AOTDUMAHHSIM
BUMOIr KI6EPOE3NEKN CTOCOBHO UMX MPUCTPOIB. BiACYTHICTL OHOB/IEHL 6E3rIEKU Ta IPO30POCTI LOAO CTaHy OE3reku rpucTpois
IHTEpHETY pedveri, a TakoX Hebe3reyHe po3ropTaHHs B MEPEXi MEPETBOPIOE MPUCTPOi IHTepHeETy pederi Ha OO'€KT arak
KIOED3/10YNHLIIB. LLJOKBapTA/IbHI 3BITH KOMIAHIY, 10BA3aHNX 3 330E3MEYEHHSIM KIOEDOE3NEKY, CBIAYATL PO HU3BKWI piBEHb GE3ITEKM
IH@PACTPYKTypu IHTEDHETY peyei. BpaxoByrouu LMPOKe BUKOPHCTAHHS MPUCTPOIB IHTEPHETY PEYEs HE InLLE B IPUBATHOMY CEKTOPI,
a U Ha 06'EKTax pI3HOro NpU3HaYeHHs, BKIIOYat0YM 06 EKTH KDUTUYHOI IH@PaCTPyKTypu, 6E3reKa Lmx rMpyUcTpoiB 1a H@PacTpyKTypu
IHTEpHETY peyqesi HabyBae BaX/IMBOrO 3HAYEHHSI.

Ha cborogHilHivi AeHb BIAOMO 6arato pi3HUX METOAIB BUSB/IEHHS KI6EpATak Ha IHOPaCcTpyKTypy IHTEpHETY pedeu.
[lepesaramu 3acTocyBaHHS METOAIB MALUMHHOIO HAaBYaKHHs B MOPIBHIHHI 3 CUrHATYPHUM aHA/I30M € BULLA TOYHICTL BUSB/IEHHS Ta
MEHLLA KIiIbKICTb XUOHNX CrPaL{lOBaHb, MOXJIMBICTb BUSIB/IEHHS GHOMA/V Ta HOBUX O3HaKk atak. [flpore ui merogu Marots | rnesHi
Hegonikn. Cepeg HuX — HEOBXIAHICTL B AOAATKOBUX arapaTHux pecypcax T1a Olfibll HU3bKA LIBUAKICTb 06PO6KU AaHnx. B poboti
MPEACTaB/IEHO OIJIf CyYacHUX METOAIB, CIPSIMOBAHNX HA BUSB/IEHHS KIOEpATaK Ta aHOMa/ii B mepexax IHTepHeTy peveii i3
3acTOCyBaHHAM METOAIB MAaLMHHOIO HaB4YaHHs. OCHOBHUMM HEAO/IIKaMU BIAOMUX METOAIB € HECIIPOMOXHICTL BUSIB/IEHHS Ta
aAanTUBHOIo pearyBaHHs Ha aTaku HyJIbOBOro [HS Ta MyJibTUBEKTOPHI ataku. OCTaHHIV HELO/IK € HaHBIIbLLI KPUTUYHUM, TIPO 14O
CBIAYUTB OCTIVIHE 3POCTAHHS KifIbKOCTI KibepaTak Ha IH@PacTpyKTypy IHTEPHETY peyes. 3ara/ibHuM 06MExXeHHIM A/15 GifbLuoCTi
BilOMUX [T(AX0AIB € 11OTPEba B 3HAYHNX 0OCSIrax OBYNCIIIOBA/IbHUX PECYDCIB Ta 3HAYHMI Yac BIAryKYy CUCTEM BUSIB/IEHHS KIOEPATAK.

Knoyosi cnosa: IHTeprert peyesi (I0T), MaluMHHE HaBYaHHSl, BUSB/IEHHS AHOMAJTiV], BUSIB/ICHHS ATaK, BUSIB/IEHHS] BTOPIHEHb

Introduction

The Internet of Things (1oT) is an integral part of modern society. 10T infrastructure is becoming an integral
part of modern cities infrastructure. Virtual infrastructure everywhere controls physical objects for various purposes,
including critical infrastructure: from private homes and facilities for various purposes, including manufacturing, to
highways, dams and power plants.

Today, the Internet of Things is a loosely interconnected network of physical objects, each of which is
deployed to solve specific problems. The physical objects of the Internet of Things contain built-in technologies that
allow you to interact with the external environment, transmit data about your condition, and receive data from the
outside. Thus, the 10T infrastructure consists of a data network between multiple physical devices that are equipped
with built-in tools and technologies to interact automatically with each other and / or with the external environment
(such as sensors and actuators), as well as software. Both wired and wireless technologies can be used to connect loT
devices, enabling the transmission and exchange of data between the external environment and other 10T devices
using standard communication protocols.

The growing demand for a variety of 10T devices for home automation, smart city infrastructure, medicine
and agriculture is accelerating their production. These devices provide new services and enable autonomous support
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of operation and communications in various industries.

Security issues in the Internet of Things

In an effort to launch a new device as soon as possible and reduce its cost, manufacturers very often develop
these devices without taking into account the latest cybersecurity requirements, simplifying or not implementing any
security and protection functions at all. Other critical factors are the lack of security updates for 10T devices, the lack
of transparency about their security status, and the dangerous deployment with the ability to directly access loT devices
over the Internet. All this turns the Internet of Things devices into the weakest link, which opens up opportunities for
hacking and compromising the protected network infrastructure. This, in turn, leads to cyber attacks even in those
areas that previously did not pose risks to cybersecurity [1, 2]. In addition, smart 10T devices that regularly collect
and use confidential information about their owners, are becoming widespread. This also makes them a desirable
target for cybercriminals.

Vulnerable links in the Internet of Things infrastructure can be both Internet of Things devices, which are
usually the main means of initiating attacks, and channels that connect the components of the Internet of Things
infrastructure with each other [3]. Unprotected by default settings of 10T devices and outdated components, incorrect
configuration of these devices, as well as protocols used in the 10T infrastructure [4] can be vulnerable to cyberattacks
[4]. Vulnerabilities in web applications and 10T software can allow cybercriminals to compromise systems to send
malicious updates or steal user credentials.

Many loT networks already have compromised or vulnerable 10T devices that can be targeted by various
cyberattacks, or that can themselves be the source of a cyberattack on other devices on the Internet. In this case, cyber
attacks on the infrastructure of the Internet of Things can be aimed at both privacy and the availability or productivity
of the Internet of Things. Thus, any household smart device, such as a coffee machine, can be compromised and used
as a source of cyber attack, which will allow cybercriminals to influence critical network systems by monitoring 10T
systems and collecting data in the compromised network [1].

Hundreds of thousands of individual unsecured 10T devices, each with low computing power, can be infected
by malicious software and criminalized into a single malicious network. A constant connection to the Internet and a
low level or complete absence of security features make unsecured 10T devices a convenient tool for organizing
powerful cyberattacks. Networks of infected devices are most often used to organize powerful DDoS attacks or as
VPN exit nodes. The amount of DDoS traffic generated by the network of infected 10T devices is usually much more
powerful than the amount of traffic of malicious networks formed from personal computers [5, 6].

Another way to use infected 10T devices is cryptomining. The limited battery capacity of smartphones does
not allow the use of such infected devices for monetization, so infected smart TVs, set-top boxes, etc. are most often
used for this purpose. However, any smart 10T devices connected to the Internet, such as water, electricity and gas
meters, could potentially be of interest to cybercriminals. The motivation of cybercriminals to carry out attacks can
vary: entertainment, theft of confidential information or information that is a trade secret, revenge, extortion or
blackmail for financial gain, or even terrorist acts for political or other purposes.

According to the Groupe Speciale Mobile Association [7], the number of Internet of Things devices used
worldwide will reach almost 25 billion by 2025 (twice the number of connected devices today). This will increase the
risk of cyberattacks targeting these devices. Another important problem today is the impossibility of installing any
protective or monitoring solutions on the Internet of Things device, which makes it difficult to prevent malicious
activity in the infrastructure of the Internet of Things. Given the rapid integration of the Internet of Things through
the Internet of Things platform into various areas of human activity, including critical infrastructure, protecting the
Internet of Things infrastructure from cyberattacks is important.

Machine Learning based methods for cyberattacks detection in the Internet of Things infrastructure

Nowadays, there are many approaches to detect cyberattacks in the infrastructure of the Internet of Things,
and one of the promising areas are methods based on machine learning (Table 1).

The method proposed in [8] uses cloud technologies and the paradigm of software-defined networks (SDN)
to detect and mitigate DDoS-attacks in wireless networks of the Internet of Things (Table 1). This approach uses a
two-tier decentralized SDN. Each subnet domain contains a local controller, and in the cloud environment there is a
universal controller connected to local controllers. All network traffic is monitored by local controllers, which collect
traffic and extract from it a set of features that may indicate the presence of DDoS attacks. For this purpose, 155
features extracted using the switched port analyzer (SPAN) function of the Cisco Nexus switch were used, for
example: frame.interface_id, frame.time_epoch, frame.len, radiotap.pad, radiotap.length, wlan.fc.frag, wlan.duration,
wlan.frag, data.len. The features removed from the traffic are used for the DDoS detection module, which works on
all local controllers. The DDoS mitigation module is also deployed in local controllers. In order to mitigate DDoS
attacks, separate strategies have been proposed for mobile and stationary wireless 10T devices.

In order to detect DDoS-attacks, partial learning and an extreme learning machine, ELM - neural network of
direct propagation were used. The peculiarity of the extreme learning machines operation is the selection of initial
parameters at random and the inclusion of simple matrix operations, which makes it possible to reduce training time.
Thus, extreme learning machines can be used in real time, as any retraining will be fairly fast and will not disrupt
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applications.

In [10] the system of detection of intrusions into the infrastructure of the Internet of Things on the basis of
deep learning (DL-IDS) is presented. According to the proposed approach, the traffic of the Internet of Things
environment is pre-processed to eliminate uncertainties and normalize the data set, which is to eliminate redundancy
and replace missing values. For this purpose, the data similarity in the data set is measured using the Minkowski
distance to calculate the distance between each data pair, after which duplicate and redundant data are removed from
the data set and transferred to the next pre-processing stage. At the next stage, the missing attribute values in the data
are replaced by the calculated values of the nearest neighbor to avoid shifting the classification result towards more
frequent records. For this purpose, K nearest neighbors are determined by the Euclidean distance, and the missing
value is replaced by the average value for the obtained data.

In order to select the most important signs of traffic that may indicate the fact of intrusion into the Internet of
Things, the spider monkey optimization algorithm (SMO) was used. In order to detect intrusions, a stacked-deep
polynomial network (SDPN) was used. That makes it possible to classify the input data as normal or abnormal.
Abnormal data may indicate an intrusion, such as a denial-of-service (DoS) attack, a user-to-root (U2R) attack, a
probe attack, and a remote-to-local (R2L) attack.

In [11] a comprehensive study of the effectiveness and prospects of using classifiers based on machine
learning for anomaly-based intrusion detection systems (IDS) in the Internet of Things infrastructure. The most
common and dangerous type of attack, the Denial of Service (DoS) attack, was chosen as the main attack for the
analysis. The effectiveness of both ensembles of classifiers and single classifiers was analyzed (Table 1). For this
purpose, popular data sets were used (Table 1).

Performance of all classifiers was measured in terms of accuracy, specificity, sensitivity, frequency of false
positives and the area under the receiver performance curve. Friedman and Nemena tests were used for statistical
analysis of significant differences between the studied classifiers. In addition, the response time of classifiers on
special 10T equipment was analyzed and the methodology for selecting the best classifier in accordance with the
requirements of the intrusion detection system was discussed. Based on the obtained performance results and statistical
tests, it was concluded that classifiers such as classification trees, regression trees, as well as extreme gradient boosting
show the best compromise between the analyzed classification performance indicators and response time, so it is an
acceptable choice for creation of IDS for the 10T environment on the basis of anomalies (Table 1).

In [14], a framework for detecting traffic attacks on the Internet of Things was proposed. The method includes
four steps: (1) a new CorrAUC approach to select features that provide sufficient information to detect attack traffic;
(2) based on CorrAUC, a new Corrauc feature selection algorithm is developed, which is based on the wrapper
technique to accurately filter the most efficient features for the selected machine learning algorithm and consists of
Correlation Attribute Evaluation (CAE) and combined with Area Under Roc Curve metrics (AUC); (3) application of
the integrated method of multi-criteria decision analysis TOPSIS (Technique for Order of Preference by Similarity to
Ideal Solution, multi-criteria decision analysis method) and Shannon Entropy; (4) creating a bijective soft set for
testing the selected features to identify 10T attack traffic. The effectiveness of the proposed approach was evaluated
using four machine learning algorithms (Table 1). Analysis of experimental results showed that the proposed method
can achieve an average of more than 96% efficiency for different machine learning algorithms (Table 1).

[16] proposed an AD-loT system for detecting cyberattacks on foggy nodes in a smart city infrastructure,
based on the Random Forest machine learning algorithm. The proposed solution can effectively detect compromised
loT devices in distributed fog nodes. According to this approach, in order to determine normal and abnormal behavior,
network traffic that passes through each foggy node is monitored. Once fog-level attacks are detected, the system
should notify the cloud security services of the system analysis and update. The results of the experiments showed
that AD-1oT provides an opportunity to achieve acceptable results for detecting attacks (Table 1).

[17] presents a framework for detecting and protecting against abnormal activity in wireless sensor networks
0T (Wireless sensor networks, WSN). It is noted that the formation of botnets is influenced by infrastructure-specific
features of the 10T, such as insufficient computing power, power limitations and high density of 10T nodes. Two types
of the most common attacks on the Internet of Things device were analyzed. The first type is Bashlite attacks, which
target Linux frameworks that transmit data over open telnet. The second type is Mirai attacks, which are aimed at
finding vulnerabilities in 10T gadgets that can be attacked through their IP and Mac addresses, after which malicious
software is downloaded to hacked devices. A system for detection and protection against abnormal activity is
proposed. Three standard sets of benign (normal) data and (abnormal or malicious) data collected from three 10T
devices were used as data to analyze these two types of attacks (Table 1). The data used for the analysis is considered
as big data. Thus, the processing of these data has the following problems: a large amount of data, its diversity and
unstructuredness, lack of data and the need for high-performance processing. Therefore, when pre-processing such
data, duplicate data is excluded, after which the minimum, maximum, average and standard deviation of the values of
each attribute are calculated. After scaling the data, characteristics in the range from 0 to 1 were obtained. In order to
assess the correlation of features and the level of their dependence, the Pearson coefficient was used. WEKA software
was used to analyze the obtained data set, and four classifiers were used as machine learning methods (Table 1).
Experimental results have shown that the combination of Random Forest and Decision Tree algorithms can provide a
fairly high level of accuracy in detecting anomalies and attacks on the Internet of Things.
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Table 1

Efficiency, used machine learning methods and sources of modern methods data set for detecting
cyberattacks in the infrastructure of the Internet of Things

Khorsanaroo, S.
[23]

learning techniques to an
10T intrusion dataset

Random Forest,
Extreme Gradient Boosting

Authors Year Goal Applied methods Multiple data Result
Ravi, N., 2020 | Detection and mitigation of | Extreme learning machines, UNB-ISCX [9] | Detection accuracy of DDoS-
Shalinie, S. M. DDoS-attacks ELM with partial training attacks at the level
[8] Accuracy (96,28%)
Otoum, Y., Liu,| 2019 Detection of DoS type Stacked-deep polynomial NSL-KDD [9] | Detection accuracy at the level
D., Nayak, A. intrusions, user-to-root network Accuracy (99.02%), Precision
[10] (U2R), probe, remote-to- (0.9938),
local (R2L) Recall (0.9829), F1-score
(0.9883)
Verma, A., 2020 Research of performance Ensembles of classifiers: CIDDS-001 [12], Classification Trees,
Ranga, V. [11] and prospects of use of Random Forest, AdaBoost, UNSW-NB15 Regression Trees, and
classifiers based on machine| Gradient Boosted Machine, [13], Extreme Gradient Boosting
learning for IDS on the basis| Extreme Gradient Boosting, NSL-KDD [9] show the best result with
of anomalies on an example | Extremely Randomized Trees; Accuracy up to 96.7%,
of detection of DoS-attacks | single classifiers: Classification Specificity up to 96.2%,
and Regression Trees, Multi- Sensitivity up to 97.3%, and
layer Perceptron acceptable response time
Shafig, M., 2020 Detection of Decision Tree (C4.5), Support | Bot-loT Data Set | For Decision Tree C4.5 and
Tian, Z., Bashir, traffic attacks Vector Machine, [15] Random Forest Specificity is
A. K, Du, X, Naive Bayes, Random Forest 98,95% and 99,99%
Guizani, M. respectively, for Naive Bayes
[14] and SVM - 98,44% and
98,48% respectively

Alrashdi, I., 2019 | Detection of anomalies and Random Forest UNSW-NB15 Detection of anomalies on the
Algazzaz, A., attacks [13] level:

Aloufi, E., Precision — 0.79,

Alharthi, R., Recall - 0.97,

Zohdy, M., F1-score — 0.86
Ming, H.
[16]

Aysa, M. H., 2020 | Detection of anomalies and Decision Tree (J-48), Normal and Combination of Random
lbrahim, A. A,, attacks on the 10T device | Linear Support Vector Machine, | abnormal data Forest and
Mohammed, A. Neural Network (Back- collected from the| Decision Tree algorithms can

H. propagation), Random Forest | Internet of Things provide a high level of
[17] devices, with UCI Accuracy
Machine
Learning
Repository [18]
Bagui, S., 2021 Detection of intrusions Logistic Regression, Random UCI Machine Achieved high detection
Wang, X., Forest, Support Vector Machine Learning accuracy (about 99%)
Bagui, S. Repository [18]
[19]
Elmrabit, N., 2020 Detection of abnormal Logistic Regression, CICIDS-2017 Random Forest (RF)
Zhou, F., Li, F., activity, which may indicate | Naive Bayes, Decision tree, [21], algorithm provides better
Zhou, H. the presence of attacks Simple Recurrent Neural UNSW-NB15 performance of up to 99.9%
[20] Network, Gated Recurrent Units, [13], for
Convolutional ICS CICIDS-2017
Neural Network and Long short- | Cyberattack [22]
Term Memory, Convolutional
Neural Network, Long short-
Term Memory, Random Forest,
Adaptive boosting, Deep Neural
Network, K-nearest Neighbours

Liu, Z., Thapa, | 2020 Improving the security of Logistic Regression, Support loT Network Accuracy at 99% using K-

N., Shaver, A., the Internet of Things by Vector Machine, Intrusion Dataset | nearest Neighbors, while the

Roy, K., Yuan, applying multiple machine K-nearest Neighbours, [24] classification execution time

averages 2 minutes. Accuracy
at 97% when using Extreme
Gradient Boosting,
classification execution time —
10,8 sec.

In [19], the traffic of botnets in the 10T environment was analyzed using three classifiers of machine learning
(Table 1). Data was classified for each attack on each botnet for nine devices. Indicators such as Accuracy, True
Positive, False Positive, False Negative, True Negative, Precision, Recall, F1-score were calculated for each classifier.
According to experimental studies, although high detection accuracy (about 99%) was achieved, in general, the use
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of Random Forest as a classifier gives the best results, and the use of Support Vector Machine - the lowest. However,
the obtained high F1-scores demonstrate the reliability of all three classifiers. The disadvantage of this approach is
that all available features in the data sets were used for analysis.

In [20], a study of twelve machine learning algorithms in terms of their ability to detect abnormal behavior
on the Internet of Things. The assessment is performed on three publicly available data sets (Table 1). Experimental
studies were conducted using the ALICE high-performance computing facility at the University of Leicester. On the
basis of the conducted experimental researches the complex analysis of application of machine learning algorithms
for detection of anomalous behavior in networks of the Internet of things is carried out. The evaluation results confirm
that the Random Forest algorithm achieves the best performance in terms of Accuracy, Precision, Recall, F1-Score
and Receiver Operating Characteristic (ROC) curves for all applied datasets. It is noted that other machine learning
algorithms work with close efficiency to Random Forest, and that the decision on the choice of machine learning
algorithm depends on the data to be analyzed.

In [23] the system of intrusion detection on the basis of anomalies is presented. The performance of
application of various machine learning algorithms for detection of anomalies in the used set of data on intrusion into
the Internet of things in real time is also investigated (Table 1). The experiments showed the highest classification
accuracy for K-nearest Neighbors (Table 1). It is noted that one of the important security issues on the Internet of
Things is that most of these devices have limited power and computing power. Therefore, encryption and
authentication are difficult to use to protect against cyberattacks. Based on this, the detection of network intrusions
based on anomalies plays an important role in protecting the Internet of Things from various harmful actions. The
advantage of the approach is that when a zero-day attack occurs, the attack signature will not be recognized, but further
network behavior will deviate from normal traffic patterns, allowing IDS to detect the anomaly.

Conclusions

A review of cybersecurity companies' reports and antivirus software vendors, as well as literature sources,
shows that the problem of detecting cyber attacks in the Internet of Things infrastructure is extremely relevant. The
paper provides a brief overview of approaches to detecting attacks in the Internet of Things infrastructure based on
machine learning. Although the known methods show a high level of efficiency, nevertheless they have common
disadvantages and limitations. The main disadvantages of the known methods are the high level of false positives, the
inability to detect and respond to zero-day attacks and multi-vector attacks. The latter shortcoming is the most critical,
as evidenced by the steady increase in cyber attacks on the Internet of Things infrastructure. A common limitation for
most known approaches is the need for significant amounts of computing resources and significant response time of
detection systems, which is unacceptable for real-time operation. Thus, there is still a need to develop new methods
of detecting attacks in the Internet of Things infrastructure that would address the shortcomings of known approaches
and enable the detection and adaptive response to as yet unknown threats, such as zero-day attacks and multi-vector
attacks.
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