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EXTENDED SOFTWARE AGING AND REJUVENATION MODEL FOR ANDROID
OPERATING SYSTEM CONSIDERING DIFFERENT AGING LEVELS AND
REJUVENATION PROCEDURE TYPES

A complex model based on Continuous-Time Markov Chains is proposed, which combines an extended aging and
rejuvenation model taking into account different aging levels and a model of mobile device usage activity. A graph of states and
transitions is constructed, which describes the proposed model without taking into account mobile device usage activity, and taking
it into account. A system of Kolmogorov — Chapman differential equations is written on the basis of the states graph. A set of test
simulations for conducting experimental calculations of the model and analysis of results is described. A system of differential
equations for each simulation is calculated using the 4th order Runge-Kutta method. The analysis of simulations with recovery after
aging-related failure and without recovery allowed to formulate the main objectives of the rejuvenation procedure in the proposed
model to improve the user experience. Analysis of different rejuvenation planning strategies indicates that the most effective approach
/s to perform rejuvenation in the “Aging” state, when the device is already aging, but it is not yet a state with a high probability of
aging-related failure. Analysis of simulations with warm and cold rejuvenation shows that this factor affects the results of the mode/
calculation, and the application of one or another approach depends on the aging conditions and the mobile device usage activity.
The developed model based on the Markov chain can be used to predict the optimal time of the refuvenation procedure. In addition,
the model considers both cold and warm rejuvenation. Further studies which take into account the real data and aging conditions are
needed for proposed aging and rejuvenation model.
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BITAJIII SKOBUHA, BOTJIAH YT'PUHOBCBHKUI1

Harmionansauii yHiBepcuteT «JIbBiBChKa MOMITEXHIKA»

MOJEJIb ITPOUHECY CTAPIHHA TA OMOJIOJKEHHSI TPOI'PAMHOI'O
3ABE3IIEYEHHS UIA OITIEPAINIMHOI CUCTEMM ANDROID 3 YPAXYBAHHAM
PIBHUX PIBHIB CTAPIHHS TA THUIIIB ITPOLHEAYPHU OMOJIO/JKEHHSA

SBuiLe CTapiHHS MPorpamMHoro 3abe3eYeHH s HeraTuBHO BII/IMBAE HA MO0 HaJIViHICTb | MPOAYKTUBHICTL, O I03HAYAETHCS
Ha OriPLIEHH] KOPUCTYBaLIbKOro 40CBiAy. B cBoKo Yepry, MobIribHI MPUCTPOI € 0COOIMBO BPa3/ MBI 40 SBALYA CTaPIHHS Ta BUMAraroThb
BUCOKOIro PIBHSI SIKOCTI MIPOrpamMHOro 3a6e3reqeHHs], TOMy BaX/MBUM 33BAAHHSIM € PO3POO/IEHHS 3ac00IB A/15 MPOTUAIT CTapiHHIO B
MOGI/IbHNX MPUCTPOSIX.

B Aariyi po60Ti 3arporoHoBaHo KOMIIEKCHY MOAESL Ha OCHOBI aHUora MapkoBa 3 HEMEPEPBHUM YacoM, sika 06 €qHyE
PO3LINPEHY MOAE/L CTAPIHHS | OMOJIOQKEHHS IPOrPAMHOMO 3a0€3MEYEHHS 3 ypaxyBaHHIM DI3HUX PIBHIB CTapiHHS Ta MOAEsb
AKTUBHOCTI BUKOPUCTAHHSI MOOIIbHOrO MPUCTPOIO KOpUCTYBaYeM. [1obyn0BaHO rpagd CTaHiB Ta repexosiB, LYo OfUCYE PO3LIMPEHY
MOAE/Ib CTaPIHHS Ta OMOJIOLKEHHS O€3 ypaxyBaHHs MOAEN aKTUBHOCTI BUKOPUCTAHHS MOOIIbHOIO MPUCTPOIO KOPUCTYBaYeM, 1a 3 ii
ypaxyBaHHsIM. Ha 0CHOBI rpay CTaHiB HarncaHo cuctemy AngepeHLivinux piBHsHb Kosimoroposa—Yenmera. OnvcarHo Habip TectoBux
CUMYTISLIVE /151 MTPOBEAEHHS EKCITEPUMEHTA/IbHUX OOYUC/IEHE MOAE/I Ta aHaI3y pe3y/ibTatiB. OBYNCIEHO CUCTEMY AUPEDEHLIIVIHNX
PIBHSIHB [1/15 KOXKHOI cuMys1siuyli 3 40rMoMororo mMetogy PyHre-KyTmv 4-ro rnopsgKy.

AHa/3 cuMynayivi i3 BIAHOB/IEHHSM [1iC/1s BIAMOBU CTapiHHS Ta 6€3 BiJHOB/ICHHS [03BOJIMB CEQOPMYJIIOBATH OCHOBHI
38BAAHHS MPOLERYPYU OMOJIOKEHHS B 3aIIPOMOHOBAHIN MOAE A/151 MOKPALYEHHS KOPUCTYBALIbKOIro A0CBIAY. AHAa/I3 Pi3HNX CTpaTeriv
1/18HYBAaHHSI OMOJIOAIKEHHS BKA3YE, LU0 HANEPEKTUBHILLMM [Ti4X0O[O0M € I1/1aHyBaHHS OMOJIOKEHHS B CTaHi «Aging», Ko/ B npuctpoi
BXXE CITOCTEPIrAETLCS CTaPIHHS, a/le L€ LUE HE CTaH 3 BUCOKOKO IMOBIPHICTIO BiAMOBM CTAPIHHSA. AHa/3 cuMyIauivi i3 «warm» 1a «cold»
OMOJIOKEHHSIM [10KA3YE, YO LU YUHHUK BII/IMBAE Ha PE3Y/IbTATH OOYUCIIEHHS MOAEST, @ 3aCTOCYBaHHS TOrO YM IHLIOMO Migxody
3a/1eXKUTb Bifl YMOB CTapIHHS T@ KTUBHOCTI BUKOPUCTAHHS MOGI/IbHOIO MPUCTPOLO.

Po3pobneHa mogesb Ha OCHOBI slaHytora Mapkosa Moxe 6yTv 3acTocOBaHa A/15 MPOrHO3yBaHHS OMTUMA/IbHOMO Yacy
BUKOHAHHSI MPOLELYPH OMOJIOMKEHHS. KDiM TOro, MOA€Es b 03BOJISIE BPaXOBYBaTH K cold OMOJIOMKEHHS], TaK | Warm OMOJIOLXKEHHS.
HeobxigHi noganbLui JOCTKEHHS PO3PO6/IEHOI MOAE/T CTaPIHHS Ta OMOJIOMKEHHS V15 PEASIbHUX AaHNX | YMOB CTapIiHHS.

KrtoqoBi c/10Ba: CTapiHHA MpOrpamMHOro 3abe3reyeHHs], OMOJIOLKEHHS POrpaMHOro 3abe3sreyeHHs, faHuyor Mapkosa,
oriepauiviva cucrema Android.

Introduction

Performance and reliability are important characteristics of software quality [1]. The software aging
phenomenon [2, 3] has a negative effect on software reliability and performance. Software aging is the process of
software response time and aging-related failure [4] rate increasing, which is a consequence of the aging-related errors
accumulation [4] in systems that run for a long time.

Software aging phenomenon is observed in many systems [4-6]. The widespread use of mobile devices in
everyday life requires a high level of software and mobile systems quality, in particular, Android operating system
(0S) [7, 8]. It is also worth noting that mobile devices have a number of characteristics [9] that distinguish them from
personal computers and servers, in particular, the usage activity of mobile device, as well as limited hardware
resources, such as random-access memory (RAM) or central processing unit (CPU).
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To counteract the negative effects of software aging, a proactive approach is used, namely, software
rejuvenation [3, 5, 10]. The main task of software rejuvenation is to clean the accumulated aging-related errors by
rebooting the system or its individual components, which ensures that the system is constantly in a highly productive
state and prevents the occurrence of aging-related failures. In turn, the special features of mobile systems should be
taken into account when developing software aging and rejuvenation (SAR) models and methods for mobile systems.

Performing a rejuvenation procedure can improve performance and reliability, however, it also may have a
negative impact on the user experience. For example, frequent rejuvenation by rebooting the entire OS or early
rejuvenation when no aging is observed can lead to an unreasonable increase of system downtime. Late rejuvenation,
when the system is already likely to fail due to aging-related error, is also ineffective, as there is a risk that the planned
rejuvenation will not occur. To address the described features of choosing the optimal time and method of mobile
device rejuvenation, in particular, Android OS, this work describes an analytical SAR model in the form of continuous-
time Markov chains (CTMC) [11].

The object of the study is the process of software aging. The subject of the study is a SAR model for
mobile OS. The purpose of the work is to develop a SAR model for Android OS considering mobile device usage by
users and different aging levels.

Related works

Software aging phenomenon is observed in mobile systems, in particular, Android OS [7-9]. Empirical
studies results allow to determine system components that are vulnerable to the software aging [8, 12, 13] and to
identify effective aging-related indicators [8, 12, 14]. Developed analytical models allow to predict the aging process
and determine the optimal time to perform the rejuvenation procedure [15].

An aging detection and rejuvenation agent for Android (ADARTA) [16] measures aging-related metrics and,
analysing the obtained time series, detects software aging, plans and performs software rejuvenation. ADARTA
implements a moving window method for tracking and detecting software aging in real time and requires constant use
of system resources to perform calculations. Therefore, the advantage of using analytical models to predict aging and
plan the rejuvenation procedure is that they may decrease calculations in the background system process.

This paper [17] describes a general SAR model based on Markov Chains considering additional states to
describe the gradual deterioration of system performance: “Robust”, “High Efficiency”, “Medium Efficiency”, “Low
Efficiency”, “Unstable”. This model allows to perform different types of rejuvenation procedures in the "Unstable"
state, which restore the system to one of the previous states in accordance with the effectiveness of a particular type
of rejuvenation procedure. The implementation of this model allows to determine the optimal rejuvenation strategy
and mechanism that will ensure the greatest system availability.

System performance levels in models allow to take into account the advantages of measurements-based and
thresholds-based approaches [5, 18]. For example, the following aging indicators [13, 14] were experimentally tested
in previous work for Android OS, average or median values of which can be used to determine the aging status of the
system at a certain point in time:

- Frame Draw Time (FDT) is a time for displaying user interface (Ul) frame of the application, or otherwise
this metric can be interpreted as FPS;

- Proportional Set Size (PSS) is the amount of RAM used by individual processes in the system.

Taking into account of the rejuvenation procedure mechanism [19, 20] in the SAR model is an important
task, because the concrete implementation of this procedure may have a negative impact on the user experience. The
device and its functions may be partially or completely inaccessible to the user during the rejuvenation procedure.

There are two main groups of rejuvenation mechanisms [20]: cold and warm rejuvenation. Cold rejuvenation
is a complete reboot of a mobile device, which means that the system is unavailable during this procedure, but reboot
provides the best recovery of system performance. In turn, warm rejuvenation consists in rebooting or cleaning system
services, user applications and processes, so it can be assumed that the system is still available for user. However,
warm rejuvenation is less effective than cold rejuvenation, and its effectiveness depends on its specific implementation
and aging conditions.

Analytical model of SAR for Android OS [15] based on CTMC takes into account mobile device usage as
two additional states of the system, namely “Active” and “Sleep” states. This model can be extended and improved
because it does not take into account different aging levels and types of rejuvenation procedures.

Materials and methods

This paper proposes an extended SAR model for the Android OS based on CTMC, which takes into account
the usage activity of a mobile device, the additional aging level of the system, and provides either a cold or warm
rejuvenation mechanism.

First of all, it is necessary to describe a general extended SAR model considering aging levels in the form of
CTMC, which consists of five states: “Young”, “Aging”, “Old”, “Rejuvenation”, “Failure”, where “Young”, “Aging”,
and “Old” states reflect a gradual degradation of the system performance in terms of aging. Thus, the extended SAR
model can be presented in the form of states and transitions graph, as shown in fig. 1, where the states are described

as follows:
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1) “Young” (Y) is a system state, which is characterized by a high level of productivity and low level of
resource consumption, for example, the average or median values of FDT and PSS system processes are not higher
than the set thresholds;

2) “Aging” (A) is a system state in which there is a performance deterioration and increased consumption
of system resources, but it has little effect on user experience (UX), in particular, the average or median values of
FDT and PSS of system processes are within predetermined limits;

3) “Old” (O) is a system state when the user experiences delay in the Ul, and exhaustion of system resources
can lead to failures in user applications: the average or median values of FDT and PSS system processes are higher
than the set thresholds;

4) “Rejuvenation” (R) is a system state in which the rejuvenation procedure takes place. The system may be
unavailable in this state if cold rejuvenation is performing;

5) “Failure” (F) is an aging-related failure state in which the system recovers. Recovery consists in mobile
device rebooting by the system itself or user.

Fig.1. CTMC for the extended general SAR model considering different aging levels

To calculate the transition rates between aging states (a;j) as well as transition times (Tj), it is important to
consider the presence or absence of constant trends of metric deterioration in these states, namely in “Young”,
“Aging”, and “Old”. For example, a system in the “Young” or “Aging” state may not show increasing trends of FDT,
so the transition to the “Aging” and “Old” state may not occur. In this case the rejuvenation procedure, as well as the
need to predict its optimal time may be impractical.

Thus, in contrast to the original model [15], the additional “Aging” state in the proposed model allows to
clearly distinguish the aging process in the system and distinguish it from actually “Old” state. In this case, the
extended model provides the ability to perform rejuvenation in both “Aging” and “Old” states, which is described by
the aar and aor transition rates, respectively.

The extended SAR model for mobile OS is presented in fig. 2 in the form of a states and transitions graph of
the Markov Chain. The model takes into account both the mobile device usage activity and additional software aging
levels.

States of proposed SAR model are follows: AmY is an “Active mobile Young” state; AmA is an “Active
mobile Aging” state; AmO is an “Active mobile Old” state; AmR is an “Active mobile Rejuvenation” state; AmF is
an “Active mobile Failure” state; SmY is a “Sleep mobile Young” state; SmA is a “Sleep mobile Aging” state; SmO
is a “Sleep mobile Old” state; SmR is a “Sleep mobile Rejuvenation” state; SmF is a “Sleep mobile Failure” state.

8amSm  8SmAm  @AmSm  AsmAm aAmsm  2SmAm  8AmSm  8SmAm

s
AQ
L aor

apy
Fig.2. CTMC for the extended SAR model for Android OS considering different aging levels and mobile device usage activity
Software rejuvenation planning is about choosing the optimal time to perform it. The optimal time from the

user's point of view is the state of the system when the mobile device is not used, namely, in the states SmY, SmA,
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SmO. In turn, the optimal time from the system's point of view is the time when there is a productivity deterioration,
rejuvenation procedure performs before aging-related failure, as well as rejuvenation does not interrupt performing of
priority processes, i.e., in SmA and SmO states. Therefore, the optimal rejuvenation time for the user and the system
is possible in the SmA and SmO states.

The proposed model allows to consider three main strategies for rejuvenation planning, namely:

1) Simultaneous rejuvenation from “Aging” and “Old” states, i.e., when aar > 0.0 and aor > 0.0;

2) Planning rejuvenation only from the “Aging” state, when aar > 0.0 and aor = 0.0;

3) Planning rejuvenation only from the “Old” state, when aar = 0.0 and aor > 0.0.

Given the existence of different rejuvenation mechanisms, namely cold and warm rejuvenation, the model
introduced two additional transition rates between the AmR and SmR states. These parameters allow to determine
which rejuvenation method is used calculating the model. The condition, when asmamg = 0 and aamsmr = 0, means that
the user will not be able to use the mobile device while cold rejuvenation procedure performing. Thus, taking into
account the mobile device usage factor, an important task is to choose the optimal cold or warm rejuvenation for a
specific scenario of mabile device use.

Since the SAR process is modelled as a CTMC, the probability of the system being in the i-th state Pi(t) is
obtained from the solution of the system of Kolmogorov — Chapman equations:

dpP(t) ,
P —z a;;Pi(t) + z a;P;(t),i €S, (1)
jEs jEs
where P;(t) (Pj(t)) — is the probability of a system being at time t in the i(j) state, a;; (a;;) — is a transition rate
from i state to j state (from j state to i state) at time t, S — is a set of all system states.
A Kolmogorov-Chapman system of differential equations for proposed SAR model:

d Py (1)
— = = —(aya + Asmam)Psmy () + @y Psmp () + GamsmPamy (£) + ary Psmr (t);

dt
dPsma(t)
o —(@a0 *+ Asmam + @ar) Psma(t) + ayaPsmy (t) + QamsmPama(t);
dPgmo (1)
———— = —(agr + aor + Asmam) Psmo (t) + @40 Psma () + aamsmPamo (1);

t

5
2—; = —(apy + Asmam) Psmr (t) + @0 Psmo (£) + Gumsm Pamr (t);
APymy (t)

b —(aya + Qamsm) Pamy (t) + apy Pamp (t) + ary Pamg (t) + Gsmam Psmy (£); @)
APyma(t)
—— = (a0 * Aamsm)Pama(t) + ayaPamy (t) + asmamPsma(t);

dt
dPymo (1)
—=——= = —(aor + Aamsm)Pamo () + a0 Pama(t) + AsmamPsmo (£);

dt
dPAmF (t)
i —(apy + @amsm)Pamr (t) + @opPamo () + asmam Psmr (8);
dPSmR(t)dt=—(aRY+aSmAmR)PSmR(t)+aARPSmA(t)+aORPSmO(t)+aAmSmRPAmMR(t);
dPymr (1)

- = _(aRY + aAmSmR)PAmR (t) + Asmamr PSmR (t)

A system of differential equations (2) can be calculated by numerical methods, in particular by the Runge-
Kutta method.

Since the time distribution in models based on the CTMC is exponential, the average transition time to a
certain state is determined by the formula:

1
Ta‘ug = a; (3)
where a — is a transition rate between states.

Experiments

To verify and analyse the proposed extended SAR model, the system of differential equations (2) was
calculated by the 4th order Runge-Kutta method. Average transition times between all states of the system are
approximate values which allow to simulate aging process and perform experimental calculations. Table 1 presents a
set of test simulations for different conditions of software aging, intensities of mobile device usage, and types of
rejuvenation procedure.

The mobile device usage model is represented by two sets of transitions between states that describe different
levels of user activity during the day:

- Moderate use, where Tsmam = 75 minutes (asmam = 0.013), and Tamsm = 10 minutes (aamsm = 0.1);

- Active use, where Tsmam = 30 minutes (asmam = 0.033), and Tamsm = 50 minutes (aamsm = 0.02).

The software aging model describes two devices that have different performance and aging rates, namely:

- A device with high performance and resistance to software aging, where Tya = 48 hours (aya = 0.00035),
Tao =96 hours (aao = 0.00018), Tor = 24 hours (aor = 0.00069), and Tey = 1 minute (ary = 1.0);
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- A device with low productivity and vulnerability to software aging, where Tya = 4 hours (aya = 0.0042),
Tao = 8 hours (ano = 0.0021), Tor = 2 hours (aor = 0.0083), and Ty = 5 minutes (agy = 0.2).

Table 1
Set of test simulations for different conditions
Mgde_l of mobile Model of software aging Model of software rejuvenation
SIM evice usage
Tsmam, Tamsm, Tya, Tho, Tor, Try, Tar, Tor, Tev. min Tsmamr, Tsmamr,
min min hours hours hours min hours hours RY, min min
SIM-0 75 10 48 96 24 - - - - - -
SIM-1 75 10 48 96 24 1 - - - Tsmam Tamsm
SIM-2 75 10 4 8 2 5 - - - Tsmam Tamsm
SIM-3 30 50 48 96 24 1 - - - Tsmam Tamsm
SIM-4 30 50 4 8 2 5 - - - Tsmam Tamsm
SIM-5 75 10 48 96 24 1 48 12 1 Tsmam T Amsm
SIM-6 75 10 48 96 24 1 48 - 1 Tsmam T Amsm
SIM-7 75 10 48 96 24 1 - 12 1 Tsmam T Amsm
SIM-8 75 10 48 96 24 1 144 36 1 Tsmam T Amsm
SIM-9 75 10 4 8 2 5 4 1 5 Tsmam T Amsm
SIM-10 75 10 4 8 2 5 4 - 5 Tsmam T Amsm
SIM-11 75 10 4 8 2 5 - 1 5 Tsmam T Amsm
SIM-12 75 10 4 8 2 5 12 3 5 Tsmam T Amsm
SIM-13 30 50 48 96 24 1 48 12 1 Tsmam T Amsm
SIM-14 30 50 48 96 24 1 48 - 1 Tsmam T Amsm
SIM-15 30 50 48 96 24 1 - 12 1 Tsmam T Amsm
SIM-16 30 50 48 96 24 1 144 36 1 Tsmam T Amsm
SIM-17 30 50 4 8 2 5 4 1 5 Tsmam T Amsm
SIM-18 30 50 4 8 2 5 4 - 5 Tsmam T Amsm
SIM-19 30 50 4 8 2 5 - 1 5 Tsmam T Amsm
SIM-20 30 50 4 8 2 5 12 3 5 Tsmam T Amsm
SIM-21 75 10 48 96 24 1 48 - 1 - -
SIM-22 75 10 4 8 2 5 4 - 5
SIM-23 30 50 48 96 24 1 48 - 1
SIM-24 30 50 4 8 2 5 4 - 5

This paper considers two options of aging-related failures, the comparison of which allows assessing the
impact of recovery after the aging-related failure on the behaviour of the system:

- Aging-related failure causes the mobile device reboot which returns the system to the “Young” state, i.e.,
the system is in the FY state only the time required to reboot;

- Aging-related failure does not return the system to the “Young” state, i.e., Try = 0 minutes (agy = 0.0).

Rejuvenation strategies are represented by two data sets for two devices with different software aging rates,
respectively.

The rejuvenation procedure for a device with high performance and resistance to software aging lasts on
average 1 minute (ary = 1.0), and planning strategies are presented by the following sets of Tay and aj:

- Rejuvenation in “Aging” and “Old” states, where Tar = 48 hours (aar = 0.00035), Tor = 12 hours (aor =
0.0014);

- Rejuvenation in “Aging” state, where Tar = 48 hours (aar = 0.00035), Tor = 0 hours (aor = 0.0);

- Rejuvenation in “Old” state, where Tar = 0 hours (aar = 0.0), Tor = 12 hours (aor = 0.0014);

- Rejuvenation is performed with a delay in “Aging” and “Old” states, where Tar = 144 hours (aar =
0.00012), Tor = 36 hours (aOR = 0.00046).

The rejuvenation procedure for a device with low performance and vulnerability to aging lasts an average of
5 minutes (ary = 0.2), and planning strategies are presented by the following sets of Tayg and aj:

- Rejuvenation in “Aging” and “Old” states, where Tar = 4 hours (aar = 0.0042), Tor = 1 hour (aor = 0.017);

- Rejuvenation in “Aging” state, where Tar = 4 hours (aar = 0.0042), Tor = 0 hours (aor = 0.0);

- Rejuvenation in “Old” state, where Tar = 0 hours (aar = 0.0), Tor = 1 hour (aocr = 0.017);

- Rejuvenation is performed with a delay in “Aging” and “Old” states, where Tar = 12 hours (aar = 0.0014),
Tor = 3 hours (aor = 0.0056).

To assess the impact of recovery after aging-related failure, the model was calculated for SIM-0, which is
identical to SIM-1, but has no transition from “Failure” state to “Young” state (arv = 0.0), i.e., aging-related failure is
a terminal state of the system and recovery does not occur immediately.

To test the extended SAR model and evaluate the aging process, the model was calculated without
rejuvenation in SIM-0 - SIM-4 simulations. The impact of software aging process on UX can be determined using
estimates Pamv(t), Pama(t), Pamo(t) i Pame(t), i.€., the probabilities of the system at different aging levels during active
usage of the mobile device by the user.

To analyze the rejuvenation planning strategies, simulation sets were calculated for different combinations
of mobile devices and the activity of their use (SIM-5 - SIM-20). The obtained results of simulations are also compared
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with simulations without rejuvenation (SIM-1 - SIM-4). The effectiveness of the rejuvenation procedure in different
strategies can be assessed by the probability of system beeing in the AmY state, i.e., the most effective strategy
provides the highest probability of active use of the mobile device in the high-performance state.

To analyze the mechanisms of a cold and warm rejuvenation, additional simulations SIM-21 - SIM-24 were
performed, where cold rejuvenation is performed, i.e., Tsmamr = Tamsmr = 0.0. In turn, simulations SIM-1 - SIM-20
describe warm rejuvenation, where Tsmamr = Tsmam, Tamsmr = Tamsm.

Results
Fig. 3 shows calculation of SIM-0 and SIM-1 when an inactive user is using a mobile device that is aging
slowly. A comparison of these simulations allows to characterize the impact of recovering after aging, as well as
emphasize the importance of applying the rejuvenation procedure to improve UX and increase the uptime of the
mobile device.

Software aging with Recovering - SIM-1 Software aging without Recovering - SIM-0

AmY ——AmA AmQ =——AmF =——=AmY ——AmA AmQO =——=AmF
0,12 0,12

01 |\ 0,10

0,08 0,08

P(t) 0,06 P(t) 0,06

0,04 0,04

0,02

t, hours

Fig.3. Comparison of software aging models without rejuvenation: a) with recovery after aging-related failure; b) without recovery after
aging-related failure.

In fig. 3a, the probabilities of all states reach the steady level after the 100th hour of the mobile device use.
This behaviour of the model is due to the presence of the “Failure” state, in which there is a recovery with a return to
the “Young” state. Comparison of SIM-0 and SIM-1 allows to conclude that without any reaction to the aging-related
failure (fig. 4b), the probability of being in a young state AmY goes to 0, and the aging process (i.e., changes of AmY,
AmA, AmO, and AmF) leads to complete system failure. In the case of SIM-1 (fig. 3a), the mobile device will
necessarily go to the so-called “recovery plateau”, which provides a return to a more productive system state, but
forces the user or system to reboot the mobile device.

Thus, the performed software aging simulations show that the important tasks of the rejuvenation procedure
to improve UX are:

- increase the mobile device availability: max(Pamv(t));

- delay aging-related failures: min(Pama(t) + Pamo(t) + Pame(t)).

Fig. 4 shows an effectiveness comparison of different strategies for four sets of simulations. Each set
describes different rejuvenation strategies for the same aging conditions. The curves on the graphs are numbered from
1 to 5 in descending order of efficiency.

Simultaneous rejuvenation from the “Aging” and “Old” states allows to ensure the highest level of the mobile
device availability in the “Young” state (curves (1) in fig. 4). A less effective strategy is to plan rejuvenation only
from the “Aging” state (curves (2) in fig. 4). The worst strategy is to plan rejuvenation only from the “Old” state
(curves (4) in fig. 4). The absence of rejuvenation is expected to show the lowest values (curves (5) in fig. 4). Also, it
can be seen that simulations in which rejuvenation is scheduled with a delay for both the “Aging” and “OId” states
(curves (3) in fig. 4) show better efficiency than simulations without rejuvenation or with rejuvenation only in the
“Old” state.

The obtained results confirm the effectiveness of premature rejuvenation in the “Aging” state, before the
transition to the “Old” state. In this case, to ensure high availability of the mobile device, it is necessary to repeat the
rejuvenation procedure. Although delayed rejuvenation (curves (3) in fig. 4) increases the likelihood of being in the
“Young” state, however, this case is not optimal, so it is important to choose the optimal time between the transition
from “Aging” to “Old”.
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Fig.4. An effectiveness comparison of different rejuvenation strategies for four sets of simulations: a) simulations set Nel; b) simulations
set Ne2; ¢) simulations set Ne3; d) simulations set Ne4.

Comparison of SIM-24 and SIM-18 simulations with the same aging conditions, but different rejuvenation
mechanics is shown in fig. 5. Curve number 3 shows the percentage increase in the probability of system being in the
“Young” state if warm rejuvenation is performed.

Warm and Cold Rejuvenation for SIM - 24 and SIM-18
——AmY: Cold (1) =———AmY: Warm (2) (Warm - Cold) * 100% (3)
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r 0,157 %

0,248

0,246 |

0,244 L 0,156
398 498 598 698 798 898 998 1098 1198
t, hour

Fig.5. Comparison of warm and cold rejuvenation methods

Fig. 5 shows that in case of warm rejuvenation, the device is indeed more likely to be in a AmY state than in
the case of cold rejuvenation. SIM-24 and SIM-18 simulations describe the case when an active user uses a mobile
device that is aging rapidly, so in this case, the important tasks of rejuvenation are to ensure both the mobile device
availability and the effectiveness of chosen strategy. Warm rejuvenation can provide availability, however, if the
device performs warm rejuvenation in the “Old” state, then the probability of restoring the system to the “Young”
state may be extremely small due to the peculiarities of this approach. Thus, the proposed SAR model with warm
rejuvenation cannot be applied to the case of performing rejuvenation in the “Old” state without the assumption that
warm procedure will restore the system to the “Young” state. In other words, it can be assumed that warm rejuvenation
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method in the proposed model can be effective only in the case of planning rejuvenation in the “Aging” state, and
cold rejuvenation method can be effective in both “Aging” and “Old” states.

Conclusions

Software aging has a negative impact on UX and software reliability. An effective method to counteract
software aging is to schedule and perform the software rejuvenation procedure. An important task is to develop SAR
models considering features of mobile devices which can be employed to select optimal strategy and time of
rejuvenation.

The scientific novelty of the proposed mathematical SAR model for mobile device is to consider additional
software aging levels and warm or cold rejuvenation mechanisms. The developed model is represented by a CTMC,
which combines the mobile device usage model and the extended SAR model.

The practical significance of using additional software aging levels in the model consists in the possibility of
applying methods based on measurements and thresholds of aging-related metrics. The results of the simulations
showed that an effective strategy for software rejuvenation is its repeated execution in the “Aging” state. Proposed
SAR model allows to perform rejuvenation, when necessary, i.e., when the software aging is observed in the system,
after “Young” state. At the same time, the model allows to plan rejuvenation in advance of the transition to a low-
productivity state, in which there is higher probability of aging-related failure, i.e., before “Old” state. When planning
a rejuvenation procedure, considered properties of proposed model may allow to improve UX as well as device
reliability. Using model, it is possible to select optimal rejuvenation mechanism (namely, cold or warm rejuvenation)
for specific conditions of device using, which has practical value for improving UX.

The future research is to investigate proposed model for different conditions and real data, because in this
work a simulation was performed using test approximate values of transition times. It is important to investigate cold
and warm rejuvenation in different usage scenarios, in particular, the use of cold and warm rejuvenation from different
aging levels and with different effects on improving system performance. Also, proposed SAR model can be employed
to implement rejuvenation method for Android OS and considered rejuvenation strategies should be verified in
developed methods.
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